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A B S T R A C T   

The smooth running of the electric energy system is crucial, especially given the current 
geopolitical environment. To achieve this goal, it is essential to establish a solid infrastructure 
that is both accessible and safe. We protect consumer reputation and trust, reduce financial losses, 
and lessen unfavourable effects on employees and business owners by maintaining continuous 
functioning. This study has discovered several important concerns using the Method Organised 
Systematic Analysis of Risk (MOSAR). These include the possibility of cyberattacks, the avail-
ability of information and technology systems, the loss of critical individuals, and network 
problems. To address these risks, it is necessary to deliver electrical energy on time and at a high 
standard, to be responsive to client requests, and to follow best practices, technical standards, and 
personal and environmental protection measures. The findings of this study make valuable 
contributions to risk assessment efforts, allowing us to identify potential threats to the security 
and reliability of national power systems. Overall, it is essential to maintain a robust and resilient 
energy infrastructure to ensure uninterrupted operation and mitigate risks effectively.   

1. Introduction 

The term “critical infrastructure” refers to the important infrastructure – including the power grids, transportation networks, and 
communication systems – that is necessary for society to function. Critical infrastructure’s resilience is its capacity to foresee, tolerate, 
and quickly recover from disturbances while maintaining continuous operation [1]. To prevent serious consequences, such as financial 
losses, societal disruptions, and potential threats to public safety, it is essential to maintain the continuous operation of vital infra-
structure firms. To reduce the effects of disruptions and ensure that they can continue to offer key services without interruption, these 
businesses must strengthen their resilience [2]. 

First and foremost, one of the most important steps in strengthening the resilience of critical infrastructure organizations is to 
undertake thorough risk assessments to pinpoint vulnerabilities, potential threats, and crucial dependencies. In order to minimise 
potential interruptions, effective risk management methods are essential [2]. These tactics include establishing strong cybersecurity 
protections and creating business continuity plans. Additionally, adding redundant power sources and data storage facilities can 
greatly improve the resilience of critical infrastructure organizations [3]. These steps ensure there are backup plans and resources to 
keep things running smoothly even in the event of breakdowns or disruptions. Additionally, encouraging cooperation among 
important stakeholders, government organizations, and vital infrastructure providers is crucial for boosting resilience. The develop-
ment of efficient tactics, the improvement of reaction capacities, and the overall improvement of system resilience can all be facilitated 
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by the sharing of knowledge, best practices, and lessons learnt [1]. Also, leveraging technological advancements, such as advanced 
monitoring systems, predictive analytics, and automation, can significantly contribute to enhancing the resilience of critical infra-
structure companies [1]. These technologies enable early detection of potential disruptions, proactive response measures, and efficient 
resource allocation during crisis situations [4]. 

The year 2023 is marked by energy anxiety and rapidly changing global geopolitical conditions, reflected in the failure of global 
governance [5]. This paper discusses the challenges of critical infrastructure resilience for uninterrupted operations in today’s complex 
and interdependent world. The COVID-19 pandemic and the war in Ukraine have exposed weaknesses and highlighted the importance 
of organizational and leadership resilience [5]. This paper stresses the need for continuous planning for the protection of critical 
infrastructure in the energy sector, to ensure an uninterrupted energy supply. Key indicators of energy security include energy 
dependence, energy sources, energy imports and exports, stocks, prices, and energy consumption [1]. In Slovenia, energy dependence 
is at 47.3% in 2021, compared to 57.5% for the EU in 2020 [6]. 

Business resilience, as the ability of a company to survive and thrive in difficult or unfavourable circumstances such as emergencies, 
changes in the environment, inappropriate human activity or other challenges, is a fundamental competency and business imperative 
that should be built into all key business areas [2]. To achieve organizational resilience, it is necessary to identify not only significant 
vulnerabilities and risks but also the risks that may appear to be just “business as usual.” Business continuity, risk management, and 
crisis management are essential components of successful corporate governance [4]. 

Furthermore, the company’s main task is survival. Profit maximization and loss avoidance are guiding principles in business 
economics. In electro distribution “business continuity” refers to processes or systems that must operate without interruption [2]. This 
study defines managing business continuity as a holistic approach that identifies potential risks and threats to the company. The goal is 
to protect business functions and critical support functions. The response to an extraordinary event usually depends on past prepa-
rations and experiences. The ISO 22301:2019 standard [7] for business continuity management systems provides requirements for 
planning, establishing, implementing, monitoring and improving management. 

To maintain continuous operation, it is essential to comprehend the required preventive measures for detecting different risk events 
in the production, transmission, and distribution of electrical energy. The effective management of risk in distribution transformer 
substations plays a pivotal role in safeguarding the vulnerability, security, and overall resilience of the electrical network’s production, 
transmission, and distribution processes. 

Reviewing case studies and best practices from a variety of key infrastructure sectors, including energy, transportation, and 
telecommunications, offers insightful information on effective resilience enhancement techniques. Finding common problems, 
workable solutions and lessons gained that may be applied in other circumstances are made possible by analysing these examples. 

Numerous case studies in the energy sector have emphasized the importance of setting up reliable backup systems and diversifying 
energy sources. For instance, Jasinas et al. [8] concentrate on two different threats: cyberattacks, which are now a minor but growing 
risk, and extreme weather, which is the primary cause of interruptions in the energy supply. They show different perspectives on 
hazards to the energy system by emphasizing interactions between the parts of the energy system and their environment. In addition, 
numerous case studies in the transportation industry have shown how important proactive maintenance and asset management are. 
Serdar et al. [9] present resilience evaluation methods for transportation networks, indicators, and disturbance types. Nipa et al. [10] 
developed a comprehensive list of dimensions that can be used to measure the resilience of transportation systems. Moreover, the 
telecommunications industry has also seen considerable advancements in strategies for strengthening resilience (see, for instance Refs. 
[11,12]). 

The examination of these case studies and best practices identifies common problems and efficient fixes that can be used in 
numerous critical infrastructure sectors. The relevance of:  

- Diversifying energy sources and investing in renewable energy for a more reliable power supply is one of the key results.  
- Asset management and proactive maintenance to increase the reliability of transport networks.  
- Implementing network segmentation and real-time threat monitoring systems to reduce cyber threats in the telecommunications 

industry. 

Policymakers, infrastructure managers, and stakeholders can learn a lot about effective resilience augmentation methods by 
examining these examples. The resilience of critical infrastructure organizations can be increased overall by adapting and using the 
lessons learnt from these case studies in different circumstances. 

Despite significant progress in enhancing the resilience of critical infrastructure companies, several research gaps remain. Further 
investigation is needed to address emerging threats, explore the impact of emerging technologies, and develop comprehensive 
frameworks for assessing and enhancing resilience. The aim of this paper is to significantly contribute to addressing these persistent 
research gaps and advancing the understanding of critical infrastructure resilience. Our innovative approach centres around the 
application of the MOSAR (Method Organised Systematic Analysis of Risk) method. This method offers a meticulously structured and 
all-encompassing framework for assessing and mitigating risk factors, particularly in the context of power supply management. Our 
research question: How does the application of the Method Organized Systematic Analysis of Risk (MOSAR) identify and evaluate 
critical risk factors affecting power supply management? 

2. Methodology 

The effective management of risks is crucial for the continuous and resilient operation of the power system. To understand the risk 
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profile, the analysis of risk evaluates the origin of risk, assets or processes that pose a risk, vulnerabilities, effectiveness of internal 
controls and potential impact. This analysis focuses on risks associated with the management of the power supply, particularly the 
efficiency of risk management related to distribution transformer stations. 

Methods for managing risks are based on conceivable incident scenarios, their effects, and the possibility that a threat or risk would 
materialize. Risk evaluations are made sure to be documented, reproducible, and preventive using fundamental analytical methods. 
Risk evaluations must be open and include unambiguous weighting factors, clear assumptions, and subjective judgements. To evaluate 
advances in safety and resilience, effectiveness measurements must be used in the risk management process. 

In the sections that follow, we go over how crucial risk analysis and business continuity are at distribution transformer stations, or 
DTS for short, which are essential to distributing power to lots of users. The DTSs, which are a component of the transmission network, 
make it possible to safely convert electrical energy from high to low voltage and vice versa. Additionally, they control voltage, enhance 
the quality of the electricity, and aid in the integration and management of distributed and renewable energy sources. 

2.1. MOSAR method 

Within the study, we use MOSAR methodology that systematically evaluates risks. It is a holistic approach that allows for pro-
gressive risk analysis and is particularly useful for studying the effects of concurrent accidents or “domino” effects. MOSAR analyzes 
risks in the environment and provides a systematic approach to risk assessment, prioritization, risk management and risk treatment [2, 
3]. The method is characterized by a preventive approach that assesses the adequacy of preventing exceptional events and risks and 
introduces interdependence elements in risk management processes. The method uses logical evaluations to analyze various processes, 
procedures and protocols to identify potential errors, malfunctions and deficiencies. It introduces severity and probability elements in 
the exceptional event, error, malfunction or other harmfulness assessments. It identifies the frequency and severity levels of different 
identified risks and introduces scenario development of risk mitigation for exceptional events. Additionally, it links highly evaluated 
risks to protective measures in risk management which considers technological barriers in terms of obsolescence, poor maintenance of 
processes and equipment, organizational deficiency, or external threads [2]. 

Risk analysis occurs in several steps [13].  

- Identifying system failures - identifying all risk factors involved and identifying scenarios that could lead to technical accidents. 
- Risk assessment - including assessment of technical consequences of accidents and their likelihood of occurrence. Risks are clas-

sified into several categories: negligible, acceptable, and unacceptable. 
- Elimination of unacceptable risks - involves establishing methods, means, and procedures aimed at preventing damage from sig-

nificant risks and/or neutralizing their effects.  
- Managing remaining risks and defining measures, plans, and crisis strategies. 

The following figure presents a systematic approach of the MOSAR method, which provides a sequence of phases for assessing the 
risk of technological processes in an industrial environment and explains the content of each step, thus unambiguously contributing to 
the risk assessment process (Fig. 1). The methodology developed is in line with the applicable legal regulations in the field of industrial 
accident prevention and is harmonized with the procedures used for practical risk assessment. 

The methodology encompasses an initial system description with its subsystems, defining specific and measurable performance 
objectives to gauge success. This is then followed by the identification of potential threats to the system’s operations [4]. By leveraging 
a combination of experience, forecasts, system expertise, and available resources, the scope of threats and hazards that primarily 
impact the social community, critical infrastructure, and its users, or exhibit any influence over them, is determined [1]. 

Fig. 1. MOSAR method 
Note. Adapted from Strokovne podlage za ocenjevanje tveganj za delovanje kritične infrastrukture, by Čaleta et al., 2019 (https://www.gov.si/assets/ 
ministrstva/MO/Dokumenti/Studija-SPOTKI.pdf). In the public domain. 
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Risk analysis and assessment are used to evaluate each identified threat and hazard within the context of establishing precise 
capability objectives for each significant component [2]. The assessment also considers the potential for security measures to be 
bypassed or thwarted. It factors in any element that might facilitate security measure avoidance, such as measures that disrupt the 
system’s operation or hinder other activities, are cumbersome to employ, involve subcontractors beyond the system operator, or are 
not recognized or deemed suitable for the function by the system operator. 

Acceptable risks may create new risks upon re-evaluation. In the case of unacceptable risks, it becomes imperative to assess the 
preventive measures, procedures, and resources required to attain performance objectives for each critical capacity [4]. This may 
involve developing a risk reduction system, adhering to the business process control hierarchy, eliminating or replacing hazards, 
implementing management controls, and more. Risk reduction strategies might include hazard removal or simultaneous reduction of 
the two components that determine associated risks: the severity of the damage linked to a particular hazard and the likelihood of such 
damage occurring [1,2]. 

Let us also point out that we focused on Module A of the MOSAR method which is suitable for a macroscopic risk analysis that may 
have human consequences: industrial sites, buildings, factories, laboratories, health, planes with pilot and passengers etc. On the other 
hand, Module B of the MOSAR method is used for technical risk analysis for the safety and the security of systems (physical and 
operating risks): valve, plane without pilot, instruments, chemical or biological reactions, procedure etc. 

Both modules have almost the same structure [14]. 

3. Risk assessment for distribution transformer stations by MOSAR method 

3.1. Recognition of risk sourcesqqqq 

The MOSAR methodology for risk management begins with identifying potential sources of risk in relation to the critical infra-
structure of the power grid [2]. Seven key groups of risks threaten the power grid, including the supply of electricity in general and 
specifically the DTS. These groups were identified based on previously defined sources of risks. Risks related to corporate security and 
strategy are not directly related to DTS and are therefore not addressed in the study (see also [2–4]). 

Technological risks: The transmission system operator’s vital energy infrastructure is subject to technological hazards such as 
technological mishaps, transformer and component failures, maintenance errors, and electrical network flaws. It’s crucial to correctly 
design, maintain, and test the operation of transmission stations’ components to reduce technological hazards. It is important to avoid 
conditions that could lead to explosions or failures, such as overheating, overloading, gas buildup, and others. 

War and terrorism: Here we focus on the risk of physical attacks by external groups such as terrorists or saboteurs, which can 
cause damage or destruction to DTS. Small DTSs are more vulnerable to physical attacks, but since they serve a relatively small number 
of users, they do not usually affect the overall system’s reliability. 

Natural disasters and environmental risks: DTS may sustain damage or be destroyed by environmental hazards and natural 
calamities such as earthquakes, floods, ice storms, precipitation, lightning, or wind. Potential leaks of dangerous liquids are another 
source of environmental risks. 

Cyber security: Cyberattacks may be directed upon DTS stations because they are frequently connected to the internet. Cyber 
intrusions have the potential to result in a cascade of distribution system and DTS station failures. To prevent cyber-attacks, it is 
advisable to take a series of preventive measures, including preparing appropriate scenarios, following access protocols, regularly 
maintaining and testing equipment, controlling and installing appropriate equipment, training employees, and using intrusion 
detection systems, intrusion prevention systems and incident response systems. 

Epidemics: In the face of epidemics (such as COVID-19), it is necessary to ensure the uninterrupted operation of critical 
infrastructure. 

The human factor: The operation and management of the electric power system require a lot of knowledge and concentrated work 
from employees. DTS shall be properly maintained, repaired, constructed and modernized. Errors or negligence in work can cause 
damage and power outages, as well as affect the efficiency of the system and result in losses. 

3.2. Risk scenario identification 

For all main risk categories scenarios of risks are identified. Scenarios of technological risks include transformer failures, failures of 
electronic elements, failures of the management system, connection failures, provision of system services, energy transmission, cross- 
border transmission capacity, strategic technical indicators, network construction, technology changes, energy transmission network, 
system slowdowns, and construction of a telecommunications network. The failure of any of these subcategories can lead to a decrease 
in the reliability of the system, loss of electrical energy in the transmission system and an imbalance between supply and demand. 

3.3. Scenario risk assessment 

We evaluated each scenario’s risk based on its probability and impact and classified them into a risk matrix. Scenarios with high 
weight or critical risk assessment require special attention. Probability and impact are assessed on a scale of 1–5. The risk is calculated 
by multiplying those two values. The timeframe and frequency of the risk event should also be considered. 

In our risk assessment process, each scenario was meticulously analyzed to determine its likelihood of occurrence (probability) and 
the potential severity of its consequences (impact). Both dimensions were evaluated using a quantifiable scale from 1 (very low) to 5 
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(very high). 

3.3.1. Probability assessment  

1. Very Low - The event is rare or has happened in less than 10% of similar circumstances.  
2. Low - The event is uncommon but has occurred in 10–30% of similar situations.  
3. Moderate - There is a 50-50 chance of the event occurring.  
4. High - The event is likely and has a history of occurring in 70–90% of similar conditions.  
5. Very High - The event is almost certain to occur, with a precedent in more than 90% of similar cases. 

3.3.2. Impact assessment  

1. Very Low - Negligible consequences that require minimal to no intervention.  
2. Low - Minor consequences that may require a simple corrective action.  
3. Moderate - Notable consequences that will need management involvement and potential adjustments to plans.  
4. High - Major consequences that could affect the project’s critical path or objectives significantly.  
5. Very High - Severe consequences that could result in failure to meet primary objectives or project termination. 

The risk score is calculated by using the following formula: 
Risk score = probability ⋅ impact 
In our study, the assignment of probability values to various risk factors was rigorously conducted by analyzing the historical 

frequency of their occurrence. This analysis entailed a systematic review of empirical data spanning several years, which we sourced 
from publications renowned in the field of risk analysis and critical infrastructure protection [1,15]. We employed a methodical 
approach to quantify the frequency, where each risk factor was assigned a probability score based on its rate of occurrence within the 
historical record. The scoring system was derived from a standardized scale commonly accepted in risk assessment literature [1,15]. 
Regarding the assessment of impact, we quantified the potential damage of each risk event in monetary terms (euros), drawing on a 
well-established methodological framework used in the field [1,15]. This framework considers both direct and indirect costs associated 
with each risk scenario, encompassing repair or replacement expenses, lost revenue due to service interruption, and broader economic 
impacts. To ensure consistency and replicability, we adhered strictly to the valuation guidelines and damage assessment procedures as 
detailed in the referenced studies [1,15]. The synthesis of these quantified probability and impact assessments enabled us to calculate a 
risk factor for each identified risk. The risks were then ranked, and those with the highest composite risk factor—representing the most 
significant potential for damage and the highest likelihood of occurrence—were highlighted as priority concerns. By adhering to this 
structured, transparent, and literature-backed approach, our methods can be replicated and validated by other researchers in the field, 
ensuring the robustness and reliability of our risk assessment findings. 

The data in Table 1 can be represented using the following risk matrix (Fig. 2). 
We have identified ten major risks (in the red zone), namely:  

- Influence – very high/Probability - unlikely: DTS failure, construction of the transmission network, poor availability of IT system, 
loss of key personnel.  

- Influence - high/Probability - likely: malware attack, hacker attack, social engineering, maintenance and repair errors in DTS, DTS 
management errors. 

Table 1 
Risks with the highest risk factor.  

ID Risk scenario Probability Impact Risk score Timeframea Frequencyb 

1 Technologic risks      
1.1 Transformer malfunction 3 5 15 All operations time Rare 
1.10 Technology change 3 5 15 All operations time Rare 
1.14 IT systems not available 3 5 15 All operations time Rare 
4 Cyber security      
4.1 Malware attack 4 4 16 All operations time Often 
4.2 Hacker attack 3 4 12 All operations time Rare 
4.5 Social engineering 4 4 16 All operations time Rare 
6 Human factor      
6.6 Maintenance error 4 4 16 All operations time Often 
6.7 Operations error 4 4 16 All operations time Often 
6.12 Internal fraud 3 5 15 All operations time Rare 
6.24 Key personal loss 3 5 15 All operations time Rare  

a Timeframe: The time period during which the risk can materialize in the operation of the DTS. 
b Frequency: Whether the risk can materialize only once or multiple times. 
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3.4. Analyses and risk rating 

High-risk events can highly impact business objectives, operations, reputation and financial resources. Technological, cyber se-
curity and human resources risks are deemed as the most critical, with the highest probability of occurrence and potential damage to 
the company. Preventive measures, such as upgrading and maintaining technology systems and investing in employee education and 
motivation, can significantly reduce these risks. For other emerging risks such as war, terrorism and epidemics the probability of 
occurring is low, but the potential consequences could be severe. 

3.5. Risk mitigation assessment 

Due to mitigate risks we identified activities, measures and procedures, security policies, instructions and good practices. This aims 
to assess resources to reduce or eliminate the causes of failures and can involve processes such as changing and supplementing 
operation procedures and purchasing additional equipment or control systems to improve failure detection. It is important to note that 
mitigation actions shall be implemented until a satisfactory risk level is achieved. As long as the root cause of the failure is not reduced 
or eliminated the severity of the risk should not change. The root cause of the failure may or may not be reduced based on the results of 
the actions taken or preventive/corrective actions. If the risk score (after implementing measures) is not improved, additional mea-
sures and activities shall be defined. 

By analyzing primary and secondary sources, we determined that the electro-distribution operator recognizes sources of danger, 
analyzes failure modes and consequences, identifies resulting risks and assesses their criticality [16]. Therefore, we confirm that 
effective risk management of distribution transformer stations is crucial for maintaining the vulnerability, resilience, production, 
transmission and distribution of the power grid. 

4. Discussion 

The continuous operation management system ensures the functioning of the power grid during emergencies while minimizing 
their impact on customers, shareholders and business operations. It ensures corporate governance, compliance, and effective security 
maintenance, protects reputation and builds customer trust in business stability. It is crucial to act promptly after an emergency and 
any operational downtime [17]. In the event of an emergency, the response must be quick, including identifying it as an emergency, 
notifying business process stakeholders, initiating a response, informing responsible personnel and replacing absent employees and 
resources (relocating to a backup location, using cloud or hybrid capacities, engaging additional service providers, etc.). 

Operational resilience involves fulfilling the vision and promises to customers that the power grid will always provide contractual 
services regardless of circumstances. No system is entirely immune to emergencies as they occur at different time intervals [17]. It is 
expected that power grid administrators dynamically respond to an emergency, whether it was anticipated as high-risk or not. 

Based on the reviewed literature, experiences, and previous research, we utilised the MOSAR method to evaluate risks linked to 
power supply management, with a specific focus on the effectiveness of risk management in distribution transformer stations. The goal 
of the MOSAR methodology is to detect dysfunctions (inappropriate functioning) and manage the risks of a complex system [1–4]. It 
uses structured elements, contains a general approach to risk analysis, and defines measures and procedures for reducing risks. It is a 

Fig. 2. Risk matrix 
Note: RED – High risk, GREEN – Low risk. (For interpretation of the references to colour in this figure legend, the reader is referred to the Web 
version of this article.) 
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tool for easier decision-making, finding the main scenarios of system failure, and determining the necessary protection and protection 
measures to neutralize or reduce an emergency event. The method is suitable for preparing the conceptual design of a new system or for 
diagnosing an existing system. MOSAR assesses the scope of interactions of subsystems in ten steps, namely: identification of sources of 
danger, adequacy of prevention of danger, the interdependence of the system, use of methodology FMEA (Failure Mode Effect 
Analysis), event tree, damage severity table, the relation of damage severity to protection objectives, consideration of technological 
and human barriers, utilisation of barriers (including human intervention) and acceptability of residual risk table (see also [13]). 

We used the MOSAR method because of its capacity to address the detection of dysfunctions, inappropriate functioning, and risk 
management in complex systems. This method is particularly valuable due to its structured framework, which incorporates a 
comprehensive approach to risk analysis, and clearly defines measures and procedures for risk reduction [13]. It serves as a practical 
decision-making tool, enabling the identification of critical system failure scenarios and facilitating the determination of the necessary 
protective measures to neutralize or mitigate potential emergency events. 

As stated in Refs. [1,2], key advantages of the MOSAR method include its systematic approach to risk analysis, ensuring a 
methodical assessment of hazard sources followed by a quantitative evaluation of associated risks. It additionally offers benefits 
associated with its hazard source identification technique. On the other hand, it is a time-consuming process, primarily due to the 
extensive hazard source identification procedure, followed by the subsequent risk calculations [2,18]. This may raise questions 
regarding the identification of potential hazards that could be missed during this extended process. 

We identified several key risk categories encompassing technological risks, war and terrorism, natural disasters, environmental 
risks, cyber threats, epidemics, and human factors. Within each primary risk category, we delineated various risk scenarios. For each 
scenario, an evaluation was conducted based on probability and potential impact, and they were categorized within a risk matrix. 
Unacceptable risks were addressed and mitigated. The assessment has revealed ten major risks, all classified in the high-risk category:  

1. Influence - Very High/Probability - Unlikely:  
- DTS failure  
- Construction of the transmission network  
- Poor availability of the IT system  
- Loss of key personnel  

2. Influence - High/Probability - Likely:  
- Malware attack  
- Hacker attack  
- Social engineering  
- Maintenance and repair errors in DTS  
- DTS management errors 

A comprehensive analysis of these major risks has guided the development of a robust set of strategies and measures, encompassing 
activities, security policies, instructions, and best practices. 

Achieving true operational resilience requires a data-driven approach to understanding the risk severity. Based on this data, the 
power grid administrators can anticipate, prepare, respond, learn from emergencies and reduce their impact on business disruptions. 
Companies that turn resilience into a competitive advantage use their awareness of the situation during emergencies [19]. To gain a 
competitive advantage, companies should focus on the following: 

Creating a business impact analysis and business continuity plans based on risk analysis: The Corporate Security Manager 
should collaborate with business and technology leaders to identify critical company functions, assess dependencies, evaluate risks, 
and calculate total economic costs and potential impacts of identified risk events. With this deep contextual knowledge and objective 
understanding of the most likely risks that could significantly impact operations, they can lead the development, maintenance and 
testing of business continuity plans. 

Risk management is tailored to the set of systemic and operational risks: All companies are facing a range of systemic and 
operational risks, including those related to climate change, pandemics, geopolitical instability, war and global economic recession. To 
manage this pillar of risk, companies must regularly review their most likely and harmful systemic risks in connection with their 
strategic, reputational and financial risks. 

Investing in reliable technology services: The reliable expectations of technology include always-on capabilities and/or services, 
unlimited capacity and flexible architectures. Reliable technology services are available when needed, run with a high-security posture 
and provide privacy for customers and employees. To master this pillar, companies shall continuously work on technology 
improvements. 

Automate current and new processes and business services: Automating current and new processes and business services 
allows companies to adapt to extraordinary events, including new business opportunities. To become resilient, companies shall use 
automation to transform their activities. Technologies for process automation, new inventions, and innovative business and opera-
tional models bring to the organization a competitive advantage. 

Exercise scenarios of exceptional events: Experienced employees are critical during times of crisis. To train the staff the key 
activities are explaining the components and significance of a business continuity plan, clarifying roles and expectations, providing 
information on the availability, activation of the plan and conducting practice drills. 

Agility with the supply chain and customers: Companies with a proper supply chain risk management program balance timely 
efficiency with resilience. They can better anticipate risk, recover from possible crises and redirect the supply chain to leverage new 
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opportunities. To manage this pillar, companies must design supply networks that are efficient and flexible. 
Flexible management of emergencies: The cross-functional emergency management team of a company leads and directs 

necessary measures, activities and procedures when an emergency occurs. The team’s response must be adaptable, as emergencies can 
have advance warning, (a severe storm) or no warning at all (terrorist attack). Emergencies can last for a few hours or for several 
months. The crisis management team uses technology to gain situational awareness (outside and inside the company), to make critical 
decisions and take action as the emergency evolves. Companies should have prepared technologies for use in emergency situations. 
Technical leaders play a crucial role in ensuring that companies are prepared for the possible emergency. 

5. Conclusion 

Enhancing the resilience of critical infrastructure companies is crucial for ensuring continuous operation and minimizing the 
impact of disruptions. By implementing strategies such as effective risk assessment, redundancy and backup systems, collaboration, 
and leveraging technological advancements, these companies can enhance their resilience and better withstand and recover from 
disruptions. 

The discovery of electricity is one of humanity’s greatest inventions and society has become increasingly dependent on it. The 
current geopolitical situation presents important requirements for the continuity of the electricity supply. The uninterrupted operation 
of the power grid is necessary to avoid economic damage and household problems. Preparation is the key. The focus should be on 
procedures and instructions for the management of risks and the establishment of an organizational culture. The assessment of risks is a 
critical component of this process. 

One of the limitations of our study undoubtedly lies in the fact that there might be a potential constraint regarding the compre-
hensiveness of hazard identification. Moreover, probabilities are determined based on past experiences and events, which may impact 
the risk analysis’s thoroughness. It is important to be mindful of these limitations when applying the MOSAR methodology in both 
research and practical scenarios. To address this, we propose further research that entails a more in-depth analysis of specific systems. 
This can be complemented by the inclusion of qualitative research involving interviews with key figures in the electrical sector. 
Moreover, a comparative study among European countries can offer valuable insights into the applicability and effectiveness of the 
strategies employed. 

Let us also point out that risk management is not perfect and even the best efforts cannot guarantee complete safety. The conditions 
and types of risks faced by organizations are constantly changing, making it impossible to eliminate all risks completely. Therefore, 
organizations must work to improve their resilience, making their operations more reliable and providing essential services to critical 
sectors. 

Data availability statement 

All data required to support the results and conclusions of our study are provided in the paper. 

CRediT authorship contribution statement 
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