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Abstract: Digital health is uniquely positioned to enhance the way we detect and manage infectious
diseases. This commentary explores the potential of implementing digital technologies that can
be used at different stages of the COVID-19 outbreak, including data-driven disease surveillance,
screening, triage, diagnosis, and monitoring. Methods that could potentially reduce the exposure of
healthcare providers to the virus are also discussed.
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1. Introduction

In December of 2019, hospitals began to report cases of unidentified pneumonia among patients
with a history of exposure to the Huanan seafood market in Wuhan, Hubei, China. Researchers rapidly
isolated a novel coronavirus (SARS-CoV-2, also referred to as COVID-19) from confirmed infected
pneumonia patients [1]. Attracting great attention nationally and worldwide, confirmed cases of
COVID-19 exceeded those of severe acute respiratory syndrome (SARS) and Middle East respiratory
syndrome (MERS). As of 13 April 2020, confirmed cases of COVID-19 had exceeded 1,800,000 cases
and 117,000 fatalities. The World Health Organization (WHO) has recently declared COVID-19 as both
a pandemic and public health emergency of international concern.

During the outbreak of Ebola and severe acute respiratory syndrome (SARS), digital health (DH)
demonstrated its potential in detecting and fighting global epidemics [2–4]. DH is defined as technology
that, “connects and empowers people and populations to manage health and wellness, augmented
by accessible and supportive provider teams working within flexible, integrated, interoperable,
and digitally-enabled care environments that strategically leverage digital tools, technologies,
and services to transform care delivery” [5].

Recently, a significant number of DH efforts have emerged because of the unprecedented global
strain of COVID-19 on healthcare systems. This article reveals that digital technologies can be used
at different stages of the COVID-19 outbreak, including data-driven disease surveillance, screening,
triage, diagnosis, and monitoring. Methods that could potentially reduce the exposure of healthcare
providers to the virus will also be discussed. The review aims to guide further development in DH to
improve infectious disease control.

1.1. Surveillance

The WHO defines public health surveillance as, “the continuous, systematic collection, analysis,
and interpretation of health-related data needed for the planning, implementation, and evaluation
of public health practice” [6]. Advancements in information technology and information sharing
is giving rise to a new field known as infodemiology. Infodemiology is defined as, “the science
of distribution and determinants of information in an electronic medium, specifically the Internet,
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with the ultimate aim to inform public health and public policy” [7]. The Allen Institute for Artificial
Intelligence (AI) is currently offering free access to a collection of machine-readable literature that
includes information regarding the group of coronaviruses [8]. The Allen Institute database currently
contains more than 44,000 articles, of which 29,000 are full-text publications. Combining this database
with other unstructured data from websites or social media can be used to expand our knowledge
further regarding the early detection and containment of future outbreaks of COVID-19 and other
emerging infectious diseases.

Online surveillance-mapping tools, such as the Surveillance and Outbreak Response Management
and Analysis System (SORMAS) [9], as well as HealthMap [10], have the potential to improve the early
detection of infectious diseases in comparison to traditional epidemiological tools [2]. SORMAS and
HealthMap are currently being used for the surveillance of COVID-19. Similarly, BlueDot’s outbreak
risk software, a modern epidemiological tool, was reported as the first organization to reveal news of
the outbreak [11].

Both medical devices and wearables have the potential to be repurposed to detect emerging
patterns that are indicative of disease outbreaks. For example, Fitbit devices have been used to inform
timely and accurate models of population-level influenza trends [12]. Additionally, smart thermometers
have provided a novel source of information for influenza surveillance and forecasting [13].

Colubri et al. [14] used machine learning to harmonize several data sets from the Ebola virus
epidemic to provide informed access to evidence-based guidelines. These guidelines were then
incorporated in the Ebola Care Guidelines app [14]. Many of these lessons and models can be
re-applied to develop a similar app for COVID-19. The app has the potential to include real-time
updates of evidence-based guidelines during a global pandemic to inform the general population and
healthcare providers. The integration of real-time updates into electronic medical records can also act
as a dependable resource for practicing healthcare providers.

1.2. Screening

The current COVID-19 outbreak has spread internationally, which has prompted the WHO to
demand the detection and management of suspected cases at points of entry into a country [15].
Screening travelers based on flight or cruise origin and travel history for cases of COVID-19 could
allow individuals to receive the necessary treatment sooner and may limit the spread of the disease.

The use of technology has the potential to screen travelers based on symptoms and travel
history. For example, Taiwan integrated its national health insurance database with its immigration
and customs database to create a “big data” resource for analytics [16]. The database was used to
classify travelers’ infectious risks and it generated real-time alerts during clinical visits to aid in
case identification [16]. It can also be utilized to test patients for COVID-19 who had previously
tested negative for influenza; one COVID-19 case was confirmed from 113 patients who had already
undergone influenza screening [16].

During the SARS pandemic, many countries instituted border measures to control the outbreak [17].
Several researchers stated that thermal image scanning has the potential to enhance screening for
infectious diseases [17–19]. A mass temperature screening solution utilizing AI was developed to
reduce the need for manual temperature screening. Integrated Health Information Systems and
KroniKare are currently piloting a screening solution that automatically screens and identifies patients
with symptoms such as fever [20]. Sun et al. [21] recommend using a microwave radar to capture heart
rate and respiratory rate to enhance the accuracy of mass screening. Additional research is needed to
validate and develop mass temperature screening solutions.

1.3. Triage

In response to the viral outbreak, many countries have transitioned to virtual medical care.
Online tools are used to prioritize the treatment of patients based on the severity of their condition.
Digital stethoscopes, such as those from TytoCare [22] and Eko [23], could enhance the quality of
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remote medical exams. Such DH interventions aim to prove early access to healthcare and reduce the
risk of transmission to other patients and healthcare providers in the hospital setting.

Many countries and health institutions are offering free triage telehealth assessments for COVID-19.
The telehealth assessments provide patients with access to websites or mobile apps, which consist
of a short survey regarding the patient’s current condition. The survey includes questions about
age, symptoms, and travel history. Based on their results, the respondents will be provided with
tips, asked to visit a nearby mobile COVID-19 testing site or hospital, or become connected digitally
with a healthcare provider. Furthermore, health-focused chatbots, such as Buoy Health [24] and Lark
Health [25], can also help individuals interpret their symptoms and suggest appropriate next steps.
Survey results could potentially be integrated with electronic medical records to assure continuity
of care.

1.4. Diagnosis

Following digital triage, patients could benefit from an at-home diagnostic service. Similar to
over-the-counter genetic or urinary tract infection tests, patients could receive a test kit via mail.
The use of a drone delivery method could also be considered as a potential and efficient solution
to ensure both a timely diagnosis and patient confidentiality. Some test kits may require laboratory
analysis [26,27], while other tests could utilize a smartphone to assist in the interpretation of test
results [28]. If results are positive, patients could receive a virtual consultation to explain the next
steps. Additionally, all positive results should be communicated and reported to the appropriate
agency. At-home diagnostic test kits seem promising and have the potential to reduce the pressure
on the healthcare system. However, the United States Food and Drug Administration stated that
as of 20 March 2020, there had been no authorization for the use of an at-home diagnostic tool for
COVID-19 [29].

Computed tomography (CT) images are currently being used to confirm cases of COVID-19 [30].
Researchers were able to develop a deep learning model that can accurately detect COVID-19 and
differentiate it from community-acquired pneumonia and other forms of lung disease [31]. The deep
learning model can also be used remotely by medical professionals outside of the epidemic areas.

Furthermore, significant advancements in DH, specifically in the field of personalized medicine,
have evolved in recent years. Researchers are currently working on developing rapid diagnostic tools,
vaccines, and medications to cure and limit transmission of COVID-19 [32].

1.5. Monitoring

A patient’s measurements can be directly transmitted to healthcare providers or other monitoring
entities through the use of remote monitoring technology. Remote monitoring technologies can connect
wirelessly to networks via Bluetooth, WiFi, or cellular connection. An extensive body of literature exists
regarding the use of DH in the remote monitoring of chronic diseases [33,34]. The same concept could
also be applied to the monitoring of infectious diseases. Remote monitoring can be used to monitor
individuals exposed to COVID-19 as well as close contacts of the individual. Remote monitoring can
also be used to monitor the exposure of healthcare providers and high-risk patient populations.

In essence, similar technology infrastructure currently used by remote monitoring programs
can also be used to incorporate a thermometer for monitoring patients that are suspected of having
COVID-19. The Sense Followup Ebola app has an automatic alert system for temperature readings
≥38 ◦C for individuals receiving follow-up care [35]. A similar feature could also be incorporated in
future COVID-19 apps. Furthermore, the app could pair with advanced thermometers that allow
continuous and real-time monitoring of changes in body temperature [36,37].

Other DH interventions have the potential to provide unique data to help us understand the
possible effects of COVID-19 on patients with comorbidities. Steinhubl et al. [38] studied the use of a
wearable, wireless “Band-Aid” sensor to monitor patients exposed to the Ebola virus. Additionally,
Hexoskin repurposed biometric shirts that are capable of continuously measuring vital signs, including
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temperature, respiration effort, and cardiac activity, to better understand the evolution of COVID-19
and its effects on lung function [39]. The use of data from glucometers among patients with diabetes
could also be used as an objective indicator of infection, as high glucose levels correlate with signs and
symptoms of infection [40]. Infectious respiratory diseases, such as COVID-19, have the potential to
worsen symptoms of pre-existing lung disease, and thus exacerbate the use of emergency medications.
Increased use of inhaled emergency medication can be detected using a smart inhaler [41].

1.6. Contact Tracing

As researchers continue to work on vaccines and methods of treatment for COVID-19, the primary
measure of containment is the interruption of human-to-human transmission. Contact tracing is
the process of identification and follow-up of individuals who have been in contact with a person
confirmed to have been infected with COVID-19. Traditional paper-based methods of contact tracing
during the Ebola outbreak have been proven to be insufficient. Such methods caused incomplete
identification of contacts and delays in contact tracing steps, such as the identification of contacts
involved in suspected cases that required isolation [42].

Our smartphones are increasingly unlocking the power of AI and machine learning to provide
accurate and real-time insight into various aspects of healthcare. Smartphones can utilize GPS or Bluetooth
technologies for contact tracing purposes. Although contact tracing may seem challenging, previous
epidemics have been effectively controlled through contact tracing and isolation initiatives [3,42].
To assist in COVID-19 contact tracing, a mobile app called TraceTogether is currently being used in
Singapore [43]. The app uses Bluetooth technology to identify individuals that have been in close
contact with patients who have been diagnosed with COVID-19.

2. Considerations for Healthcare Providers

Healthcare providers are considered a high-risk group for contracting COVID-19 [44]. The aim
of DH implementation during a global pandemic is to reduce the risk of transmission to healthcare
providers. The technology applications mentioned above have the potential to reduce transmission by
minimizing face-to-face contact between clinicians and patients. Furthermore, DH interventions enable
healthcare providers to fight the global pandemic, even if they are practicing self-isolation measures
or working remotely. Both Aiva [45] and Deloitte assistant [46] have created an AI-enabled patient
communication solution that allows patients to request assistance, via Amazon Alexa or Google Home,
without the need to press the traditional call bell button. Such interventions have the potential to
reduce transmission because healthcare providers may be able to respond to many of the patient’s
needs without having to enter the patient’s room. Thus, potentially reducing the frequency of a
healthcare provider’s exposure.

3. Challenges

It is important to note that the DH implementation process is likely to be challenging and
resource-intensive. For example, the lack of homogenous interventions poses a significant challenge
in applying DH interventions. The lack of homogeneity leads to variations in the nature of DH
interventions and data collection methods. Such differences could limit model generalizability and
limit understandings of the effectiveness of DH. Governments will need to work with all experts
and stakeholders to embed secure DH interventions into practice while maintaining the privacy and
confidentiality of patients. It is also important to consider that some countries may not have the
technological infrastructure to support DH. Furthermore, there will be a significant proportion of the
population who will not have access to technology or internet connectivity.

4. Implications for Practice

This commentary provides valuable insights regarding various DH interventions that can
be implemented to enhance the detection and spread of infectious diseases, such as COVID-19.
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This information may help a variety of stakeholders—including epidemiologists, healthcare professionals,
and policymakers—who are planning to use DH to tackle infectious diseases. The majority of DH
interventions have already been developed for other infectious diseases, such as Ebola, SARS, and the
flu. However, many governments and health systems have been slow in adopting these technologies.

Government, professional associations, and health organizations should take an active role in DH
adoption. The United Nations established the Panel on Digital Cooperation to address challenges in the
digital age and propose modalities for working cooperatively across sectors, disciplines, and borders,
to address challenges in the digital age [47]. This panel could work closely with the WHO to help address
the challenges of implementing digital health in the context of infectious diseases. These organizations
could help in addressing the digital divide among countries with limited technological infrastructure.
This can be accomplished by sharing the research and development protocols and source codes, similar
to SROMAS [9] and Colubri et al. [14].

Additional research is required to further assess the effectiveness of DH in detecting and managing
arising infectious diseases. In addition, cost-effectiveness analysis is required to assess the impact of
DH on healthcare resources.

5. Conclusions

Digital Health provides an opportunity to use real-time data to improve the prevention and
control of the rapidly changing nature of epidemics. Recent SARS, H1N1, and Ebola outbreaks offer
many lessons about the use of DH for public health emergencies. These learnings can be transferred
to new effective technologies to enhance our response against the COVID-19 pandemic. DH has the
potential to strengthen our preparedness for the next pandemic. We need to have these tools locked
and loaded for our next war against infectious disease.
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