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Abstract

Background and Aims: The global immunization campaign against COVID-19 has
mandated vaccination certificates, leading to a surge in fake documentation. In
Nigeria, the proliferation of counterfeit COVID-19 vaccination cards, facilitated by
unscrupulous health workers, raises critical public health concerns. This research
spotlights various forms of this malpractice, analyzes the factors contributing to the
circulation of fake vaccination cards, their implications on public health, and provides
recommendations for addressing the issue.

Methods: Extensive literature review and analysis were conducted to investigate the
emergence of fake COVID-19 vaccination cards in Nigeria. Perspectives from health
workers and reports from reputable undercover investigations were examined to
identify factors contributing to the circulation of fraudulent records. The research
also delved into corruption within the health sector and the impact of low salaries on
healthcare workers. Additionally, global instances of fake vaccination cards were
explored to provide a comprehensive understanding of the issue.

Results: Healthcare workers' vaccine hesitancy, corruption, and inadequate salaries
were identified as key contributors to the circulation of fake vaccination cards in
Nigeria. Instances of health workers accepting bribes to issue cards without
administering vaccines were uncovered. The implications on public health included
threats to herd immunity, compromised disease surveillance, erosion of public trust,
and reinforcement of vaccine hesitancy. The research also highlighted global
challenges with fake vaccination cards, emphasizing the need for international
cooperation.

Conclusion: Fake vaccination cards in Nigeria poses challenges to public health,
affecting the reliability of immunization data and jeopardizing disease control efforts.

It is crucial to strengthen healthcare worker engagement, tackle corruption through
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1 | INTRODUCTION

The global immunization campaign against the COVID-19 virus has
been a monumental endeavor, with governments and healthcare
workers striving to vaccinate populations worldwide to combat the
spread of the virus. As a result, vaccination certificates have become
mandatory in many countries as proof of immunization for travel and
access to various establishments. However, the proliferation of fake
vaccination cards has emerged as a significant concern, casting a
shadow over vaccination efforts and raising serious public health
risks.

In Nigeria, the presence of fake COVID-19 vaccination cards,
primarily distributed by unscrupulous health workers, has led to
the creation of flawed vaccination records within the country. These
fraudulent cards enable individuals who have not received the
COVID-19 vaccine to falsely claim immunization, undermining
the integrity of vaccination campaigns and posing substantial
challenges to effective public health management.2 The circulation
of inaccurate records hampers the ability to accurately assess
vaccination coverage and identify vulnerable populations, hindering
disease surveillance, outbreak control, and contact tracing efforts.

While this paper focuses on the COVID-19 pandemic as a case
study, it goes beyond the immediate crisis. Its primary objective is to
analyze the potential future impact of fake vaccination cards,
shedding light on the long-term consequences and implications for
public health in Nigeria. Understanding the ramifications of these
deceptive practices allows policymakers to make informed decisions,
implement preventive measures, and develop robust healthcare
systems to address similar challenges in the future. This research is
significant as it informs policy development, improves public health

practices, and strengthens the integrity of vaccination programs.

1.1 | Overview of the importance of accurate
vaccination records in public health

Accurate vaccination records serve as a crucial indicator of a health
system's capacity to deliver essential immunization services to the
targeted population, especially children at specific ages, and are
instrumental in monitoring progress toward achieving sustainable

development goals.® Immunization is widely recognized as a vital

increased transparency and improved policies, and implement digital vaccination
verification systems. International collaboration is essential to establish standardized
security measures and verification checkpoints. Addressing flawed vaccination
records requires urgent action to enhance vaccination efforts, and safeguard the

population from the resurgence of vaccine-preventable diseases.

corruption, Covid-19, immunization information systems, public health, vaccination records

public health intervention for reducing childhood morbidity and
mortality, emphasizing the significance of accurate vaccination
records in ensuring the success of immunization programs.*

Health system reports of vaccine doses administered play a
critical role in providing routine and systematic information on
immunization at various administrative levels, and also serves as a
valuable resource for identifying performance gaps, driving informed
decision-making in public health.® Studies demonstrate the effective-
ness of immunization information systems (lIS) in improving
vaccination-related activities, leading to increased vaccination rates
and reduced risks of vaccine-preventable diseases.’ 1S supports
critical functions such as determining client vaccination status,
generating and evaluating public health responses to outbreaks,
assessing vaccination coverage and missed opportunities, identifying
disparities in vaccination rates, and facilitating vaccine management

and accountability.®

1.2 | Emergence of fake COVID-19 vaccination
cards in Nigeria

Widespread use of fake COVID-19 vaccination cards in Nigeria have
raised significant concerns regarding the authenticity and reliability of
vaccination documentation. The use of vaccination certificates as
proof of immunization has become a global requirement for travel
and access to various establishments.® However, the validity and
genuineness of these certificates have also come under scrutiny due
to the presence of illegal and fake COVID-19 vaccination groups.”
During a ministerial meeting on the update of Covid-19 response and
development in the Federal Ministry of Health, the Director of Port
Health Services revealed that between July and August 2022, they had
nabbed 422 persons intending to use Fake covid-19 vaccination cards to
travel.2? An undercover investigation conducted by the Media Advocacy
West Africa Foundation (MAWA-FOUNDATION) in three states of
Nigeria—Plateau, Ebonyi, and Gombe states, as well as the Federal Capital
Territory uncovered how Nigerian Health workers accept bribes to issue
Covid 19 cards without administering the vaccine.X® A complimentary
investigation conducted by Sahara Reporters, a Nigerian based investiga-
tive media outlet, revealed that health workers in 10 primary healthcare
centers and clinics in the Federal Capital Territory purchased the
vaccination cards for as low as 15,000 naira ($23), when it was made
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mandatory by the presidential Steering Committee on Covid 19 in 2021.
They preferred purchasing the cards than getting the vaccine due to
widespread misinformation which accompanied the vaccine at that time.
This problem extended to students in tertiary institutions'* The
widespread practice affected Nigerians traveling to other countries as
they faced scrutiny and were forced to repeat the Covid-19 test upon

arrival.?

An investigative report conducted most recently in 2023 by
Premium Times revealed the activities of a Nigerian nurse working with
the Lagos state Teaching Hospital (LASUTH) Immunization Clinic—
Solomon Oriere who facilitates acquisition of COVID-19 test results
and vaccination cards in exchange for payment, proudly touting the ease
with which he can provide these documents and even offering discounts
for referrals. Disturbingly, these illegally acquired vaccination cards
successfully passed online verifications.*® After his arrest few days later,
LASUTH alledged he was not a staff, but had full access to the National
Primary Health Care Development Agency.*

Earlier cases of falsified vaccination cards are well documented. In
2019, Devex, an independent news organization covering global
development bought an official yellow fever travel document for $8.50
with no evidence of immunization. While the Nigerian government
claimed the cards were fake, evidence at the airports suggests they were
authentic but fraudulently obtained. Devex interviewed airport workers
and travelers, with both claiming that acquiring the card illegally
was faster, and made travels seamless.’®> Despite the introduction an
e-registry since 2019, it was relatively easy to obtain a government-
issued certificate for yellow fever vaccination, suggesting a weakness in
the system that could allow for the issuance of fraudulent certificates
even before the Covid-19 pandemic hit.®

This issue has also been observed in many countries worldwide.
Scammers exploit the high demand for vaccination cards and offer
fraudulent cards for a price, leading to an increase in Google searches for
“fake vaccination cards.” These fake cards can be obtained through
various platforms, including the dark web and popular messaging apps.*’
In July 2021, the Office of Public Affairs, US Department of Justice
arrested a California—Licensed naturopathic doctor for running a fake
COVID-19 Immunization and Vaccination Card Scheme. According to this
report, she created fake Covid-19 vaccination cards and instructed her
customers to falsely mark that they had received a vaccine. This violation
extended to children in schools where she offered homeoprophylaxis
immunizations for childhood illnesses.'® In December 2021, The
US Attorney's Office, District of Maryland charged a man for selling
fraudulent Covid-19 vaccination cards and distributing them through a
mail service. This man had purchased over 600 cards and sold them
through advertisement on social media. This report mentions that the
US Customs and Border Protection (CBP) Officers have seized thousands
of fraudulent COVID-19 vaccination cards with majority originating from
Asia.X? In the Philippines, the implementation of vaccination cards as a
travel requirement has faced opposition from local government units
(LGUs) due to concerns about the authenticity of these cards as they lack
security features and machine-readable codes, making them susceptible
to forgery.° In Africa, as early as 2020, the World Health Organization
had reported on its efforts in combating fake yellow fever and Covid-19
immunization cards which were sold for between US$ 15-20 in

Open Access

Zimbabwe and Zambian travel Terminals using digital technology.?* A
similar incident was reported in Uganda where travelers were intercepted
with falsified yellow fever vaccine cards at the airport, indicating a

concrete case of fraudulent vaccine documentation in 2016.22

1.3 | Factors contributing to circulation of fake
vaccination cards in Nigeria—Perspectives from Health
Workers

Analysis of the factors contributing to the circulation of fake
vaccination cards in Nigeria reveals several key findings. First, there
is a high likelihood of vaccine hesitancy among healthcare workers,
particularly nurses and pharmacists, as observed in multiple studies.?®
These studies show that the COVID-19 vaccine acceptance rate
among healthcare workers is as low as 32.5% in all six geopolitical
zones.2* Hesitancy among healthcare workers is concerning as they
are considered reliable sources of health information, especially for
vaccine programs in developing countries. When healthcare workers
do not promote vaccination, it can undermine all efforts to protect
public health and negatively impact their ability to communicate the

3 as well as other

importance of COVID-19 preventive measure,?
diseases where vaccination may be required.

Corruption among health workers is another contributing factor
to the circulation of fake vaccination cards in Nigeria. The health
sector in Nigeria is vulnerable to corruption, with a lack of
accountability and transparency being the common causes. A recent
review which identified corrupt practices among health workers
highlighted the need for enforcement, transparency, and citizen
participation to address these issues.?’

Additionally, low salaries of health workers in Nigeria are a
significant factor contributing to the circulation of fake vaccina-
tion cards. Many health workers face the need to take on
additional paid work or seek alternative means of income due to
their small and irregular salaries.?® Primary healthcare facilities,
which are under the responsibility of local governments, are often
given low priority in terms of funding allocation, resulting in
healthcare workers being owed and grossly underpaid. The weak
economic welfare of primary healthcare providers compared to
their counterparts at the state and federal levels further
exacerbates the situation.?®

2 | IMPLICATIONS OF FAKE
VACCINATION RECORDS ON PUBLIC
HEALTH IN NIGERIA

2.1 | Threats to herd immunity, disease
surveillance, and response

Fake vaccination records pose a significant threat to herd immu-

27,28

nity, as Vaccination coverage plays a vital role in epidemic

control, reducing childhood morbidity, and mortality.*
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Health workers in Nigeria have been implicated in corrupt practices,
accepting bribes to issue COVID-19 vaccination cards without actual
vaccination. Health authorities heavily rely on accurate vaccination data
to estimate and maintain herd immunity levels. Instances of individuals
presenting fake COVID-19 vaccination cards compromise the reliability of
this data, potentially leading to an overestimation of vaccination coverage.
This jeopardizes the achievement and maintenance of herd immunity, as a
substantial number of people with fraudulent certificates may undermine
the protective barrier it creates. Consequently, this unethical behavior can
result in resurgence of various vaccine-preventable diseases such as
measles and polio within communities, and can affect both vaccinated
and unvaccinated individuals.?”

The integrity of disease surveillance faces challenges due to the
presence of fake immunization records. Distortion of accurate
epidemiological data makes it challenging for health authorities to
assess the true prevalence of infectious diseases, and can lead to
delayed outbreak detection, and hinder timely and targeted
responses. Moreover, compromised contact tracing which is a crucial
component of infectious disease control, becomes affected by false
documentation and contributes to the rapid spread of diseases as
well as hindering containment efforts.

The lack of clear policies on the flow of reports within the
healthcare system in Nigeria has resulted in problems in the reporting
chain. These gaps provide opportunities for data manipulation,
fraudulent practices, and unchecked circulation of fake vaccination
certificates.?? Consequently, it becomes difficult to assess disease
prevalence, plan targeted interventions, and respond effectively to

disease outbreaks.°

2.2 | Erosion of public trust and reinforcement of
vaccine hesitancy

Nigeria is faced with mistrust in the government and its health
policies due to lack of awareness, fear of adverse events, and
shortage of health workers. Emergence of fake vaccination records
further exacerbate these problems, and are the primary barriers to

31 When individuals discover the

vaccination uptake in Nigeria.
existence of fraudulent practices, it fuels their concerns about
vaccine safety and efficacy,* and undermines their confidence in the
healthcare system, making them hesitant to seek immunization
services or follow public health recommendations.®? Vaccine hesi-
tancy even among healthcare workers, contributes to low vaccine
acceptance rates.>3 Compromised records make it difficult to identify
susceptible individuals and effectively plan immunization campaigns
which can result in inefficient vaccine distribution, inadequate
coverage, and increased disease transmission.>* Circulation of fake
cards undermines the credibility and effectiveness of COVID-19
vaccination efforts which is a long-term precursor to anticipated
challenges in any epidemic, or pandemic. Restoring public trust
becomes very crucial for regaining confidence in the vaccination
process and high immunization coverage, which is necessary for

disease control and prevention.®

3 | RECOMMENDATIONS FOR
ADDRESSING THE ISSUE OF FLAWED
VACCINATION RECORDS IN THE NIGERIAN
CONTEXT

3.1 | Strengthening healthcare workers and
community engagement

Enhancing healthcare worker capacity to counter antivaccine argu-
ments and improve communication skills can be achieved by
investing in community health programs that prioritize information
dissemination, health education and promotion to address miscon-
ceptions, and restore confidence in vaccination programs.2*3¢ It is
important to integrate health literacy into educational curricula,
including the basics of information technology among healthcare
workers, and provide sustained resources to improve community
health worker training.®”

These combined efforts elevate efforts geared at raising
awareness about the dangers and legal consequences of using fake
vaccination cards among healthcare providers, employers, and other
relevant parties, as well as measures to identify signs of fraudulent

vaccination records and report suspicious cases.>’

3.2 | Addressing corruption and strengthening the
health system policies

The media can be employed to play vital roles in exposing corrupt
practices. Increased transparency, improved salaries, consistent
payment, incentives, and an efficient pension system can help
mitigate the issues that discourage healthcare workers from fulfilling
their responsibilities.2¢%¢

An increase in lawful penalties for forging vaccination records,
including the enforcement of stricter penalties for individuals
involved in the creation, distribution, or use of fake vaccination
cards are highly encouraged This will serve as a deterrent and
discourage the production and circulation of fraudulent documents.
Regular and timely data sharing and interoperability between
healthcare providers, public health agencies, and vaccination regis-
tries can help detect inconsistencies, identify fraudulent records, and
ensure accurate vaccination information across different systems.

3.3 | Development of multiplatform digital
vaccination verification systems

The use of digital platforms or mobile applications to electronically
verify vaccination records on the go, while not a permanent solution
will be highly effective for vaccines requiring multiple doses. These
systems can integrate with official databases and utilize secure QR
codes to authenticate vaccination status, reducing reliance on
physical cards and preventing easy acquisition.>® Digital signatures
or blockchain, when utilized to verify the authenticity of vaccination
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cards and records, can also help reduce costs.3? This can be achieved
through partnerships with technology companies, such as the
National Information Technology Development Agency (NITDA), or
other private enterprises to develop innovative solutions for secure
digital vaccination records.*® This collaboration will leverage ex-
pertise in data security, encryption, and user verification to create

robust systems that are difficult to manipulate.

3.4 | Foster international cooperation

International collaboration can address the global issue of fake
vaccination cards by sharing best practices, coordinating efforts, and
implementing standardized security measures. This will assist in
alleviating the cross-border circulation of fraudulent documents,

particularly at the African level.*

Verification checkpoints at key
locations where vaccination status is crucial, such as airports, schools,
or workplaces, should be established. Several of these measures will
have minimal impact on genuine cardholders but will keep fake

cardholders constantly vigilant.

4 | CALL TO ACTION

Addressing flawed vaccination records in Nigeria requires collabora-
tion among healthcare authorities, policymakers, and the general
public. It is essential to ensure the integrity of vaccination programs,
combat fake vaccination cards, and safeguard public health. By
implementing these recommended strategies, Nigeria can enhance its
vaccination efforts, improve health standards, and protect its

population from vaccine-preventable diseases.
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