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Abstract
Cancer remains one of the deadliest diseases globally, significantly impacting patients’ quality of life. Addressing the rising 
incidence of cancer deaths necessitates innovative approaches such as nanomedicine and artificial intelligence (AI). The 
convergence of nanomedicine and AI represents a transformative frontier in cancer healthcare, promising unprecedented 
advancements in diagnosis, treatment, and patient management. This narrative review explores the distinct applications 
of nanomedicine and AI in oncology, alongside their synergistic potential. Nanomedicine leverages nanoparticles for 
targeted drug delivery, enhancing therapeutic efficacy while minimizing adverse effects. Concurrently, AI algorithms 
facilitate early cancer detection, personalized treatment planning, and predictive analytics, thereby optimizing clinical 
outcomes. Emerging integrations of these technologies could transform cancer care by facilitating precise, personalized, 
and adaptive treatment strategies. This review synthesizes current research, highlights innovative individual applications, 
and discusses the emerging integrations of nanomedicine and AI in oncology. The goal is to provide a comprehensive 
understanding of how these cutting-edge technologies can collaboratively improve cancer diagnosis, treatment, and 
patient prognosis.

 *  Sarad Pawar Naik Bukke, drsaradpawar@kiu.ac.ug | 1Department of Pharmaceutics, MB School of Pharmaceutical Sciences (Earst While 
Sree Vidyanikethan College of Pharmacy), Mohan Babu University, Tirupati 517102, Andhra Pradesh, India. 2Department of Pharmaceutical 
Chemistry, Meenakshi Faculty of Pharmacy, MAHER University, Thandalam, MevalurKuppam 602105, Tamil Nadu, India. 3Department 
of Pharmaceutics and Pharmaceutical Technology, Kampala International University, Western Campus, P.O. Box 71, Ishaka, Bushenyi, 
Uganda. 4Department of Data Science and Artificial Intelligence, Indian Institute of Technology, Bhilai, Kutela Bhata 491001, Chattisgarh, 
India. 5Upsher-Smith Laboratories, Maple Grove, MN 55369‑6026, USA. 6Department of Biotechnology, Pasteur Institute of Iran, District 11, 
Rajabi, M9RW+M55, Tehran, Tehran Province, Iran.

http://orcid.org/0000-0002-5693-2953


Vol:.(1234567890)

Review	  
Discover Oncology          (2025) 16:697  | https://doi.org/10.1007/s12672-025-02469-4

Graphical Abstract

Keywords  Cancer · Nanomedicine · Artificial intelligence · Nanoparticles · Drug delivery · Digital healthcare · Oncology · 
AI in healthcare

1  Introduction

Cancer remains a major global cause of death, profoundly affecting patients’ quality of life [1]. The increasing global 
burden of cancer necessitates innovative approaches for improved diagnosis, prevention, and treatment [2]. Recent 
advancements in nanomedicine present promising solutions through the development of novel therapeutic platforms. 
Nanoparticles, such as albumin nanoparticles [3], liposomes [4], and polymeric micelles [5], have demonstrated consider-
able promise because of their unique characteristics, including small diameter, effective binding, targeting capabilities, 
enhanced bioavailability, and reduced toxicity [6].

Approximately 19.3 million new cancer cases and nearly 10 million cancer-related deaths were reported globally in 
2020. With over 200 types of malignancies identified, cancer is forecasted to become the leading cause of death by 2030 
[7, 8]. Data from the World Health Organization (WHO) and the International Agency for Research on Cancer (IARC) predict 
a 77% increase in global cancer cases by 2050, from an estimated 20 million in 2022 to over 35 million. This escalation is 
expected to result in a doubling of cancer-related deaths by 2050, with an estimated 18.5 million deaths compared to 
9.7 million in 2022.

Africa is expected to experience the most substantial percentage increase in cancer cases by 2050, with a projected 
rise of almost 140%, from 1.2 million cases in 2022 to 2.8 million. Asia, which had the highest number of cancer cases 
globally at over 9.8 million in 2022, is projected to see a 77% increase, totaling 17.4 million cases by 2050 [9, 10].

The incorporation of AI into cancer diagnosis and treatment marks a significant breakthrough in combating the dis-
ease. AI technologies can dramatically enhance how cancer is detected and treated by increasing diagnostic accuracy 
and speed, tailoring treatment plans, and forecasting patient outcomes [11]. By examining vast datasets, AI can uncover 
trends beyond human capabilities, enabling earlier detection and more personalized, effective therapy options [12].

In the field of nanomedicine, AI is essential for optimizing the design and delivery of nanoparticle-based therapies [13]. 
Machine learning algorithms enable researchers to predict nanoparticle interactions with biological systems, enhance 
targeting capabilities, and reduce potential side effects [14]. AI-driven models can accelerate the development of new 
nanomedicines by identifying promising compounds and formulations more efficiently than traditional methods [15].

Figure 1 illustrates the annual number of research articles, review articles, and patents related to AI applications in 
cancer healthcare, based on PubMed data. The left y-axis represents the number of research and review articles, while 
the right y-axis indicates the number of patents. Key milestones, including significant AI breakthroughs (2019), a surge 
in FDA approvals (2021), and AI integration milestones (2024), are highlighted. The observed trends suggest increasing 
research interest and technological advancements in the field.
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Research articles show a notable increase in 2018, possibly reflecting the early adoption of AI technologies in oncol-
ogy. However, a sharp decline in subsequent years may indicate initial challenges in clinical translation and regulatory 
approval.

In contrast, review articles remained relatively stable, suggesting a continuous effort to synthesize knowledge 
and evaluate AI applications. Patents, representing technological innovations, showed a gradual increase with a 
notable peak in 2024, reflecting enhanced AI integration in healthcare systems. Significant milestones, such as AI 
breakthroughs in 2019 and a surge in FDA approvals in 2021, accelerated patent filings and research activity.

Overall, the figure highlights the growing role of AI in cancer healthcare, driven by scientific advancements, regula-
tory support, and emerging innovations. This trend suggests a promising future for AI-powered oncology solutions, 
with potential improvements in early diagnosis, personalized treatment, and patient outcomes.

Figure 2 shows the annual number of research articles, review articles, and book chapters published on AI appli-
cations in cancer healthcare, based on Springer data. The left y-axis represents the number of research and review 
articles, while the right y-axis shows the number of book chapters. Significant events like the surge in research out-
put (2020) and a peak in book chapter publications (2020) are highlighted. The decline in recent years may suggest 
saturation or shifts toward practical implementation.

Research articles and review articles saw a gradual increase from 2018 to 2020, reflecting the growing interest in 
AI-driven oncology research. Notably, a surge in research articles in 2020 may correspond to increased funding and 
technological advancements.

Book chapters peaked in 2020, possibly due to the need for comprehensive knowledge dissemination and aca-
demic exploration. However, post-2021, there was a significant decline across all categories. This reduction may 
reflect a transition from exploratory research to clinical applications and real-world implementation.

Overall, the figure highlights the dynamic nature of AI research in cancer healthcare, with early enthusiasm lead-
ing to significant publications and subsequent focus on application and validation.

To sum up, the integration of artificial intelligence with nanomedicine holds considerable promise for transform-
ing cancer care. AI facilitates early detection, personalizes treatment plans, and advances the development of new 
nanomedicines, which are critical for managing the growing global cancer burden and improving patient outcomes. 
This review addresses different nanoparticles used in oncology, evaluates potential nano-oncology products, and 

Fig. 1   Trends in AI intervention in cancer healthcare (PubMed) from 2018 to 2024
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explores AI’s role in clinical applications and digital health. It also highlights recent progress in nano-enabled drug 
delivery systems, aiming to provide a detailed overview of how the fusion of nanomedicine and AI is enhancing 
cancer therapy.

1.1 � Nanotechnology in cancer

Nanotechnology in oncology, or nano-oncology, involves using nanoscale medicinal agents as anticancer treatments 
[16]. This emerging approach has shown promising outcomes in cancer detection [17], treatment [18], and preven-
tion [19] over the past two decades, making it a cutting-edge approach in oncology. Now, let’s delve into the various 
applications of nanoparticles in oncology, starting with liposomes.

1.1.1 � Liposomes

Liposomes, derived from natural or synthetic phospholipids such as cholesterol, are among the most commercially 
viable nano-therapeutic platforms [20]. Capable of encapsulating both water-soluble and fat-soluble drugs, they 
enhance the solubility and stability of therapeutic agents. Their biocompatibility and biodegradability make them 
perfect for directed therapy, reducing the systemic toxicity associated with traditional chemotherapy [21]. Addition-
ally, liposomes can be engineered with targeting molecules for accurate delivery of cytotoxic agents to tumor sites 
[22].

The benefits of liposomes include improved pharmacokinetic profiles of encapsulated drugs, longer circulation 
times, and passive targeting of tumors and inflammatory sites through the enhanced permeability and retention 
(EPR) effect. They also enhance drug solubility and offer a slow, sustained release, reducing the systemic toxicity typi-
cally associated with free drugs. Fulton et al. reviewed the applications of liposomes in overcoming pharmacokinetic 
limitations and enhancing the therapeutic efficacy of chemotherapeutic drugs [23]. However, despite their efficacy 
in treating various cancers, liposomes still present potential toxicity and lack precise targeting and disposition. 
These issues have hindered their clinical translation, indicating a need for more focused research to resolve these 
challenges [24].

Fig. 2   Trends in AI intervention in cancer healthcare (Springer) from 2018 to 2024
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In a notable breakthrough, Cho et al. developed an innovative tumor-targeting therapy by integrating an acid-
responsive smart membrane with conjugated platycodin D2 (PCD2) and liposomes. This combination demonstrated 
effective tumor targeting in colorectal cancer xenografts. PCD2 not only induced potent antitumor effects through 
apoptotic cell death but also contributed to the stabilization of the liposome membrane [25]. This research under-
scores the potential of liposomal systems as a promising therapy for colorectal cancer, providing targeted delivery 
and addressing the limitations of current treatment approaches.

1.1.2 � Extracellular vesicles

Extracellular vesicles (EVs) offer remarkable potential for drug delivery because of their unique biological composition 
and efficient cellular absorption. Their surfaces can be modified to target tumor areas specifically [26], making them 
particularly appealing for treating brain cancer, given their natural ability to cross the blood–brain barrier [27]. Addition-
ally, EVs can transport a range of bioactive molecules useful for early cancer detection and ongoing disease assessment 
[28]. Their natural origin and cell communication capabilities make them excellent candidates for personalized medicine 
and immunotherapy [29].

In a comprehensive review, Terstappen et al. explored the developments and challenges of blood–brain barrier (BBB)-
crossing strategies for delivering chemotherapeutic agents. They focused on non-invasive approaches, such as nanopar-
ticles and EVs potential in treating CNS disorders, including brain cancer [30].

Similarly, Palazzolo et al. summarized the biomedical applications of EVs, emphasizing their potential in advanced 
cancer diagnostics through liquid biopsies and as innovative carriers for drug delivery. They discussed the diagnostic 
efficiency of EVs in several observational clinical studies, including those on pancreatic cancer or pancreatic ductal adeno-
carcinoma (NCT03032913), lung metastasis (NCT03108677), and oropharyngeal squamous cell carcinoma (NCT02147418) 
[31]. Further, Ms. Jayaseelan VP explored commercial EV biomarkers including ExoDx® Prostate and ExoDx® Lung, which 
are employed to identify prostate and lung cancer markers from biological samples [32]. Building on this, tumor extra-
cellular vesicles (TEVs) have emerged as promising natural nanoparticles rich in tumor antigens, which are increasingly 
explored for vaccine development. Recently, Han et al. repurposed TEVs to create a novel class of personalized cancer 
vaccines. Their study demonstrated that these modified TEVs show significant promise in suppressing tumor progression, 
presenting new treatment possibilities for recurrent cancers [33].

1.1.3 � Nanoemulsions

Nanoemulsions are nanoscale emulsions used to deliver medicines to tumor sites. They can be formulated with gener-
ally regarded as safe (GRAS) oils, which helps reduce negative side effects [34, 35]. Their small droplet size enhances the 
solubility and efficacy of hydrophobic agents, leading to improved outcomes and reduced dosages [36]. Furthermore, 
nanoemulsions may be tailored to precisely target specific tumor cells, ensuring accurate administration of therapeutic 
agents [37].

A critical obstacle in cancer chemotherapy is the presence of multi-drug-resistant (MDR) tumors, which significantly 
contribute to cancer-related mortality. To address this issue, various anticancer drugs encapsulated in nanoemulsions 
have been investigated for their potential to overcome MDR. Ganta et al. devised an innovative theranostic nanomedicine 
specifically designed to bypass MDR processes, utilizing a clinically relevant GRAS-grade nanoemulsion. This formulation 
was tested for efficacy in ovarian cancer cell lines, and its tumor accumulation was monitored using magnetic resonance 
imaging (MRI). The study demonstrated that the nanoemulsion delivered docetaxel through receptor-mediated uptake, 
resulting in increased cytotoxicity and the ability to overcome taxane resistance, outperforming docetaxel alone [38].

Similarly, Kaur et al. explored the efficacy of a Boswellia oil-based nanoemulsion combining paclitaxel and erucin to 
combat drug-resistant cancers. Their optimized formulation achieved markedly greater cytotoxic effect against breast 
cancer cells compared to the separate administration of paclitaxel or erucin alone. This finding underscores the potential 
of nanoemulsions to overcome MDR in cancers and to precisely target tumor sites [39].

1.1.4 � Dendrimers

Dendrimers are artificial nanocarriers characterized by their tree- or branch-like structure composed of radially symmetric 
subunits. Their highly branched, well-defined architecture allows for excellent surface functionalization and targeting 
possibilities [40, 41]. E4 This unique structural design improves their capacity for specific binding to cancer cells, thereby 
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enhancing the targeted release of chemotherapeutics to tumor sites and reducing damage to normal tissues [42]. Addi-
tionally, dendrimers can be loaded with contrast agents, which enhances imaging techniques for the early detection 
and monitoring of tumors [43].

Dendrimers show particular promise for brain tumor therapy due to their ability to transport xenobiotics across the 
BBB and effectively target brain tumors. These nanocarriers are being developed for innovative therapeutic applications, 
including sustained drug release, immunotherapy, and various anticancer treatments. For instance, polyamidoamine 
(PAMAM), polypropylenimine, poly-L-lysine, and functionalized dendrimers have significantly advanced the diagnosis and 
treatment of brain tumors. In this context, Kaurav et al. provided a comprehensive review of these dendrimers, exploring 
current applications, future prospects, and advancements in dendrimer types, synthesis methods, and mechanisms of 
action [44].

Similarly, Kharwade et al. examined the structure, characteristics and commercial production of PAMAM dendrimers. 
Their work also focused on the commercially available PAMAM dendrimers, such as Superfect® and Polyfect®, emphasizing 
their targeted drug delivery applications in pharmaceuticals as well as other biomedical uses [45]. However, the large-
scale production of high-generation, defect-free PAMAM dendrimers is hindered by the complexities of the purification 
process and the precise management of energy parameters.

1.1.5 � Inorganic nanoparticles

Inorganic nanoparticles, including gold and silver nanoparticles, carbon nanotubes, carbon quantum dots, metallic oxide 
fragments, and mesoporous silica nanoparticles, are extensively employed in medical applications due to their precise 
targeting capabilities, advantageous pharmacokinetic properties, and diagnostic functions. Their inherent stability, ease 
of functionalization, and distinctive optical and magnetic features make them exceptionally valuable in this field [46].

For example, gold nanoparticles are particularly well-suited for imaging and diagnostic applications, including pho-
tothermal therapy [47]. Similarly, mesoporous silica nanoparticles can be engineered to encapsulate and release drugs 
in response to specific stimuli, thereby improving targeted drug delivery and reducing systemic toxicity [48].

In a notable advancement, Huang et al. engineered tumor-targeted lipid-dendrimer-calcium-phosphate nanopar-
ticles to deliver siRNA targeting PD-L1 and IL-2-encoding plasmid DNA to hepatocellular carcinoma (HCC). The study 
highlights the potential of a dual delivery strategy for siRNA and plasmid DNA to reprogram the immune resistant tumor 
microenvironment and advance cancer immunological therapy [49].

Additionally, Pugazhendhi et al. provided a comprehensive review on the role of inorganic nanoparticles in pharmaco-
therapy, exploring strategies for developing effective drug delivery systems and comparing the benefits and limitations 
of traditional chemotherapy versus nanotherapy for improving cancer treatment [50].

Figure 3 illustrates various types of nanoparticles, displaying their unique structures and properties. This figure high-
lights the potential applications of nanoparticles in nanomedicine, particularly in cancer diagnosis and therapy. It under-
scores the versatility and effectiveness of organic and inorganic nanoparticles in enhancing the precision and efficacy 
of cancer treatments.

Fig. 3   Different types of 
nanoparticles
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1.1.6 � Solid lipid nanoparticles (SLNs)

Solid lipid nanoparticles (SLNs) utilize solid lipids instead of liquid lipids in a colloidal drug delivery system, offering 
versatility for multiple administration routes, such as intravenous, oral, local, and topical [51]. SLNs offer controlled drug 
release, which minimizes dosing frequency and reduces systemic toxicity [52]. Additionally, they can be engineered for 
targeted drug delivery to specific cancer cells, thereby enhancing drug delivery precision [53].

One notable challenge with cisplatin, a widely used chemotherapeutic drug, is its intrinsic and acquired resistance, 
along with significant side effects. Raut et al. demonstrated that SLN encapsulation effectively addresses these issues 
by improving cisplatin’s efficacy and reducing its toxicity [54]. Supporting this, Aldawsari et al. found that cisplatin-SLN 
formulations greatly reduced cell multiplication in human breast cancer and exhibited potent cytotoxic effects compared 
to free cisplatin, while showing minimal effects on normal cells [55]. These findings highlight the potential of cisplatin-
loaded SLNs to overcome administration limitations and enhance treatment outcomes in breast cancer patients.

Expanding on the broader applications of SLNs, German-Cortés et al. provided a comprehensive overview of SLNs, 
covering their composition, production methods, and administration routes. Their review also explores recent advance-
ments in utilizing SLNs for cancer treatment [56].

1.1.7 � Carbon nanotubes

Carbon nanotubes (CNTs) are highly effective in targeting cancer cells by absorbing near-infrared (NIR) radiation, which 
causes them to heat up and kill the cells [57]. These nanotubes are also proficient at delivering various medicinal sub-
stances into living cells and can safely penetrate biofilms [58]. Additionally, when functionalized with imaging agents, 
CNTs enhance contrast in imaging techniques such as MRI and CT [59]. Their ability to convert NIR radiation into heat 
offers a non-penetrative method for the thermal ablation of tumors [60].

In drug delivery, bromocriptine, used for cancers linked with excessive prolactin production, shows enhanced target 
specificity and drug penetration when conjugated with nanosystems, significantly inducing apoptosis in lung cancer cells 
[61]. Kamazani et al. designed a novel nanomedicine based on multi-walled carbon nanotubes (MWCNTs) conjugated 
with bromocriptine. Their study indicated that this targeted nano-drug delivery system might be useful for treating lung 
cancer due to its improved performance based on neurotransmitter pathways [62].

Muzi et al. explored the benefits of drug encapsulation inside the inner cavities of CNTs, which protects drugs from 
premature inactivation. By loading a hydrophobic platinum (IV) complex into functionalized multi-walled carbon nano-
tubes (MWCNTs), they achieved effective induction of cell death in HeLa human cancer cells. Larger diameter CNTs were 
more cytotoxic, but smaller diameter nanotubes provided prolonged drug release, improving anticancer effectiveness. 
CNTs also enhanced drug accumulation within cells relative to free drug treatments [63].

Naief et al. provided a comprehensive review of CNT applications in cancer treatment, particularly in photothermal 
and photodynamic therapies. Their review underscores the diverse use of CNTs in these therapies and emphasizes the 
need for defining appropriate procedures for their therapeutic use. It also highlights the necessity for further research 
in human in vivo and in vitro applications [64].

1.1.8 � Polymeric nanoparticles (PNPs)

In cancer treatment, polymeric nanoparticles are gaining prominence for their ability to improve patient care through 
the precise, controlled release of therapeutic agents. These nanoparticles can maintain optimal drug concentrations at 
tumor sites, enhancing treatment efficacy [65]. They are well suited for a range of anticancer therapies due to their bio-
compatibility and capability to encapsulate both hydrophilic and hydrophobic drugs [66]. Furthermore, by functionalizing 
polymeric nanoparticles with targeting ligands, precise drug delivery to cancer cells can be achieved [67].

Combining polymeric nanoparticles with other materials can further enhance their therapeutic potential. For instance, 
they can be synthesized by incorporating inorganic components like carbon nanotubes, polymers, silica, metal oxide 
nanoparticles, and graphene with organic compounds such as lipids, proteins, and phospholipids. This hybrid approach 
offers significant advantages over traditional drug formulations. Ferreira Soares et al. reviewed the development of 
polymer-hybrid nanoparticles for biomedical applications, highlighting cutting-edge synthesis techniques and their uses 
in both in vitro and in vivo contexts [68]. Their work offers valuable insights into the latest methodologies and practical 
applications of these nanoparticles for improving therapeutic strategies.



Vol:.(1234567890)

Review	  
Discover Oncology          (2025) 16:697  | https://doi.org/10.1007/s12672-025-02469-4

One prominent example of a multifunctional polymer used in nanoparticle synthesis is Poly Lactic-co-Glycolic Acid 
(PLGA). This biodegradable copolymer, consisting of lactic and glycolic acids, is celebrated for its capacity to enhance 
therapeutic efficacy. With U.S. FDA approval for long-acting release formulations, PLGA is extensively used to encapsulate 
anticancer drugs due to its excellent bioavailability, and ability to lower systemic toxicity. Clinical formulations such as 
Decapeptyl, Suprecur MP, and Lupron Depot showcase its successful application in cancer therapy. Makadia and Siegel 
explored different fabrication methods for PLGA-based formulations and drug delivery systems, and examined the factors 
affecting their degradation and drug release profiles [69]. Their exploration of these advancements opens new avenues 
for improving cancer treatment methodologies.

1.1.9 � Quantum dots

Quantum dots (QDs) are semiconductor nanoparticles with sizes ranging from two to ten nanometers, distinguished by 
their exceptional optical and electronic properties that are crucial for advancing cancer diagnosis and treatment. QDs 
enable highly sensitive imaging techniques, facilitating early detection and monitoring of tumor growth [70]. In addition, 
QDs can serve as carriers for the precise delivery of therapeutics to cancer site, significantly minimizing the impact on 
surrounding healthy tissues [71]. In photodynamic therapy, QDs generate reactive oxygen species upon light activation, 
selectively killing cancer cells [72].

Following the US FDA’s approval of the first human clinical trial for quantum-dot technology in 2011, there has been 
continued advancement in the field. Recently, the FDA has also approved a clinical trial for Cornell dots (C-dots) in the 
treatment of melanoma. In their thorough review, Namdev Dhas et al. discussed the synthesis, surface modification, and 
theranostic applications of QDs in cancer treatment, reflecting the rising importance of QDs in oncology [73].

Carbon quantum dots (CQDs), a subset of QDs, are emerging as significant nanomaterials within the carbon family. 
In their research, Snehasis Mishra et al. developed highly fluorescent carbon quantum dots (CQDs) from orange juice 
via a one-step hydrothermal method and subsequently fabricated CQD/Ag heterostructures. These heterostructures 
exhibited notable anticancer effects against human colorectal carcinoma (HCT 116) cells by inducing ROS-dependent 
mitochondrial-mediated apoptosis and showed potential as bioimaging agents [74].

Following a similar strategy, Wang et al. developed copper-doped carbon quantum dots (Cu-CQDs) using a one-step 
hydrothermal synthesis method. Their findings indicated that Cu-CQDs not only demonstrated impressive biosafety 
but also possessed significant anticancer properties, effectively disrupting malignant nature and maintaining oxidative 
homeostasis in breast cancer cells [75]. Overall, these nanoparticle-based strategies represent the forefront of precision 
oncology, offering targeted, efficient, and safer alternatives to conventional cancer therapies.

1.2 � AI technologies in cancer therapy

AI and its associated technologies have the potential to revolutionize cancer treatment by optimizing the administration 
of nanomedicines to achieve and maintain optimal drug concentrations in both the bloodstream and targeted areas [76]. 
The application of AI and machine learning (ML) in automated diagnostic systems is addressing emerging challenges in 
early disease detection, especially for cancer. As ML technology advances, neural network algorithms are developing to 
solve problems in ways similar to human cognition. Deep learning (DL), a branch of ML, replicates human data process-
ing capabilities to recognize patterns, interpret spoken language, discover novel drugs, advance personalized medicine, 
refine diagnostic tests, and assist in clinical decision-making [77].

AI’s primary focus in combating the rising global cancer mortality rate is leveraging biological computation. AI can 
be categorized into three types: Narrow AI, General AI, and Superintelligent AI. Narrow AI, also known as Weak AI, is 
designed to enable computers to understand and analyze complex biological processes that are often challenging for 
humans to grasp. This technology has led to the development of systems capable of detecting biological changes with 
human-like intelligence by analyzing real-time data from large populations for precise clinical insights. For example, 
Narrow AI powers voice-activated assistants like Google Assistant, Apple’s Siri, Amazon’s Alexa, and Microsoft’s Cortana, 
which process user inputs, query search engines, and deliver relevant results [78].

General AI, with its potential to outperform humans, could revolutionize fields like medicine by scanning global 
research, formulating solutions, and simulating outcomes to cure diseases like cancer. General AI combines human-like 
consciousness with vast data access, enabling continuous, focused problem-solving without rest. However, the risks 
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include uncontrolled upgrades and misuse by rogue states or unethical corporations. Such misuse could lead to privacy 
breaches, hacking, and unethical manipulation, prioritizing profit over public good [79].

Super AI surpasses human intelligence in computation and decision-making, revolutionizing healthcare by analyzing 
vast medical data for superior diagnostics, treatment plans, and patient monitoring. Its predictive power shifts healthcare 
from reactive to proactive, identifying health risks and disease outbreaks early. For instance, it can predict carcinogenesis 
from patient data trends, enabling effective precautions and resource use.

Super AI enhances patient protection through real-time monitoring of medical devices, detecting adverse events 
like drug toxicity or surgical complications early, and alerting providers for timely intervention. Challenges include data 
privacy, ethical concerns, and potential errors, but robust regulations and fail-safe mechanisms can mitigate these risks, 
ensuring reliable ASI performance [80].

Major multinational tech giant Nvidia announced plans in November 2020 to build an AI supercomputer for healthcare 
studies and drug delivery. AI in healthcare aims to identify therapeutic targets, uncover intricate protein interactions, and 
solve complex biological problems. AI also offers sophisticated medical imaging techniques that improve the accuracy 
of cancer diagnosis by recognizing abnormal cellular changes [81].

The article by Dlamini et al. introduces an "AI-based precision oncology approach," which targets individual cells and 
serves as a foundation for tools designed to overcome the limitations of next-generation sequencing (NGS) [82]. AI in 
medicine can help map therapeutic targets, interpret complex protein interactions, and address challenging physiological 
questions. For example, the National Health Service (NHS) in Scotland is conducting a clinical trial using the DL NHS 111 
algorithm to assist individuals with minor medical issues at home via phone. Similarly, AI chatbots are being utilized by 
patients for symptom identification and to receive recommendations for further actions in community and primary care 
settings. Babylon Health and Ada are leading examples of online healthcare platforms that use AI technology to deliver 
digital health services aimed at improving clinical outcomes. These platforms employ sophisticated algorithms to offer 
preliminary medical advice, suggest next steps for diagnosis or treatment, and support early disease detection [83, 84].

Expanding on the role of AI and ML in cancer care, the creation of a Clinical Linked Data Graph (LDG) exemplifies a 
major advancement in the integration of diverse biomedical datasets to drive research and improve patient care. By 
employing semantic web technology, the LDG connects a wide array of bioinformatics resources, thereby facilitating 
large-scale AI and ML processes for discovering new cancer treatments and enhancing diagnostic capabilities. This 
approach reflects a broader trend in cancer research where sophisticated data analysis techniques, similar to those used 
in autonomous vehicles for navigation and decision-making, are harnessed to address complex challenges in cancer 
treatment and diagnosis. For instance, AI-driven models used in the LDG can predict patient responses to treatments 
or identify new drug targets, much like how autonomous vehicles use AI to navigate and make real-time decisions [85].

Through this narrative review article, we aim to highlight the latest AI-developed methods and approaches that 
advance sophisticated cancer detection and treatment, driven by developments in machine learning tools.

2 � Cancer nanomedicine

Cancer nanomedicine leverages nanotechnology to identify, monitor, and manage cancer by combining medicinal 
agents with nanoscale technology. These advancements can be integrated into biological machinery, nanobiosensors, 
and medical equipment, significantly improving therapeutic outcomes in complex and fatal diseases by maintaining 
targeted treatment dosages [86].

The U.S. Food and Drug Administration (FDA) has approved several nanomedicine formulations for cancer treatment 
[87]. Notable examples include Doxil [88], Myocet™ [89], and DaunoXome [90]. Additionally, nanoparticle formulations 
like Abraxane [91], approved for metastatic breast cancer, advanced non-small cell lung cancer, and metastatic pancre-
atic cancer, have also received FDA approval. Other FDA-approved formulations include injectable liposomal irinotecan 
(Onivyde™) [92] for metastatic pancreatic cancer, and a combination of cytarabine and daunorubicin (Vyxeos) [93] for 
treating acute myeloid leukemia.

Furthermore, several other nanomedicine formulations have been approved, showcasing the diversity in composi-
tion, mechanisms of action, and therapeutic targets. Hensify (NBTXR3) [94], composed of hafnium oxide nanoparticles, 
is used in radiotherapy for locally advanced soft tissue sarcoma (STS). Pazenir [95], an albumin-bound nanoparticle 
formulation of paclitaxel, is used to treat metastatic cancers of the breast, pancreas, and non-small cell lung cancer. 
Nanotherm [96], composed of iron oxide nanoparticles, is used in magnetic field-induced thermal ablation for the treat-
ment of brain tumors, prostate cancer, and pancreatic cancer. Marqibo [97], a liposomal vincristine, is indicated for acute 
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lymphoblastic leukemia, while DepoCyt [98], a liposomal cytarabine, is used in neoplastic meningitis. Mepact [99], another 
liposome-based drug, contains mifamurtide MTP-PE for osteosarcoma. Genexol-PM [100], a PEG-PLA polymeric micelle 
containing paclitaxel, is used for breast, lung, and ovarian cancer. Oncaspar [101], a polymer protein conjugate carrying 
pegaspargase/L-asparaginase, is used in acute lymphoblastic leukemia.

In addition to these approved formulations, many are also undergoing various phases of clinical trials. These multi-
modal drug delivery systems represent significant progress in oncology by improving drug delivery, reducing toxicity, 
and enhancing therapeutic efficacy. Table 1 lists these multimodal drug delivery systems approved for different types of 
cancer. This table highlights the advancements in nanomedicine that have been approved for cancer treatment, show-
casing the diversity in composition, mechanisms of action, and therapeutic targets. These nanomedicines improve drug 
delivery, reduce toxicity, and enhance therapeutic efficacy, representing significant progress in oncology.

Ligand-coated liposomes and nanoparticles can dramatically enhance drug delivery to cancer sites. For instance, a 
blood clotting factor XIII analog combined with doxorubicin-loaded liposomes resulted in a 40-fold increase in drug 
accumulation at tumor sites [102]. Recent advancements have focused on nanoparticles capable of carrying both thera-
peutic and diagnostic agents. These nanomedicines are engineered to address the limitations of conventional cancer 
treatments. A prime example is theranostic liposomes loaded with docetaxel and QDs, coated with RGD-TPGS (arginine-
glycine-aspartic acid peptide with D-α-tocopheryl polyethylene glycol 1000 succinate). These liposomes have shown 
significantly improved efficacy over traditional treatments, as indicated by a notable reduction in reactive oxygen species 
production without inducing edema or brain injury [103].

3 � Clinical applications of AI in cancer

AI models in healthcare operate through distinct mechanisms to analyze data and generate predictions. ML algorithms, 
including supervised, unsupervised, and reinforcement learning, work by identifying patterns in medical data. In super-
vised learning, labeled datasets train algorithms like SVMs or RF to detect anomalies such as tumors in medical images 
[104]. Unsupervised learning identifies hidden patterns to classify cancer subtypes, while reinforcement learning opti-
mizes treatment plans by learning from past patient outcomes [105]. NNs mimic the human brain using interconnected 
nodes arranged in layers. Input data passes through these layers, undergoing transformations using activation functions 
like rectified linear unit (ReLU) or Sigmoid, while back propagation and gradient descent algorithms minimize errors 
by adjusting weights [106]. DL, a subset of neural networks, uses multiple hidden layers for complex tasks like tumor 
segmentation and genomic analysis. CNNs are particularly effective for medical image interpretation, extracting spatial 
features, while RNNs and long short-term memory (LSTM) networks analyze sequential patient data [107]. Transformer 
models like bidirectional encoder representations from transformers (BERT) and generative pre-trained transformer (GPT) 
apply self-attention mechanisms to interpret clinical text and research data. Additionally, Explainable AI (XAI) ensures 
transparency by providing insights into how AI models arrive at their decisions. Techniques like SHAP (SHapley Addi-
tive exPlanations) and LIME (Local Interpretable Model-agnostic Explanations) attribute importance to input features, 
while visualization tools generate heatmaps to highlight regions of interest in medical images [108–110]. Through these 
mechanisms, AI enhances cancer diagnosis, predicts treatment responses, and personalizes patient care, making it an 
indispensable tool in modern healthcare.

3.1 � Personalized therapy—AI

The potential of AI is evident in various medical specialties, from diagnostic imaging and early disease detection to the 
identification of subtle abnormalities. By simulating human cognitive abilities, AI enables physicians to provide optimal 
and personalized treatments to cancer patients [111].

One notable example is IBM Watson for Oncology, which compiles data from medical records, textbooks, journals, and 
expert oncologists to analyze and recommend possible therapies. This aids oncologists in identifying the most effective 
treatment options.

Other platforms making significant strides in AI-driven healthcare include Google’s DeepMind, Microsoft’s Hannover 
project, PathAI, Tempus Labs, Microsoft Azure AI for Healthcare, PathAI’s Tumor Detection Algorithms, Varian’s ARIA Oncol-
ogy Information System, ClinicalTrials.gov search tools, and BenevolentAI. These platforms, summarized in Table 2, are 
advancing AI applications in personalized cancer therapy by leveraging data analysis and machine learning to enhance 
treatment precision and efficacy.
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3.2 � Nanomedicine for cancer—AI technologies

AI can significantly enhance cancer therapy by optimizing drug combinations to maximize efficacy and minimize side 
effects, particularly for multifunctional nanopharmaceuticals. Researchers have leveraged AI to determine the optimal 
combinations of cytotoxic medications [125]. In a notable study, Russo et al. explored AI’s capacity to predict outcomes 
of chemotherapy, both as a monotherapy and in conjunction with targeted treatments, for metastatic colorectal cancer 
patients. Their research showed encouraging results in predicting both therapeutic efficacy and adverse effects [126].

Innovative AI techniques have been used to optimize the combinations of nanodiamond with key anticancer drugs 
such as doxorubicin, mitoxantrone, bleomycin, and conventional paclitaxel, leading to more effective treatment strategies 
for breast cancer cells [127]. These AI-optimized drug-nanomedicine combinations outperformed randomly chosen ones 
[128]. Additionally, Weiss et al. employed a simplified feedback system control based on a stochastic search algorithm to 
refine drug combinations for for targeting the renal cancer cell line 786-O. Their findings revealed that combinations of 
axitinib, erlotinib, dasatinib, and AZD4547 were effective in reducing cancer cell viability while minimizing side effects 
on non-malignant cells [129, 130].

CURATE.AI, an AI-driven platform, has been used to refine treatment regimens for metabolic disorders [131], tuberculo-
sis [132], and metastatic castration-resistant prostate cancer [133] through patient-specific drug dosing adjustments. Tan 
et al. assessed the feasibility of CURATE.AI for guiding chemotherapy dosing in solid tumors with the PRECISE CURATE.AI 
pilot clinical trial. The study underscored CURATE.AI’s potential to address big data challenges in personalized medicine, 
providing preliminary efficacy and safety data for upcoming precision oncology trials [134].

3.3 � Application of AI in nanomedicine for cancer healthcare

Artificial Intelligence (AI) has emerged as a transformative force in nanomedicine, significantly advancing cancer diag-
nosis, treatment, and monitoring. By leveraging vast datasets, AI algorithms enhance the design of nanocarriers, predict 
cancer behavior, and facilitate personalized therapies. The convergence of AI and nanotechnology paves the way for 
more precise and effective cancer management.
i.	 AI in nanocarrier design and drug delivery optimization
i

AI algorithms, including machine learning (ML) and deep learning (DL), are instrumental in the rational design of 
nanocarriers. These models predict the optimal size, shape, surface charge, and functionalization of nanoparticles to 
maximize therapeutic efficacy while minimizing toxicity. Additionally, AI can optimize drug-loading capacities and release 
kinetics, tailoring nanoparticles for specific tumor microenvironments [135].

	 ii.	 Predictive modeling for cancer targeting

AI-powered predictive models simulate nanoparticle interactions within the body, forecasting biodistribution, tumor 
accumulation, and potential off-target effects. In silico modeling aids in selecting appropriate biomarkers and ligands 
for nanoparticle surface modifications, resulting in precise drug delivery systems that improve therapeutic outcomes 
and minimize adverse effects [136, 137].

	 iii.	 Personalized treatment strategies

AI algorithms analyze genomic, proteomic, and clinical data to generate personalized treatment plans. By predicting 
individual patient responses to nanomedicine-based therapies, AI enables the selection of the most suitable nanoparticle 
formulations and drug combinations. This personalized approach is particularly advantageous for managing heteroge-
neous tumors and reducing resistance [138].

	 iv.	 Real-time monitoring and adaptive therapy

AI-enhanced imaging techniques, when paired with nanoparticle contrast agents, offer real-time insights into tumor 
progression and treatment response. AI algorithms analyze imaging data to adapt treatment strategies dynamically, 
ensuring timely interventions and maximizing therapeutic efficacy. Additionally, wearable biosensors and nanodevices, 
integrated with AI, provide continuous patient monitoring for early detection of complications [139].

	 v.	 Drug discovery and development
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AI accelerates drug discovery by analyzing chemical libraries and predicting interactions between nanoparticles and 
biological systems. Machine learning models identify optimal drug-nanocarrier combinations, streamlining formulation 
development and reducing the time and cost of bringing new therapies to market [140].

	 vi.	 Emerging integrations of AI and nanomedicine

The convergence of AI with nanotechnology is driving innovative integrations that further enhance cancer healthcare:
a) Theranostic nanoplatforms: AI-powered theranostic platforms combine diagnostic and therapeutic functions within 

a single nanostructure. These platforms can detect cancer biomarkers, deliver targeted therapy, and monitor treatment 
responses in real-time, offering a comprehensive personalized management solution [141].

b) AI-driven nano-robotics: AI-controlled nano-robots demonstrate promise in precise drug delivery and tumor target-
ing. These nano-robots autonomously navigate through the bloodstream, identify cancer cells, and release therapeutics 
in a controlled manner, minimizing damage to healthy tissues [142].

c) Multi-omics data integration: AI algorithms integrate genomic, transcriptomic, and proteomic data with nano-
medicine approaches to uncover novel biomarkers and predict therapeutic responses. This integration enhances patient 
stratification and informs the development of personalized nano-therapeutics [143].

d) Quantum computing for nanomedicine: Quantum computing, combined with AI, enables rapid simulation of com-
plex biological environments. This enhances nanoparticle modeling and expedites the development of next-generation 
nanomedicines [144].

As research progresses, the synergistic combination of AI and nanomedicine is expected to further enhance cancer 
care. Future advancements may lead to sophisticated AI-driven solutions for early detection, personalized treatment, 
and improved patient outcomes, ultimately making cancer a more manageable disease.

3.4 � AI in medicine

AI empowers computers and robots to emulate human behaviors, support healthcare diagnosis, and perform surgical 
procedures. AI applications in medicine include drug development, generating medical statistical datasets, and analyzing 
diseases like cancer [145]. AI-powered surgical robots [146] and nanorobots [147] offer targeted drug delivery, enhanc-
ing precision and efficacy.

ML and deep learning assist in clinical diagnostics and treatment decisions [148]. For instance, AI is used in surgical 
robots for procedures such as heart valve repair [149], gynecology [150], and prostatectomy [151]. Future cancer treat-
ments may utilize unsupervised learning and reinforcement learning to identify hidden patterns and optimize strate-
gies. Additionally, AI plays a significant role in computational biology, genetics, and molecular medicine for identifying 
medicinal targets and managing protein interactions [152].

The review by Vijayakumar and Shetty on robotic surgery in oncology highlights its advantages, barriers, and the Indian 
scenario [153]. For example, Yang et al. detailed a case in which the 4th generation da Vinci Robotic Surgical System (Xi) 
was employed to perform a uniportal right upper lobectomy, highlighting the advanced capabilities of robotic-assisted 
surgery. The operation lasted 90 min, and the patient had a smooth recovery, being discharged three days post-surgery 
[154].

Robotic surgery for rectal cancer overcomes the technical challenges associated with traditional laparoscopic meth-
ods, leading to improved radical operation outcomes. A notable development in this field is the introduction of Verb 
Surgical, a collaboration between Google and Johnson & Johnson, which is advancing robotic-guided procedures. Liu 
et al. provided a comprehensive overview of the current status of robotic technology in rectal cancer treatment, detail-
ing advancements such as robotic total mesorectal excision, lateral lymph node dissection, and the integration of AI in 
surgical processes [155].

In drug formulation, computational methods can optimize methotrexate nanosuspension by analyzing drug molecule 
interactions and conditions leading to aggregation. Techniques such as coarse-grained simulations and chemical calcula-
tions are employed to understand drug-dendrimer interactions and to evaluate drug encapsulation efficiency. Software 
like LAMMPS and GROMACS 4 can assess the impact of surface chemistry on nanoparticle internalization into cells. Mehta 
et al. offered an in-depth review of computational modeling tools utilized in drug formulation design, emphasizing their 
applications and potential to advance personalized medicine and enhance therapeutic outcomes [156].
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3.5 � Challenges in AI‑assisted robotic surgery

AI-assisted robotic surgery has significantly improved precision and patient outcomes in cancer care, but its implemen-
tation presents several challenges that must be addressed for broader adoption and safer clinical use. The substantial 
costs of acquiring, maintaining, and operating AI-driven surgical systems limit their accessibility, particularly in resource-
limited settings, preventing equitable access to advanced surgical care. Surgeons and healthcare teams require special-
ized training to operate these systems effectively. The steep learning curve and the need for continuous education can 
delay adoption and temporarily increase the risk of errors [157, 158]. Additionally, AI systems are vulnerable to technical 
malfunctions and software issues, posing risks during critical procedures. Surgeons must retain conventional surgical 
skills to manage emergencies when technology fails [159]. Another major limitation is the lack of haptic feedback, which 
reduces a surgeon’s ability to detect subtle tissue abnormalities, potentially leading to unintended tissue damage [160]. 
Data privacy and security also remain significant concerns, as AI-powered systems collect and analyze large volumes of 
sensitive patient data. Ensuring robust cybersecurity measures and maintaining compliance with regulations like Health 
Insurance Portability and Accountability Act (HIPAA) and General Data Protection Regulation (GDPR) are essential to 
protect patient information [161]. Furthermore, AI algorithms may reflect biases present in their training data, leading 
to disparities in surgical outcomes [162]. Ethical concerns regarding accountability in cases of adverse events further 
complicate the integration of AI in surgical practice [163]. The transparency and explainability of AI systems are also 
limited, with many models operating as “black boxes.” Implementing explainable AI (XAI) methods can enhance clinician 
trust by providing clearer insights into AI-driven recommendations [164]. Legal and regulatory frameworks must also 
be established to define accountability for AI-related errors and ensure the responsible use of AI in surgical procedures 
[165]. Lastly, the successful integration of AI-assisted robotic systems with existing healthcare infrastructure, including 
electronic health records (EHRs), is essential. Addressing interoperability challenges will streamline workflows and sup-
port informed decision-making. By overcoming these challenges through technological advancements, transparent 
algorithms, continuous training, and clear regulations, AI-assisted robotic surgery can fulfill its potential in enhancing 
cancer care [166].

3.6 � AI in medical imaging

AI-driven bioinformatic algorithms and computational models significantly impact Medical Imaging Technology (MIT), 
aiding in the detection of abnormal cell division and physiological changes [167]. By enhancing diagnostic accuracy in 
fields such as neuroradiography, MRI, and radiology, AI extends its applications to record-keeping, data extraction, image 
categorization, and analysis [168, 169].

In their extensive review, Belge Bilgin et al. outlined a range of USFDA-approved AI-powered radiological software 
systems for clinical oncology, covering diagnostic tools for various cancers, including those of the breast, prostate, lung, 
and brain [170]. These advancements are summarized in Fig. 4A and 4B, displaying the software with their respective 
USFDA approval numbers and approval years.

Integrating AI into medical imaging processes allows for more precise and efficient diagnoses by automating the 
detection and interpretation of complex imaging data. This technology is adept at revealing subtle abnormalities that 
might escape human detection, thus promoting earlier disease diagnosis and better treatment outcomes. For instance, 
Ng et al. explored the use of Mia version 2.0 from Kheiron Medical Technologies for mammography, demonstrating that 
AI-assisted double reading was at least as effective as human double reading and, in some cases, even showed superior 
performance [171].

Radiologists must develop advanced digital skills to integrate and utilize computerized data in medical imaging 
effectively. As AI continues to evolve, adapting to new technologies and workflows becomes crucial. Mastery of AI-driven 
tools will enable radiologists to leverage these advancements to improve patient outcomes.

In summary, AI in medical imaging offers substantial benefits by enhancing diagnostic accuracy and efficiency. It sup-
ports various aspects of biomedical imaging, from data management to detailed image analysis, requiring radiologists 
to stay adept with digital technologies to maximize these benefits.



Vol:.(1234567890)

Review	  
Discover Oncology          (2025) 16:697  | https://doi.org/10.1007/s12672-025-02469-4

Fig. 4   A USFDA-approved AI-based radiological software systems used in prostate, lung and brain cancers (Biorender Agreement No. OX272ZMRSN). 
B USFDA-approved AI-based radiological software systems used breast and Miscellaneous cancers (Biorender Agreement No. RH272ZRN58)
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3.7 � Big data in precision oncology—AI

The introduction of next-generation sequencing (NGS) technology in 2005 has dramatically improved the management 
of large-scale sequencing data and has become a vital component in the development of targeted therapies [172]. NGS 
applications in whole-genome, whole-exome, and RNA sequencing help identify altered genes and abnormal cellular 
pathways, which are crucial in cancer studies and diagnosis [173]. The integration of artificial intelligence (AI) with NGS 
platforms further enhances our ability to decode complex genetic patterns, facilitating precision oncology by provid-
ing insights into specific genetic mutations and their impacts on cancer progression [174]. For instance, Abraham et al. 
developed MI GPSai, an advanced AI molecular classifier that integrates DNA and RNA sequencing data to accurately 
predict tumor types across a diverse range of diagnostic categories. By analyzing 77,044 cases from the Caris Molecular 
Database, which includes samples from 2008 to 2020, they demonstrated the classifier’s effectiveness in identifying vari-
ous cancers, including those with unknown primary origins [175]. This innovative approach highlights the potential of 
AI to enhance diagnostic precision in oncology, offering new avenues for the identification and classification of tumors 
that are often challenging to diagnose.

Furthermore, AI-driven analysis of big data from NGS can uncover novel biomarkers for early detection and prognosis, 
improving the chances of successful treatment outcomes. Harnessing the power of large-scale genetic data processing 
is changing the landscape of cancer treatment, moving us toward more precise and patient-centered therapies. Table 3 
presents examples of AI-driven discovery of novel biomarkers in cancer.

In summary, the synergy between big data, NGS, and AI is paving the way for groundbreaking advancements in preci-
sion oncology, enhancing our ability to diagnose, treat, and understand cancer at a molecular level. This collaborative 
approach signifies a new era in oncology, where treatments are increasingly personalized and outcomes are significantly 
improved.

3.8 � AI in digital pathology and drug discovery

ANNs and machine learning algorithms process information through interconnected layers of neurons, akin to the way 
human brain cells function. These layers include various types such as dense (fully connected), convolutional, pooling, 
and normalization layers, each designed to perform specific transformations on the data [186]. In the context of digital 
pathology, customized convolutional layers are particularly useful for processing high-resolution images of tissue sam-
ples. These layers can be tailored to identify and analyze features within the images that are indicative of disease, such 
as abnormal cell shapes, sizes, and patterns [187].

In drug discovery, AI and ML techniques analyze extensive datasets to pinpoint potential drug candidates [188] and 
predict their efficacy and safety [189]. ANNs excel at learning from existing data, identifying intricate patterns and rela-
tionships often overlooked by conventional methods. This can significantly accelerate the drug discovery process by 
identifying promising compounds earlier in the pipeline and predicting their interactions with biological targets. Table 4 
highlights the role of AI in transforming digital pathology and drug discovery.

3.9 � Cancer mechanisms by AI

AI technologies are revolutionizing our understanding of cancer mechanisms by enabling detailed analysis and insights 
into genetic, cellular, and molecular processes. In genetic mutation analysis, AI models like machine learning algorithms 
(e.g., Random Forest) are crucial in identifying driver mutations that contribute to cancer progression, providing essen-
tial data for targeted therapies. Deep learning algorithms such as CNNs enhance our understanding of altered cellular 
pathways, aiding in the development of targeted treatments [198, 199].

For instance, Warnat-Herresthal et al. demonstrated that ML-based transcriptomics could aid in diagnosing myeloid 
leukaemia [200]. Similarly, Ben Azzouz et al. utilized an ML approach with transcriptomics data to classify triple-negative 
breast cancer subtypes, addressing the challenge of heterogeneity in treatment [201]. Additionally, ML-based transcrip-
tomics have been employed in developing prognostic biomarkers for prostate cancer [202], diagnosing colorectal cancer 
[203], and predicting immune responses [204].

Additionally, AI’s role extends to detecting epigenetic changes, where neural networks like RNNs analyze DNA meth-
ylation patterns, uncovering how these modifications contribute to cancer. AI-powered image analysis, particularly 
using CNNs, is instrumental in examining the tumor microenvironment. This is crucial for understanding tumor-immune 



Vol:.(1234567890)

Review	  
Discover Oncology          (2025) 16:697  | https://doi.org/10.1007/s12672-025-02469-4

Ta
bl

e 
3  

A
I-d

riv
en

 d
is

co
ve

ry
 a

nd
 a

na
ly

si
s 

of
 n

ov
el

 b
io

m
ar

ke
rs

 in
 c

an
ce

r

Bi
om

ar
ke

r
Ca

nc
er

 ty
pe

Th
er

ap
y/

Si
gn

ifi
ca

nc
e

A
I u

se
d

Re
fe

re
nc

es

BR
CA

1/
2 

M
ut

at
io

ns
Br

ea
st

 a
nd

 O
va

ria
n 

Ca
nc

er
G

ui
de

s 
th

e 
us

e 
of

 P
A

RP
 in

hi
bi

to
rs

D
ee

p 
Le

ar
ni

ng
 A

lg
or

ith
m

s
[1

76
]

M
ic

ro
sa

te
lli

te
 In

st
ab

ili
ty

-H
ig

h 
(M

SI
-H

) /
 

D
efi

ci
en

t M
is

m
at

ch
 R

ep
ai

r (
dM

M
R)

Co
lo

re
ct

al
 a

nd
 V

ar
io

us
 C

an
ce

rs
Pr

ed
ic

ts
 re

sp
on

si
ve

ne
ss

 to
 im

m
un

e 
ch

ec
k-

po
in

t i
nh

ib
ito

rs
M

ac
hi

ne
 L

ea
rn

in
g 

M
od

el
s

[1
77

]

Tu
m

or
 M

ut
at

io
na

l B
ur

de
n 

(T
M

B)
Va

rio
us

 C
an

ce
rs

In
di

ca
te

s 
lik

el
ih

oo
d 

of
 p

os
iti

ve
 re

sp
on

se
 to

 
im

m
un

e 
ch

ec
kp

oi
nt

 in
hi

bi
to

rs
N

eu
ra

l N
et

w
or

ks
[1

78
]

EG
FR

 M
ut

at
io

ns
Lu

ng
 C

an
ce

r
G

ui
de

s 
th

e 
us

e 
of

 ty
ro

si
ne

 k
in

as
e 

in
hi

bi
to

rs
A

I-P
ow

er
ed

 N
G

S 
Pl

at
fo

rm
s

[1
79

]
A

LK
 a

nd
 R

O
S1

 R
ea

rr
an

ge
m

en
ts

Lu
ng

 C
an

ce
r

Ta
rg

et
s 

fo
r A

LK
 in

hi
bi

to
rs

 a
nd

 R
O

S1
 in

hi
bi

-
to

rs
A

I-B
as

ed
 G

en
om

ic
 A

na
ly

si
s T

oo
ls

[1
80

]

BR
A

F 
V6

00
E 

M
ut

at
io

n
M

el
an

om
a 

an
d 

Co
lo

re
ct

al
 C

an
ce

r
Ta

rg
et

 fo
r B

RA
F 

in
hi

bi
to

rs
D

ee
p 

Le
ar

ni
ng

 G
en

om
ic

 A
na

ly
si

s
[1

81
]

PI
K3

CA
 M

ut
at

io
ns

H
or

m
on

e 
Re

ce
pt

or
-P

os
iti

ve
 B

re
as

t C
an

ce
r

Ta
rg

et
 fo

r P
I3

K 
in

hi
bi

to
rs

M
ac

hi
ne

 L
ea

rn
in

g 
A

lg
or

ith
m

s
[1

82
]

ID
H

1/
2 

M
ut

at
io

ns
G

lio
m

as
U

se
d 

fo
r p

ro
gn

os
is

 a
nd

 ta
rg

et
ed

 th
er

ap
y 

w
ith

 ID
H

 in
hi

bi
to

rs
A

I-E
nh

an
ce

d 
G

en
et

ic
 S

eq
ue

nc
in

g
[1

83
]

TP
53

 M
ut

at
io

ns
Br

ea
st

, O
va

ria
n,

 L
un

g 
Ca

nc
er

Im
po

rt
an

t f
or

 p
ro

gn
os

is
 a

nd
 p

ot
en

tia
l 

ta
rg

et
s 

fo
r n

ov
el

 th
er

ap
ie

s
A

I-B
as

ed
 M

ut
at

io
n 

D
et

ec
tio

n 
Sy

st
em

s
[1

84
]

H
om

ol
og

ou
s 

Re
co

m
bi

na
tio

n 
D

efi
ci

en
cy

 
(H

RD
)

O
va

ria
n 

an
d 

Br
ea

st
 C

an
ce

r
Se

ns
iti

vi
ty

 to
 P

A
RP

 in
hi

bi
to

rs
D

ee
p 

Le
ar

ni
ng

 A
lg

or
ith

m
s

[1
85

]



Vol.:(0123456789)

Discover Oncology          (2025) 16:697  | https://doi.org/10.1007/s12672-025-02469-4 
	 Review

Ta
bl

e 
4  

A
I i

n 
di

gi
ta

l p
at

ho
lo

gy
 a

nd
 d

ru
g 

di
sc

ov
er

y

A
pp

lic
at

io
n

Sp
ec

ifi
c 

ex
am

pl
e

A
I t

ec
hn

ol
og

y 
us

ed
Im

pa
ct

/B
en

efi
ts

Re
fe

re
nc

es

D
ig

ita
l P

at
ho

lo
gy

Tu
m

or
 D

et
ec

tio
n 

an
d 

G
ra

di
ng

D
ee

p 
Le

ar
ni

ng
 (e

.g
., 

CN
N

s)
En

ha
nc

ed
 a

cc
ur

ac
y 

an
d 

effi
ci

en
cy

 in
 d

ia
gn

os
in

g 
ca

nc
er

[1
90

]
D

ig
ita

l P
at

ho
lo

gy
D

et
ec

tio
n 

of
 P

ro
st

at
e 

Ca
nc

er
M

ac
hi

ne
 L

ea
rn

in
g 

(e
.g

., 
SV

M
s)

Im
pr

ov
ed

 d
et

ec
tio

n 
ra

te
s 

an
d 

re
du

ce
d 

di
ag

no
st

ic
 v

ar
ia

bi
lit

y
[1

91
]

D
ig

ita
l P

at
ho

lo
gy

Id
en

tif
yi

ng
 B

re
as

t C
an

ce
r S

ub
ty

pe
s

N
eu

ra
l N

et
w

or
ks

 (e
.g

., 
RN

N
s)

Ac
cu

ra
te

 c
la

ss
ifi

ca
tio

n 
of

 d
iff

er
en

t c
an

ce
r s

ub
ty

pe
s, 

ai
di

ng
 

pe
rs

on
al

iz
ed

 tr
ea

tm
en

t p
la

ns
[1

92
]

D
ru

g 
D

is
co

ve
ry

Pr
ed

ic
tin

g 
D

ru
g-

Ta
rg

et
 In

te
ra

ct
io

ns
A

I-P
ow

er
ed

 B
io

in
fo

rm
at

ic
s 

(e
.g

., 
D

TI
s)

Ac
ce

le
ra

te
d 

id
en

tifi
ca

tio
n 

of
 p

ot
en

tia
l d

ru
g 

ca
nd

id
at

es
[1

93
]

D
ru

g 
D

is
co

ve
ry

A
I-D

riv
en

 C
om

po
un

d 
Sc

re
en

in
g

M
ac

hi
ne

 L
ea

rn
in

g 
A

lg
or

ith
m

s 
(e

.g
., 

Ra
nd

om
 F

or
es

t)
Effi

ci
en

t a
nd

 h
ig

h-
th

ro
ug

hp
ut

 s
cr

ee
ni

ng
 o

f c
he

m
ic

al
 c

om
-

po
un

ds
 fo

r d
ru

g 
di

sc
ov

er
y

[1
94

]

D
ru

g 
D

is
co

ve
ry

Pe
rs

on
al

iz
ed

 M
ed

ic
in

e 
D

ev
el

op
m

en
t

N
eu

ra
l N

et
w

or
ks

 (e
.g

., 
LS

TM
)

Ta
ilo

re
d 

tr
ea

tm
en

t p
la

ns
 b

as
ed

 o
n 

in
di

vi
du

al
 g

en
et

ic
 p

ro
fil

es
[1

95
]

D
ru

g 
D

is
co

ve
ry

Pr
ed

ic
tin

g 
D

ru
g 

Sy
ne

rg
ie

s
A

I-B
as

ed
 S

im
ul

at
io

n 
M

od
el

s 
(e

.g
., 

G
A

N
s)

O
pt

im
iz

ed
 d

ru
g 

co
m

bi
na

tio
ns

 fo
r b

et
te

r t
he

ra
pe

ut
ic

 o
ut

co
m

es
[1

96
, 1

97
]



Vol:.(1234567890)

Review	  
Discover Oncology          (2025) 16:697  | https://doi.org/10.1007/s12672-025-02469-4

interactions and developing immunotherapies. For instance, Ye et al. proposed an AI-assisted scoring system called the 
Tumor Growth Pattern (TGP-I) score to evaluate the relationship between TGP and tumor-infiltrating lymphocytes at 
the invasive margin, and to predict its prognostic value for stratifying colorectal cancer patients [205]. Their findings 
demonstrated that the TGP-I score could independently predict prognosis, with higher scores correlating with poorer 
survival outcomes.

Moreover, AI-powered evolutionary models trace clonal evolution in tumors, offering insights into tumor diversity and 
progression. This is essential for understanding cancer dynamics and enhancing treatment strategies. These AI-driven 
advancements in cancer research exemplify the transformative potential of integrating advanced computational tech-
niques into oncology, leading to more accurate, efficient, and personalized cancer treatments [206].

Furthermore, Fuzzy Cognitive Maps (FCMs), blending fuzzy logic with ANNs, aid in decision-making within complex 
systems characterized by high levels of uncertainty. Papageorgiou et al. developed two FCMs specifically for the intricate 
task of detecting bladder tumors, known for their complex categorization. They applied the Active Hebbian Learning 
(AHL) algorithm to train one FCM and the Nonlinear Hebbian Learning (NHL) algorithm to the other. Both algorithms 
achieved high precision in identifying malignant tumors than benign tumors [207–209].

These AI methodologies facilitate the development of comprehensive tumor atlases, allowing healthcare providers 
worldwide to share diagnostic and therapeutic data. This collective knowledge base enhances the ability to identify 
effective treatment protocols and track patient outcomes over time. Moreover, AI applications in oncology help auto-
mate the analysis of high-throughput data, reducing the likelihood of human error and increasing the reproducibility of 
results. Overall, integrating AI into understanding cancer mechanisms and optimizing treatment strategies represents 
a significant advancement in personalized medicine.

Figure 5 highlights FDA-approved AI-based diagnostic tools for cancer care as of 2021. The figure provides informa-
tion on the approval month, device name, description, and specific applications across oncology specialties, including 
pathology, radiology, clinical oncology, radiation oncology, and gastroenterology. These AI tools exemplify advancements 
in diagnostic accuracy, early cancer detection, and personalized treatment planning.

Figure 5 presents a curated selection of AI-driven diagnostic devices that received FDA approval for use in cancer 
care. Each device is listed with its corresponding approval date, name, a brief description, and its intended application 
within various oncology domains. AI algorithms in these tools are designed to analyze medical images, pathology slides, 
genomic data, and other clinical information to assist healthcare professionals in making accurate and timely diagnoses.

Notable applications include enhancing imaging interpretation in radiology, supporting pathologists in detecting 
malignancies, assisting oncologists in treatment decision-making, and improving cancer screening programs. For exam-
ple, AI systems can identify suspicious lesions in mammograms, classify tumor subtypes in pathology slides, and predict 
therapeutic responses using patient data. By streamlining diagnostic workflows and reducing human error, these tech-
nologies contribute significantly to personalized cancer care.

This figure underscores the growing role of AI in transforming cancer diagnostics and management, paving the way 
for further innovations in oncology.

3.10 � AI in surgery

AI applications in surgery are rapidly advancing, transforming the landscape of surgical procedures and improving patient 
outcomes. AI-assisted surgeries have demonstrated significant benefits, including a 30.6% reduction in the incidence 
of mastectomy, showcasing AI’s capacity to improve precision and minimize the need for invasive procedures [210].

AI also plays a crucial role in image-guided biopsy procedures, where ML models analyze imaging data and pathology 
reports to accurately predict the malignancy of suspicious nodules. This reduces the necessity for unnecessary surgical 
resections, sparing patients from potential complications and optimizing the utilization of medical resources. Elia et al. 
conducted an analysis of radiomic features extracted from CT and PET-CT findings of 71 patients with Solitary Pulmonary 
Nodules (SPN) who had undergone initial pulmonary resection. Three distinct ML algorithms: functional tree, Rep Tree, 
and J48 were applied. Histological examination revealed malignancy in 64.8% of nodules, with the J48 model demon-
strating the highest predictive value (AUC 0.9) [211].

Moreover, AI-powered robotic surgery systems, like the da Vinci Surgical System, have become increasingly prevalent. 
These systems offer surgeons enhanced dexterity, precision, and control, facilitating minimally invasive surgeries that 
lead to shorter recovery times and reduced risk of complications. AI algorithms continuously learn from surgical data to 
improve the performance of these robotic systems, adapting to the unique anatomy and needs of each patient [212].
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Fig. 5   FDA-approved AI-based diagnostic tools for cancer care: enhancing diagnosis and personalized treatment (Biorender Agreement 
Numbers. LL28329KSD, AQ282ZMGYI, GE28302QB7 & RE2830N3V5)
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Fig. 5   (continued)
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The integration of AI in surgery extends beyond the operating room. Preoperative planning tools use AI to simulate 
different surgical scenarios, helping surgeons to anticipate potential challenges and plan the most effective approach. 
During surgery, AI can provide real-time feedback and assist with decision-making, ensuring that the procedure stays 
on track and any deviations are promptly addressed [213].

Postoperatively, AI algorithms monitor patient recovery, analyzing data from wearable devices and electronic records 
to detect early signs of adverse events. This continuous monitoring allows for timely interventions, improving post-
operative treatment strategies and reducing hospital readmissions [214]. Figure 6 illustrates the anticipated uses of AI 
technologies in electronic medical care and oncology, highlighting the potential of AI to transform various aspects of 
healthcare delivery.

3.11 � Ethical aspects of AI in therapy

Evaluating the potential risks and benefits of any technology is crucial, and AI in cancer nanotherapy is no exception. 
A significant challenge in deep learning is the interpretability issue, referring to the difficulty in explaining or under-
standing AI algorithms [215, 216]. Explainable AI allows humans to understand how algorithms function, including 
the values they encode [217]. Currently, less explainable algorithms tend to be more accurate, raising the question 
of whether accuracy and explainability must be mutually exclusive or if both can be achieved simultaneously.

Human clinicians are held accountable for their decisions, despite sometimes imperfect explanations, both legally 
and ethically. They can typically provide rationale for their actions and are obligated to do so when required. In con-
trast, healthcare AI systems may make personalized diagnostic, prognostic, and treatment decisions that are less 
transparent. This contrasts with traditional decision-support tools, which use clear formulas for general recommen-
dations. Explainable AI in medicine is actively researched, and integrating AI into clinical practice will require robust 
quality assurance processes to ensure consistency, reviewability, and comprehension of results. Clear guidelines on 
explainability are crucial before implementation [218].

AI has the potential to significantly impact areas with radiologist shortages and enhance screening programs. By 
analyzing imaging data, AI can uncover new imaging biomarkers, potentially revolutionizing therapy and guiding 
further research. However, challenges remain regarding standardization, transparency, ethics, regulations, training, 
accreditation, and safety. For instance, the Armed Forces Medical Services, with its diverse units and roles, could inte-
grate AI-enabled radiological services to support small, remote hospitals and alleviate the workload in larger facilities. 

Fig. 6   AI applications in 
digital health care and oncol-
ogy. Source: [Compiled by the 
author Eashwar Sai Komarla 
Rajasekhar]. This figure 
presents various applications 
of artificial intelligence (AI) 
in digital health care and 
oncology, illustrating how AI 
technologies are transforming 
cancer diagnosis, treatment, 
and patient management
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Overcoming obstacles such as IT integration, funding, software and hardware updates, training, and cybersecurity 
is crucial for the successful adoption of AI [219].

Despite the significant progress, practical AI applications in nanooncology face many obstacles. AI cannot be a 
foolproof solution to all problems nor entirely replace human roles. It should complement the insights and under-
standing that humans provide. Maintaining human oversight and control is vital.

Another ethical concern is the potential for AI to make poor decisions and mishandle risks. Biases in data or flaws 
in models can lead to unintended consequences, necessitating careful oversight and regulation to ensure reliability 
and prevent harm. Transparency in AI decision-making and accountability for errors are crucial for maintaining trust 
and efficacy in AI-driven nanotherapies.

Furthermore, the potential for AI to replace human interaction in therapeutic contexts raises questions about the 
quality of cancer care. While AI can provide valuable support, the emotional and psychological aspects of human 
care are difficult to replicate. Maintaining holistic and empathetic cancer healthcare practices requires ensuring that 
AI complements, rather than replaces, human caregivers [220–222].

The ethical aspects of AI in therapy are complex, involving patient dependence, accountability, decision-making 
reliability, and the balance between AI and human interaction. It’s crucial to address these ethical challenges to 
maximize the benefits of AI while minimizing risks in healthcare.

4 � Case studies of AI in cancer treatment

4.1 � IBM Watson for Oncology

IBM Watson for Oncology (WFO) uses AI to analyze extensive medical literature, clinical trial data, and patient records, 
offering evidence-based treatment recommendations to oncologists. In a large-scale study across hospitals in China, 
WFO demonstrated over 90% concordance with expert oncologists for breast, lung, and colorectal cancers, accelerating 
decision-making and expanding access to advanced cancer care in resource-limited settings.

Zhou et al. assessed the alignment between WFO’s recommendations and actual clinical decisions at a Chinese cancer 
center, aiming to compare treatment approaches between China and the U.S. The retrospective study analyzed data 
from 362 cancer patients treated between April and October 2017. WFO categorized its recommendations as "recom-
mended," "for consideration," or "not recommended," with concordance defined when oncologists’ decisions aligned 
with the first two categories.

The highest concordance was observed in ovarian cancer (96%), followed by lung and breast cancers, both slightly 
above 80%. Rectal cancer had a 74% concordance rate, while colon and cervical cancers each reached 64%. In contrast, 
gastric cancer showed a markedly low concordance of 12%, with 88% of cases treated based on physician discretion.

The study concluded that concordance rates varied across cancer types, with gastric cancer showing the lowest 
alignment. Differences in cancer incidence and pharmaceutical availability were identified as primary reasons for the 
discordance [223].

4.2 � Tempus xT platform

Tempus leverages AI-driven genomic analysis to personalize cancer treatment by integrating molecular data with clinical 
information, providing actionable insights for oncologists. Through collaborations with institutions like the Mayo Clinic 
and other leading cancer centers, Tempus has identified biomarkers that guide targeted therapies, significantly improv-
ing outcomes in lung and pancreatic cancers [224].

In a study by Beaubier et al., 500 patient samples representing various tumor types were analyzed using the Tempus 
xT platform, which applies DNA-seq, RNA-seq, and immunological biomarkers. The integration of tumor and germline 
data enhanced mutation detection and reduced false positives, while RNA-seq further improved gene fusion detection 
and cancer type classification.

Using DNA-seq alone, 29.6% of patients were matched to precision therapies backed by strong evidence or well-
powered studies. This proportion increased to 43.4% with the addition of RNA-seq and immunotherapy biomarker data. 
When clinical criteria were incorporated, 76.8% of patients were matched to at least one relevant clinical trial based on 
biomarker insights from the xT assay.
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These findings emphasize the value of comprehensive molecular profiling. By combining tumor-normal and tran-
scriptome sequencing, the Tempus platform offers a more effective approach than tumor-only DNA panel testing for 
identifying personalized therapies and clinical trial opportunities, ultimately enhancing patient care [225].

4.3 � PathAI

PathAI applies AI algorithms to analyze pathology slides, assisting pathologists in diagnosing cancers with greater accu-
racy and efficiency. Collaborations with institutions like the Dana-Farber Cancer Institute have demonstrated reduced 
diagnostic errors and faster diagnoses for breast and prostate cancers. The AI system enhances cancer grading accuracy, 
directly influencing treatment decisions.

Novartis has also partnered with PathAI to leverage AI in pathology, aiming to uncover hidden patterns in cancer 
tissue slides. PathAI’s system was trained using 400 annotated pathology images from breast and lung cancer patients, 
enabling it to distinguish tumors from normal tissue and identify various cell types. By analyzing cell distributions and 
abundances, the AI can potentially predict patient responses to immunotherapy. Unlike the labor-intensive process faced 
by pathologists, AI provides rapid, large-scale analysis, accelerating drug development and improving cancer care [226].

In another collaboration, PathAI partnered with Aster Insights to accelerate oncology discoveries through curated 
multimodal datasets. By integrating PathAI’s PathExplore™ AI tumor microenvironment (TME) quantification panel with 
Aster Insights’ Avatar platform, the partnership enables comprehensive analysis of histopathology images alongside 
clinical and molecular data. With access to over 400,000 cancer patient samples from the Oncology Research Information 
Exchange Network® (ORIEN®), PathExplore uses AI to detect and classify millions of cells and tissue regions in hematoxylin 
and eosin (H&E) stained slides. This analysis provides critical insights into immune cell infiltration and complex tissue 
structures. Combined with genomic data from Aster’s platform, researchers can better understand cancer biology and 
predict patient responses to therapies. PathAI and Aster Insights offer these joint solutions to biopharma companies to 
accelerate drug discovery, identify novel biomarkers, and advance personalized cancer treatments [227].

4.4 � Aidoc

Aidoc’s AI-powered imaging analysis platform aids radiologists in detecting cancerous lesions from CT and MRI scans. In 
hospitals across the United States, Aidoc has been deployed to identify lung nodules, brain metastases, and liver tumors. 
This real-time assistance has reduced diagnostic turnaround times and improved early detection rates, leading to more 
timely cancer interventions.

Wiklund and Medson conducted a retrospective single-center cross-sectional study to assess the impact of Aidoc Brief 
Case and Aidoc Medical algorithms on report turnaround time, time to treatment, and detection rate in patients with 
cancer-associated incidental pulmonary embolism (iPE). The study included adult cancer patients before (July 1, 2018, to 
June 30, 2019) and after (November 1, 2020, to April 30, 2021) the implementation of AI algorithms for iPE detection and 
triage. The results showed a significant increase in the reported iPE prevalence post-AI implementation (2.5% vs. 0.8%, 
P < 0.001). Additionally, both report turnaround time (median 0.66 h vs. 24.68 h, P < 0.001) and time to treatment (median 
0.98 h vs. 28.05 h, P < 0.001) were markedly reduced. The study concluded that AI integration effectively enhanced iPE 
detection rates and expedited diagnosis and treatment in cancer patients [228].

4.5 � OncoAI

OncoAI is an AI-powered predictive analytics platform that models cancer progression and treatment responses. By inte-
grating patient-specific genomic data with real-world clinical outcomes, OncoAI provides oncologists with personalized 
predictions. Real-world implementations in academic medical centers have demonstrated improved survival rates and 
reduced treatment-related complications in cases of advanced colorectal and ovarian cancers.

In a study led by Sako et al., Onc.AI’s deep learning radiomic biomarker was developed and validated using both real-
world data (RWD) and clinical trial data to estimate patient responses to immune checkpoint inhibitor (ICI) therapies.

The study collected retrospective data from 1829 advanced non–small cell lung cancer (NSCLC) patients across 10 
academic and community institutions in the United States and Europe. The data sets included a discovery set (Data Set 
A-Discovery, n = 1173) and an independent test set (Data Set B, n = 458). Onc.AI’s radiomic pipeline employed a deep 
learning feature extractor and a survival model to generate the computed tomography (CT) response score (CTRS) using 
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pretreatment routine CT or positron emission tomography (PET)-CT scans. An enhanced version of the CTRS (eCTRS) 
incorporated additional clinical factors such as age, sex, treatment line, and lesion annotations.

The results demonstrated the biomarker’s ability to identify patients likely to benefit from ICI therapy. In the RWD Test 
Data Set B, the CTRS predicted a high probability of response with a progression-free survival (PFS) hazard ratio (HR) of 
0.46 (95% CI 0.26 to 0.82) and an overall survival (OS) HR of 0.50 (95% CI 0.28 to 0.92) in the first-line ICI monotherapy 
cohort. Further validation using a clinical trial data set (Data Set C, n = 54) evaluating the PD-1 inhibitor sasanlimab 
showed an adjusted OS HR of 0.33 (95% CI 0.14 to 0.91), reinforcing the biomarker’s predictive accuracy.

Onc.AI’s innovative approach using deep learning radiomic biomarkers offers a transformative solution in personalized 
cancer care by providing actionable insights into treatment responses. This case exemplifies how AI-powered solutions 
can enhance clinical decision-making, optimize therapeutic strategies, and ultimately improve patient outcomes in 
oncology [229].

5 � Regulatory hurdles and clinical translation challenges

The integration of nanomedicine and AI in cancer health care offers transformative potential. However, the clinical 
translation of these technologies is fraught with significant regulatory and practical challenges that must be addressed 
to ensure their successful adoption.

5.1 � Regulatory challenges in nanomedicine

Nanomedicine products often exhibit complex behaviors due to their nanoscale properties, which can lead to unpre-
dictable interactions within biological systems. Regulatory agencies, including the U.S. Food and Drug Administra-
tion (FDA) and the European Medicines Agency (EMA), require extensive preclinical and clinical data to evaluate 
the safety, efficacy, and quality of nanomedicine products. The lack of standardized characterization protocols and 
comprehensive understanding of nanomaterial toxicity further complicates the approval process.

Additionally, regulatory frameworks must accommodate the diverse nature of nanomedicine formulations, includ-
ing nanoparticles, liposomes, and dendrimers. Establishing clear guidelines for Good Manufacturing Practices (GMP) 
and ensuring consistency in production are essential. Furthermore, the need for robust in vitro and in vivo models 
to predict human responses presents a major challenge in regulatory assessments [230].

5.2 � Clinical translation challenges

Translating nanomedicine from bench to bedside involves navigating numerous obstacles. Clinical trials for nano-
medicine therapies require careful consideration of dosage, biodistribution, and long-term effects. The heterogeneity 
of cancer types further complicates the design of effective clinical trials, necessitating the use of stratified patient 
populations and personalized treatment approaches.

Furthermore, manufacturing scalability and cost-effectiveness remain significant hurdles. Nanoparticle formula-
tions often demand specialized equipment and rigorous quality control measures, driving up production costs. 
Ensuring the reproducibility of nanomedicine products across different batches is critical for regulatory approval 
and clinical adoption [231].

5.3 � Regulatory and translation challenges in AI

In the realm of AI applications, regulatory challenges revolve around the transparency, reliability, and interpretability 
of algorithms. AI-driven diagnostic tools and predictive models require continuous validation using diverse datasets 
to minimize biases and ensure generalizability. Regulatory agencies are increasingly developing guidelines for AI 
systems, emphasizing explainability and real-world performance.

Moreover, the integration of AI into clinical workflows demands seamless interoperability with existing electronic 
health records (EHRs) and medical devices. Regulatory bodies are also concerned with data privacy and security, 
particularly given the sensitive nature of patient information used in AI model training and validation [232].
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5.4 � AI biases in clinical decision making and data security risk

Artificial Intelligence (AI) has emerged as a transformative force in cancer clinical decision-making, enhancing diag-
nostic accuracy, predicting patient outcomes, and recommending personalized treatments. However, biases and data 
security risks present significant challenges. AI biases often originate from non-representative training data, leading 
to inaccurate or discriminatory results. Marginalized populations are disproportionately affected, facing misdiagnoses 
and suboptimal treatment recommendations. Additionally, algorithmic bias may result from flawed model design, 
reinforcing existing disparities in healthcare [233].

In cancer care, biased AI systems can lead to delayed diagnoses and ineffective therapies, undermining patient 
trust. Promoting diversity in datasets, conducting algorithm audits, and applying fairness metrics are essential steps 
to mitigate bias. Collaboration among oncologists, data scientists, and ethicists can ensure transparent and equitable 
AI applications [234].

Data security is another critical concern in AI-driven oncology. Patient data, containing sensitive medical informa-
tion, is vulnerable to cyberattacks and privacy breaches. Malicious manipulation of AI training data can compromise 
model integrity. Implementing robust cybersecurity measures, such as encryption, data anonymization, and access 
controls, is crucial to safeguard information. AI-powered monitoring systems can provide real-time threat detection 
and response [235].

Furthermore, adherence to regulations like the Health Insurance Portability and Accountability Act (HIPAA) and 
the General Data Protection Regulation (GDPR) is necessary for ethical data management. By addressing biases and 
strengthening data security, AI can fulfill its potential to provide more accurate, equitable, and secure cancer care, 
ultimately improving patient outcomes and advancing healthcare innovation [236].

Here are some examples to illustrate AI biases and data security risks in cancer clinical decision-making:
i.	 AI biases in cancer diagnosis

In breast cancer screening, AI models trained predominantly on data from Caucasian populations have shown lower 
accuracy when diagnosing breast cancer in African American and Asian women. This can lead to misdiagnoses or delayed 
treatment, contributing to health disparities [237].

	 ii.	 Bias in treatment recommendations

AI systems used for recommending cancer therapies may prioritize certain treatments based on data from clinical trials 
that underrepresent minority groups or low-income populations. For instance, a model may recommend immunotherapy 
that is less effective for certain genetic backgrounds [238].

	 iii.	 Data manipulation and model corruption

Cyberattacks like data poisoning can manipulate training datasets used in cancer AI applications. Malicious actors can 
introduce biased or false data, leading to inaccurate diagnoses or harmful treatment suggestions [239].

	 iv.	 Privacy breaches in oncology data

A cancer hospital using AI for patient management experienced a data breach exposing sensitive information. With-
out robust encryption and access control, attackers accessed patient medical histories, compromising both privacy and 
regulatory compliance [240].

	 v.	 Algorithmic transparency issues

A proprietary AI tool used for predicting cancer recurrence refused to disclose its algorithmic decision-making process. 
This lack of transparency prevented oncologists from understanding potential biases and verifying treatment recom-
mendations [241].

These examples emphasize the importance of ensuring diversity in datasets, maintaining algorithm transparency, 
and implementing stringent data security measures to mitigate biases and protect patient data in AI-driven cancer care.

5.5 � Path forward

To overcome these challenges, a collaborative effort among researchers, clinicians, regulatory agencies, and industry 
stakeholders is essential. Developing standardized frameworks for nanomedicine characterization and AI model validation 
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will facilitate smoother regulatory approval processes. Additionally, fostering adaptive regulatory pathways that allow 
iterative improvements based on real-world evidence can expedite the clinical translation of these technologies.

Establishing multidisciplinary regulatory advisory boards and promoting transparent dialogue between develop-
ers and regulators can further bridge the gap between innovation and implementation. Ultimately, addressing these 
regulatory and clinical translation challenges will be crucial to realizing the full potential of nanomedicine and AI in 
revolutionizing cancer health care.

6 � Conclusion

Nanomedicine alone has not achieved the desired outcomes in improving treatment efficacy. Artificial neural networks 
and deep learning can significantly aid clinicians in cancer diagnosis and research by selecting the best nanomedicine 
combinations and maintaining appropriate drug levels in the blood or target site. These tools facilitate continuous 
updates and optimal decision-making. Importantly, the deployment of AI in clinics will not replace radiologists and other 
medical professionals. AI cannot operate entirely autonomously and will always require human engagement. However, 
if AI-enabled nanomedicine proves to be more effective, safer, and provides better treatment outcomes than traditional 
cancer nanomedicine therapy, it will likely gain widespread adoption.

Our review includes various nanoparticle types, showcasing the potential of AI and its clinical applications in cancer 
through nanomedicine. Reproducible computer-assisted drug development, with its increased specificity and lower 
costs, is a promising tool for future drug development. Additionally, big data analytics and machine learning tools can 
manage and evaluate large collections of complex health data, minimizing limitations and reducing false positives.
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