
Personalized and longitudinal electronic
informed consent in clinical trials: How to
move the needle?

Evelien De Sutter1,2,* , Liese Barbier1,2,* , Pascal Borry3, David Geerts4,
John P.A. Ioannidis2,5,6,+ and Isabelle Huys1,+

Abstract
Changes in the clinical trials landscape have been driven by advancements in digital technology. The use of electronic informed
consent to inform research participants and to obtain their consent electronically has the potential to improve participant–researcher
interactions over time, facilitate clinical trial participation, and increase efficiency in clinical trial conduct. A personalized electronic
informed consent platform that enables long-term interactions with the research team could function as a tool to empower par-
ticipant engagement in clinical trials. However, significant challenges persist impeding successful and widespread implementation.
This Perspective provides insights into the opportunities and challenges for the implementation of electronic informed consent in
clinical trials. It sets out key recommendations to promote the implementation of this innovative approach to the informed consent
process, including the creation of uniform electronic informed consent platforms at regional and national level.
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Current status and potential
Historically, clinical trials have been designed using the
traditional paradigm of bringing research participants to
the trial site.1 However, a constellation of evolving digital
technologies as well as the COVID-19 pandemic have
accelerated the digital transformation of clinical trials,
also enabling participation from locations away from the
site.2,3 In the digitalization of clinical trials, electronic
informed consent offers the opportunity to solve many chal-
lenges related to the static paper-based informed consent
process that still remains the default today.4,5 According
to the U.S. Food and Drug Administration (FDA), elec-
tronic informed consent refers to “the use of electronic
systems and processes that may employ multiple electronic
media, including text, graphics, audio, video, podcasts,
passive and interactive Web sites, biological recognition
devices, and card readers, to convey information related
to the study and to obtain and document informed
consent.”6 A largely comparable definition is offered by
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the European Medicines Agency (EMA).4 In other words,
an informed consent process is considered to be an elec-
tronic informed consent (eConsent in short) process if one
or multiple elements of the process are set up in a digital
way. These elements may include (i) conveying informa-
tion (e.g. information delivery via digital platforms to facili-
tate tailoring to the individual’s needs), and (ii) obtaining
and documenting informed consent (e.g. electronic docu-
mentation contributing to efficiency of trial sites).

Electronic informed consent, while making use of
digital means, does not deviate from the long-established
ground principles of informed consent. It provides
similar information as a paper-based informed consent
form but does so through digital technology and this
offers several advantages to trial participants, but also
the sites and sponsors/different stakeholders involved in
the consent process.4 First, the electronic information
delivery can be tailored to the research participants’ indi-
vidual preferences and needs and offers the opportunity
to incorporate learning principles.7,8 Empirical studies
comparing electronic informed consent with paper-based
informed consent forms have shown that the former can
translate into participants having a better understanding
of the information presented.9–11 For example, multiple
layers of information can be presented, allowing partici-
pants to dig deeper into certain topics as desired, or multi-
media tools can increase the interaction of participants
with the information.7,12 A randomized trial comparing
electronic informed consent models with varying degrees
of customizable information found that, after 6-month
follow-up, participants who used the interactive electronic
informed consent module with the option of making use of
hyperlinks to access additional content had a higher under-
standing of information compared with the standard, non-
customizable electronic informed consent model.13 An
interactive, multimedia-enabled format, tailored to partici-
pants’ needs, may have advantages over a static electronic
document. Participants are ultimately better positioned to
envision what the clinical trial truly entails and what the
implications are from their participation.

Second, electronic informed consent may facilitate the
relationship between the participant and the research team
during a clinical trial by enabling longitudinal and
dynamic interaction; for example, by offering in an under-
standable way new informed consent versions upon study
amendments or a lay summary of any interim or final
study results. In this way, electronic informed consent
offers the opportunity to improve participant engagement
by providing participants with the possibility to indicate
their preferences; for example, related to receiving the
trial results through a digital platform.7,14 This may be
even more important in adaptive trials, where interventions
and participant allocations may change over time.
Electronic informed consent, when done in a longitudinal
and personalized manner with opportunity for participant

reciprocity and engagement, has shown to enhance the
participant-centeredness of the research, satisfaction of par-
ticipants and trust-building.15,16 Third, electronic informed
consent enables decentralized trial activities and thus facil-
itates clinical trial participation for patients, especially so
for those who are geographically remote from the trial
site or have physical, financial, or emotional circumstances
that hamper (multiple) on-site visits.3,12,17 As such elec-
tronic informed consent supports the fundamental principle
of providing equitable opportunity to access information
about a trial for informed consent decision-making.

Finally, electronic informed consent offers advantages
from an efficiency point of view; for example, by automat-
ically recording an audit trail which eases the administrative
burden.18,19 As such, electronic approaches can support not
only participants but also trial sites, inspectors, and spon-
sors through more efficient documenting, and oversight.

While the advantages of electronic informed consent are
clear, its application in clinical trial research so far has been
scattered.3,20,21 Available literature reporting the use of elec-
tronic informed consent in clinical trials is sparse.18,22,23

Despite some case examples of eConsent in practice (see
Table 1), widespread implementation of personalized, inter-
active platforms going beyond the use of electronic signatures
and static electronic documents is lagging. For example, a
recent survey conducted by the TransCelerate’s Modernizing
Clinical Trial Conduct initiative, involving global pharmaceut-
ical developers, shows that most have no or limited experience
with electronic informed consent in clinical trials.20

Conversely, in the context of biobanking, dynamic consent
platforms make already standard use of an interactive interface
which enables participants to control how their personal data is
used over time.14,15,24

Challenges to implementation
While electronic informed consent may bring significant
opportunities, multiple barriers impede the broader
roll-out and implementation of electronic informed
consent in clinical trials. First, because of the high configur-
ability of electronic informed consent systems, misconcep-
tions appear to exist among stakeholders about what
electronic informed consent exactly entails.26 While elec-
tronic informed consent is a container term to describe
digital practices, ranging from simply embedding an elec-
tronic signature in a scanned version of the paper-based
informed consent form to using an interactive electronic
platform (see Figure 1), electronic informed consent
appears at times to be mistakenly understood as an exclu-
sively remote process.4,6,26 However, electronic informed
consent can be used either on-site or remote (some elements
can be digital and others not). This broad context of use and
the sometimes misaligned understanding among stake-
holders complicate the discussion on challenges and bene-
fits of electronic informed consent. The challenges may
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be directly linked to the level of electronic informed consent
that is applied. For example, barriers for the implementation
of electronic signatures may be less difficult to overcome

than those that arise with the use of a fully developed plat-
form, allowing personalization and a dynamic interaction
between the participants and research team. Similarly, the

Table 1. Examples (non-exhaustive overview) of the use of electronic informed consent in clinical trials published in the scientific literature.

Context of the trial Location
Reason for using electronic
informed consent

Characteristics of the electronic informed consent
process

A thrombectomy trial involving
legally authorized
representatives (LARs)18

United
States

To investigate the advantages
and drawbacks when using
electronic informed consent

• The investigator discussed the trial with the LARs
via phone
• The LARs received the trial-related information
via a REDCap-based electronic informed consent
system and provided their consent electronically
• The interfaces displayed a static, text-based
electronic document without making use of
multimedia elements

A clinical trial conducted in
pediatric trauma centers
involving teens and their
parents22

United
States

COVID-19 pandemic • The research staff discussed the trial with the
parents in-person or via phone
• Parents received the trial-related information
via a REDCap-based electronic informed consent
system and provided their consent electronically
• The research staff connected with the parents
and teens to review the electronic informed
consent
• The interfaces displayed a static, text-based
electronic document without making use of
multimedia elements

A clinical trial involving pregnant
women23

United
States

Previous successful experience • The investigator discussed the trial with the
pregnant women via phone
• The pregnant women were provided with a
REDCap-based electronic informed consent
system to review the trial-related information
and to provide their consent
• The investigator offered to remain on the
phone while the women completed the
REDCap-based electronic informed consent
• The interfaces displayed an online version of a
standard, paper-based consent form

A clinical trial involving women
with overactive bladder25

United
States

To investigate the advantages
and drawbacks when using
electronic informed consent

• The women were provided with the electronic
informed consent to review the trial-related
information and to provide their consent
• The interfaces displayed a slide presentation in
which the investigator explained the trial,
followed by the full informed consent form.
Hereafter, the women completed a
multiple-choice test to assess their
understanding
• After signing the informed consent document,
participants received a phone call from the study
personnel who read and discussed the informed
consent document with them, and answered
questions they might have. If the participant
remained interested in participating, the study
investigator countersigned the informed consent
document.
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advantages for participants and sites are arguably higher
with the use of a personalized and longitudinal platform
compared to those of a static consent process with focus
on electronic signature.

Another often voiced concern about electronic informed
consent is that it may skew participant inclusion to those who
are digitally literate, excluding older, vulnerable, and disad-
vantaged participants. To overcome this, a hybrid consent
approach with both electronic and paper-based consent can
be pursued. This way, participants themselves have the
choice to opt in or out of digital platforms based on their per-
sonal preferences and accessibility. It should be noted that
electronic means in informed consent are meant to support,
rather than replace, interaction between the research partici-
pants and the research team. Interaction, either online or
in-person, is crucial for any informed consent process.6,27 In
the context of fully decentralized trials, a video consultation
can facilitate interaction between participant and research
team to discuss the trial and any concerns or questions the par-
ticipants might have. Ethics committees have an important
role in assessing if a fully remote approach is suitable for
the specific trial at hand.28,29 For conceptual clarity, we use
here the term electronic informed consent process to refer to
both consent processes that make solely use of electronic
informed consent and processes that make use of a

combination of electronic and paper consent. Electronic
informed consent can take place fully off-site, fully on-site,
or can entail a combination of on- and off-site interaction
(see Figure 2). There are relatively few trials that have been
conducted fully remotely (i.e. where participants do not visit
the site at all during the trial, also called fully decentralized
clinical trials).25,30 However, guidance development and

Figure 1. The opportunities for digital interaction in the informed consent process.

Figure 2. Electronic informed consent: not only for remote use.
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industry interest to increase the use of decentralized clinical
trials may go hand in hand and drive forward the implementa-
tion of electronic informed consent as well.3

Hybrid: approach which combines elements of trad-
itional face-to-face clinical trials and virtual or remote ele-
ments delivered digitally.

On the other hand, hybrid consent approaches may
decrease process efficiency and be less cost proportionate,
especially if only a small percentage of trial participants
would choose electronic consent (high-cost system versus
low adoption). A recent survey conducted among pharmaceut-
ical industry identified the heavy resource demand to support
development, approval, and maintenance of electronic
informed consent as a key factor impeding its adoption.20,22

Because sponsors across trials and regions may use different
platforms, implementation burdens are also put on trial sites
when onboarding these platforms. To avoid duplication of
efforts and decrease the resource demand on individual
sponsor/investigator team level, there is a need to harmonize
and invest in the development of uniform and broadly applic-
able electronic consent platforms.

Furthermore, while the COVID-19 pandemic compelled
regulators to formulate guidance about the use of digital
technologies in clinical trials,31–33 regulatory and legal guid-
ance for electronic informed consent is scattered between
US and Europe, and also within European Member States.34

Given the multicentric nature of many clinical trials, there is
a need for convergence of regulations and regulatory guide-
lines. Among stakeholders active in European Union
Member States, such as investigators and data protection offi-
cers/legal experts, there is currently a perceived low degree of
regulatory acceptance and the heterogeneity in guidelines
among regulatory authorities further clouds the application
potential of electronic informed consent.21

Together, these barriers and fragmented guidance at oper-
ational, resource, stakeholder understanding, legal, and regula-
tory level explain the low and scattered use of electronic
informed consent. Harmonized guidance and the development
of centrally endorsed platforms for electronic consent will be
key. Furthermore, empirical research in the perspective and
preference of trial participants regarding the use of electronic
informed consent is warranted. Table 2 provides an overview
of the key advantages and challenges for electronic informed
consent in clinical trials.

How to facilitate broad implementation of a
participant-centric electronic informed consent
system?
Uniformity and standardization both in terms of guideline
development and platform development may help elec-
tronic informed consent adoption. Having an electronic
informed consent platform that is reviewed and endorsed
at central regulatory level would be useful. For example,

in Europe, the EMA could perform the role of hosting
party, enabling research sites to make use of one single
system. Through such a streamlined approach, the need
for Institutional Review Boards (IRBs) and Ethics
Committees (ECs) to evaluate the technical aspects of plat-
forms on a case-by-case level, each time when a clinical
trial with electronic informed consent is submitted for
review, would be circumvented. IRBs and ECs in turn
can focus on the evaluation of the trial content and informa-
tion that will be presented through the digital platform
itself. Such standardized, interoperable platform(s) will
not only help to overcome the heavy resource burden for
sponsors and trial sites, but also offer an integrated
approach for participants who may take part in several
trials over time. In addition, a centrally regulatory endorsed
platform could provide sponsors and researchers with a
template to develop personalized electronic informed
consent forms enabling the establishment of long-term
interactions with the participants. Templates may be built
upon a repository of necessary elements to streamline the
process of setting up electronic informed consent.
Similarly to the new Clinical Trials Information System
(CTIS) in Europe, which is the single-electronic entry
point platform for clinical trial application submission,
authorization, and supervision in the European Union as
required by the Clinical Trials Regulation, EMA could be
hosting party for a central electronic informed consent plat-
form in Europe.35 Although the CTIS was originally
planned to enter into application in December 2015, tech-
nical difficulties pushed the go-live date back to January
2022.36 Therefore, the feasibility of having an electronic
informed consent platform endorsed at European level in
the short term can be questioned. Alternatively, a stepwise
approach could be applied to the hosting of an electronic
informed consent platform, starting at local level. First, a
local body could perform the role of hosting party, allowing
stakeholders to gain practical experience with the platform.

Table 2. Key advantages and challenges for electronic informed
consent.

Advantages Challenges

• Tailored information
delivery based on the
research participant’s
needs and preferences
• Longitudinal and dynamic
relationship between
participants and the
research team
• Broader access to clinical
trials
• Process efficiency for the
research team

• Diverse understanding and
misunderstanding of the term
and context of use of electronic

informed consent
• Diverse legal and regulatory

landscape
• Heavy resource demand
• Cost-efficiency not always

optimal

De Sutter et al. 5



If the platform shows to deliver on its benefits at local level,
it can be endorsed at national or European regulatory level.
Furthermore, during one year after the go-live date of the
CTIS, sponsors were able to choose whether to submit
their initial clinical trial applications via the CTIS or via
previously established systems, thereby offering the EMA
the opportunity to collect feedback on the CTIS, to
improve its user-friendliness, and to resolve issues.37,38 A
similar approach could be taken to foster the successful
implementation of a central electronic informed consent
platform. Alternatively, emphasis could be placed on
setting out minimum standards and specifications that a
participant-centric electronic informed consent platform
should fulfill. It could be considered to apply for the
EMA qualification process to establish regulatory accept-
ability of these standards and specifications, which could
already be an important step forward.39

Compatibility and integration of digital systems with other
information systems is one of the key determinants for success,
as outlined by the World Health Organization (WHO) in their
“Mobile Health Assessment and Planning for Scale (MAPS)”
toolkit to scale mobile health innovations and maximize their
impact.40 Flexibility, interoperability, and scalability should
become fundamental elements of electronic informed consent
platforms to be successfully integrated within the digital
health ecosystem. An electronic informed consent platform
that allows for seamless integration into the trial site’s work-
flow will ease the burden for the research staff. Before starting
a particular trial, it is key to consider all the different technolo-
gies deployed in the trial environment and how these can inte-
grate with each other. Choosing one electronic informed
consent platform removes the need for trial sites to use multiple
electronic consenting methods in trials, set up by different
sponsors, and thus, results in greater trial site efficiency. In add-
ition, electronic informed consent should make use of an inter-
active, multimedia-enabled format rather than sticking to a
static electronic document, to deliver on its advantages for par-
ticipants and research teams. Furthermore, the platform would
benefit from a user-centered design approach, putting partici-
pants at the center of the design and development of a
system that meets their needs.41

There are several initiatives that can be built upon to
leverage and scale up the implementation of electronic
informed consent in clinical trials. On a global level, the
International Council for Harmonisation of Technical
Requirements for Pharmaceuticals for Human Use (ICH)
E6(R2) guideline, entitled Good Clinical Practice (GCP),
is being revised to address the rapidly evolving clinical
trial landscape. The updated GCP guideline aims to
support efficient clinical trial design and conduct, in
which emerging technologies can play an important
role.42,43 Furthermore, the WHO published their Regional
digital health action plan for the WHO European Region
2023–2030 in which four strategic priorities are put
forward to leverage digital transformation in the health

sector. One of these priorities relates to conducting horizon-
scanning to identify patient-centered digital tools that can
be scaled up at country or regional level.44 In Europe, in
the context of the Accelerating Clinical Trials in the
European Union (ACT EU) program, a recommendation
paper on the use of decentralized elements in clinical
trials, such as electronic informed consent, has been
issued.28,45 In addition, the EMA published a guideline
on computerized systems and electronic data in clinical
trials, setting out various principles that apply to the use
of electronic informed consent.4 Furthermore, the new EU
Clinical Trials Regulation aims to harmonize the submis-
sion, assessment, and supervision of processes for clinical
trials throughout the European Union. The CTIS may
offer an opportunity for the integration of electronic
approaches for informed consent.46 In the United States, a
collaboration between the FDA and the Office for Human
Research Protections resulted in guidance on the use of
electronic informed consent in clinical investigations.6 In
this guidance, reference is made to the relevant regulatory
requirements that should be complied with when using elec-
tronic informed consent.6 In addition, the Digital Health
Center of Excellence, part of the FDA, provides centralized
expertise and aims to accelerate high-quality digital health
advancements and innovate regulatory approaches.47

Conclusions
Electronic informed consent, when done in a personalized
and longitudinal manner, may benefit clinical trial partici-
pants, trial sites, and sponsors by improving participant–
researcher interaction, enabling clinical trial access, and
increasing efficiency in clinical trial conduct. However,
electronic informed consent faces at present several barriers
at the conceptualization, regulatory, legal, and incentive
level, impeding its widespread adoption and success.
Many challenges stem from misconceptions rooted in a
lack of knowledge of and experience with electronic
informed consent. As the digital literacy of trial participants
may differ, electronic informed consent should be set up in
a hybrid manner where participants have the choice to opt in
or out of digital features in the consent process. To advance
the adoption of electronic informed consent, for the benefit
of participants and clinical trial research as a whole, a col-
laborative effort involving relevant stakeholders, including
regulators and policy makers, and continuous guidance
development will be essential.
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