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INTRODUCTION

In 2012 Vinod Khosla, a famed Silicon Valley investor and 

someone prone to predicting the future, spoke at a Health In-
novation Summit in San Francisco and famously said that ma-
chines will replace 80% of doctors in the future.1 We are now 
on the cusp of the massive adoption of digital health technolo-
gies. While algorithms may not replace doctors in large num-
bers anytime soon, the nature of the work is evolving rapidly. 
Medicine is becoming an information science intertwined 
with technology and data science.2,3 As potentially far-reaching 
as the introduction of “germ theory,” the recognition that or-
ganisms can cause disease,4 this next phase will transform the 
conduct of research and clinical care.5

I have heard that there is a Korean saying, “김치국부터 마시지 

말라,” which means “Don’t drink the kimchi soup first.” I under-
stand the phrase to mean that one should wait until what you 
expect to happen does so before acting. For this talk, I would 
like to apply this saying to stress that we should not fully jump 
to new digital products intended to improve patient outcomes 
until we can show that they indeed do. While I am an enthusi-
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ast of the future of digital health and I believe it will transform 
and improve outcomes, we have work to do before we get there. 

Hello, I am Harlan Krumholz. I am a cardiologist and the 
Harold H. Hines, Jr. Professor of Medicine at Yale. I am the Di-
rector of the Yale New Haven Hospital Center for Outcomes 
Research and Evaluation.6 Our group principally seeks to ob-
tain knowledge and insights from data that support actions to 
improve health and to promote more effective, efficient, equi-
table, patient-centered, timely, and safe healthcare. A central 
focus is leveraging technology and digital transformation. We 
also seek greater transparency in healthcare with better infor-
mation to inform patients, clinicians, healthcare administra-
tors, and policymakers. We measure our success by the impact 
we have on people’s lives.

This talk aims to describe the current state of digital trans-
formation in healthcare, to identify reasons for enthusiasm and 
caution, and to provide a framework for thinking about what 
is necessary for hospitals and health systems to be confident 
about incorporating these innovations into practice.

DEFINING DIGITAL HEALTH

First, it seems essential to define digital healthcare. For this 
talk, I will use the approach used by the United States Food 
and Drug Administration (FDA) to define the scope broadly.7 
They have written that “digital health includes categories such 
as mobile health, health information technology, wearable 
devices, telehealth and telemedicine, and personalized medi-
cine.” They go on to write that “digital health technologies use 
computing platforms, connectivity, software, and sensors for 
health care and related uses.”

Digital health is part of the Third and Fourth Industrial Revo-
lutions,8 as it applies to medicine and public health. The First 
Industrial Revolution used water and steam to fuel produc-
tion. The Second used electricity to power mass production. 
The Third Industrial Revolution used electronic and informa-
tion technology and produced intelligent and connected ma-
chines and systems. 

Many industries have fully leveraged the Third Industrial 
Revolution and, according to Klaus Schwab, Founder and Ex-
ecutive Chairman of the World Economic Forum, are moving 
to the Fourth Industrial Revolution.8 This Fourth Revolution 
fuses advanced technologies across physical, digital, and bio-
logical domains. His point is that digital technologies will next 
become integrated into every system in ways that are “trans-
forming societies and the global economy.”

In healthcare, we see technology adoption producing intel-
ligent automation that transforms workflows, data collection 
mechanisms that expand what we can see, and data analysis us-
ing digital data flows that augment what we know. According 
to the UK National Institute for Health and Care Excellence, 
digital solutions can be classified as solutions that 1) improve 

system efficiency, but with no measurable patient outcome 
benefit; 2) inform or deliver essential monitoring and provide 
two-way communication; and 3) intervene, including preven-
tive behavioral change, self-management, treatment, active mon-
itoring, calculations that influence treatment, and diagnosis.9 

This talk focuses on interventions intended to make a dif-
ference in patient outcomes, although we will also review the 
larger landscape.

SETTING THE STAGE

Almost everyone in healthcare knows that we are in a period 
of intense interest in digital health. According to IQVIA, con-
sumer health-related mobile applications available globally in 
top app stores exceed 350000.10 Even more impressive is that 
they report that companies added more than 90000 apps in 
2020. Although most of these apps are for general wellness, 
the number of apps designed for specific health conditions is 
growing. The leading areas are mental health, diabetes, and 
cardiovascular disease.

Among these apps, there are a few winners, but the majority 
have not received much attention. For example, IQVIA reports 
that 83% of the apps have fewer than 5000 downloads, account-
ing for less than 1% of the total downloads. Meanwhile, 110 apps 
have more than 10 million downloads, making up more than 
50% of the downloads. 

The most popular apps include apps from across the globe: 
US-based WebMD,11 which focuses on patient education, and 
GoodRx,12 which helps people find a low drug price; Mobile 
JKN,13 an Indonesian government app that connects patients 
and providers; MHRS Mobile,14 a Turkish government app that 
helps with appointments; and Tata 1mg. Online Medical Store 
and Health app,15 an Indian product for appointments and 
home delivery of medication. As you can see, these most popu-
lar digital health apps are about improving system functions or 
informing patients. 

In addition to consumer apps, the consumer wearable mar-
ket is growing rapidly. These devices augment our ability to 
monitor patients in and out of traditional healthcare settings 
and introduce a new range of digital biomarkers. For example, 
how many people do you know who used a device or wearable 
to evaluate oxygen saturation at home? These devices are now 
almost as standard as thermometers and increasingly connect 
to the larger health ecosystem. These remote monitoring and 
digital biomarker capabilities are also becoming part of clini-
cal care and clinical research. 

Then there is a proliferation of digital therapeutics and digi-
tal care tools. These products use digital data and software to 
prevent or manage disease. This area is multiplying in size.

The COVID-19 pandemic has amplified interest in digital 
health, bringing a need for monitoring and care delivery out-
side of usual venues. In the US, the FDA relaxed regulatory re-
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quirements relative to digital therapeutics,16 and the govern-
ment made changes in payment policies to promote the use 
of telehealth.17 As a result, a big trend during the pandemic was 
the change toward patients receiving care at home. An entire 
constellation of products moved to fill this need. They includ-
ed digital therapeutics, consumer wearables, connected bio-
metric sensors, smartphone cameras, telemedicine visits, and 
web-based interactive programs.

Global investment in companies seeking to leverage digital 
transformation in health is growing every quarter. According 
to CB Insights, a market intelligence company, funding in the 
second quarter of 2021 exceeded $14 billion.18

REASONS FOR OPTIMISM AND CAUTION

There are reasons for great enthusiasm. This revolution holds 
promise for collective wisdom in medicine: we will have the 
capacity to get smarter with every interaction and make that 
wisdom accessible for the next patient. Every great consumer 
tech company, from Google to Apple to Amazon to Samsung 
and many others, leverages digital data to improve its prod-
ucts. They are providing services and learning from real-world 
experience in every interaction. They do not just ask people 
what they want—they observe the behaviors and the respons-
es and see the revealed preferences. They are collecting infor-
mation that is more comprehensive and denser than has ever 
been previously available. The enormous computing power 
has made it possible to organize, manage, and analyze these 
data almost instantaneously and provide useful output.

They have built systems for convenience and to produce 
high levels of customer satisfaction. They reach people where 
it is convenient. They have obviated the need for unnecessary 
efforts and expenses and re-designed to serve people with in-
formation, services, and products. They have created more ef-
fective systems built on technology and data science that en-
hance effectiveness, convenience, and workflows.

But change is not easy, and medicine is a marketplace where 
it can be challenging to innovate, as the stakes are higher. 
Moreover, incumbent institutions and workforces that thrive 
in the current systems tend to resist change. And yet, the digi-
tal transformation will be irresistible. Already, data are pri-
marily digital. The next stage will be leveraging the possibili-
ties of digital data.

CAUTIONS

To be clear, the goal of digital transformation must be better 
health and healthcare. The goal is not to push digital innova-
tions. These innovations are the means to a goal, not the goal 
itself. The attractiveness of the technology must not obscure 
the importance of focusing on what it has accomplished or not 

accomplished for patients, the public, and society. The auda-
ciousness of any claims should not blind us to the need for 
proof of what they do. 

A theme of this talk is that technology is necessary but not 
sufficient to ensure the improvements in the outcomes we 
seek. Moreover, all technologies are not equal, and there is sig-
nificant variation in their products, suitability, and impact. And 
then, even with stellar technology, translation into benefits de-
pends on actions people take.

The challenges involved in digital health do not deter com-
panies from making claims. One website I saw the other day 
said that they deliver “improved clinical outcomes, faster reim-
bursement, lower overheads, and higher revenues.” Unfortu-
nately, there is no evidence cited for this claim. In digital health, 
there is a surfeit of benefit claims and a lack of evidence of said 
benefits. While we are generally falling short of introducing in-
novations that fundamentally shift the experience and out-
comes of patients, the promise is there.

We should be focused on results and not satisfied until we 
can demonstrate that what is new produces tangibly better re-
sults than the status quo. In this focus on the result, we need 
to ask: What does the innovation produce and for whom? Are 
there unintended adverse consequences? Has bias led to results 
that favor one group and penalizes another?

Also, the field is dynamic, and many products do not survive. 
In 2020, as stated, almost 100000 new apps appeared in top app 
stores. Many others disappeared. According to IQVIA, between 
July 2017 and June 2021, more than 350000 new apps appeared. 
Still, there was a net gain of only 32726 because so many had 
been discontinued, including many that developers made avail-
able for relatively brief periods before discontinuation. About 
half of the apps deleted from the app stores had fewer than 100 
downloads. Many had never been updated, suggesting that de-
velopers abandoned them quickly. In addition, developers nev-
er updated many apps, rendering them unable to leverage new 
features from new operating systems.

I am avid for what is to come in the digital transformation of 
medicine, but there is still work to do before its promise is truly 
achieved. As stated in a recent Perspective in npj Digital Medi-
cine by Guo and colleagues,19 “a huge challenge for end-users, 
including patients and providers (e.g., healthcare profession-
als, hospital administrators), is how to determine a new solu-
tion’s credibility and compliance with standards.” The key will 
be in the evidence.

FRAMEWORK

The FDA has developed a helpful framework to evaluate many 
new innovations. They use the term ‘software as a medical de-
vice (SaMD).’20 The International Medical Device Regulators 
Forum defines SaMD as “software intended to be used for one 
or more medical purposes that perform these purposes with-
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out being part of a hardware medical device.”21

In clinical evaluation, they distinguish between a valid clini-
cal association, analytic validation, and clinical validation. The 
valid clinical association focuses on whether the product’s out-
put produces information relevant to the targeted clinical con-
dition. In essence, do we care about what the result does? If 
not, we can stop there.

The next step is analytic validation. The question here is 
whether the software correctly processes the input to generate 
accurate, reliable, and precise output data—whether the soft-
ware does what it claims to do. Does the algorithm “correctly 
and reliably process the input data and generate output data 
with the appropriate level of accuracy, repeatability, and repro-
ducibility.” The focus here is on accuracy, reliability, and pre-
cision.

The next step is clinical validation, which is what I want to 
focus on and deem to be the critical question for these products. 
Clinical validation asks whether a product’s output achieves the 
intended purpose in the target population—whether the soft-
ware produces clinically relevant results. The focus here might 
be on sensitivity and specificity. 

These stages ensure that any output is relevant, that the soft-
ware product gives accurate, reliable, and precise information, 
and that it achieves its intended purpose in the target popula-
tion. There is another facet too, which is continuous evaluation. 
The performance of the product may change as it disseminates 
and as the health system changes around it. Thus, there is a 
need for continuous assessment and iteration to improve the 
system and resist degradation in performance. 

In these last two steps, the validations must occur in diverse 
cohorts of patients that reflect those for whom the product is 
designed, as well as in venues and health systems that these 
patients are likely to use. For example, developers must vali-
date digital dermatological products that facilitate diagnosis 
in people with various skin tones. Other products that sense 
signals through skin must do the same. For example, experts 
have found in the US that pulse oximeters had a bias such that 
they performed worse in Black patients than White patients. 
In a study in the New England Journal of Medicine, a device 
was three times more likely to miss the diagnosis of hypoxia in 
Black patients than in White patients.22 Presumably, the man-
ufacturer tested the devices on White people and optimized 
its performance in that population, neglecting that the perfor-
mance might change with skin tone. 

Of note, government agencies do not regulate many apps. 
Moreover, the data supporting analytic and clinical validation 
are not publicly available, regardless of whether they are regu-
lated. And the variation in quality is immense. 

I think there is another level outside this framework—one 
that should concern people on the front lines of medicine—
validation based on outcomes. Outcomes validation should 
make a difference in the marketplace. The question here is 
whether the product produces a meaningful impact. 

There are many steps to deriving meaningful impact. First, 
will people use the product? Second, will people act on the in-
formation in ways that are likely to improve outcomes? Third, 
do outcomes improve? In this context, outcomes could be ef-
fectiveness, efficiency, equity, satisfaction, or safety. 

The problem is the quality of the evidence.
1) There is no evidence of the clinical impact of many prod-

ucts.
2) The interpretation of published studies is marred by pub-

lication bias, which means that researchers only report some 
of the conducted studies.

3) Among those that do have published studies, method-
ological weaknesses often undermine the evidence.

In the Journal of the Comprehensive Cancer Network, Paw-
loski and colleagues did a systematic review of studies to evalu-
ate the clinical effectiveness of clinical decision support tools—
digital interventions designed to improve outcomes.23 They 
identified only 24 studies in oncology, and most had inferior 
scientific designs that would likely lead to bias and all but one 
reported a positive finding.

Publication bias is endemic in medicine. Among all clinical 
trials, our research group found that investigators only report 
about half.24 Even among NIH-funded trials, nearly a third of 
investigators never report results.25 In digital health, that is like-
ly to be worse. All related studies need to be registered ahead 
of time and reported in a timely way, even if they fail.

Among published studies, there are indications of prob-
lems. For example, remote digital health studies have trouble 
keeping people engaged. Therefore, a study that makes claims 
on the very small number of people who stay in the study is pro-
viding a biased view of the intervention’s impact. Meanwhile, 
the dropout rate would tell you something about the willingness 
of people to use the intervention, even before we get to wheth-
er it can produce the desired effect. For example, among eight 
large remote digital health studies from 2014–2019, which in-
cluded more than 100000 people, the median participant re-
tention varied from 2 to 26 days; the median across all studies 
was 5 days.26 That figure means that the typical person enrolled 
in the study participated for only 5 days, and in one of the stud-
ies, it was only 2 days. After that, more than half the people no 
longer used the app. Even if the person’s clinician referred them 
to the study, the median participation retention was only 40 
days. Paying people increased the retention time to only 22 
days. Thus, people generally do not stick with these apps. Also, 
the studies did not have representative populations. In another 
example, researchers studied dropout rates in a clinical trial of 
smartphone apps for depressive symptoms.27 In 18 published 
studies, with data from 3336 participants, the dropout rate was 
estimated to be 48%. They also found evidence for substantial 
publication bias.

There is a need for new approaches. We need more and bet-
ter evidence and evidence generated after the developers re-
lease the product. We may need new types of research meth-
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ods that are adaptive and iterative and permit rapid learning. 
Google, Samsung, and Amazon do not run randomized trials 
as we do in medicine. They have found ways to do A/B testing 
that is rapid, efficient, and agile—and fits into their business 
model by shortening the distance between testing, learning, 
and applying. As we enter this digital age in medicine, we need 
to be adept at changing traditional models of knowledge gen-
eration and testing interventions. We need to use new digital 
tools to strengthen the testing and evaluation of these products 
in real-world settings and with real-world patients. We also need 
to appreciate the importance of optimizing the initial versions. 
Digital products are not like a drug, a fixed product evaluated 
for patients who meet the inclusion criteria. Digital products 
have features that developers can easily modify to improve how 
they engage people, support actions, and produce favorable ef-
fects. Evaluations should be geared toward testing iterations 
of an idea or product, rarely stopping after a failure and per-
sisting until the effort is without merit. There may be negative 
trials that teach us something important that can help improve 
the product.

In a TechCrunch blog by Khosla, written just before his pre-
diction of a healthcare future in which he predicted that we 
would not need 80% of the doctors, he wrote, “The best way to 
predict this future is not to extrapolate the past and what has 
or has not worked, but to invent the future we want, the one 
we believe possible!”28 I think this sentiment is as relevant to 
how we generate knowledge about medicine and healthcare 
as how we deliver healthcare.

RECOMMENDATIONS

So, where does that leave us? I think we are at a point where we 
should not drink the kimchi soup first. I mean that we should 
not be so overwhelmed by the exuberant excitement about a 
digital era that we neglect to do the work that ensures we are 
making wise choices for our patients and our society. The pro-
liferation of products and the chatter of the marketplace can 
seduce us into the adoption of products that may, at the mar-
gin, hold little value and could even cause harm. 

My foundational approach is to ask, what did we accom-
plish for patients at the end of the day? Were their lives tangi-
bly improved? Did they live longer? Did they live better? Was 
their care made more affordable? Were their preferences and 
values respected? Did they have every opportunity to reach 
their personal health goals? We should apply these questions 
to these new products, building on the new capabilities made 
possible by technology and digitization.

I have three key recommendations to end this talk.

Buy results, not claims
Those in positions that influence decisions about endorsing 
or purchasing digital products intended to improve care or 

outcomes ought to buy results, not claims or intermediate re-
sults. I mean that claims are ephemeral, and we need to know 
the effects of the products. Moreover, although we need ana-
lytic and clinical validity, they can be insufficient in determin-
ing whether a product is beneficial to patients. We cannot con-
sider a product a success if its results are not favorable.

For interventions intended to improve care and outcomes, 
we must create demand for the information about these prod-
ucts that demonstrates what they do. By doing so, we will cre-
ate an innovation ecosystem that is accountable for claims it 
makes. To do so requires that we buy results.

Insist on transparency
The performance of any product cannot be a secret. The basis 
on which developers make claims about their products 
should be open to all, including patients. Better yet, the data 
on which experts reach a conclusion about a product should be 
shared, just as many companies share research data on drugs 
and devices.

Beware of unintended adverse consequences
We should evaluate every intervention for unintended adverse 
consequences. Changes to the system, with all good intentions, 
can always go awry. Thus, evaluations need to focus not only on 
the prospect of benefit but on the possibility of harm. Those 
harms may be more broad-based than the intended benefit, so 
safety evaluations should include a set of comprehensive out-
comes.

CONCLUSION

We are entering an extraordinary era of transformation. As 
such, we need to reward innovations that make the most posi-
tive difference (not the best salespeople, the best results). In 
the end, the net result should be better health and healthcare 
outcomes for our patients.

I have a very pragmatic approach. Maybe I was influenced 
by where I was born. In the US, there is a state called Missouri, 
also known as the Show-Me State—a place where words were 
just words and people there wanted to see evidence for them-
selves before believing. Here, in a time of such great promise, 
we need to insist on seeing evidence.

I suggest that this moment requires that we all adopt that 
approach. Only with some skepticism and insistence on evi-
dence (continuing through a product’s lifecycle) will the digi-
tal age achieve what it can. The pandemic has accelerated 
progress. Now we need to consolidate what we have learned 
and be disciplined in how we proceed., insisting on good and 
evolving evidence to arrive at our destination of not mere 
adoption of innovations, but the use of innovations to improve 
outcomes. 
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