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OBJECTIVES: Healthcare ransomware cyberattacks have been associated 
with major regional hospital disruptions, but data reporting patient-oriented out-
comes in critical conditions such as cardiac arrest (CA) are limited. This study 
examined the CA incidence and outcomes of untargeted hospitals adjacent to a  
ransomware-infected healthcare delivery organization (HDO).

DESIGN, SETTING, AND PATIENTS: This cohort study compared the CA inci-
dence and outcomes of two untargeted academic hospitals adjacent to an HDO 
under a ransomware cyberattack during the pre-attack (April 3–30, 2021), attack 
(May 1–28, 2021), and post-attack (May 29, 2021–June 25, 2021) phases.

INTERVENTIONS: None.

MEASUREMENTS AND MAIN RESULTS: Emergency department and hos-
pital mean daily census, number of CAs, mean daily CA incidence per 1,000 
admissions, return of spontaneous circulation, survival to discharge, and survival 
with favorable neurologic outcome were measured. The study evaluated 78 total 
CAs: 44 out-of-hospital CAs (OHCAs) and 34 in-hospital CAs. The number of 
total CAs increased from the pre-attack to attack phase (21 vs. 38; p = 0.03), fol-
lowed by a decrease in the post-attack phase (38 vs. 19; p = 0.01). The number 
of total CAs exceeded the cyberattack month forecast (May 2021: 41 observed 
vs. 27 forecasted cases; 95% CI, 17.0–37.4). OHCA cases also exceeded the 
forecast (May 2021: 24 observed vs. 12 forecasted cases; 95% CI, 6.0–18.8). 
Survival with favorable neurologic outcome rates for all CAs decreased, driven by 
increases in OHCA mortality: survival with favorable neurologic rates for OHCAs 
decreased from the pre-attack phase to attack phase (40.0% vs. 4.5%; p = 0.02) 
followed by an increase in the post-attack phase (4.5% vs. 41.2%; p = 0.01).

CONCLUSIONS: Untargeted hospitals adjacent to ransomware-infected HDOs 
may see worse outcomes for patients suffering from OHCA. These findings high-
light the critical need for cybersecurity disaster planning and resiliency.

KEYWORDS: cardiac arrest; cardiac arrest; cybersecurity; ransomware; 
cyberattack; outcomes

Ransomware cyberattacks on healthcare delivery organizations (HDOs) 
are increasing in frequency and sophistication (1). Ransomware is a 
type of malicious software that can block access to computer systems 

and networks until a ransom is paid. In a clinical environment dependent on 
connected technology, ransomware may disrupt patient care workflows (2). On 
May 1, 2021, a four-hospital HDO was “infected” by a ransomware cyberattack, 
resulting in the loss of electronic medical records and systems for one month 
(3). Although the operational effects of ransomware-infected HDOs have been 
reported, there are limited data regarding how ransomware cyberattacks im-
pact adjacent, untargeted hospitals (4). To our knowledge, Dameff et al (5) was 
the first study patient outcomes in neighboring, untargeted hospitals and found 
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increases in strokes during the cyberattack month, 
demonstrating the ripple effects of cybersecurity dis-
ruption. In addition to stroke victims, patients with 
other time-sensitive, resource-intensive conditions in-
cluding out-of-hospital cardiac arrests (OHCAs) were 
diverted from the ransomware-infected HDO to other 
hospitals (6). We hypothesized that this month-long 
ransomware cyberattack would impact cardiac arrest 
(CA) prevalence and outcomes at the adjacent, untar-
geted hospitals.

MATERIAL AND METHODS

The study was approved January 14, 2022, by the 
University of California San Diego institutional re-
view board (No. 801738 Resuscitation Quality 
Improvement: A Prospective Collection and Review 
of University of California San Diego's Advanced 
Resuscitation Training Resuscitation Events) with 
waiver of informed consent. Procedures were followed 
in accordance with the ethical standards of the respon-
sible committee on human experimentation and with 
the Helsinki Declaration as revised in 2013.

In San Diego county, there are four large HDOs 
that comprise 75% of the regional inpatient discharges 
(5, 7). From May 1–28, 2021, one of the large HDOs, 

which operates four acute care hospitals and accounts 
for 25% of inpatient discharges, was infected with ran-
somware (7). This retrospective cohort study compared 
the CA incidence and outcomes of an adjacent, untar-
geted HDO, which comprises two academic hospitals 
and accounts for 11% of inpatient discharges (7), dur-
ing three phases: pre-attack (April 3–30, 2021), attack 
(May 1–28, 2021), and post-attack (May 29, 2021, to 
June 25, 2021). In this study, “adjacent” specifies an 
HDO that serves the same region and is within prox-
imity (e.g., <1 mile separates each untargeted hospital 
from an infected HDO hospital).

The adjacent, untargeted HDO’s emergency de-
partment (ED) and hospital mean daily census and 
level of care (e.g., ED inpatient [EDIP], ward, and 
ICU), number of CAs, mean daily CA incidence per 
1000 admissions, return of spontaneous circulation 
(ROSC), survival to discharge, survival with favorable 
neurologic outcome, and patient demographics were 
compared between phases using one-way analysis 
of variance, Kruskal-Wallis, Mann-Whitney U, t, or 
chi-square tests as appropriate. An EDIP patient is an 
admitted patient boarding in the ED awaiting transfer 
to an inpatient unit. Favorable neurologic outcome 
was defined by cerebral performance category score 1 
or 2 (8).

An autoregressive integrated moving average 
(ARIMA) model was performed to control for seasonal 
and secular variations in CAs. ARIMA models use past 
time series data to predict future values (9). Four years 
of data before the cyberattack (January 1, 2017, to April 
30, 2021) were used to forecast the number of CAs dur-
ing the attack month (May 2021). The forecasted cases 
were then compared with the observed cases during 
the attack month. The number of San Diego county 
pre-hospital CAs was also compared between phases. 
Statistical analyses were performed using R-4.1.2 (R 
Core Team, Vienna, Austria). All p values were from 
two-sided tests, and results were deemed statistically 
significant at a p value of less than 0.05.

RESULTS

Among all the phases, the CA cases were similar in 
age, sex, race, and Charlson Comorbidity Indexes 
(Table 1). The number of total CAs, including 
OHCAs and in-hospital CAs (IHCAs), increased 
from the pre-attack to attack phase (21 vs. 38; p = 

 
KEY POINTS

Question: Are ransomware cyberattacks on 
healthcare delivery organizations (HDOs) associ-
ated with increased cardiac arrest (CA) incidence 
and adverse outcomes at adjacent untargeted 
hospitals?

Findings: This cohort study of two untargeted 
academic hospitals adjacent to an HDO under a 
month-long ransomware cyberattack evaluated 
78 CAs: 21 during pre-attack, 38 during attack, 
and 19 during post-attack phases. During the 
attack phase, decreases in survival with favorable 
neurologic outcome were observed.

Meaning: This study suggests cyberattacks are 
associated with worse outcomes for patients 
suffering from out-of-hospital CA at untargeted, 
adjacent hospitals, highlighting the critical need 
for cybersecurity disaster planning and regional 
healthcare systems resiliency.
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0.03), followed by a decrease in the post-attack 
phase (38 vs. 19; p = 0.01) (Table 1). In the ARIMA 
model, the number of total CAs exceeded the cyber-
attack month forecast (41 observed vs. 27 forecasted 

cases; 95% CI, 17.0–37.4) 
(Fig. 1A). The number of 
OHCAs also exceeded the 
forecast (24 observed vs. 
12 forecasted cases; 95% 
CI, 6.0–18.8) (Fig. 1B). 
The number of IHCAs was 
within the forecast (95% 
CI, 4.8-21.8) (Fig. 1C).

Compared with the pre-
attack phase, the attack 
phase observed increases 
in mean (sd) daily census 
in the ED (218.4 [18.9] vs. 
251.4 [35.2]; p < 0.001) and 
across the hospital (614.5 
[29.7] vs. 637.4 [33.7]; p 
< 0.01), including EDIP 
(14.5 [7.8] vs. 25 [11.5]; p < 
0.001), ward (491.8 [19.3] 
vs. 506.1 [16.8]; p = 0.004), 
and ICU level of care (66.5 
[6.0] vs. 77.4 [6.5]; p < 
0.001) (Table 1). During the 
post-attack phase, the hos-
pital daily census returned 
to pre-attack phase lev-
els (622.9 [30.4] vs. 614.5 
[29.7]; p = 0.24) (Table 1). 
There were no differences 
in mean daily CA inci-
dence per 1,000 admis-
sions for all CAs between 
the phases (pre-attack 0.9 
[0.8] vs. attack 1.6 [1.6] 
vs. post-attack 0.8 [0.8]; 
p = 0.20), suggesting that 
the increases in CAs and 
census were proportional. 
There was no difference in 
county pre-hospital CAs 
between the pre-attack and 
attack phases (225 vs. 258;  
p = 0.13).

While ROSC rates for all CAs were similar between the 
phases, rates of survival to discharge for all CAs decreased 
during the attack phase compared with the pre-attack 
(18.4% vs. 42.9%; p = 0.04) and post-attack (18.4% vs. 

Figure 1. Autoregressive integrated moving average (ARIMA) 4-yr (January 2016 to April 2021) 
monthly moving average and May 2021 forecast of cardiac arrests: all cardiac arrest (A), out-of-
hospital cardiac arrest (OHCA) (B), and in-hospital cardiac arrest (IHCA) cases (C).
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47.4%; p = 0.02) phases. Survival with favorable neuro-
logic outcome differed between phases for all CAs (p < 
0.001). For OHCAs, rates of survival with favorable neu-
rologic outcome decreased from the pre-attack phase to 
attack phase (40.0% vs. 4.5%; p = 0.02) followed by an in-
crease in the post-attack phase (4.5% vs. 41.2%; p = 0.01).

DISCUSSION AND CONCLUSIONS

In this study, we observed increases in the absolute 
number of total CAs, IHCAs, and OHCAs at untar-
geted hospitals adjacent to HDO undergoing a month-
long ransomware cyberattack. However, there was no 
difference in CA incidence per 1,000 admissions for all 
CAs during the attack phase. We also observed a de-
crease in survival with favorable neurologic outcome 
for all CAs during the attack phase. To our knowledge, 
this is the first report of the association of CA inci-
dence and outcomes at a neighboring hospital system 
adjacent to a ransomware-infected HDO. The increase 
in CAs mirrored the increase in strokes previously re-
ported during the same time period (5).

Additionally, we analyzed the 4-year period be-
fore the ransomware cyberattack using an ARIMA 
model to account for seasonal and secular variation. 
We found the ransomware-associated increase in total 
CAs during the cyberattack-phase month (May 2021) 
was higher than expected and largely driven by OHCA 
cases. The increase in total CAs may be driven by re-
gional diversion of emergency medical services (EMS) 
from the ransomware-infected HDO and the increase 
in ED and hospital census during the attack phase (5). 
As previously reported, the county observed increases 
in median EMS diversion time and mean ambulance 
arrivals to the untargeted, adjacent hospitals during 
the attack phase (5).

Despite similar rates of ROSC for all CAs between 
phases, there were differences in overall survival with 
a favorable neurologic outcome (p < 0.001), driven 
by an increase in OHCA mortality. We observed a de-
crease in survival with favorable neurologic outcome for 
OHCAs during the attack phase compared with the pre-
attack (4.5% vs. 40.0%; p = 0.02) and post-attack (4.5% 
vs. 41.2%; p = 0.01) phases. In the post-attack phase, 
we saw survival with favorable neurologic outcome re-
turn to pre-attack levels for OHCAs (41.2% vs. 40%; p = 
0.94). While speculative, EMS diversions may have con-
tributed to worse outcomes for OHCAs by prolonging 

time to advanced resuscitation and post-arrest care. This 
hypothesis is consistent with prior studies that found 
events resulting in increased EMS diversions, such as 
marathons, are associated with longer ambulance trans-
port times and higher 30-day mortality (10). Although 
increased EMS diversion time has been previously re-
ported related to this event (5), we do not have com-
plete data regarding EMS transport times to determine if 
diversions were relevant to our specific CA cases.

Alternatively, the increased ED and hospital census 
may have contributed to worse outcomes as providers 
were managing abnormally high patient volumes dur-
ing the attack phase. We observed an increase in EDIP 
patients due to a shortage of available inpatient beds. 
This finding is consistent with the increase in median 
total ED length of stay for admitted patients reported 
during the same time period (5). The normally func-
tioning ED also observed ransomware-associated 
increases in median ED door-to-room times, length of 
stay for discharged patients, and number patients who 
left against medical advice (5), showing the disruptive 
impact of a cyberattack on patient care.

Limitations to this study include its observa-
tional design and generalizability to outside HDOs. 
Unfortunately, we do not have complete data on EMS 
transit time, arrest downtime, if the OHCA was wit-
nessed, bystander cardiopulmonary resuscitation, EMS 
interventions, etc., which may impact our findings. 
Importantly, we describe the impact of a ransomware 
cyberattack on CA incidence and outcomes at an adja-
cent, untargeted HDO. CA and post-arrest care are time-
sensitive and resource-intensive. Thus, recognition that 
cyberattacks are associated with increases in hospital 
census and CAs among adjacent hospitals is important 
for operational planning so that regional HDOs can be 
prepared to provide adequate support. Additionally, 
other aspects of patient care may also be impacted such 
as canceled appointments or delayed test processing (4); 
thus, our study highlights the need for further large-
scale investigations to confirm the full impact on patient 
care. To minimize HDOs’ vulnerability to cyberattacks, 
coordination of regional disaster planning and focus on 
cybersecurity measures will be critical.
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