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Digital epidemiology is the process of investigating the dynamics of disease-related pat-
terns, both social and clinical, as well as the causes of these trends in epidemiology.
Digital epidemiology, utilising big data from a variety of digital sources, has emerged as a
viable method for early detection and monitoring of viral outbreaks. The present review
gives an overview of digital epidemiology, emphasising its importance in the timely
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Big data and digital health records. However, data quality, concerns about privacy, and data

Infectious viral diseases interoperability must be addressed to maximise the effectiveness of digital epidemiology.

Epidemics As the global landscape of infectious diseases evolves, integrating digital epidemiology

— becomes critical to improving pandemic preparedness and response efforts. Integrating

L} digital epidemiology into routine monitoring systems has the potential to improve global
Spiied health outcomes and save lives in the event of viral outbreaks.
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Introduction Big data is the vast amount of information collected in

various formats, providing potential for analysis and insights

Digital epidemiology is an emerging field that uses big data  [2]. It has five "V" characteristics: volume, variety, velocity,

and digital technologies to detect and track viral epidemics [1].
Researchers analyze data from various sources, including social
media and electronic health records, to gain insights into the
spread and impact of infectious diseases [1]. This approach
helps understand the health and disease determinants of human
populations, aiding in the rapid understanding of disease spread,
risk factors, and intervention impact at the population scale,
while mitigating health and economic consequences.

veracity, and value. In digital epidemiology, big data sources
include social media, online news, and mobile health applica-
tions [3]. Big data analytics are crucial for virus transmission
modeling, infection control measures, and emergency
response during disease outbreaks. Applications include pan-
demic prevention, close contact screening, online public
opinion monitoring, viral host analysis, and pandemic forecast
evaluation [4].
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Utilizing digital data sources for early detection

The clinical and research communities have undertaken
various efforts to combine and make available data sources for
recent viral epidemics, however it is unclear which of these
data are reliable for tracking outbreaks in real time [5]. Digital
data sources have proven to be reliable and are currently being
utilised to enhance public health responses to viral outbreaks
because they allow early detection of viral outbreaks [5]. The
internet, clinicians’ search engines, news reports, crowd-
sourced participatory disease surveillance systems, Twitter
microblogs, electronic health records, Wikipedia traffic,
wearable gadgets, smartphone-connected thermometers, and
travel websites are all examples of digital technology [5].

Surveillance of search engines queries

The use of internet-based search tools and social media has
opened up intriguing new opportunities for disease surveillance
by collecting real-time data and trends for health outcomes
[6]. Data obtained via the internet and social media sites is
often utilised to supplement existing outpatient, hospital, and
laboratory-based monitoring systems [6]. This supplement can
be particularly valuable because typical monitoring systems
rely on individuals seeking care and so underestimate the
entire disease burden due to a lack of representativeness. One
example of a supplementary strategy is the use of electronic
health records and historical influenza-like sickness data in
models based on Google search phrases, which improved
accuracy above Google search trend data alone [6].

Digital surveillance employing search query data has played
a crucial role in several viral outbreaks. One example is the
creation of Google flu trends (GFT) in 2008 to track influenza
incidence in Canada [6]. GFT was a publicly available tool for
communicating anticipated influenza incidence based on
Google search query volumes. GFT intended to predict influ-
enza incidence one week in advance and was reliable from
2007 to 2009, but it failed to predict the 2009 A/H1N1
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pandemic. This failure resulted in an update that was able to
predict the pandemic in retrospect; however, the most recent
version overestimated the peak intensity of influenza inci-
dence in subsequent years of 2012 and 2013. Because of this
failure, the public website was withdrawn [6]. The CDC’s Flu-
Sight yearly competition is another example of digital surveil-
lance through search queries. Competitors employed digital
data sources such as search queries, social media, and other
internet-based data to make the most accurate weekly
regional influenza predictions. Flusight used influenza model-
ling with digital data to generate usable objectives for pre-
dicting influenza onsets, peaks, and incidence up to four weeks
in advance. Because of the success of the FluSight Models,
competition for other viral diseases such as dengue, Ebola, and
Chikungunya has emerged (Fig. 1). During the COVID-19 Pan-
demic, Digital Surveillance data were gathered from Daily
Google Trends and daily Baidu Attention Index by searching for
the keyword “Coronavirus” and collected corresponding data
[7]. Digital surveillance of internet search engines found that
search phrases for shortness of breath, anosmia, dysgeusia and
ageusia, headache, chest pain, and sneezing were strongly
associated with both new daily verified cases and COVID-19
deaths [8]. GT COVID-19 (search term) and GT coronavirus
(virus) searches came 12 days before real-world confirmed
cases [8]. Searches for symptoms of diarrhoea, fever, shortness
of breath, cough, nasal obstruction, and rhinorrhea all had a
negative lag of more than one week compared to new daily
cases, whereas searches for anosmia and dysgeusia peaked
globally and in China with positive lags of 5 days and 6 weeks,
respectively, corresponding to widespread media coverage of
these symptoms in COVID-19 [8].

Monitoring social media platforms for real time
information

Social media data has also played an important role in dig-
ital surveillance activities, with Twitter being the most widely
used [6]. It is clear that social media users are increasingly
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Figure 1. Major events in digital public health surveillance. Abbreviations: GFT: Google Flu Trends, GDT: Google Dengue Trends. Source

[6].
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sharing information, and researchers are more interested in
analysing social media activity for public health purposes.
Twitter is a model platform for digital monitoring, and its use
entails content identification, either by keyword search or
natural language processing, to detect tweets related to cur-
rent epidemics [6]. Epidemic levels are then estimated as a
function of tweet frequency. However, another advantage of
Twitter data is the availability of geolocated tweets, which
may be utilised to model disease propagation as a function of
human geographic movement, potentially improving accuracy
[9]. While Twitter is by far the most popular medium for digital
monitoring, others have been employed as well. For example,
Chaudhary and Naaz (2017) accessed digital health data for
various diseases from Practo’s Facebook pages, the National
Portal of India, and the Integrated Disease Surveillance Pro-
gramme (IDSP) [10]. Gittelman et al. used Facebook “likes” as
a predictor of mortality, illnesses, and lifestyle behaviours
[11]. YouTube is another prominent platform for analysing
videos on numerous health topics, including Ebola virus disease
[12].

Analysis of digital health records and wearable
devices

Digital health record analysis is uniquely positioned to
improve the detection and management of infectious viral
diseases [13]. Both medical gadgets and wearables can be
repurposed to detect emerging trends that indicate disease
outbreaks [13]. Fitbit devices, for example, have been utilised
to help inform timely and accurate models of influenza pat-
terns at the population level [14]. The COVID-19 pandemic has
stimulated innovation in digital health devices, particularly in
locations under heavy lockdown. These advances centred on
telemedicine, smartphone apps, and website creation [15]. For
example, the IBM Watson Health Explorys was used to collect
electronic health record data from 360 hospitals and 317,000
providers across 50 states in the United States to investigate
the link between COVID-19 and dementia [16]. Neurological
and psychological consequences of COVID-19 survivors were
examined using TriNetX electronic health record networks that
included over 81 million individuals. The electronic health
records were able to provide evidence for significant neuro-
logical and mental morbidity among COVID-19 survivors [17].
Aside from COVID-19, electronic health records have been
utilised to study other viral epidemics. Wu et al. (2020)
investigated the interactions between rhinoviruses and influ-
enza A viruses. The Epic Systems electronic medical record
system was utilised to analyse data from all testing modalities
and age groups. Using the records, the study was able to
compare observed and expected co-detections [18].

Wearable technologies can help healthcare professionals
prevent and control viral outbreaks by tracking devices, sharing
information, and raising awareness to reduce the risk of viral
outbreaks. People now wear a variety of wearable devices,
including fitness trackers, smart glasses, smart rings, smart
shoes, and smart contact lenses [19]. Researchers have pre-
sented wearable sensors and demonstrated great accuracy in
identifying patients in the prodromal phase as well as mon-
itoring patients’ symptoms, such as respiration rate, heart
rate, temperature, and so on [19]. Zhu et al. (2020) examined

large-scale wearable device data to estimate the COVID-19
pandemic trend using four geographically segmented models.
The results of the study revealed that prediction models can be
used to predict outbreaks and advocated for a health surveil-
lance system based on wearable device data [20]. Radin et al.
(2020) also acquired de-identified sensor data from hundreds of
thousands of individuals living in five states of the United States
who wore a Fitbit wearable device for at least 60 days to
research influenza-like illness (ILI). The study found that Fitbit
data considerably improved ILI predictions in all five states
studied. Access to Fitbit and other comparable data could
improve real-time and geographically refined influenza sur-
veillance, as well as give critical information for implementing
timely outbreak response measures to prevent further trans-
mission of influenza infections during outbreaks [14].

Analytical methods for big data in epidemiology

Many nations use early disease monitoring and detection
methods, such as BioSense (USA), CDPAC (Canada), SAMSS,
AIHW (Australia), SentiWeb (France), and so on [21]. The
adoption of intelligent data analytics tools to extract infor-
mation from massive amounts of digital data is critical. Data
analytics researchers are positioned to make significant
advances in meeting the demand for efficient, sensitive, and
cost-effective disease prevention solutions [21]. Although,
data analytics, geographic information systems, machine
learning, and data mining have enabled early disease detection
and treatment [21]. There is significant potential for data
analytics applications, particularly in the healthcare industry,
to avert future outbreaks [21].

Machine learning and data mining techniques

Machine learning (ML) approaches, which use mathematical
models and statistical background, are the most essential data
processing tools for detecting outbreaks in their early stages
[22]. Machine learning techniques can be used to analyse and
interpret medical data in order to anticipate illnesses [22].
Former epidemics (such as Ebola, cholera, swine fever, H1N1
influenza, dengue fever, Zika, and oyster norovirus) were
modelled using machine learning approaches. During these
previous epidemics, machine learning techniques were fre-
quently used to aid healthcare practitioners and authorities in
taking better disease-related measures. For example, Sandhu
et al. (2016) suggested an ML model that uses GPS technology,
cloud computing capacity, and google maps to depict possibly
infected patients while also providing an alternative route for
uninfected users, potentially reducing the spread [23]. The
model achieves a classification accuracy of 80% while re-
routing away from contaminated individuals. Using ML classi-
fication techniques, healthcare providers can better diagnose
COVID-19. Furthermore, with the goal of discovering a treat-
ment for the virus, ML algorithms have been used for medi-
cation discovery/repurposing and even vaccine development.
Thus, machine learning techniques allow us to process labelled
and unlabelled datasets using supervised and unsupervised
approaches, respectively. While supervised learning methods
such as Naive Bayes (NB), Support Vector Machine (SVM),
Decision Trees (DT), Random Forest (RF), and Artificial Neural
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Networks (ANN) can predict the emergence of previous out-
breaks, unsupervised learning methods such as principal com-
ponent and cluster analysis can also detect new outbreaks [22].

Since the threat of pandemics has elevated public health
concerns, researchers have used data mining techniques to
uncover hidden knowledge. Data mining is a semi-automated
process of extracting relevant, previously unknown patterns
from enormous databases [24]. The rising popularity of data
mining may be traced back to the ease of collecting data and
storage, which has resulted in large databases containing a
plethora of data that traditional methods of analysis struggle to
convert into valuable knowledge. Meaningful patterns, in par-
ticular, are frequently concealed and unexpected, suggesting
that hypothesis-driven approaches may fail to detect them
[24]. During the COVID-19 pandemic in 2020, Jiaming Pei and
the World Health Organisation (WHO) developed a Bayesian
algorithm to give a theoretical and feasible pandemic control
method [25]. However, in the Muhammad et al. (2020) study,
data mining models were created to predict COVID-19 infected
patients’ recovery using an epidemiological dataset of COVID-
19 patients from South Korea. To develop the models, the
decision tree, support vector machine, naive Bayes, logistic
regression, random forest, and K-nearest neighbour algorithms
were applied directly to the dataset in Python. The study
showed that a model constructed using the decision tree data
mining technique is more efficient at predicting the chance of
recovery of infected individuals from the COVID-19 pandemic,
with an accuracy of 98.5% [26].

Natural language processing for text analysis

Natural language processing (NLP), also known as text
mining, enables automated processing and analysis of
unstructured texts, such as extracting relevant information
and presenting it in a structured format suitable for compu-
tational analysis, or applying transformations such as summa-
rization or translation to make the text more digestible for
human readers [27]. NLP allows for faster and bigger scale
studies than manual analysis, and it has long been recognised
as a method of reducing information overload in biological
research [27]. In the last decade, NLP methods have seen
tremendous growth with successful applications in a variety of
applications, including literature-based discovery (LBD),
facilitating the analysis of high-throughput (gene expression/
genome-wide association) data, and pharmacovigilance,
among many others [27].

Information extraction is a critical component of natural
language processing. This extraction via text analysis can be
classified into four types [27]. NLP can be used in biomedical
literature; digital health records; social media and; news sto-
ries, However, because of the various aims of these source
types, the text found in each has significantly distinct features
[27]. Both clinical notes and social media, for example, have
significantly greater rates of spelling and grammatical errors
than published literature or news items [27]. The content of
clinical notes might differ greatly throughout health care sys-
tems and even individual hospitals [27]. There are also con-
siderable variances between abstracts and full-text articles in
published literature, which drives differences in the NLP
algorithms used. Despite these challenges, it is clear that

natural language processing (NLP) can be used to fulfil many of
the information demands that have become urgent as a result
of viral outbreaks [27].

Sentiment analysis and topic modelling are effective NLP
text analysis tools for understanding public attitudes and dis-
cussions about viral outbreaks. Sentiment analysis is the
process of determining if a digital text’s emotional tone is
positive, negative, or neutral. Sentiment analysis can be used
to assess how individuals feel about viral epidemics by exam-
ining social media posts, news articles, or public forums. Social
media, in particular, has played an important role in evaluating
public opinions, with researchers claiming that many social
media data points could have been quickly managed if experts
had studied social media data [28]. Topic modelling is also an
NLP approach used in information retrieval to infer hidden
topics in a collection of documents, providing an automatic
method for organising, understanding, and summarising vast
volumes of textual material. For viral epidemics, topic mod-
elling can assist in identifying significant themes or subjects
mentioned in online chats [29]. It can reveal common subjects
such as symptoms, prevention strategies, treatment options,
conspiracy theories, and public responses. This can help health
officials target specific locations for communication and
intervention [29]. Combining sentiment analysis and topic
modelling leads to a more comprehensive understanding. For
example, Garcia and Berton (2021) utilised topic modelling and
sentiment analysis to examine English and Portuguese tweets
about COVID-19 from Brazil and the United States between
April and August 2021. Over 6 million tweets in English and
Portuguese were compared and debated to determine the
efficacy of subject recognition and sentiment analysis in each
language. The study discovered that seven of the ten COVID-19
topics were the same in both languages, although negative
emotions predominated in almost all of the topics investigated.
It was argued that governments and authorities may counter-
balance sentiments through strategic health communication
[30]. Praveen and Ittamalla (2021) also examined the general
people’s attitude towards COVID-19 crises using sentiment
analysis and topic modelling, gathering over 400,000 tweets to
trace changes in public sentiment towards the COVID-19 out-
break. The findings demonstrated that the general public’s
attitude shifted from reasonably neutral at the start of the
epidemic to increasingly negative as the pandemic became
severe [31].

Geographic information system (GIS) and spatial
analysis

Geographic information systems (GIS) are technologies that
enable the collection, display, and analysis of spatial data. The
GIS has been used to process health data, analyse spatial dis-
tribution, map illness prediction, conduct surveillance, and
manage epidemics [32]. GIS have been widely utilised to create
epidemiological maps of viral epidemics. Disease risk mapping,
identifying coronavirus-sensitive areas, and disease clustering
are all examples of location-based analysis that can aid in
disease prevention and management [32]. Spatial analysis, a
critical component of GIS, involves investigating patterns,
correlations, and trends in spatial data to gain useful insights
[33]. Spatial analysis can be performed using a variety of
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methodologies, including statistics and geographical informa-
tion systems [33].

Mapping and visualisation are critical in monitoring and
responding to viral epidemics. GIS technology combines epi-
demiological data, demographic information, and spatial fea-
tures to generate dynamic maps depicting the distribution and
concentration of infectious diseases [34]. These maps provide a
visual picture of the impacted areas, assisting health pro-
fessionals, policymakers, and the general public in under-
standing the geographical patterns and possible hotspots of
viral epidemics [34]. Over the last decade, several researchers
have used mapping and visualisation to analyse viral epidemics.
Dey et al. (2020) used a visual exploratory data analysis
approach to investigate the COVID-19 epidemic. The study
compiled and analysed epidemiological outbreak information
on COVID-19 using numerous free datasets on 2019-nCoV pro-
vided by Johns Hopkins University, World Health Organisation,
Chinese Centre for Disease Control and Prevention, and
National Health Commission. The exploratory data analysis
with visualisations revealed the number of different cases
reported (confirmed, deceased, and recovered) in various
provinces of China and outside of China [35]. Yalcin (2022) also
used cartograms to map the worldwide spatio-temporal
dynamics of the COVID-19 epidemic across the first 150 days
of the pandemic. Using daily country-level data from WHO, the
study was able to depict the pandemic’s distribution and spa-
tial patterns, and recommended cartograms as a useful visu-
alisation technique [36]. Mast et al. (2021) used real-world
data and GIS visualisation of rotavirus data to assess whether
immunisation improved health outcomes. Visualisation
revealed increased vaccination coverage rates at all geo-
graphic levels over time; this study informs tactics for mon-
itoring the impact of SARS-CoV-2 vaccinations [37].

Challenges and considerations in digital
epidemiology

One of the most significant issues in digital epidemiology is
ensuring that data obtained from multiple digital sources is
accurate, complete, and reliable. Data that cannot be dupli-
cated due to concerns about its quality and dependability is a
waste [38]. To ensure the quality and integrity of epidemio-
logical data, comprehensive data validation, cleaning, and
standardisation processes must be developed [38]. The use of
digital data for epidemiological research also presents serious
privacy and ethical concerns about the acquisition, storage,
and dissemination of personal health information. Protecting
people’s privacy and data confidentiality are critical factors in
digital epidemiology. To protect people’s privacy, researchers
must follow strict ethical norms and regulations, such as
obtaining informed consent, anonymizing data, and imple-
menting strong data security measures [39]. Digital epidemi-
ology is based on the integration of data from various sources,
such as electronic health records, wearable devices, environ-
mental sensors, and social media platforms. However, these
data sources frequently use multiple formats, standards, and
protocols, posing obstacles for data interoperability and inte-
gration [40]. To overcome these issues involves the creation of
standardised data formats, interoperable systems, and data-
sharing agreements to promote smooth data exchange and
integration across diverse platforms and sources [40].

Conclusion

Digital epidemiology is at the cutting edge of public health
surveillance, providing unprecedented prospects for early
detection and monitoring of viral epidemics. Digital epidemi-
ology allows for real-time monitoring of disease dynamics and
rapid responses to emerging threats by using the power of big
data from a variety of digital sources such as social media,
internet searches, mobile health applications, and wearable
devices. The value of digital epidemiology in improving early
detection and monitoring of viral epidemics cannot be over-
emphasised. Digital epidemiologists can sift through massive
volumes of data using modern analytics and machine learning
algorithms to spot outbreak signals before they spread to a
larger population. Furthermore, digital epidemiology provides
proactive surveillance in remote or resource-constrained areas
where traditional surveillance methods may be insufficient. As
the worldwide landscape of infectious illnesses evolves, inte-
grating digital epidemiology becomes critical to improving
pandemic preparedness and response efforts. Public health
authorities may keep ahead of emerging threats, reduce dis-
ease spread, and better allocate resources by leveraging big
data analytics, predictive modelling, and real-time monitoring
systems. Incorporating digital epidemiology into routine sur-
veillance systems has the potential to improve global health
outcomes while also saving lives during viral epidemics.
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