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Development and implementation of centralised, cloud-
based, employee health contact tracing database and 
predictive modelling framework in the COVID-19 pandemic 

At the onset of the COVID-19 pandemic in early March, 
2020, it became apparent that non-electronic exposure 
investigations would not meet the demands required 
by the mounting number of employees with COVID-19 
in the Mount Sinai Health System in New York City (NY, 
USA), a multicentre, academic medical institution and 
hospital system. New York City was an epicentre early 
in the pandemic, resulting in a peak of more than 6000 
cases daily and more than 1000 deaths per day.1 Agile 
exposure investigation and contact tracing were crucial 
to containing the spread of COVID-19 among hospital 
staff.2 Unlike patient-facing electronic health records 
with continuously improving platforms, employee 
health data management methods have not developed 
uniformly in the USA and often rely on paper-based or 
non-integrated systems of record keeping.3 Even when 
electronic health records are incorporated into employee 
health service departments, this infrastructure lacks the 
required flexibility to meet the demand from changing 
guidance about the disease.4

At our institution, the Mount Sinai Health System, this 
need was met with the creation of the Employee Health 
COVID-19 REDCap Registry (EHCRR) using the well known 
Research Electronic Data Capture (REDCap) platform.5 
The EHCRR is a user-friendly, cloud-based, reproducible 
electronic system for tracking employee exposures to 
and illness due to COVID-19. We outline the development 
and implementation of the EHCRR at our institution. 
Although the EHCRR was created to support COVID-19 
clinical work, it captures rich qualitative data relevant for 
current and future studies. Additionally, this modifiable 
tool can be used for data sharing and information 
management in resource-limited settings without 
compromising data integrity. As a Health Insurance 
Portability and Accountability Act (HIPPA)-compliant, 
cloud-hosted solution, this system can be used by 
institutions across the USA as well as internationally. The 
EHCRR system is available for download in a link, which 
will generate a request from the corresponding author. 

The design of the EHCRR enables the collection of 
both structured and unstructured datasets.6 Through 

REDCap’s database, we created three interfaces with 
five areas of impact. The EHCRR provides employee-
facing health data collection using secure, online, user-
friendly forms; employee health service contact-tracing 
investigations for employee monitoring and workflow 
capture; multidisciplinary review and qualitative anal-
ysis of employee interviews; analysis and genomic 
sequencing integration; and the potential for machine 
learning in exposure investigations by using supervised 
machine-learning principles in the development of the 
contact-tracing data collection interfaces. The EHCRR is 
not designed for clinical research; rather, it establishes 
a platform for acute clinical care and standardised 
decision making in the context of the pandemic. 

So far, there have been more than 500 revisions of 
the framework, with more than 50 000 employee 
interviews and 1775 pieces of structured data collected 
per interview. The iteratively designed platform provides 
flexibility, which pairs well with evolving knowledge 
around transmission dynamics and changes in national 
recommendations regarding COVID-19. With the 
EHCRR, employee health services reduced case follow-up 
time from days to hours. For example, in the beginning 
of November, 2020, an employee reported to work 
symptomatic at 0600 h. With the EHCRR, the employee 

Figure: SARS-CoV-2 transmission map 
One symptomatic employee was able to expose seven colleagues, two of whom 
went on to test positive and lead to two more cases and an additional nine 
employees exposed to COVID-19.

Positive case with transmission Exposed case Direction of spread
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health service was able to follow-up with the employee’s 
manager, who reported the employee’s symptoms, 
conduct the initial contact tracing interview, and send 
the employee home for isolation by 0900 h. Follow-
up contact tracing of this case led to the detection of 
an emerging cluster within the department. In total, 
19 exposed employees, five of whom tested positive, 
were identified in this cluster. Finally, directionality of 
transmission was determined by incorporating genomic 
sequencing data provided by the institution’s genomics 
laboratory (figure). 

The EHCRR and its cloud-based presence with remote 
access allows for integration at all Mount Sinai Health 
System hospitals and clinics via internet-capable devices. 
The EHCRR’s accessibility removes historical silos 
between departments and provides a user-friendly data 
repository with the ability to create modifiable intake 
forms. The agility demonstrated in the example above 
is due to the employee-facing interfaces the employee 
health service was able to create and disseminate to all 
staff through web forms that could be shared. One form 
was created for mandatory daily symptom attestation 
for employees before reporting for work, and a second 
for employees to report either testing positive for 
COVID-19 or having a high-risk exposure. The web forms 
allow for prompt follow-up by staff because they can 
be completed on personal devices and submitted to the 
employee health service instantaneously. This workflow 
provides an educational opportunity for employees 
to speak directly with employee health service clinical 
staff to learn about the disease and its transmission, 
hospital policies, and protected COVID-19 sick leave. By 
connecting employees directly with the employee health 
service, barriers to reporting due to fear of retaliation 
by supervisors or the loss of pay due to time off for 
a positive test or a high-risk exposure are mitigated. 
The pre-built EHCRR registry forms have automated 
follow-up times for obtaining test results, checking 
symptom improvement, and providing return-to-work 
information to assist the employee health service in case 
management and tracking.

The employee health service contact-tracing inter-
face captures information regarding employee demo-
graphics, quarantine length, personal protective 
equip ment used, and COVID-19 testing (ie, structured 
data), and is collected alongside free-text notes (ie, 
unstructured data) from conversations with the 

employee. The interviews provide narrative context for 
the employee’s infection and potential risk of spread 
(eg, whether the employee carpooled with colleagues 
or whether their spouse is also an employee). The form 
enables the application of risk stratification definitions 
based on the level of exposure and the subsequent need 
for quarantine. Cases due to exposure to colleagues are 
linked, and information is communicated with infection 
prevention teams to aid in follow-up investigations. 

In designing the employee health service contact-
tracing interface, the team created an exposure matrix 
to assess the risk of reported exposure (low, medium, 
or high). The matrix outlines risk scores based on the 
type of exposure, and employee health service staff 
code the exposure according to this scale. We hope 
to use this scoring method in creating a classification 
model for supervised machine learning to predict 
exposure outcomes.7 Additionally, this overall collection 
of structured and unstructured data provides us with a 
unique opportunity to build deep-learning models for 
SARS-CoV-2 transmission in the future.8

Last, the EHCRR database is intentionally built with an 
event-based design in mind, in which every exposure—
ie, event—is recorded uniquely without linking it to 
previous events for the same person, department, and 
so on. With this structure, we can associate certain 
events and identify burgeoning clusters of infections 
to focus follow-up investigations. This design choice 
will pay dividends in future analyses, as we are seeing 
substantial changes in disease transmission with the 
spread of delta and omicron variants of the virus. 

As the pandemic progressed, we incorporated the tool 
in research activities. Researchers enrol and are granted 
access to the standardised data repository created 
by the EHCRR, with restrictions built in for employee 
privacy. The EHCRR also provides the infrastructure for 
employees to enrol in COVID-19 research conducted by 
the institution; for example, employees elected to enrol 
to donate immunogenic plasma during the early phase 
of the pandemic. Additionally, the EHCRR allows for 
analysis of subgroups of employees to determine risk 
factors (occupational and non-occupational) associated 
with contracting COVID-19.9 To conclude, we developed 
the EHCRR into an agile and robust tool for employee 
contact tracing with comprehensive oversight of our 
employees’ footprints, within the changing landscape of 
the COVID-19 pandemic. 
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