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After the SARS pandemic in 2003, an urgent 
demand for an effective national disease 
reporting and surveillance system could not 
be clearer in China. The National Notifiable 
Disease Reporting System (NNDRS) operated 
by the Chinese Center for Disease Control and 
Prevention (CDC), also known as the China 
Information System for Disease Control and 
Prevention, was established in 2004 to facil-
itate the complete and timely reporting of 
cases during the outbreak. The outbreak of the 
COVID-19 has further advanced the demand 
for an intelligent disease reporting system, also 
known as the national intelligent syndromic 
surveillance system (NISSS),1 which would be 
able to analyse these suspected cases on the 
basis of prior knowledge and real-time informa-
tion before a disease is confirmed clinically and 
in the laboratory. By doing so would tackle the 
epidemic quickly during the outbreak and even 
forecast the outbreak accurately and robustly at 
early stages.

However, it remains difficult to forecast early 
risks for epidemics in the NISSS with only 
disease cases reported from hospitals. More 
novel information input from end users and 
other external sources is required. The current 
technology enables the end user reporting 
or input modules in at least seven manners 
(figure 1). First, the lowest level reporting parties 
in the current system (ie, hospitals and primary 
healthcare clinics) should go further down to 
doctors, who should be able to post and gather 
the suspected cases they have seen or treated. 
Doctors see patients directly and are generally 
more sensitive to suspected cases, which could 
further reduce the delay under the current 
NNDRS structure which only allows reporting 
the potential epidemic from the hospital admin-
istration after confirmation by expert panel. This 
is increasingly important because not only the 
COVID-19 outbreak added this urgent demand 
to this system, but the current healthcare reform 
is shifting more gatekeeper roles down to the 

primary healthcare clinics. Many western coun-
tries are more efficient on this because suspected 
cases are usually reported first by doctors in 
private clinics who are the first contact with 
patients and, under such a structure, are more 
encouraged to report the suspected cases. With 
that said, a hierarchical healthcare system is 
crucial to the successful early detection of infec-
tious diseases. Therefore, efforts on improving 
the NNDRS should be aligned with the health-
care reform efforts.

Second, citizens should be enabled to 
report their surrounding risk through 
this novel crowdsourcing system. Crowd-
sourcing is a sourcing model in which 

Summary box

►► A national intelligent syndromic surveillance system 
(NISSS) is necessary in order to tackle the epidemic 
quickly during the outbreak, and forecast the out-
break accurately and robustly at early stages.

►► Doctors who see patients directly and citizens who 
are active on the ground are generally more sensi-
tive to and should be enabled to report suspected 
cases and risk in the NISSS.

►► Hospital and other types of information systems (eg, 
environmental, ecological, agricultural, wildlife and 
animal) should be tightly linked with the NISSS to 
enable more timely information sharing and make 
syndromic surveillance.

►► Literature databases containing valuable research 
findings and knowledge and internet activity data 
reflecting cyber user awareness should be incorpo-
rated into the NISSS in a real-time way for warning 
or fighting the epidemic.

►► Incorporating real-time data into the NISSS could 
greatly facilitate the real-time tracking and con-
sequently guide the epidemic control and preven-
tion work on the ground for curbing the epidemic 
efficiently.

►► The International Institute of Spatial Lifecourse 
Epidemiology (ISLE), a global health collaborative 
research network, has committed to working with 
multiple stakeholders to codevelop the NISSS in 
China.
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information can be obtained from a large, relatively 
open and often rapidly-evolving group of internet 
users.2 Such passive surveillance, if well used, could 
be even more sensitive to the potential risk than 
reporting by doctors. For example, the crowdsourcing 
platform muggenradar has been used by the Dutch citi-
zens to report the nuisance level of mosquito in order 
to indicate the potential risk of malaria. Moreover, 
smartphone-based applications have been popular in 
China in almost every corner of the daily life, except 
the disease control and prevention, so crowdsourcing 
systems should be developed and integrated with the 
NISSS with high priority. The individuals’ communi-
cation tools could be even more advanced than the 
level of information technology infrastructure in some 
less developed remote areas, where smartphone-based 
user ends should also be made available for hospitals 
and doctors to report disease case information, in 
order to cancel off the low level of information tech-
nology infrastructure. Therefore, a crowdsourcing 
system may work even better in China and other large 
countries with great variation in economic develop-
ment. However, citizens should be better educated 
to be aware of their surrounding risk, which requires 
incorporating the public health education into the 
current education system at all stages.

Third, hospital information systems should be 
tightly linked with the NISSS to enable more timely 
information sharing and make syndromic surveillance 
possible.3 Currently, hospital information systems are 
not directly linked to the diagnosis-based (or disease-
based) NNDRS in China, which could also cause 
reporting delay and errors (eg, manual typing errors) 
and should be improved. In the NISSS, information 
about health events that precede a firm clinical diag-
nosis should be captured early and rapidly from elec-
tronic health records (EHRs), and analysed frequently 

to detect signals that might indicate an outbreak 
requiring investigation. This has been unprecedent-
edly possible since artificial intelligence (AI) is nowa-
days used to predict the future disease risk on the 
basis of EHRs.4 AI support is also required to link new 
symptoms with prior knowledge. In addition, infor-
mation about hospital resources could be incorpo-
rated and updated in the NISSS, which will enable the 
quick reallocation of the limited healthcare resources 
among hospitals and even among cities and provinces 
during the outbreak.5

Fourth, information systems in other sections should 
also be linked with the NISSS, so multisource informa-
tion could be synthesised to maximise clues for the 
potential risk for epidemics. For example, linking 
environmental, ecological, agricultural and wild-
life and animal information systems that have been 
continuously monitoring the nature and human–
nature interfaces would help to better early detect 
the appearance of disease cases with a natural origin, 
such as COVID-19. Such linkage can also alarm other 
sectors how they could be affected by the epidemic, 
so they all could make their own strategies to reduce 
their loss while effectively avoiding the epidemic, and 
to alleviate other common issues, such as inadequate 
staffing and funding in those sectors.6

Fifth, literature databases, especially in biomed-
ical fields, normally contain valuable research find-
ings and knowledge and should be incorporated into 
the NISSS in a real-time way for warning or fighting 
the epidemic. For example, one article published 
2 months ahead of the COVID-19 outbreak revealed 
several first-time detection of parasites in farmed and 
wild snakes in Wuhan Huanan Seafood Wholesale 
Market,7 which could have been an early warning for 
that region requiring in-depth investigation. Identi-
fying and integrating scientific publications have been 

Figure 1  System architecture of a national intelligent syndromic surveillance system in China. AI, artificial intelligence; CDC, 
Center for Disease Control and Prevention; EHR, electronic health record; GIS, geographic information system. Source: 
Remade from Nature Medicine.1
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realised on several commercial social networking 
sites for scientists and researchers to share papers. AI 
support is also needed to conduct semantic analyses 
and identifies potential risk from a sea of knowledge, 
which can further be automatically positioned by 
spatial technologies and analysed as a whole.

Sixth, data of internet activities can be leveraged 
as a complementary source to reflect cyber user 
awareness, understand the epidemiological factors of 
diseases and imply the disease risk in users’ surround-
ings. For example, internet-based search engine 
(volume of search keywords) and social media activity 
data (eg, Twitter messages, WeChat posts) have been 
associated with the daily numbers of reported human 
H7N9 cases8; Google Flu Trends was a web service that 
provided estimates of influenza activity by aggregating 
Google Search queries.9 Hence, as the internet and 
social media are increasingly becoming major sources 
of health information, such internet surveillance 
is also more important than ever before in public 
health emergency control and prevention. Such even 
more passive surveillance should be an additional 
module in the NISSS for disease surveillance where 
the frequently searched disease-related keywords may 
deserve special attention by CDC.

Last but not least, incorporating real-time data into the 
NISSS, if set up properly ahead of time, could greatly facilitate 
the real-time tracking and consequently guide the epidemic 
control and prevention work on the ground for curbing the 
epidemic efficiently. Such data-sharing mechanisms and 
infrastructures would also facilitate timely spatial epidemio-
logical research on the basis of individual-level infected cases 
linked with respective location data from mobile service 
providers and/or smartphone-based apps without violating 
confidentiality requirements. As spatial lifecourse epide-
miology is capable of capturing the real-time interaction 
of three dynamic components (hosts, agents and environ-
ments),10 NISSS running on the basis of real-time data would 
maximise the strengths of spatial lifecourse epidemiology 
in the real world, enabling it to outpace the epidemics and 
realise ‘precision epidemic prevention and control’.10 11 In 
addition, by setting up such infrastructure ahead of time, the 
safety of individual confidentiality and information exchange 
will never be compromised in this powerful system.1 12

Some practical aspects of implementation include the 
integration of disparate data sources in the NISSS and the 
governance and privacy concerns of the NISSS. The inte-
gration of data sharing between agencies can be realised by 
creating and using an application programming interface 
(API) for each service, which usually defines many items 
including the types of calls or requests that can be made and 
how to make them by data users, and the data formats to 
use and the conventions to follow by data owners. Data users 
can request raw data to make forecasts on local machines or 
servers, which will need data-masking methods (eg, K-Ano-
nymity, L-Diversity, T-Closeness) for better privacy protec-
tion. Some non-technical factors may hinder the realisation 
of raw data sharing, which may require the identification of 

a third-party governmental agency and legislation to facili-
tate data-sharing among sectors; for example, the ongoing 
Beijing Big Data Action Plan, by Beijing Municipal Bureau of 
Economy and Information Technology and Beijing Munic-
ipal Bureau of Big Data Management, has linked data from 
government information systems in more than 40 municipal 
departments in Beijing. With sufficient prior knowledge (eg, 
knowing which variables are necessary to be used), data users 
can also request a subset of raw data or processed data to 
make forecasts, which would decrease the demand for local 
machine or server configuration and help overcome those 
non-technical barriers to some extent. However, extra costs 
will be incurred by creating APIs for (multiple) services, 
which may require higher-level coordination for cost sharing 
and/or a data-sharing subsidy among sectors. Lessons could 
be drawn from some examples of data sharing in other areas 
but adopting similar approaches. For example, medical 
big data sharing is gradually being allowed in South Korea; 
the four main health maintenance organisations in Israel 
and their affiliated hospitals have used the same electronic 
medical record (EMR) platform for the past two decades, 
with access to patient records available to each point of care 
as needed, and 98% of the population has been using the 
same linked EMR system for decades.

In addition, multiple stakeholders at different levels of 
context should sit together, adopting participatory survey 
and discussion methods to identify more context-specific 
difficulties and solutions related to the practicality of the 
NISSS, such as (1) a hierarchy of data sources with the levels 
of confidentiality and necessity evaluated for each source, 
(2) more approaches of organising and integrating disparate 
data sources and conducting analyses, (3) more conceptual, 
architectural and analytical challenges that would arise and 
(4) the corresponding solutions that would function best 
among multiple stakeholders nationally and internationally, 
including applicability and adaptability of the solutions to 
similar problems in other countries.

The International Institute of Spatial Lifecourse Epide-
miology (ISLE), established as a global health collabora-
tive research network, has committed to identifying the key 
research issues and priorities for spatial lifecourse epidemi-
ology,13 advancing the use of state-of-the-art technologies in 
lifecourse epidemiological research and emerging infectious 
disease research,14 and facilitating the quality of reporting of 
transdisciplinary health research.15 Establishing the NISSS 
will be one of the top 10 public health priorities in the next 
decade, and also on top of ISLE’s agenda. Owing to a diverse 
variety of scholars’ backgrounds, ISLE communicates cross-
interdisciplinary knowledge and research findings in a plain 
language with scholars from various disciplines and multiple 
stakeholders including policy-makers. ISLE has committed 
to working with multiple stakeholders, from different levels 
of CDCs to industrial partners, doctors and citizens, to code-
velop the NISSS in China. This effort will exemplify the next-
generation infectious disease reporting and surveillance 
system in the 21st century and serve as a model for many 
other countries in the world.
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