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INTRODUCTION

Radiofrequency identification (RFID) tech-
nology uses electromagnetic fields to auto-
matically identify and track tags attached
to persons or objects to create a real-time
location system. There are a variety of previ-
ously described use cases in healthcare that
involve tagging patients, hospital personnel,
medications and equipment in order to opti-
mise clinical workflow and expenditure.! In
our opinion, such functionality can further
be exploited to identify risks to staff safety
and implement preventative mechanisms
to address possible high-risk events through
real-time alerts and accurate location infor-
mation.”* Furthermore, an increasingly
pertinent application to mitigate staff safety
risks involves the use of RFID tags to imple-
ment robust contact tracing programmes and
ensure adherence to infection control stan-
dards during the COVID-19 pandemic.”®

WHAT IS RFID?
Apart from the physical tags attached to
persons or objects, there are a number of
components including the antenna (detects
the tag), the reader (receives tag informa-
tion), the underlying communication infra-
structure (enables RFID to interact with the
informatics network) and the application
software (figure 1).37

RFID devices can be subdivided according
to whether they are active or passive.! A
passive tag has no power source; it is powered
through interrogation by the RFID reader.
Although the lifespan is long, this feature is a
tradeoff for a short range of activity. An active
tag, however, has an embedded power source
that increases its operating rage, but the
lifespan is relatively short between charges. A
semiactive tag also has an embedded power
source but is powered on by a trigger; there-
fore, these tags can conserve battery life and
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last longer than their active counterparts. As
a general rule of thumb, passive tags are used
for identification and active tags for tracking.'

THE SIGNIFICANCE OF STAFF SAFETY

Workplace violence is a ubiquitous issue
across nearly all settings in healthcare and
is on the rise.” Studies from the emergency
department (ED) literature report that up to
90% of healthcare workers have experienced
some degree of workplace violence in the last
6months, with nearly two-thirds feeling that
violence is part of the job.” RFID technology
can augment current protective mechanisms
by implementing real-time tracking and an
emergency notification system. In addition,
RFID tags could be deployed in potentially
high-risk situations such as a hospital staff
member working alone with a patient in an
isolated area of the healthcare facility.

The vast majority of risk to staft safety is
presented by patients (89%), with family
members, friends and colleagues making up
the minority. Risk factors related to patients
vary, but the most common characteristic is
altered mental status, including dementia,
delirium, an acute psychiatric illness or
substance use.® Other risk factors include
long wait times, overcrowding, high-volume
areas, low socioeconomic status of patients,
inadequate staffing, working alone and a lack
of means of emergency communication.” In
identifying scenarios that may pose higher
risk based on historical or geographic factors,
we can better identify staff who are at higher
risk and equip them with RFID tags and the
surrounding infrastructure to augment secu-
rity staff response.

WHY USE RFID IN THE PANDEMIG?

Although several issues present safety risks
to healthcare workers on a daily basis, at
present, the largest risk is COVID-19. On
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How does an RFID system work?
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Figure 1

account of the virus’s high infectivity and potential for
asymptomatic transmission, as well as testing turnaround
times creating a delay between patient encounter and lab
confirmation, there is a critical need for robust contact
tracing. Incumbent analogue measures are imprecise and
arduous; thus, there is a role for RFID to provide a real-
time system that can track all points of contact and can
also be subsequently analysed to inform those who came
into close contact with a known positive case (figure 2).”
For example, consider a patient in the ED who tests posi-
tive for COVID-19 2days after presentation. With the use
of RFID tags, each staff member that interacted with that
patient (including but not limited to physicians, trainees,
nurses, porters and custodial staff) could be identified,
notified rapidly and sent for testing and/or isolation.

WHO MIGHT BE ELIGIBLE?

Determining which staff should receive RFID tags is an
important discussion that must take place between all
departments and receive buy-in from organisational lead-
ership. In an ideal world, all staff and patients would be
equipped with a tag; however, there are costs associated
with an RFID infrastructure and so we recognise that insti-
tutions may not be able to purchase tags for everyone.
While having only a group of staff equipped with tags may
undermine the ability for accurate contact tracing, the
development of an allocation scheme to prioritise those
most at risk is prudent. It should be noted that incumbent
systems for contact tracing can paradoxically increase cost
given the significant human resource cost associated with
it; therefore, a cost-benefit analysis case can be made in
favour of RFID.

Creating an RFID task force consisting of members
from different backgrounds (clinical, technological,
administrative and so on) is a reasonable approach to
ensure that all stakeholders’ perspectives are included.
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RFID system infrastructure. RFID, radiofrequency identification.

We suggest that a combination of evidence-based char-
acteristics described in the literature (ie, risk factors for
workplace violence and transmission of communicable
disease) as well as hospital-specific data (code white
activations, COVID-19 patient numbers and locations)
should be used to determine which staff are most at risk.
For example, an ED nurse interacting with a high volume
of agitated and undifferentiated patients will inherently
have a higher safety risk than a research assistant working
in a non-clinical setting. Moreover, a hospital porter trans-
ferring patients around the hospital will have contact with
several patients and staff compared with a radiologist that
works out of their office.

LIMITATIONS AND POTENTIAL HARM

Using surrogate markers for staff safety—such as code
white activations, critical incidents reports or COVID-19
cases—to inform RFID tag allocation may suffer from
under-reporting bias and can underestimate risk for
certain staff. Moreover, RFID tags should be deployed
only to provide a means for staff to quickly identify them-
selves during a risky situation or to assist in contact tracing
and so a comprehensive solution must further include a
response team and policies.

With regards to COVID-19, components of an RFID
system can fail and leave gaps in contact tracing, poten-
tially missing staff who had an exposure. It would be
dangerous to assume that RFID works flawlessly and give
staff a false sense of security if they are not included in an
outbreak notification. In addition, RFID tags are unable
to specifically define how significant an exposure was or
if personal protective equipment was used, and so there
is an element of discretion required on the part of the
interpreting team. There must also be processes in place
to appropriately sanitise and turn over tags given that
staff change over frequently. This presents increasing
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RFID technology for contact tracing

How RFID technology could enable real-time contact tracing of
potentially exposed providers and contaminated equipment
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Figure 2 Contact tracing using RFID technology. PPE, personal protective equipment; RFID, radiofrequency identification.

complexity in healthcare organisations where trainees,
volunteers and other transient staff are included in an
RFID allocation scheme.

There are reports of RFID technology systems inter-
fering with the functioning of other hospital equip-
ment.'” While additional iterations of the technology have
attempted to address this limitation, all RFID systems will
need to be rigorously tested in select hospital environ-
ments prior to a full implementation.

Significant concerns around staff privacy in any RFID
system exist.'’ The fact that staff can be surveilled at any
time during work hours and that these sensitive data are
vulnerable to cyberattacks is a major point of controversy.
To mitigate these issues, several organisations are involved
in developing standards for RFID technology, including
the International Standards Organization and Electronic
Product Code Global. Furthermore, the Information and
Privacy Commissioner of Ontario has set guidelines for

RFID use.'” Nevertheless, any RFID allocation and imple-
mentation strategy should respect principles of privacy,
consent and accountability. Safeguards must be created
to ensure the protection of data, and where possible,
data collection should be limited and deidentified in
keeping with relevant privacy legislation. Data could also
be stored locally within the hospital and not on a cloud-
based platform where data breaches could happen. When
engaging any concerned party, it may be helpful to frame
the discussion of RFID tag use in terms of promoting staff
safety as opposed to the observation and surveillance of
staff behaviour.

FUTURE DIRECTIONS

RFID technology has successfully been used in many
industries to improve efficiency and safety. Although
significant logistical and infrastructure costs remain for
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RFID in healthcare, it offers an improved solution for
staff and patient safety as well as infection control. Specifi-
cally, the use of tracking and alert systems can support the
safety of healthcare workers in high-risk settings. Further-
more, as seen in recent studies on the management of
infectious disease outbreaks including COVID-19, RFID
technology has the potential to enable healthcare facili-
ties to rapidly contact trace affected individuals. Future
directions will include the implementation and subse-
quent evaluation of RFID tags as well as a cost analysis
to determine feasibility and sustainability of such efforts.
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