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Secure and scalable gene expression
quantification with pQuant

SeungwanHong1,2, Conor R.Walker1,2, YoolimA. Choi1,2 & GamzeGürsoy 1,2,3

Next generation sequencing reads from RNA-seq studies expose private gen-
otypes of individuals during computation. Here, we introduce pQuant, an
algorithm that employs homomorphic encryption to ensure privacy-
preserving quantification of gene expression from RNA-seq data across public
and cloud servers. pQuant performs computations on encrypted data, allow-
ing researchers to handle sensitive information without exposing it. Our eva-
luations demonstrate that pQuant achieves accuracy comparable to state-of-
the-art non-secure algorithms like STAR and kallisto. pQuant is highly scalable
and its runtime and memory do not depend on the number of reads. It also
supports parallel processing to enhance efficiency regardless of the number of
genes analyzed.

The ability to survey the personal transcriptome of patients has given
researchers the power to interpret the functional elements of their
genome, reveal the molecular constituents of their cells and tissues,
and eventually connect their genetics to the molecular mechanisms
underlying disease and development1. However, deciphering personal
transcriptomics data to make connections to phenotypic con-
sequences requires widespread access to data, which, in turn, is often
in conflict with the increasing need to protect patient privacy. This
issue is complicated by differences in the international regulatory
landscape (e.g., GDPR vs. HIPAA), which can restrict data access to
varying degrees. Institutional policies further restrict access in
response to rising health data breaches and new privacy threats, such
as the statistical linking of datasets to deduce an individual’s involve-
ment in sensitive studies such as those investigating drug abuse2–5.
Moreover, the rapid growth of data and computational requirements
are challenging the use of local servers when data is collected from
thousands of individuals in consortium settings. Therefore, there is a
push towards cloud computing, which has the potential to further
erode the privacy of research participants.

RNA-seq generates next-generation sequencing (NGS) reads that
are composed of parts of personal genomic sequences of the
expressed genes of the patients that samples are taken from6,7. These
private genotypes are exposed during the quantification of gene
expression from NGS reads. A major consequence of not solving
these private information exposures is siloing datasets behind fire-
walls, creating administrative hurdles for scientists who could

otherwise combine datasets and generate important biological
knowledge from the data. Here we address this issue by creating a
privacy-enhancing RNA-seq processing tool for quantification of
gene expression (Fig. 1). This tool enables researchers to operate on
data without ever revealing the content of the input and output
during computation. We achieve this by using homomorphic
encryption, which allows computations on encrypted data and pro-
vides mathematical guarantees for security. Note that this study
focuses on addressing the challenges of responsibly accessing and
processing data in cloud environments, rather than facilitating data
sharing across institutions. Nevertheless, our tools can also be
adapted for data-sharing protocols by leveraging shared encryption
keys and enabling the secure exchange of secret keys.

With the growing privacy risks surrounding genome privacy,
there has been an increasing need for cryptographic solutions to
securegenomicdata. Amore accessible descriptions of these solutions
were previously provided within the context of genome privacy7–9.
Homomorphic encryption is a cryptographic technique that enables
direct computations of encrypted data within the public cloud or any
other shared server10–13. However, this technique has faced significant
bottlenecks in its applicability, scalability, and performance, and is
typically only suited for arithmetic tasks that involve addition and
multiplication. Extending it to handle more complex algorithms can
therefore be challenging. Additionally, both the storage size of
encrypted data (i.e., ciphertext) and the associated computation times
are several orders of magnitude greater than those for the original
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plaintexts. However, recent advances in algorithm design and com-
puting power have enabled an increase in the use of homomorphic
encryption in genomics for Genome-Wide Association Studies14–17,
genotype imputation18–20, variant querying21,22, regression analysis for
rare disease variants23, and inference using genetic variants inmachine
learning applications24. These methods have introduced significant
algorithmic breakthroughs, laying the foundation for more feasible
and effective privacy-preserving genomic analyses. However, they are
focused on solely genomic data and cannot account for the intricacies
of transcriptomics data, and working with genetic variants (e.g., SNPs
in a VCF file) and cannot work with large and complex data types such
as reads from NGS. As a result, there remain no privacy-preserving
solutions for transcriptomicsdata analysis despite theprivacy leakages
in the data6,7,25,26.

Adapting established RNA-seq quantification algorithms such as
kallisto27 and STAR28 to function using homomorphic encryption
protocols presents significant challenges for gene expression quanti-
fication. These challenges primarily stem from the restrictions on the
types of mathematical operations and the complexity of algorithms
that homomorphic encryption can accommodate (for detailed expla-
nations, please refer to Supplementary Methods 3.1). Therefore, sig-
nificant algorithmic innovations are required in order to develop a
secure RNA-seq processing tool. To address this need, we developed
pQuant, a secure and scalable algorithm for privacy-preserving quan-
tification of gene expression from both single and paired-end RNA-seq
data across public and cloud servers. Our evaluations demonstrate
that pQuant matches the accuracy of state-of-the-art (SOTA) non-
secure algorithms like STAR28 and kallisto27 in gene expression quan-
tification and subsequent differential gene expression analyses. Cru-
cially, pQuant’s performance is unaffected by the number of reads in

an RNA-seq dataset, and it supports parallel processing, which
decouples its efficiency from the number of genes. Moreover, its
parameter space is dataset-independent and depends solely on pub-
licly available reference gene sequences. This combination of features
makes pQuant scalable, thus suitable for large-scale gene expression
studies.

Results
In this paper, we present pQuant, an RNA-seq processing algorithm
optimized for homomorphic encryption. It enables secure and effi-
cient quantification of gene expression using NGS reads fromRNA-seq
experiments. Our method uses a one-time calculation of the inner
product between vectors that represent the sequences in the reads
and a gene.

Similar to plaintext gene expression quantification methods,
pQuant uses an indexing scheme for the reference transcriptome. The
indexing represents the reference genome sequences of the genes in a
vector of k-mer frequencies. The reads from the sequencer are con-
verted into a k-mer vector following this indexing, encoded as poly-
nomials to enable homomorphic computations, encrypted, and
uploaded to a cloud server (Fig. 1). The server then performs an
encrypted inner product between the indexed gene vector (also
represented as polynomials) and encrypted reads vector to output an
encrypted gene expression value for the gene. This is repeated for all
genes (in parallel or serially) and encrypted gene expression values for
all genes are downloaded locally for decryption (see Methods and
Fig. 1). To reduce computational overhead, we also introduce the
concept of k-mer entropy. This enables us to retain k-mers that are
nearly unique to a single gene by removing k-mers that do not meet a
certain entropy (H) threshold.
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Fig. 1 | The illustration represents the workflow of the pQuant algorithm for
secure gene expression quantification. The raw reads are converted into k-mer
frequency vectors using the k-mers in the reference transcriptome (1). This table is
then transformed into polynomial representations to enable homomorphic
operations (2). These polynomials are subsequently encrypted and used for secure
computation by the server (3), where the secure polynomial multiplication

computes the inner product between the k-mer vector of the reads and the refer-
ence sequences of the genes. Finally, the client downloads the encrypted results
and decrypt them using their key. This allows secure extraction of the gene
expression values from the computed ciphertexts. Created in BioRender. Gursoy,
G. (2025) https://BioRender.com/w38p348.
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The details of pQuant can be found in Methods (see also Box). In
short, the proposed pQuant algorithm comprises four main steps:
1. Encoding of the reference transcriptome: Either the server (cloud

provider) or the client (data owner) can encode the reference
transcriptome. This is a one time computation that can be used by
all clients. This step outputs polynomial representations of the
reference transcriptome, where each polynomial contains the
encoded k-mer counts of the genes.

2. Encoding and encryption of reads by the client: The client gen-
erates a secret key, encodes the reads and encrypts the encoded
reads using the secret key. This step outputs the ciphertexts,
which are the encryptions that contains parts of the reads in
polynomial representations. Note that reads are also converted
into the same k-mer representations as reference transcriptome.

3. Evaluation by the server: The server computes the inner products
between the plaintext polynomial representations of the refer-
ence transcriptome and the encrypted polynomial representa-
tions of the reads using homomorphic encryption.

4. Decryption by the client: The client downloads and decrypts the
encrypted final ciphertexts with their secret key to reveal the raw
gene expression values. Note that there is no key exchange
involved in our algorithm.

pQuant can accurately quantify gene expression
We first compared the accuracy of pQuant with respect to two estab-
lished, non-secure SOTA gene expression quantification algorithms:
kallisto27 and STAR aligner28. A comparative approach is essential
because the accuracy of gene expression quantification cannot be
directly determined from the data. Therefore, benchmarking our
algorithm against SOTA tools is crucial for validation. For this bench-
marking, we used a paired-end poly-A RNA-Seq dataset from the K562
cell line (see Overview of Datasets in Methods) and quantified gene
expression using pQuant, kallisto, and STAR. All raw values were nor-
malized as log2-transformed transcripts per million (TPM) with a

pseudocount of 1 (i.e. log2(TPM+1) before comparison (see RNA-Seq
data processing and downstream analysis section in Methods for
details).

Figure 2 a illustrates the correlation between the expression
quantifications (log2(TPM+1)) by pQuant and those obtained using
kallisto and STAR. The results indicate that the expression output of
pQuant has a strong correlation with STAR (R2 = 0.95) and kallisto
(R2 = 0.91) with low RMSE of 0.41 and 0.54, respectively. The small
deviationobserved iswithin the expected range as adirect comparison
between STAR and kallisto yields an R2 of 0.89 with RMSE of 0.60.
These results show that the quantification precision of pQuant algo-
rithm aligns with that of other non-secure SOTA algorithms.

Next we assessed whether the pQuant algortihm has any effect
on downstream analyses by focusing on differential gene expres-
sion. We used pQuant, kallisto, and STAR to quantify gene expres-
sion in two distinct datasets: one from a pancreas tissue sample with
six replicates, and one from an esophagus tissue sample with seven
replicates (see Overview of Datasets in Methods). Using the DESeq2
method29 implemented in PyDESeq230, we then performed differ-
ential gene expression analysis for these samples using the raw gene
counts obtained from each method. That is, for each set of gene
expression values, we calculated maximum a posteriori log2-fold
change estimates for every gene between the two tissues. Our
results indicate that estimates of log2-fold change calculated using
the expression output of pQuant has a strong correlation with those
calculated using the expression output of STAR (R2 = 0.93) and
kallisto (R2 = 0.93) with low RMSE of 0.62 and 0.52, respectively
(Fig. 2b). The small deviation observed is within the expected range
as a direct comparison between STAR and kallisto yields an R2 of
0.93 with RMSE of 0.58. These results show that the use of homo-
morphic encrytion in gene expression quantification does not affect
the log2-fold change estimates in differential gene expression
analysis.

pQuant is efficient and scalable
We evaluated the performance of pQuant in terms of time, memory,
and data storage requirements. pQuant is designed to independently
calculate the gene expression for each gene and can run in parallel,
enabling simultaneous computation across all genes if resources per-
mit. Consequently, we assessed the runtime and memory require-
ments on a per-gene basis. As illustrated in Fig. 3a, pQuant completes
its runtime in approximately 1.5 to 3 minutes depending on the length
of the gene, maintaining this duration regardless of the number of
reads in the RNA-seq data. Figure 3b shows that the peak memory
usage per gene remains stable at about 477MB, even as the number of
reads increases.

We also analyzed the storage demands for pQuant’s encoded and
encrypted read files. Despite encryption, these files are relatively effi-
cient in size, typically around 8GB, which is only about 30% of the size
of a 50 million read FASTQ file and smaller than kallisto’s pseudoBAM
files. Although pQuant read files are about twice as large as the typical
RNA-seqBAMfiles producedby STAR, pQuantfile sizes donot increase
with the increasing number of reads. However, it is important to note
that both kallisto pseudoBAM and STAR BAM files contain read-level
information that might be useful for more downstream analyses. In
contrast, pQuant ciphertext contains only aggregated k-mer frequency
information rather than read-level data (Fig. 3c). Furthermore,
pQuant’s index is half the size of STAR’s but more than three times
larger than kallisto’s (Fig. 3d). We also evaluated the time andmemory
requirements of local pre-processing steps, including encoding,
encryption, and decryption (see Supplementary Table 1 and Supple-
mentaryMethods 3.10 for details). Additionally, we include a table that
compares the end-to-end runtime of pQuant, STAR, and kallisto for an
RNA-seq data of K562 cell lines (see Overview of Datasets in Meth-
ods and Supplementary Table 2).

BOX

pQuant algorithm
An overview of the pQuant workflow illustrating four main steps for
privacy-preserving gene expression quantification. The algorithm
first converts raw reads into k-mer frequency vectors, encodes these
vectors as encrypted polynomials, and performs all computations on
a server while the input is encrypted. The client then downloads the
encrypted results and decrypts the results to recover expression
values. This process ensures that sensitive data remains private
throughout the process.
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records the frequency of each k-mer appearing in a read. All columns 
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We also report both the end-to-end runtime and the runtime
requirements for each individual step performed on the user side. To
assess this, we conducted an experiment quantifying gene expression
values for all ~ 60,000 genes, processed in parallel batches of 120
genes (Fig. 4a).Our results show that anRNA-seq sample containing up
to 80 × 107 reads canbe fully quantified in approximately 4 hourswhile
maintaining privacy and security. Additionally, we demonstrate that
the steps performed locally-encryption, encoding, and decryption-are
relatively fast (Fig. 4b-d). The runtime is predominantly driven by the
quantification step performed in the cloud (Fig. 4c).

Lastly, we evaluated our tool’s performance with long-read data
by measuring runtime across increasing read lengths, ranging from
100 bp to 10,000 bp (by simulating them). As expected, we observed
that read length does not impact the runtime for reference indexing or
server-side computations (Supplementary Fig. 4a,c). Encoding and
encryption times initially increase with longer reads but then slightly
decrease at larger read lengths due to the efficiency of k-mer pruning,
which becomes more effective as additional k-mers are incorporated
into the reads (Supplementary Fig. 4b). Decryption time remains
constant, as it is determined by the number of gene expression values,
which is only dependent on the number of genes and independent of
both read length and the number of reads (Supplementary Fig. 4d).

Our findings confirm that server runtime and memory usage are
unaffected by the number of reads, highlighting a key advantage of
pQuant: the cost of server resources does not increase with increasing
number of reads, making it highly efficient for processing large-scale
transcriptomic data. All measurements were performed at the New
York Genome Center’s High Performance Computing cluster using
Intel Xeon Gold 6132 CPUs @ 2.60GHz.

pQuant is almost parameter-free
pQuant operates with twomain parameters: k, which specifies the size
of the k-mers, andH, whichmeasures the entropy of the k-mers. These

parameters are not dataset-specific but are derived from the char-
acteristics of the human reference transcriptome sequences, allowing
them to be universally applicable across all human RNA-seq datasets.
In our study, we have set k = 20 and H = 10−9.

The parameter H determines the uniqueness of the k-mers within
the reference transcriptome. Our findings indicate that a lower (or
more stringent) H value enhances the algorithm’s efficiency by redu-
cing the number of k-mers it needs to process, without compromising
its accuracy (Supplementary Fig. 2 and 3). In summary, smallerH value
(e.g, H = 10−9) allows the algorithm to perform faster, especially for
large datasets, while maintaining output accuracy. Therefore, we
recommend choosing a smaller value for H.

The choice of k, on the other hand, impacts both the accuracy and
the computational efficiency of the algorithm. Our analysis shows that
accuracy improves as k increases but stabilizes around k = 20 (Fig. 5a).
Additionally, larger k values also lead to increases in both runtime and
memory usage (Fig. 5b-c). Thus, we recommend k = 20 as it provides
optimal accuracy while maintaining manageable computational
demands.

Discussion
We introduce pQuant, a secure, and user-friendly gene expression
quantification tool using homomorphic encryption. We envision
pQuant as a valuable tool for data owners, consortia, hospitals, non-
profit academic research institutions, and government health agen-
cies, offering them a secure means to process their RNA-seq data
obtained from thousands of individuals. We propose that our tool has
the potential to be used for ultra-sensitive samples, delivering
enhanced security measures without compromising accuracy and
scalability. We demonstrate this by showing that pQuant’s accuracy is
on par with SOTA non-secure counterparts and runtime and memory
requirements are independent of the number of reads in a dataset.
pQuant is also parallelized to run on multiple genes at a time.

Fig. 2 | Accuracy of pQuant. a Comparison plots of gene expression quantification from three algorithms: pQuant, kallisto, and STAR. b Comparison plots of log2-fold
change from differential gene expression for gene expression values derived with three algorithms: pQuant, kallisto, and STAR.
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While quantifying gene expression on local machines is resource
efficient per sample, it can be demanding when data is collected from
thousands of individuals in consortium settings, especially for data
storage (about 5GBper sampleper rawFASTQ for 10million reads, also
see Fig. 3c). Therefore, there is a need for cloud computing and other
decentralized alternatives, which have the potential to further erode
the privacy of research participants and patients or prohibit sharing
altogether due to local, global, or institutional privacy policies. While
there aremandates in place to ensure that cloud environments holding
sensitive data are certified by the Federal Risk and Authorization
Management Program, this solution is not always practical due to
associated time, financial cost, and administrative overhead31. More-
over, with the introduction of the General Data Protection Regulation
(GDPR) in Europe, the storage of genomic and related data in the cloud
has become more stringent with the requirement of appropriate
security measures in place such as encryption and access controls32,33.
Starting in 2023, a growing number of states in the US (e.g., California,
Connecticut, Colorado, Utah, and Virginia) also entered a new

GDPR-like privacy era34. However, the landscape of privacy protection
governed by laws and institutional policies remains volatile and
uncertain, creating substantial hurdles for researchers, institutions,
and the individuals whose data is at stake, including research partici-
pants and patients. We propose that if data must be encrypted on
cloud servers, computations are still possible while the data remains
encrypted.

Computations on encrypted data can be achieved through
homomorphic encryption, a cryptographic method that allows com-
putation on ciphertexts, producing an encrypted result that, when
decrypted, matches the result of operations performed on the plain-
text. Homomorphic encryption has several advantages over other
cryptographic techniques used in genomics such as Secure Multiparty
Computation (MPC)35 and Trusted Executive Environments (TEE)36,37.
Computations with homomorphic encryption do not depend on
communication between servers (such as MPC) and the security in
homomorphic encryption is grounded in the hardness of specific
mathematical problems while TEEs requires security at the hardware

(a) (b)

(c) (d)((((

Fig. 3 | Performance and scalability of pQuant. a Runtime per gene with an
increasing numberof reads: Given that each gene can be calculated independently,
we executed pQuant for all genes in the transcriptome and documented the dis-
tribution of runtime. The runtime remains consistent despite the increasing
number of reads, indicating that pQuant’s time complexity is independent of read
count. Please note that the center line represents the median, the bounds of the
box indicate the interquartile range (IQR, 25th to 75th percentile), the whiskers
extend to 1.5 times the IQR, and outliers are shown as individual points beyond this

range. Each dot belongs to a gene in a gtf file, total number of dots (genes) is
~40,000 including both protein coding and non-coding genes (see Overview of
Datasets in Methods). This figure is derived from a single RNA-seq sample. b Peak
memoryper genewith an increasingnumberof reads remains constant. cpQuant’s
ciphertext files contain aggregated k-mer frequency information across all reads,
resulting in a constant size across varying read counts. d Reference index size with
an increasing number of genes: pQuant’s reference index size is significantly
smaller than that of STAR, but larger than kallisto’s.
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level. Consequently, homomorphic encryption is less vulnerable to
privacy attacks and easily accessible for use in cloud settings.

The most direct approach to utilizing homomorphic encryption
for gene expression quantification would be adopting widely used
RNA-seq analysis algorithms to operate under homomorphic encryp-
tion protocols. We show that such direct adaption is not possible due
to the limitations of homomorphic encryption (please see Suplemen-
tary Methods 3.1 for a detailed explanation). Thus, to leverage the
privacy-preserving properties of homomorphic encryption in RNA-seq
analysis, it is necessary to develop a quantification algorithm that is
compatible with homomorphic encryption. There are two key

considerations to develop such an algorithm. First, it should only
employ simple mathematical operations, such as additions or multi-
plications. Second, it should be data-independent, meaning that any
operations performedon encrypted data should be computedwithout
any information of private data.

We developed pQuant with these considerations in mind. The
current version enables gene-level expression quantification; however,
to enhance computational efficiency, the intermediate files exclude
read-level information. While read quality information could be inte-
grated into the encoding and ciphertexts, this would increase storage
requirements. However, we believe this will not be a significant issue

Fig. 4 | Performance and scalability of pQuant in a real-world setting. End-to-
end time cost analysis for increasing number of reads ranging from 10 × 107 to
80 × 107, with ~60, 000 genes and fixed k = 20 and H = 10−9. The evaluation step is
computed in 500 parallel batches, and results are averaged. Additional experi-
ments for encoding, encryption, and decryption are run 10 times to measure
consistency. All errorbars represent the standarddeviation. a End-to-end time cost,

where total time is broken into four stages: encoding, encryption, evaluation (500
batches), and decryption. b User’s local encoding and encryption times remain
consistently constant. c The mean of evaluation times shows slight variations but
generally remains stable. d Decryption time is stable across all experiments, with
standard deviation of approximately one second, which is not visible in the graph.
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as with the advancement of sequencing technologies, the read quality
will only increase in the future. In the future, we plan to enhance
pQuant's capabilities to include transcript-level expression quantifi-
cation, single-cell RNA-seq processing, and splicing detection. An
alternative direction could involve developing privacy-preserving
techniques for detecting novel transcripts and isoforms. However,
employing homomorphic encryption may not be the optimal choice,
as such detection would necessitate enumerating all possible exon
combinations for a given gene within the encrypted domain-a process
that is computationally prohibitive.

We alsobelieve thatour k-mer pruning approachmight offer a key
advantage in efficiency for the future design of plaintext
pseudoalignment-based transcript discovery methods. That is, by
eliminating redundant k-mers and using only unique k-mers during
reference indexing, our approach reduces the overall memory usage
and computational overhead.

We envision a future where managing sensitive clinical samples
from thousands of patients is seamless, despite the immense chal-
lenges posedby substantial data storage demands. Traditional reliance
on cloud services for processing introduces critical security and priv-
acy risks. Our framework overcomes these vulnerabilities by encoding
and encrypting data at the point of sequencing. This approach elim-
inates the need for local storage of vast datasets, ensuring secure,
efficient, and privacy-preserving cloud-based processing.

Methods
Overview of datasets
We obtained raw FASTQ files of poly-A paired-end sequencing for an
isogenic replicate of the K562 cell line from the ENCODE project38,
under biosample accession ENCBS087RNA. We additionally obtained
all replicates associated with poly-A paired-end sequencing runs for
two samples: (1) a pancreas tissue sample with six replicates under
accession ENCSR629VMZ, and (2) an esophagus tissue sample with
seven replicates under accession ENCSR102TQN.

A reference transcriptome was defined for all analyses using the
reference human genome GRCh38 and basic gene annotations
("gencode.v44.basic.annotation.gtf”) from GENCODE version 4439.
To define a final set of 39559 genes in the reference transcriptome,
we filtered the GENCODE GTF file, retaining only genes with gene
type: protein_coding, lncRNA, antisense, IG_C_gene, IG_D_gene,
IG_J_gene, IG_LV_gene, IG_V_gene, IG_V_pseudogene, IG_J_pseudo-
gene, IG_C_pseudogene, TR_C_gene, TR_D_gene, TR_J_gene,
TR_V_gene, TR_V_pseudogene, or TR_J_pseudogene.We then used the
resulting GTF to create a reference index file for pQuant, STAR, and

kallisto using default parameters. No data were excluded from the
analyses.

Overview of homomorphic encryption
Homomorphic Encryption (HE) enables computations to be per-
formed on encrypted data. This property allows for the manipulation
of sensitive data without compromising its security. However, its
practical implementation is deemed to be limited due to significant
computational overhead and slower performance compared to
operations on plaintext data. Since the first introduction of the main
concepts of fully HE (FHE)10, a number of different HE schemes have
been proposed11–13,40–42. Each of these schemes is tailored to specific
functionalities and message (i.e., data) spaces. In this work, we use
Brakerski/Fan-Vercauteren (BFV) scheme40,41, which supports bounded
integer message space and arithmetic operations between ciphertext
and plaintext. This choice equips us to conduct addition and multi-
plication on encrypted integers. Working in integer space is advanta-
geous when dealing with NGS data, which are typically represented as
counts.

The security of BFV scheme is based on the hardness of Ring
Learning with Error (RLWE) problem43. This problem is considered
hard based on the difficulty of solving polynomial equations when the
coefficients are perturbed by small errors. Specifically, in RLWE, one
deals with polynomials over a ring (see Supplementary Method for
explanation of polynomials over a ring), and the challenge arises from
trying to find the original polynomials given only noisy versions of
their product. The “error” component makes it challenging to reverse
the process and retrieve the original information without the correct
key. This hardness assumption is crucial for ensuring the security of
systems based on RLWE, as it implies that an adversary cannot feasibly
decrypt a message without the secret key, even with substantial
computational resources. Note that the RLWE problem is considered
quantum-safe. This means that it is believed to be secure against
attacks by quantum computers. Building on the RLWE problem fra-
mework, in BFV, all components of the system, including messages,
keys, and ciphertexts, are structured as polynomials.

Since in BFV, both plaintext and ciphertext are expressed as
polynomials, we first define what a plaintext and ciphertext modulus
are. The plaintext modulus (p) refers to a prime number that defines
the coefficient size of the plaintext polynomials. It specifies the range
of values within which plaintext data can be securely stored as
ciphertext. The choiceof theplaintextmodulus affects theprecisionof
arithmetic operations on the encrypted data. Meanwhile, the cipher-
text modulus (q) sets an upper limit on the coefficient size of

(a) (b) (c)

Fig. 5 | The effect of k-mer sizes on accuracy, time andmemory complexity. a R2 values of log2ðTPM + 1Þ comparing pQuant algorithm against kallisto and STAR across
different k-mer sizes. b The server computation time requirements with increasing k. c The server peak memory requirements with increasing k.
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ciphertext polynomials. The ciphertext modulus directly impacts the
security of the encryption scheme. Setting it too large might make the
encryption vulnerable to attacks, while setting it too lowcannegatively
impact computational efficiency. This is because q is related to the
maximum capacity of error that the ciphertext can hold, and the error
inside of a ciphertext increases after every operation, thus smaller q
allows less number of operations (especially multiplications) between
ciphertexts.

In the BFV scheme, the spaces for plaintexts and ciphertexts are
defined by polynomial rings based on a given ring dimension n (which
must be a power of 2) and a ciphertext modulus q. Specifically, the
plaintext space is represented as Rp =Z½X �=ðXn + 1,pÞ, and the cipher-
text space as Rq =Z½X �=ðXn + 1, qÞ. In these expressions, Rp and Rq are
composed of polynomials of degree up to n − 1, with coefficients in the
sets of integers modulo p for plaintexts and modulo q for ciphertexts,
respectively. Please see Supplementary Methods 3.4 for more details.

In this work, we set the ring dimension n to 8192, the plaintext
modulus p to 536, 903, 681, and the ciphertextmodulus q as a product
of two 60-bit primes. The choice of n means that each polynomial
contains 8192 coefficients, allowing each ciphertext to store up to 8192
elements. As computations on plaintexts are performedmodulo p, the
computation results will match exact computation as long as the final
value do not exceed approximately 536 × 106. The choice of n and q is
informed by security analysis44,45 to ensure 128-bit security level, i.e.,
best-known attack would require 2128 operations. Moreover, q is
selected not only to support one level of multiplication depth on a
ciphertext, but also to enable efficient polynomial operations using
RNS-variant of BFV scheme46.

Note that, in HE, there are several public libraries facilitating the
implementation of specific schemes, including the BFV schemeused in
this work. From the libraries listed in the HE standard guidelines45, we
used the openFHE library (version 1.1.2)47 for its inclusion of optimized
algorithms for the BFV scheme. openFHE is one of the few libraries
actively updated to incorporate the latest research developments.

pQuant algorithm
pQuant estimates gene expression from RNA-seq reads through a
process of k-mermatching.We developed a k-mermatching algorithm
that aims to be both accurate and efficient. In this method, both genes
and reads are represented by the number of k-mers that their
sequences contain, where k is a pre-set length. Instead of directly
aligning reads to genes, pQuant calculates the total number of each k-
mer of the the reads present in a gene. This method depends on
selecting a k value sufficiently large to ensure the uniqueness of each k-
mer sequence (at least unique enough when sufficient number of k-
mers from the same read is searched), thus facilitating the determi-
nation of whether a read originates from a particular gene. The
aggregate count of all readsmapped to a gene provides an estimate of
the rawexpression level of that gene. Belowwe outline the steps of our
algorithm and detail the innovations that allow for its computation
using HE where possible.

pQuant is composed of multiple steps: (a) Reference indexing,
which is a one time operation that can be done publicly as it only uses
the reference sequences of the genes. Indexed reference gene
sequences are then encoded in polynomials. (b) Encoding and
encrypting the reads, which are one timeoperations performed locally
after obtaining the reads. This requires using the k-mers in the indexes
reference to convert the reads in to k-mer representations, encoding
them in polynomials, and encrypting thembefore sending them to the
cloud. The computational requirements in terms of runtime, memory,
and files sizes are small (see Results). (c) The cloud environment then
performs a homomorphic inner product operation between the
indexed reference polynomial and encrypted polynomials obtained
from the reads to output an encrypted vector containing the raw
number of reads mapping to each gene. (d) The client downloads the

encrypted output, decrypt it locally, and obtains the results. Please see
Fig. 1 for a visual depiction of these steps.

In addition, pQuant offers optional pre- and post-analysis sum-
mary statistics to assess data quality and results. Before encoding and
encrypting reads, pQuant can generate basic metrics, such as total
number of k-mers and reads meeting a quality threshold. After
decryption, the tool can output the number of genes with TPM values
above adefined threshold. These statistics allow for quality assessment
of input data and results while preserving privacy. Note that common
quality controls for sequence quality/library complexity, contamina-
tion detection, and adapter removal should all be done before
encoding and encryption.

Reference indexing. Given that the reference transcriptome is pub-
licly available, we conduct the indexing in plaintext. This one-time
operation can be executed either on a cloud server or locally. After
indexing, the generated k-mer table becomes accessible for use by any
client. We utilize an indexing method to ascertain the number of of
each k-mer within every gene in the reference transcriptome, focusing
only the sequences of exons. This approach could be extended to gene
bodies to enable processing of data types such as full-length RNA-seq.
We also index the reverse complement of the exon sequences,which is
necessary when dealing with paired-end reads. Please see Supple-
mentary Methods 3.5 for details.

We start by identifying all k-mers within a gene’s sequence. Taking
a gene with the sequence “AACTGCTGAACT” and setting k = 4 as an
example, all unique k-mers extracted would be “AACT”, “ACTG”,
“CTGC”, … , and “GAAC”. These k-mers are then counted for the
number of times they occur in the gene, producing a vector
g = (2, 1, 1,…, 1) with index (AACT, ACTG, CTGC…, GAAC), where each
element of the vector denotes the total number of the k-mer of index in
order. We repeat this process for all genes in the reference to obtain a
k-mer by gene table, where each element is the frequency of a k-mer in
a gene (Supplementary Fig. 1).

Let’s assume there are Ng genes in the reference transcriptome.
We first generate a list of k-mers, denoted as K, which constitutes the
ordered set of all k-mers identifiedwithin the reference transcriptome.
Following this, we assemble occurrence vectors gð1Þ,gð2Þ, . . . ,gðNg Þ,
where each vector g(i) is associated with the number of k-mers for the
ith gene, with all observed k-mers being cataloged in the list K. Ulti-
mately, this procedure culminates in the formation of the k-mer table
Tgene = fgðiÞ

j g for 0 ≤ j < ∣K∣, and 1 ≤ i ≤ Ng, encompassing ∣K∣ rows and Ng

columns. Here i and j represents the gene and k-mer, respectively
(Supplementary Fig. 1). We also use a k-mer pruning approach using
entropy of the k-mer to reduce computational cost. Please see Sup-
plementary Methods 3.5 and Supplementary Algorithm 1 for more
details.

Read pre-processing. Reads undergo pre-processing as soon as they
are obtained from the sequencer in the FASTQ format. This entails
creating a k-mer table based on the publicly available indexed refer-
ence transcriptome. For example, if the read sequence is “AACTGC”
and the index set is (AACT, CTGC,…, GCTG) as in the Supplementary
Fig. 1b, then we compute and output r1 = (1, 1, …, 0), indicating the
number of times each k-mer of reference k-mer table in the read. That
is, after Tgene is available, the client leverages this information to
construct a k-mer table for the reads, termed Tread. Tread enumerates
and records the number of occurrences of all k-mers across the reads
for every k-mer in K. As a result, Tread is structured with ∣K∣ rows and a
single column. This column signifies the cumulative sum of the
occurrence vectors rm for all reads, represented as r as in Supple-
mentary Fig. 1b.

Enabling homomorphic encryption. After reference indexing and
read pre-processing, the vectors g(i) and rm represent the total number
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of occurrence of each k-mer in the genes and the reads, respectively.
For eachgene i and each k-mer j, the entry gðiÞ

j , the jth element of vector
g(i), indicates the number of occurrence of the jth k-mer in the ith gene.
The vector rm similarly stores the number of occurrences of k-mers in
the same order for mth read. Thus, when we count the number of
occurrence of each k-mer in mth read to ith gene, we compute the
inner product hgðiÞ, rmi=

PjK j�1
j = 1 gðiÞ

j � rm, j . Here, rm,j denotes the num-
ber of occurenceof the jth k-mer in themth read. The product gðiÞ

j � rm, j

computes the contribution of the jth k-mer to the intersection of read
and gene by multiplying the number of times this k-mer appears both
in the gene and the read. Summing these products across all k-mers
accumulates the total number of k-mermatches between the gene and
the read. Therefore, the sum obtained from inner product represents
the joint k-mer count between a specific gene and a read. Finally, the
total raw expression value for a single ith gene is the sum of all inner
products between the gene and each reads as
expressionðiÞ =

PNr
m= 1hgðiÞ, rmi:

Since the inner product is distributive over addition, this property
canbe utilized to enhance the efficiencyof our computational process.
Before computation, we aggregate the k-mer vectors from all reads to
use a single vector r=

PNr
m= 1 rm, which represents the total number of

occurrence of each k-mer across all reads (Supplementary Fig. 1b).
Consequently, the raw expression value for ith gene can be computed
as a inner product between a gene vector g(i) and the aggregated read
vector r as follows.

expressionðiÞ =
XNr

m= 1
hgðiÞ, rmi= hgðiÞ,

XNr

m= 1
rmi= hgðiÞ, ri: ð1Þ

To be able to keep the reads encrypted, we need to be able to
execute this process with HE. This entails encoding Tgene and Tread as
polynomials, encrypting Tread, and performing inner product in HE.

Encoding indexed reference transcriptomewith polynomials. Since
in BFV themessage space is polynomial, we need to encode theTgene in
polynomials.We turn theg(m), which stores the k-mersof the genes into
polynomials gðiÞ

m ðX Þ for 1 ≤ i ≤ Ng and 0≤m < Nc. Nc = ⌈∣K∣/n⌉ is the
number of required ciphertexts. Recall that n − 1 is the degree of the
polynomial from the ringdimensiondescribed above. Eachpolynomial
gðiÞ
m ðX Þ is defined as

gðiÞ
m ðX Þ= gðiÞ

mn � gðiÞ
mn+ ðn�1ÞX � gðiÞ

mn+ ðn�2ÞX � � � � � gðiÞ
mn+ 1X

n�1 ð2Þ

Here, gðiÞ
m =0 if m≥∣K∣. This can be done in plaintext in the server or

locally as reference transcriptome is publicly available information.
This is a one time calculation whose results can be re-used by multiple
clients.

Encoding the reads with polynomials and encrypting them. We first
encode the read vector r, which has a length of ∣K∣, into Nc number of
polynomials rm(X), where each polynomial rm(X) is defined as

rmðX Þ= rmn + rmn+ 1X + � � � + rmn+ ðn�1ÞX
n�1 ð3Þ

Here, we define rm =0 ifm ≥ ∣K∣ for simplicity. The client then generates
a set of ciphertexts ctxtm = Enc(rm(X)) for eachmusing their key. Please
see Supplementary Methods 3.6 and Supplementary Algorithm 2 for
details.

Inner product between a gene vector and reads vector. By defini-
tion, the sum of all multiplications of corresponding polynomials
rmðX Þ � gðiÞ

m ðX Þ contains the desired value 〈g(i), r〉 as its constant term
modulo Xn + 1. Hence, after homomorphically computing
ctxtðiÞ =

PNc�1
m=0 g

ðiÞ
m ðX Þ� ctxtk for each i, the client can download the

encrypted results and obtain the desired output by decrypting ctxt(i)

for each i. Please see Supplementary Methods 3.9 for details of inner

product inHE and see SupplementaryMethods 3.7 and Supplementary
Algorithm 3 for details of the computations on the server.

Overview of the pQuant algorithm. In short, the proposed pQuant
algorithm comprises four main steps:
1. Indexing and encoding of the reference transcriptome: Either

server or client can encode the reference transcriptome. This is a
one time computation that can be used for all clients. This step
outputs polynomial representations gðiÞ

m ðX Þ of the reference tran-
scriptome, where each polynomial contains the encoded k-mer
counts of the genes.

2. Encoding and encryption of reads by the client: The client gen-
erates a secret key, encodes the reads and encrypts the encoded
reads using the secret key. This step outputs the ciphertexts
{ctxtm}, which are the encryptions that contains parts of the read
vector r as polynomial representations. Optional summary sta-
tistics can be generated at this stage for quality control of
input data.

3. Evaluation by the server: Server computes the inner products
between the plaintext polynomial representations gðiÞ

m ðX Þ of the
reference transcriptome and the encrypted read dataset {ctxt(i)}
using HE. This computation involves summing up the products of
corresponding polynomials

PNc�1
m=0 rmðX Þ � gðiÞ

m ðX Þ for each i.
4. Decryption by the client: The client downloads and decrypts the

encrypted final ciphertexts with their secret key to reveal the
desired output to obtain the raw gene expression values. Post-
decryption summary statistics are available to assess thequality of
results. Please see Supplementary Methods 3.8 and Supplemen-
tary Algorithm 4 for details of the decryption.

Note that there is no key exchange involved in our algorithm. Also
note that since client encrypts their own reads, we can use a single key.
But the protocol is the same when we use public-private key pair.

RNA-Seq data processing and downstream analysis
Prior to quantification using pQuant, read pairs were first con-
catenated (see Supplementary Methods 3.5 for details). Raw gene
expression vectors were then produced from all pairs of sequencing
reads using pQuant, STAR (version 2.7.10b) with the argument
--quantMode GeneCounts, and kallisto quant (version 0.44.0), with
their respective reference index files. We ran pQuant with k = 20 and
H = 10−9 for all quantifications, and ran STAR and kallisto using default
parameters. Transcript-level counts from kallisto were collapsed to
gene-level counts for all analyses, and rounded to integers prior to
differential expression analysis.

Following quantification, the raw gene expression vectors from
each method were normalized using a log2(TPM+1) transformation to
facilitate comparisons across methods. For differential gene expres-
sion comparisons, raw gene expression vectors with unexpressed
genes removed were used as input to PyDESeq2 version 0.3.330 (a
python implementation of the DESeq2 method29) to generate max-
imum a posteriori estimates of log2-fold change for each gene.

Statistics and reproducibility
No data were excluded from the analyses.

Reporting summary
Further information on research design is available in the Nature
Portfolio Reporting Summary linked to this article.

Data availability
The K562 cell line dataset used in this study is publicly available in the
ENCODE Portal under accession ENCBS087RNA. The pancreas tissue
sample dataset with six replicates is available in the ENCODE Portal
under accession ENCSR629VMZ. The esophagus tissue sample dataset
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with seven replicates is available in the ENCODEPortal under accession
ENCSR102TQN.

Code availability
Implementation of the pQuant algorithm48 (with Snakemake version
7.30.1, Python version 3.11.2 and Pulp version 2.7.0) is available at
https://github.com/g2lab/pQuant and Zenodo at https://doi.org/10.
5281/zenodo.14852648.
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