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INTRODUCTION

Living labs are experimental platforms in which users are stud-
ied in their everyday habitats.1 They are the extensions of labo-
ratory experiments that aim to obtain more accurate and natu-

ralistic user information by gathering more long-term data and 
allowing for the observation of everyday activities.2 In recent 
years, the development of health devices, such as wearable de-
vices and smart home assistants, has enabled the living-lab ap-
proach to be applied more frequently in health-related studies, 
such as research on personal hygiene and health.3 

Although biomarkers have been widely promoted as an ad-
vance to current diagnostic schemas, these now conventional 
biomarkers face several limitations: they are expensive, difficult 
to access, invasive or inconvenient, and do not accommodate 
a high-frequency measurement strategy.4 To improve this cur-
rent clinical paradigm, digital biomarkers can now provide an 
alternative, rapidly developing approach. Digital biomarkers 
here refer to objective, quantifiable, physiological, and behav-
ioral data, which are collected and measured via digital devices, 
such as embedded environmental sensors, portables, or wear-
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ables. Digital biomarkers allow for objective, ecologically valid, 
and long-term follow-up with frequent or continuous assess-
ment that can be minimally obtrusive or function in the back-
ground of everyday activities. Moreover, these frequent mea-
sures can capture individual variability in performance that 
may be the earliest indicator of change; and thus, they can de-
tect incidences of exacerbation of a disease. Even more poten-
tially transformative, this approach may also allow us to discov-
er novel and innovative digital indicators, such as gait-speed 
variability over time.5

In particular, with the development of the Internet of Things, 
there is a growing movement in the field of digital-biomarkers 
research to bring these technologies out of the laboratory and 
into the larger community in so-called “living lab” or “life labo-
ratory” settings.4 This is because the real-life data on physical ac-
tivity collected in living labs are objectively monitored and mea-
sured, and are thus less likely to be subject to investigator or 
patient-induced bias.6 

Given the lack of study that has been reviewed focusing on 
the characteristics of subjects in living lab that collected digi-
tal biomarkers, we performed an integrative review. The inte-
grative review method can summarize empirical and theoreti-
cal literature on a topic of interest.7

Therefore, the current study aimed to perform an integrative 
review of studies that examine the health of vulnerable and 
susceptible individuals by collecting and analyzing digital bio-
markers in living-lab settings. The specific goals of this study 
were as follows: 1) to identify which digital biomarkers—spe-
cific to vulnerable and susceptible individuals—are being col-
lected in living labs; 2) to identify which specific devices are 
being used to collect digital biomarkers from vulnerable and 
susceptible individuals in living labs; and 3) to identify which 
specific health problems are being addressed in living labs.

MATERIALS AND METHODS

The present study was performed according to the guidelines 
of the Cochrane Handbook for Systematic Reviews of Interven-
tions and the preferred reporting items for systematic reviews 
and meta-analyses (PRISMA).8 Three reviewers separately 
conducted literature retrieval and data extraction, with contro-
versy and inconsistency resolved through discussion and con-
sensus.

Literature search
A literature search, screening, and appraisal process was im-
plemented by first searching the Web of Science, Pubmed, and 
Embase databases using Medical Subject Headings (MeSH) 
terms. We conducted a search for studies published from Janu-
ary 1, 2010 to July 1, 2021. Our search query, targeting title/ab-
stract/topic, was restricted to the English language and includ-
ed a combination of “digital biomarkers,” “devices that collect 

digital biomarkers,” and “vulnerable and susceptible groups.” 
The MeSH keywords selected for each topic were as follows: 
digital biomarkers (“biomarkers”), devices that collect digital 
biomarkers (“Internet of things,” “self-monitoring,” “wearable 
electronic devices,” “smartphone,” “patch test,” and “mobile ap-
plications”), and vulnerable and susceptible groups (“aging,” 
“aged,” “child,” “disabled persons,” “vulnerable populations,” 
“extreme heat,” “extreme cold weather,” “developing countries,” 
“transients and migrants,” “farmers,” “fisheries,” “environment 
pollution,” and “disease”). The keywords for living lab were “dai-
ly living,” “living life,” “daily life,” “real life,” “real time,” and “liv-
ing lab.” 

The population, intervention, comparison, and outcome 
framework was used to construct a search strategy with the as-
sistance of a review team. When devising a search strategy, 
this search tool is used as an organizing framework for listing 
terms by the main concepts in the search question; it is espe-
cially useful when it is not possible to have an experienced in-
formation specialist as a member of the review team.9

Inclusion and exclusion criteria 
This review included studies in which digital biomarkers were 
collected/used in a living-lab approach to monitor vulnerable 
and susceptible individuals. Quantitative, qualitative, or mixed-
methods studies were considered. Studies were excluded if 
they were not related to living labs or digital biomarkers, were 
not focused on vulnerable and susceptible individuals (e.g., 
studies on children), or were concept papers. Studies that did 
not meet the inclusion criteria were not selected.

Study selection
The titles and abstracts of the studies identified through the 
search strategy were screened independently for eligibility by 
three review authors. Eligibility was based on the aforemen-
tioned inclusion and exclusion criteria. Full-text screening was 
also performed independently. Disagreements were resolved 
by discussion. If necessary, a fourth review author acted as ar-
bitrator.

Data extraction 
The findings of the studies included in this review were synthe-
sized in a narrative format and organized by the different per-
spectives adopted. Data were extracted using a customized 
template that included the following items: first author, publi-
cation year, country or countries in which the study was per-
formed, study design, participants, purpose, intervention (dig-
ital biomarkers and devices that collect digital biomarkers), 
and outcome (Table 1). 
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RESULTS

Study selection
A total of 2303 articles were retrieved. Of these, 408 were re-
viewed after removal of duplicates. From the review, it was de-
termined that 223 failed to meet the inclusion criteria (Fig. 1). 
Full-text articles (n=185) were obtained for studies that met the 
inclusion criteria, and they were subsequently examined; 149 of 
these were excluded as they did not focus on living labs. There-
fore, the literature search revealed a total of 36 relevant articles. 

Study characteristics
The study characteristics are reported in Fig. 2 and Table 1. 
The studies were published between 2010 and 2021: 6 studies 
(16.7%) were published between 2010 and 2015 and 30 studies 
(83.3%) were published after 2016. 

Twelve of the 36 studies were from Europe: Germany (n=2), 
Italy (n=2), Switzerland (n=2), United Kingdom (n=2), France 
(n=1), Denmark (n=1), Greece (n=1), and Netherlands (n=1). 
Twenty of the 36 studies were from the United States, and 10 
were from Asia; four of these were from Korea. 
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Fig. 1. PRISMA flow diagram of study selection. PRISMA, preferred reporting items for systematic reviews and meta-analyses.

Fig. 2. Number of articles by country and year.
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Elderly people were the target population in 20 studies, and 
children in 11 studies. Disabled people were the target popu-
lation in nine studies, while other characteristics, such as re-
gion (e.g., rural), were the target of the other four studies.

The present study examined living-lab research that collect-
ed and analyzed the digital biomarkers of vulnerable and sus-
ceptible groups to identify the characteristics of each group 
(Table 2).

Elderly people
Seven of the 12 studies targeting elderly people were on cogni-
tive impairment, four on severe diseases (heart failure, cardio-
vascular disease, colorectal cancer, and stroke), and two were 
observational studies of digital biomarkers. 

In the living labs targeting elderly people, the main digital 
biomarkers measured were values related to physical activity, 
such as turning, walking speed, stride, number of steps, daily 
activity radius, sleep time, wake time, number of times tossing 
and turning, number of bathroom visits, out-of-home activities, 
and so on. Physical activities have been especially measured as 
digital biomarkers in all studies of mild cognitive impairment 
and Alzheimer’s disease.5,10-16 Most digital biomarkers for phys-
ical activities in these studies were used to evaluate the activi-
ties of daily living (ADL), and the studies suggested that higher 
scores or values related to assessment of ADL may lower the 
risk of cognitive impairment. Studies on severe disease include 
Senar, et al.,17 Asghari,18 Elhakeem, et al.,19 and Kim, et al.20 

These papers not only measured physical activities but also vi-
tal signs (heart rate, respiration rate, body temperature, and 
blood pressure), as well as values such as electroencephalo-
gram (EEG) and electrocardiogram (ECG). 

Most of the 13 studies used sensors for their measurements, 
including passive infrared motion sensors, driving sensors, con-
tact-free piezoelectric sensors, and patch sensors.5,12,13,17-20 In the 
other five studies, wearable devices, virtual reality applications, 
and balance boards were used.10,11,14-16 Seelye, et al.12 and Suzu-
ki, et al.13 measured the physical activities of older adults using 
passive infrared sensors. 

There are several limitations to studying the elderly using liv-
ing labs. First, when measuring digital biomarkers, it is critical 
that the targeted population understand how to use the mea-
surement device.16 This can be a problem with older popula-
tions. Moreover, some have a history of severe disease5,11,14-16,19 
and may have difficulties with mobility.11,14-16 Additionally, all 
of these studies mentioned a small sample size as a limitation. 

Children
Seven of the 11 studies targeting children were related to neu-
rodevelopmental disorders (NDD),21-27 two were motor devel-
opment and ability studies,28,29 and two were environmental 
exposure studies.30,31 Most of the study subjects were patients 
with the targeted disease. Verswijveren, et al.29 recruited un-
specified children aged 8–9 years using established data. In 
seven out of 10 cases, biomarkers were measured using wear-

Table 2. Digital Biomarkers and Collection Devices by Characteristics of Target

Target Elderly people Child Disabled people Disadvantaged people
Type of digital 

biomarkers
Physical activities (turning, 

walking speed, stride, number 
of steps, daily activity radius, 
sleep time, wake-up time, 
number of times tossing and 
turning, number of bathroom 
visits, time out, etc.), vital 
signs (body temperature, 
blood pressure, heart rate, 
and respiratory rate), ECG, 
appearance

PM, carbon monoxide, 
temperature, humidity, 
non-functional noise 
vestibulo-ocular reflex, 
gesture related parameters 
(duration, maximum velocity, 
deviation from a straight line, 
peak acceleration), attention, 
meditation, activity, EEG,  
eye-tracking, ECG, 
electrodermal activity, 
gait-related velocity, 
acceleration, air quality,  
light intensity, tactile 
movement,  
sound loudness, force, 
movement direction, touch 
coordinates

ECG, EEG, electromyography, 
acceleration, direction, 
oxygen saturation, GPS, 
breathing rate, pulse rate, 
stool samples, the number 
of incoming calls  
and outgoing calls

Walking steps, exercise time,  
ECG, respiration, EEG, BMI

Method of 
collecting digital 
biomarkers

Sensors (infrared sensors, bed 
sensors, motion sensors, etc.), 
wearable devices, and other 
measurement tools, including 
balance boards and GPS 
tracking receivers

Wearable device (backpacks, 
head band, motion watch, 
headgear, eye-tracker, ECG 
pads, wristband, sleep watch, 
waist band), smart toy, mobile 
device

Smartphone, wearable device 
(watch, motion sensors, 
wristband, portable sensor), 
microphone, a stool extraction 
device

Smartphone, band, hand pad,  
head band, proximity sensors, 
mobile application

BMI, body mass index; ECG, electrocardiogram; EEG, electroencephalography; GPS, global positioning system; PM; particulate matter.
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able devices, such as backpacks, head bands, wristbands, waist 
bands, headgear, watches, eye trackers, pads, and other mobile 
devices and smart toys. 

Rabinovitch, et al.30 and Schultz, et al.31 measured location-
based particulate matter (PM) exposure in elementary school 
children with physician-diagnosed asthma and preschool chil-
dren (aged 3–4 years), respectively. A sensor-based backpack 
was used for PM measurement; these devices provided a space 
for children to put their personal belongings, and were designed 
to be externally friendly and provide comfort. The two studies 
were similar in that they targeted children, but they differed in 
their limitations due to the different ages targeted. When pre-
school children are involved in a study, it becomes necessary to 
ensure that the participants can use the wearable device, and 
that it can be worn without discomfort. According to Schultz, et 
al.,31 after measuring the biomarkers, the device itself was inves-
tigated, and more than 50% of the respondents answered that 
they were uncomfortable with the PM-measuring backpack. 

In one study on NDD, a difference in biomarkers was con-
firmed by including both children diagnosed with the disease 
and a control group. This study aimed to detect the disease in 
children in the early stage. These studies used wearable and 
other types of devices. Caldani, et al.,22 Chu, et al.,23 Ness, et al.,27 
and Khullar, et al.24 all used wearable devices. In the studies in 
which the measurement devices were directly attached to the 
body, vestibulo-ocular reflex, attention, biomarkers such as 
meditation, activity, eye tracking parameters, EEG activity, and 
ECG were measured. Finally, a mobile device and smart toy 
were used to detect the biomarkers indicative of autism spec-
trum disorder or developmental disabilities after observing the 
children’s behavior and patterning it through machine learn-
ing and deep learning.

In the study related to motor development and ability, the ve-
locity and acceleration obtained through movement were mea-
sured for digital biomarkers in a living lab. Therefore, the study 
was conducted with elementary school students and older 
children who could perform various activities; a wearable de-
vice in the form of a waist band was used for measurement. In 
addition, all of these studies mentioned small sample size as a 
limitation.

 

Disabled people
Nine studies on individuals with disabilities were reviewed. All 
cases in which there were defects in physical or mental abili-
ties were collectively referred to as “disability.” Four of the nine 
studies targeting disabled people were related to physical dis-
orders,32,33 including Parkinson’s disease34 and stroke.35 Five 
studies investigated mental disorders.36-40

The types of digital biomarkers used in these studies varied 
according to the disorder. In most studies, measurements such 
as ECG,34,37 pulse rate,39 and acceleration32,35,36 were collected as 
digital biomarkers since the subjects’ body data or location data 
were required in their daily lives. In particular, watches34,36 and 

waist- or writstbands32 were widely used, as were voice recog-
nition,37 smartphones,38,40,41 and portable sensors.39 The bio-
marker collection methods varied according to the type of bio-
marker and type of disability. Derungs, et al.35 used wearable 
motion sensors as they could monitor patient movements in 
daily life without specific tests, which can be burdensome for 
patients. The sensors allowed for continuous evaluation of 
their mobility behaviors and activities. Faurholt-Jepsen, et al.38 
used smartphones to collect digital biomarkers as the patients 
carried smartphones throughout most of their days and data 
could be collected automatically. Since wearable sensors could 
cause discomfort to patients during sleep, recording equipment 
attached to the ceiling was used for patients with sleep disor-
dered breathing.37 For those with post-traumatic stress disorder,40 
there may be physical “avoidance,” especially in patients with 
highly heterogeneous disorders.

The data collected by digital biomarkers were mainly used to 
diagnose and predict each subject’s disorder or to confirm the 
degree of disability. Ma, et al.39 diagnosed obstructive sleep ap-
nea syndrome by examining the occurrence of apnea. Lekkas 
and Jacobson40 predicted PTSD diagnostic status using global 
positioning system-based location data. Wintgens, et al.33 test-
ed fecal calprotectin level using stool samples. Faurholt-Jep-
sen, et al.38 measured the level of clinically rated depressive 
and manic symptoms in patients with bipolar disorder based 
on data on the number of incoming and outgoing calls per day. 
This was the case of representing social activity data as a type of 
digital biomarker, since patients with more signs of depression 
have a tendency to decrease the number of outgoing calls they 
make per day.41 Ramadhan32 used an accelerometer to detect 
when a subject stumbled, and was able to alert subjects and 
their guardians in real time.

Using living labs to study disabled people comes with several 
limitations. First, limited data can be automatically transferred 
to the application after data collection. In this case, subjects of-
ten had difficulty in self-monitoring, and needed someone to 
gather and report the data.38 Second, some countries lack the 
required components to implement monitoring systems; or, in 
countries with tight regulations, the cost of implementing moni-
toring systems may be substantially increased. As a result, the 
possibility that these systems could be made available to the 
public is limited.32 

Disadvantaged people
Four studies on disadvantaged populations were found. One 
study42 was on immigrants, a marginalized class; and three 
studies43-45 looked at susceptible and vulnerable regions, target-
ing fishing villages, rural areas, and developing countries.

Kim, et al.42 applied a mobile app-based living lab approach 
to health improvement. The number of walking steps, exercise 
time, and heart rate of the subjects were measured by linking 
the mobile app and smart band. Participants were also encour-
aged to provide their health information (e.g., cardiovascular 
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disease, musculoskeletal disorders, menopausal symptoms, 
anti-aging, stress management, weekend pharmacies and hos-
pitals, weight control, healthy eating, stretching, strength train-
ing, and cancer screening). Through self-monitoring of the 
measured values, the participants checked their physical activ-
ity and health status, which allowed them to adapt and improve 
their health and cultural life. However, there was a difficulty in 
that education on the use of wearables and devices is essential 
for the underprivileged.

Wilbur, et al.45 measured the heart rate variability as well as 
breathing and sleep quality using an automatic measurement 
method with an attached sensor to study the association of 
these biomarkers with stress. In the study by Neal Neto, et al.,44 
EEG was measured with a headband to record childhood devel-
opmental changes, and ECG was collected using a hand-pad 
held by the thumb. For younger children who could not hold 
the hand-pad, the pad was placed in contact with the child’s 
wrist and fixed with a cable. The ECG measurement data helped 
the authors understand heart disease. In the study by Eisen-
hauer, et al.,43 self-monitoring was conducted by measuring 
physical activity biomarkers. A mobile application and smart 
scale were linked, and body mass index (height and weight) and 
physical activity (blood pressure, pulse, and exercise volume) 
were measured through self-reporting.

In the three studies classified by regional disadvantage, the 
types of wearable devices differed respectively. Wilbur, et al.45 
obtained biomarkers using the sensors attached to clothing and 
analyzed by monitors since the characteristics of the subjects’ 
jobs made direct device management and operation difficult. 
Neal Neto, et al.44 used wearable devices with parental consent, 
after confirming that they could be safely worn by children. 
Since this study targeted an environmentally vulnerable region, 
the study subjects had to move sufficiently for measurement. 
Moreover, considering that the measurement target was chil-
dren, portability and usage method were the most important 
qualities for wearable devices. However, in the study by Eisen-
hauer, et al.,43 continuous monitoring and observation were 
performed, as the measurement of wearable devices and self-
reporting was important. Feedback between the observers 
and participants was accomplished by sending text messages 
in real-time. As a result, data loss was reduced.

DISCUSSION

This study reviewed the types of digital biomarkers and the 
digital biomarker collection devices used in living lab studies 
on the health of vulnerable populations. It also reviewed the 
characteristics of the living lab operations themselves accord-
ing to the individual populations studied. 

Vulnerable and susceptible individuals, such as elderly peo-
ple, children, people with disabilities, and people at risk of so-
cial exclusion, might benefit more from living-lab approaches. 

Living labs are appropriate for developing healthcare services 
and investigating health problems for remote, rural areas and 
vulnerable individuals.46 

Using digital biomarkers in living labs enables personalized 
monitoring while saving time and costs. In particular, in the 
study by Derungs, et al.,35 a personalized therapy schedule was 
provided by checking the motion data of each patient. In this 
way, it is possible to provide customized treatment for each in-
dividual’s disease,35 which will soon lead to improvement in 
their lifestyle. In addition, it enables data collection in real-time, 
and since data is transmitted as soon as it is collected, it also re-
duces the risk of missing data.38

In the studies reviewed, digital biomarkers were mainly col-
lected using non-invasive devices. The adopted digital bio-
marker type reflected the purpose rather than the characteris-
tics of the subject. The reviewed articles had various purposes 
such as health changes after disease, health effects due to en-
vironmental exposure, disease/disability/depression diagno-
sis, and health promotion. ECG was measured for all targets, 
but it was measured only when the purpose was “diagno-
sis.”17-20,22-24,27,34,37,43,44

The method of collecting the digital biomarkers reflected 
the population characteristics of targeted subject. All subjects 
covered in this study had difficulty with using the devices. Es-
pecially, for the elderly and disabled, sensor-based wearable 
devices were used to detect movements, which were collected 
as digital biomarkers. This is because sensor-based devices do 
not require an explanation on how to use them, and they are 
less affected by the presence of others. However, Kim, et al.20 
suggested that measurements using sensors may not take into 
account an older adult’s level of device use. In addition, it is 
not necessary for the elderly to directly wear a device, and it is 
possible to objectively collect a substantial amount of infor-
mation on subjects’ internal activities over the long term.20 In 
contrast, children were able to collect digital biomarkers using 
various types of wearable devices, but they had to be accom-
panied by guardians. Therefore, Schultz, et al.31 stated that es-
tablishing a trusting relationship with parents and children is 
an important component of research participation. Of course, 
with other target individuals, a high degree of trust is also re-
quired between patients and healthcare providers.38 

There were some negative views on living labs when they 
caused inconvenience or when there were difficulties in using 
the wearable devices.44 Small and simple wearable devices are 
needed, and training on device use is essential for targets.42,44 
In addition, some studies involving older adults were conducted 
only with people living alone, as there could be a bias depend-
ing on the presence or absence of assistance.5 

In living-lab research, it can be difficult to attract research 
subjects. Recruiting participants is difficult since participation 
places a significant burden on the subject in child observation 
studies; and therefore, careful attention must be paid to the re-
cruitment method.31 Some researchers emphasized the impor-
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tance of initial participant recruitment and retention meth-
ods.42,43

Like this, measuring digital biomarkers by operating living 
lab can be more complicated as the characteristics of each sub-
ject must be reflected. Nevertheless, the use of digital biomark-
ers can lead to better research in accuracy of result. Wu stated 
that the accuracy increased by 10%–20% when the variables for 
digital biomarkers were used, compared to the accuracy ana-
lyzed with questionnaire data.47

As we reviewed, there is a multitude of sensors and devices 
that can be used. However, there is no agreed-upon standards for 
these digital biomarkers for now. Most importantly, the current 
evidence base is not large enough to indicate which standards 
are most effective.4 As more studies measure digital biomark-
ers, these standards will certainly be needed.

While much of the literature focused only on a narrow per-
spective use of a single device or technology (e.g., a wearable or 
cognitive testing app), we confirmed the characteristics of digi-
tal biomarkers in living lab according to the study subject. Since 
digital biomarkers and devices that collect them vary depend-
ing on the characteristics of the study subjects, researchers are 
recommended to pay attention not only to the purpose of the 
research but also the characteristics of the study subjects when 
collecting and using digital biomarkers from living labs.
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