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Abstract: During the few last years, indoor and outdoor Air Quality Monitoring (AQM) has gained a
lot of interest among the scientific community due to its direct relation with human health. The Internet
of Things (IoT) and, especially, Wireless Sensor Networks (WSN) have given rise to the development
of wireless AQM portable systems. This paper presents the development of a LoRa (short for
long-range) based sensor network for AQM and gas leakage events detection. The combination of
both a commercial gas sensor and a resistance measurement channel for graphene chemoresistive
sensors allows both the calculation of an Air Quality Index based on the concentration of reducing
species such as volatile organic compounds (VOCs) and CO, and it also makes possible the detection of
NO2, which is an important air pollutant. The graphene sensor tested with the LoRa nodes developed
allows the detection of NO2 pollution in just 5 min as well as enables monitoring sudden changes in
the background level of this pollutant in the atmosphere. The capability of the system of detecting both
reducing and oxidizing pollutant agents, alongside its low-cost, low-power, and real-time monitoring
features, makes this a solution suitable to be used in wireless AQM and early warning systems.
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1. Introduction

According to the World Health Organisation, in 2016, household and ambient air pollution were
responsible for seven million deaths [1]. During the last decade, many researchers have investigated
both indoor and outdoor air quality monitoring systems because of air quality being intrinsically linked
to human health [2–6] and the occurrence of premature deaths [7–10]. Therefore, having widespread,
unattended portable and connected devices and networks for air quality monitoring and pollutant
detection would be a decisive step forward for decreasing the prevalence of lethal diseases such as
ischemic heart disease, stroke, chronic obstructive pulmonary disease, or even lung cancer [11–13].
According to the United States Environmental Protection Agency, people spend 90% or even more of
their time in indoor environments, on average. Indoors, the concentration of some air pollutants can
often be two to five times higher than the concentrations found outdoors [14]. The combustion of fossil
fuels, gas stoves, tobacco smoke, and water heating systems that burn natural gas, cleaning supplies,
paints, and insecticides, among others, are the principal sources of pollutant gases present indoors
such as NOX, CO, and volatile organic compounds (VOCs) [14–17]. Outdoor air pollutants entering
the buildings and those generated indoors are directly affecting human health since these can cause
headache, hypoxia, or problems in vital systems such as the respiratory, cardiovascular, or central
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nervous [16–18]. Thus, indoor air quality monitoring is an important factor in enhancing the quality of
health and comfort.

The conventional and most common techniques for air quality monitoring consist of stationary
stations equipped with different instrumental techniques or manual sampling at different locations
followed by analysis in specialised laboratories. These techniques can be very accurate but require
the use of bulky, power-hungry, and expensive instruments [19,20]. Thus, these approaches do not
provide a scalable solution for monitoring with enough spatial resolution air pollution events related
to automotive combustion or burning fuels for cooking in urban scenarios [20–23]. Furthermore, these
technologies demand trained personnel to operate with complex equipment and, obviously, they cannot
be implemented in portable, low-cost, and low-power devices. Different sensors employing diverse
operating principles, such as electrochemical [4,24], non-dispersive infrared [25,26], and chemoresistive
have been considered for devising air quality monitoring systems at lower costs [27,28]. These can be
employed to develop portable analysers, which can be endowed with low power (at least in comparison
to bulky instrumental techniques), communication ability with local or cloud servers, and the capability
to detect alarm situations locally. Among inexpensive sensors, metal oxide (MOX) chemoresistors
have the advantage of being easily miniaturised and exhibiting high sensitivity in the detection of
air pollutants such as VOCs, NOx, or CO. However, MOXs show significant cross-sensitivity issues,
and they generally require being operated at high temperatures (up to 500 ◦C) which compromise their
usefulness in portable applications, where low-power consumption features are needed [19,29,30].
Conversely, chemoresistors employing carbon nanomaterials (graphene and carbon nanotubes) have
been suggested as an alternative to detect low concentrations of some air pollutants at ppb to ppm
levels. These nanomaterials present favourable electronic properties and can be easily modified or
functionalised to reach remarkable sensitivity and acceptable selectivity towards air pollutants [31–33].
In addition, carbon nanomaterial chemoresistors can be operated slightly above or even at room
temperature, which allows reducing power consumption in portable solutions, leading to low-power
devices [32,34].

In the last few years, several authors have reported the use of Wireless Sensor Networks (WSNs)
for air quality monitoring systems [20,22]. In that sense, some decision-making systems have been
designed using both Local Area Networks (LANs) for the monitoring of local air quality or generating
an alarm while under a gas pollution event [35,36] and Wide Area Networks (WANs) for remote control
and monitoring [37–39]. Many WSNs have been deployed to cover a broad range of applications
such as precision agriculture [40–42], healthcare [43–45], military industry [46–48], and air quality
monitoring [22,24,25]. The application fields for WSNs are becoming wider every day. The development
of the Internet of Things (IoT) paradigm has fuelled the implementation of WSNs connected to cloud
server services with monitoring, data analysis, or data processing capabilities [39,49–51]. The IoT
encompasses smart devices and sensors that are able to communicate with one each other, being
accessible at any moment, everywhere. The connectivity is the main requirement for IoT, and its
applications support a varied set of devices and communication protocols, from sensors to powerful
back-end servers with data processing capabilities [52,53]. Many IoT systems and WSNs deployed
during the last few years have employed some well-known devices and communication protocols such
as radiofrequency [49,54], Global System for Mobile Communications (GSM) [20,55], Wi-Fi [39,56],
or ZigBee [57]. However, most of these technologies present some disadvantages under certain
conditions, including large power usage, limitations in transmission distance, or security issues.
To overcome the limitations presented by the above-mentioned wireless technologies, low-power wide
area networks (LPWANs) have emerged allowing long-range wireless communications at a low bit rate
using low-power consumption [39,50,58,59]. Figure S1 in the supporting information shows the growth
of the research areas for which this paper is relevant, which is reflected as the number of publications
appearing in Scopus between years 2010 and 2020 related to IoT, LoRa, and air quality monitoring.

Among the promising technologies used in the LPWAN space are Narrowband Internet of Things
(NB-IoT), Sigfox from Sigfox, Labège, France, and LoRa. While NB-IoT presents the largest data
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rate and payload size of these three technologies, it operates in licensed Long-Term Evolution (LTE)
frequency bands. Thus, the use of NB-IoT was not considered to keep costs low. The Sigfox presents
a higher transmission range than LoRa (3–10 km for Sigfox and 2–5 km for LoRa, in urban areas),
but Sigfox is deployed by network operators, so users need to pay subscription charges for every
node installed. Moreover, Sigfox transmits messages multiple times to improve reliability, resulting
in high energy consumption. Hence, LoRa and LoRaWAN protocol were selected to develop the
network [39,50,58,59].

LoRa is a spread spectrum modulation technique derived from chirp spread spectrum (CSS)
technology. This physical layer technology works in the unlicensed sub-GHz industrial, scientific,
and medical (ISM) band. Depending on the spreading factor (SF) and the channel bandwidth (BW)
settings, the data rate supported by LoRa varies from 300 bps to 50 kbps. The transmission power (TP),
SF, coding rate (CR), and preamble length define the signal airtime and power consumption [59].

LoRaWAN is a media access control (MAC) protocol for wide area networks designed to allow
low-powered devices to communicate with Internet-connected applications over long-range wireless
connections. Innovative LoRaWAN features include support for redundant operation, geolocation,
low-cost, and low-power applications. Devices can even run on energy harvesting technologies (i.e.,
means of collecting energy from the environment used to power devices or to extend the system battery
lifetime) enabling the mobility and ease use of IoT. LoRaWAN protocol provides origin authentication,
integrity protection, replay protection, and full end-to-end encryption [59,60]. The use of LoRa for the
design of the nodes and the network communication allows developing low-power nodes with long data
transmission distance. The LoRaWAN protocol ensures the security of the data by the authentication
process between nodes and the network server and the end-to-end messaging encryption.

The aim of the present paper is to discuss the development of an IoT implementation for
inexpensive indoor air quality monitoring (e.g., at train, bus stations, shopping centres, or theatres) and
real-time pollutant detection. This consists of a wireless sensing network in which its sensing nodes
include both commercial and lab-made (presented in Section 3) chemoresistive sensors. The network
was deployed at the University of Tarragona science campus for testing and validation purposes.
Within a sensing node, the commercially available sensor allows estimating an air quality index, which
relates to the concentration of total VOCs present in the node environment. The lab-synthesised
sensor enables the detection of a pollutant, nitrogen dioxide (NO2), released to the atmosphere mainly
from automotive exhausts [61] and uses graphene nanoplatelets as gas-sensitive material. Previous
works have already demonstrated the usefulness of graphene for detecting NO2 at trace levels [62,63].
Furthermore, their capability for being operated at room temperature makes graphene sensors very
attractive for developing low-power applications. This sensor network is meant to be used indoors
to monitor air quality and identify sudden changes in the background concentration of some target
pollutant species, raising an alarm. While the case of nitrogen dioxide is discussed here, the system is
flexible enough to use sensors employing different gas sensitive materials, and thus, it can be adapted
easily to the monitoring of different targets.

2. System Design and Implementation

2.1. Network Deployment

A LoRa-based, robust, low-power, and scalable wireless sensor network for air quality monitoring
and pollutant detection is presented. This sensor network is physically composed by two main
elements: the gateway and the end nodes, which have the sensors on them. Moreover, the network
uses a cloud server for storing the data from the sensors, and the processing or visualisation of the data
is made through a local server, a PC, or a mobile phone accessing a front-end application. The network
deployment was carried out as follows: The indoor LoRa gateway was placed in a location where it
was able to access the Internet through a Wi-Fi connection. Once connected to The Things Network
(TTN) cloud server, the gateway was ready to forward the uplink and downlink messages sent from
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the nodes to the server and vice versa. Nodes perform measurements, codify the information, and send
the data at every sampling period and then go to deep sleep mode. The data received in the cloud
server is processed and stored for later visualisation. Front-end web and desktop applications were
developed to access and visualise the data stored in the cloud server. Figure 1 depicts a scheme of the
sensor network developed.

Sensors 2020, 20, 6225 4 of 21 

 

information, and send the data at every sampling period and then go to deep sleep mode. The data 
received in the cloud server is processed and stored for later visualisation. Front-end web and 
desktop applications were developed to access and visualise the data stored in the cloud server. 
Figure 1 depicts a scheme of the sensor network developed. 

 
Figure 1. LoRa (short for long-range) sensor network operation scheme. 

2.2. Gateway 

The sensor network is devised for monitoring indoor air quality (nodes were distributed in 
different locations at the University campus), the gateway selected was The Things Indoor Gateway 
(TTIG) from The Things Industries. TTIG is a low-cost, fully compliant LoRaWAN gateway, which 
uses Wi-Fi as backhaul. It has a Semtech SX1308 LoRa chipset from Semtech Corporation, Irvine CA, 
USA, which presents a receiver sensitivity of −140 dBm and uses the 868 MHz frequency band (in the 
European Union). This indoor gateway has an integrated antenna and presents the Federal 
Communication Commission (FCC) and European Economic Area (CE) certifications. The software 
running on the gateway makes it act as a bridge between the LoRa nodes and TTN cloud server. 

2.3. End Nodes Design and Programming 

2.3.1. Hardware 

LoRa nodes (Figure 2b) developed in this project were conceived in two different but similar 
versions. Although both have sensing capabilities and are connected to the cloud server through the 
TTIG, one of those give the capacity of local visualisation of an air quality index through a display. 
This last was used for debugging and test purposes to compare the local data with the cloud data. 
End nodes built are formed by the following: (i) a LoRa development board, which includes the 
microcontroller unit and the LoRa module, (ii) the sensing board, (iii) a 2 dBi omnidirectional 
antenna, and (iv) a 3D designed and 3D-printed package. 

The sensing board (Figure 2a) developed includes the following: (i) a connector for the LoRa 
development board, (ii) a 4 in 1 sensor BME680 from Bosch GmbH, Gerlingen, Germany, (iii) a 
connector for the lab-developed graphene sensor, (iv) a conditioning circuit for the readout of the 
graphene sensor, which consists of the voltage divider configuration shown in Figure 3, (v) a micro-
SD card socket (for storing BME680 sensor state, LoRa activation keys and sensor measurements 
locally), and (vi) a general purpose serial connector (not used in this application). 

Figure 1. LoRa (short for long-range) sensor network operation scheme.

2.2. Gateway

The sensor network is devised for monitoring indoor air quality (nodes were distributed in
different locations at the University campus), the gateway selected was The Things Indoor Gateway
(TTIG) from The Things Industries. TTIG is a low-cost, fully compliant LoRaWAN gateway, which
uses Wi-Fi as backhaul. It has a Semtech SX1308 LoRa chipset from Semtech Corporation, Irvine
CA, USA, which presents a receiver sensitivity of −140 dBm and uses the 868 MHz frequency band
(in the European Union). This indoor gateway has an integrated antenna and presents the Federal
Communication Commission (FCC) and European Economic Area (CE) certifications. The software
running on the gateway makes it act as a bridge between the LoRa nodes and TTN cloud server.

2.3. End Nodes Design and Programming

2.3.1. Hardware

LoRa nodes (Figure 2b) developed in this project were conceived in two different but similar
versions. Although both have sensing capabilities and are connected to the cloud server through the
TTIG, one of those give the capacity of local visualisation of an air quality index through a display.
This last was used for debugging and test purposes to compare the local data with the cloud data.
End nodes built are formed by the following: (i) a LoRa development board, which includes the
microcontroller unit and the LoRa module, (ii) the sensing board, (iii) a 2 dBi omnidirectional antenna,
and (iv) a 3D designed and 3D-printed package.

The sensing board (Figure 2a) developed includes the following: (i) a connector for the LoRa
development board, (ii) a 4 in 1 sensor BME680 from Bosch GmbH, Gerlingen, Germany, (iii) a connector
for the lab-developed graphene sensor, (iv) a conditioning circuit for the readout of the graphene sensor,
which consists of the voltage divider configuration shown in Figure 3, (v) a micro-SD card socket
(for storing BME680 sensor state, LoRa activation keys and sensor measurements locally), and (vi) a
general purpose serial connector (not used in this application).
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Figure 3. Voltage divider configuration used to measure the lab-made sensor resistance. Rsens
represents the sensor resistance, which varies with the concentration of the target gas. R1, R2, and Rn
are resistances with different and known values and are selected through the multiplexer (MUX) to
keep the voltage measured by the analog-to-digital converter (ADC) in the maximum accuracy range.

The BME680 is a 4-in-1 digital low-power gas, pressure, temperature, and humidity sensor, which
with the proper configuration and software libraries, presents a direct index for air quality (IAQ)
output. The sensor has a VDD main supply voltage that ranges from 1.2 to 3.6 V, which matches with
the supply voltage of the microcontroller used. The IAQ value calculated using this sensor and the
Bosch Sensortec Environmental Cluster (BSEC) library gives an indication of the total amount of VOCs
and other reducing gases such as CO present in the studied atmosphere. The output is based on an
intelligent algorithm that includes not only the resistance value of the metal oxide sensor the BME680
includes, but also humidity, temperature, and the measurement history values stored in the sensor
state. The sensor state is stored after each measurement to be used in the sensor calibration for later
IAQ value calculations. The sensor calibration typically encompasses up to 4 days of measurements.
This index ranges between 0 and 500 (0 corresponds to the highest air quality and 500 corresponds to
the worst air quality index) [64]. Some proceedings and conference papers have described the use of the
BME680 for the development of indoor air quality monitoring portable and low-cost devices [65–68].
The measurement channel for the lab-made sensors is able to measure resistance values from few Ohms
to approximately 3 MOhm, although this range could be easily adapted by changing the resistance
values of the voltage divider configuration in the conditioning circuit. Although the performance of
the resistance measurement is tested with the graphene sensor presented in Section 3, by selecting the
sensors to be included in the node, the system can be used to cover different applications where the
detection of a gas leakage is crucial. To help meet the low-power consumption features of the network,
lab-made sensors are operated at room temperature. The nodes and gateway cost are shown in the
supporting information.
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2.3.2. Software

The program running on the LoRa nodes was developed using C language in Arduino IDE
from Arduino, Somerville, MA, USA. Once the nodes are powered up, reset, or woken up from deep
sleep mode, the first step is to initialise the BME680 sensor and the ADC channel for the resistance
measurements of the lab-made sensor. If the microcontroller unit (MCU) is reset or just powered up,
the second step is to perform a measurement with the sensors. On the other hand, if the MCU wakes
up from deep sleep mode, the previous state (see Figure 4 and hardware description section) of the
BME680 sensor should be obtained from the real-time clock (RTC) memory or the SD card, because it
will be used for the proper calculation of the IAQ value. When the initialisation of the BME680 sensor
is finished, the measurements are performed. Once a measurement is completed, the third step is to
initialise the LoRa module with the proper spreading factor and the transmission power to enable
the network communication. The fourth step is to establish the connection with the server to send
the data. If the node is connected for the first time to the server (after being powered up or reset),
it performs a join procedure with the network cloud server through an Over the Air Activation, where
a device address is assigned dynamically and security keys (Network Session Key and Application
Session Key) are negotiated. After establishing the connection with the server, the device address and
the security keys are stored for using them in further connections. Differently, if the MCU awakens
from a deep sleep mode, an Activation by Personalisation is performed, using the authentication data
stored in memory. In the fifth step, after establishing the connection, sensor data are codified in order
to minimise the number of bytes uploaded to the server and then sent to the cloud server. In the sixth
step, the BME680 sensor sate is saved in memory. Finally, in the seventh step, the node goes to deep
sleep mode until the next sensor measurements. Figure 4 shows the flow diagram of the software
running on the nodes.
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2.4. TTN Application Server

Every uplink message that arrives to the TTN application server passes through a payload function
in order to decode the data coming from the nodes. After the decoding, the sensor data are set in JSON
format to match the requirements of the front-end application. The sensor data are stored through the
Data Storage integration where it is kept available for 7 days to be downloaded through a Hypertext
Transfer Protocol (HTTP) request.

2.5. Front-End Application

For developing the front-end application, a set of Open-Source Software (OSS) was used, thus,
saving money from the overall cost of the solution by avoiding licensing and software maintenance
fees. The visualisation data solution presented in this section consists of a local server that stores the
sensor data locally and makes it available to be visualised in a web service accessible from any device
having internet access. The server could be deployed in any system running a Linux distribution
(Ubuntu, Debian, or even Raspbian when running on a Raspberry Pi). Telegraf (from InfluxData Inc.,
San Francisco, CA, USA) is a server agent used to collect sensor data arriving to the TTN Message Queue
Telemetry Transport (MQTT) broker through an MQTT consumer. With this purpose, a Mosquitto
(from Eclipse Fundation, Ottawa, ON, Canada) client is set to connect with the TTN broker. The data
collected by the Telegraf instance is stored in InfluxDB (from InfluxData), which is a time series
database. For the visualisation of the data, Grafana was selected, which is an analytics and monitoring
solution from Grafana Labs, New York, NY, USA. Figure 5 depicts the sensor data path from the TTN
Cloud Server to the front-end application.
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Figure 5. Sensor data path from The Things Network (TTN) cloud server to the front-end application.

3. Graphene Sensor

3.1. Sensor Fabrication

A graphene-based gas sensor was fabricated by preparing a solution with 1 mg of graphene
nanoplatelets from Strem Chemicals, Inc., Newburyport, MA, USA, dispersed in 10 mL of toluene.
Afterwards, graphene nanoplatelets were exfoliated during one hour at high frequency (35 kHz) by
using an ultrasonic bath (from Bandelin electronic GmbH, Berlin, Germany). Then, the solution was
deposited onto the screen-printed platinum electrode area of an alumina substrate by the spray-coating
technique. During this deposition, the substrate was placed in a hotplate at 125 ◦C in order to obtain a
more homogeneous sensitive layer. Finally, the sensor was dried in an oven at 130 ◦C to ensure the
complete removal of the solvent. A picture of the coated alumina substrate is shown in the supporting
information (Figure S2).
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3.2. Characterisation Techniques

The graphene used was characterised by several techniques, such as Raman spectroscopy,
X-ray photoelectron spectroscopy (XPS), field-effect scanning electron microscope (FESEM),
and high-resolution transmission electron microscopy (HR-TEM).

The graphene crystallinity was evaluated using a Raman spectrometer from Renishaw, plc.
(Wotton-under-Edge, UK) coupled to a confocal Leica DM2500 microscope from Leica Microsystems
GmbH, Wetzlar, Germany. The laser employed had a wavelength of 514 nm. The chemical composition
of graphene was obtained by using an XPS spectrometer from SPECS GmbH, Berlin, Germany equipped
with a non-monochromatic X-ray source (Al). Graphene morphology was studied using a FESEM and
HR-TEM. In particular, graphene porosity and layer homogeneity were studied using a FESEM from
Carl Zeiss AG, Oberkochen, Germany; meanwhile, graphene sheet sizes were observed via HR-TEM
from Jeol Ltd., Tokyo, Japan.

3.3. Graphene Characterisation

According to the graphene manufacturer, this nanomaterial has a surface area of 750 m2/g and
electrical conductivity of 107 and 102 S/m (parallel and perpendicular to its surface, respectively).
Regarding the lateral size, different graphene nanoplatelets are stacked with an interplanar distance of
3.35 Å, while the overall graphene nanoplatelet aggregates have a thickness of a few nanometers.

A Raman analysis was conducted in order to study the graphene crystallinity. Figure 6a shows
a significant D band at 1342 cm−1, which indicates the presence of defects (e.g., broken sp2 bonds,
carbonaceous impurities, or amorphous carbon) in the crystalline structure. Conversely, the G band
located at 1572 cm−1 reveals the stretching of C–C bonds, which are related to in-plane oscillations of
sp2 configuration [69]. In consequence, the intensity ratio ID/IG is commonly used as an indicator of
the crystallinity in carbon nanomaterials [70]. In that sense, a value close to 0 reveals an insignificant
number of defects (absence of ID peak), being translated in highly crystalline graphene [71]. However,
experimental data obtained from Figure 6a reveal an ID/IG ratio of 0.79, indicating moderate graphene
crystallinity. However, this fact is interesting from the gas sensing point of view, because these defects
usually act as active sites for gas interaction and are also useful for further graphene functionalisation.Sensors 2020, 20, 6225 9 of 21 
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graphene (b). The inset shows the peaks related to oxygen functional groups.

Additionally, an XPS was performed to obtain the elemental quantification. Regarding this,
the graphene employed presents 89.99, 9.46 and 0.55% of carbon, oxygen and nitrogen, respectively.
The fitting analysis of the C1s peak, centred at 284.4 eV, is represented in Figure 6b. This deconvolution
shows a predominant peak at 284.2 eV, corresponding to the characteristic photoelectrons emitted
from the graphitic-like carbon atoms. In other words, this peak reveals the predominance of sp2

carbon configuration. Nevertheless, according to the low crystallinity registered in the Raman analysis,
a significant peak related to amorphous carbon or sp3 configuration can be found at 285.1 eV [72].
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Furthermore, the inset shows three components associated with the presence of oxygen functional
groups. Thus, the carbon–oxygen bonds observed at 286.1, 288.1, and 289.2 eV correspond to the C-O,
C=O, and –COOH species, respectively [73]; meanwhile, the peak at 282.8 reveal structural graphene
defects related with carbon vacancies [74]. Finally, the residual amount of nitrogen detected during the
element quantification can be attributed to the presence of imine (NH) and amine (NH2) functional
groups grafted at the graphene surface.

Images obtained by field-effect scanning electron microscope (FESEM) show a high porosity at the
graphene surface (Figure 7a), which is helpful for gas sensing. In addition, the inset image (obtained at
lower magnification) confirms that homogeneous layers can be obtained by using the spray coating
technique. A high-resolution transmission electron microscopy (HR-TEM) analysis was also conducted
(Figure 7b), showing graphene layers with diameters up to a hundred of nanometers.
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3.4. Gas Sensing System

The characterisation of the gas sensing properties for the graphene sensor was performed in
two different tests. First, laboratory conditions were set to test the sensor performance under fully
controlled conditions, and next, real conditions were simulated to check its reliability for real-life
applications. Results obtained from sensor characterisation tests run under laboratory conditions can
be found in the supporting information.

The tests performed under close to real conditions were implemented using the graphene sensor
connected to the LoRa node resistance measurement channel, which was placed in an acrylic chamber
with an inner volume of about 4900 cm3. NO2 and CO calibrated cylinders of 1 ppm and 100 ppm,
respectively (balanced in synthetic air), mixed with ambient air were used to set the desired gas
concentrations. Gas flows were set by using a mass-flow controller system (EL-FLOW®) from
Bronkhorst High-Tech, Ruurlo, Netherlands, and Flow View and Flow Plot software from the same
company were employed, while a rotameter was used to control the ambient air flow. A total flow
of 600 mL/min was kept across the chamber. The flow established was selected to simulate a gas
diffusion process through the chamber avoiding the direct flow incidence on the sensors, which can
influence the measurements. According to the inner volume of the acrylic chamber and the total flow
through it, the time needed to renovate completely the atmosphere inside the chamber was about 8
min. Hence, the gas pulses implemented were programmed with a separation significantly higher
than 8 min. Results from this test are shown and discussed in Section 4.2.
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3.5. Gas Sensing Mechanisms

Pristine graphene, with its characteristic sp2 carbon configuration, is usually reported as a material
with very poor sensitivity [75]. However, this limited responsiveness can be enhanced with further
graphene functionalisation. In our case, Raman and X-Ray spectroscopy studies reveal a significant
content of sp3 carbon configuration and oxygen functional groups. Thus, graphene nanoplatelets show
significant sensitivity to nitrogen dioxide (NO2) [76]. This gas mainly interacts with the carbon lattice
defects and oxygenated functional groups such as carbonyl or hydroxyl that act as reactive sites for
adsorption of gases [77]. Therefore, gas molecules induce changes in the local carrier concentration
when they are adsorbed on the graphene surface. In this regard, when a mild p-type semiconductor
such as a graphene nanoflakes film is exposed to NO2 (an electron-withdrawing species), a decrease in
the film resistance is recorded due to the increased concentration of positive charge carriers.

NO2 (gas) + e− (surface)→ NO2
− (ads) (1)

Considering the room temperature working conditions, the sensing mechanisms are probably
ruled by the physisorption of gas molecules involving small charge transfers between nitrogen dioxide
and the sensor surface. However, the slow baseline recovery indicates that the chemisorption of NO2

cannot be completely ruled out, which involves the exchange of higher amounts of charge between
adsorbed gas species and the sensor surface (see Supporting Information).

In this regard, the physisorption of molecular oxygen (O2) due to the exposure of the sensitive
film to air should be considered. Adsorbed atmospheric oxygen could eventually withdraw free
electrons from the conduction band of graphene, resulting in an electron-depleted surface layer and
the chemisorption of oxygen species [78]. Even so, isolated hydroxyl ions can be found at the sensor
surface [76]. Thus, chemisorbed oxygen species can act as intermediate agents, catalysing the charge
transfer processes between the sensor surface and gas molecules. Adsorbed oxygen species or isolated
hydroxyl ions can be reactive with incoming oxidising agents such as NO2 [63,79]:

NO2 (gas) + O2
− (ads) + 2e− (surface)→ NO2

− (ads) + 2O− (ads). (2)

Conversely, CO measurements reveal a lack of sensitivity for the bare graphene sensor. This agrees
with theoretical calculations that report higher charge transfer (Q) upon adsorption for NO2 (0.19|e|)
than for CO (0.01|e|) [80]. Nitrogen dioxide also shows higher adsorption energy (0.48 eV) in comparison
to CO (0.12 eV) [81]. However, it is worth noting another additional effect, which is the essential role
of the ambient moisture in the gas sensing performance. When both molecules, NO2 and H2O are
simultaneously present, an additive effect is shown due to their electron-withdrawing behaviour over
a mild p-type semiconductor such as graphene [82]. In other words, the NO2 response in humid
atmosphere induces a larger increase in the conductivity. This fact is derived first from the charge
transfer from graphene to water molecules when they are adsorbed in the sensor surface. Then,
the subsequent water-mediated adsorption of NO2 can occur, further increasing the conductance
change. This mechanism is especially worthy in measurements at room temperature. Indeed,
Hall measurements have revealed that water molecules act as electron-withdrawing agents at room
temperature [83], while CO behaves as an electron-donor gas. Hence, the opposite effects caused by
H2O and CO molecules could significantly reduce the conductance changes recorded when these
two analytes are present simultaneously. Nevertheless, the integration and combination of graphene
sensors with other chemoresistive sensors such as metal oxides offer a great opportunity for better
discriminating between electron donor and withdrawing gases.
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4. Discussion

4.1. Network Performance

The LoRa sensor network was deployed in different locations at the University Campus with the
purpose of testing the communication performance between different nodes and gateway configurations.
Thus, the indoor gateway position was set in one location, while nodes were placed at different distances
from the gateway, using different transmission powers. All the combinations used the rest of the
network configuration parameters, namely carrier frequency (CF), BW, SF, CR and preamble length
were set fixed. The CF used was 868 MHz, which is one of the two license-free sub-gigahertz radio
frequency bands for Europe. The bandwidth was established in 125 kHz, thus ensuring enough bitrate
and sensitivity for the detection of the signal. The spreading factor value of 7, which is the lowest
possible, linked to a coding of 4/5 to allow the minimum time on air of the signal, and consequently
a lower power consumption. The preamble length was also selected as the lowest possible value to
guarantee the lowest power consumption. Table 1 depicts the Received Signal Strength Indicator
(RSSI) and package loss rate. This last parameter was calculated as a rate between the number of
received packages in the TTN cloud storage service and the theoretical amount of data sent by the
nodes during 24 h.

Table 1. Node communication performance. Received Signal Strength Indicator (RSSI) and package
loss values according to nodes transmission power and distance between node and indoor gateway.

TP [dB] Distance [m] RSSI [dBm] Package Loss [%]

Min. Av. Max.

12 10 −68 0 0 0
12 20 −84 0 0.34 0.68
12 115 −103 4.45 6.95 9.59
14 115 −101 3.82 5.09 6.6
20 130 −106 0.34 3.47 6.16

During the test period (around 2 weeks for each pair TP and distance), the weather conditions
were changing, and this is reflected in the package loss percentage shown in Table 1. Data from days
with worst atmospheric conditions were not included in the package loss percentage calculation,
as these values were far from the mean value. In cloudy, rainy, or stormy weather, the package lost rate
reached between 14% and 25%.

Locations were selected according to two different scenarios. In the first one, the nodes were
placed near the gateway, which were separated one from each other by several offices inside the
same building. This configuration allows avoiding interferences provoked by unfavourable weather
conditions, while the transmission power used can remain low, thus saving power without affecting
the network performance. In the second location, the nodes were placed at 115–130 m away from
the gateway (in different buildings), with non-straight sight and structural obstacles between them.
This ensures the analysis of the network performance when conditions are not the most favourable for
the communication. The transmission power was set at 12 dB, 14 dB, and 20 dB to compare the RSSI
and package loss values obtained when the TP increases. Figure 8 depicts the location of gateway and
nodes at the University Campus for the second configuration.

All RSSI values obtained for the pairs distance–transmission power were higher than the sensitivity
of the gateway. For nodes placed in the same building, the package loss rate was less than 1% using
a TP of 12 dB. This means just 1 or 2 package losses during 24 h of measurements in the worst case.
For longer distances, the TP was increased from 12 to 20 dB (which is the maximum possible) to
compare the performance of the network. Referring to Figure 8, the node located in point 2 was
set with TP values of 12 and 14 dB. The RSSI and package loss values slightly improved when the
transmission power increased. At position 3, nodes were deployed with a TP value of 20 dB to test
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the performance, when this is the maximum power value for the LoRa transceiver, and the location is
the less favourable for the communication. In this case, the RSSI value slightly worsened, while the
package loss percentage improved a bit.Sensors 2020, 20, 6225 12 of 21 
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Although nodes have been powered up through a standard wall socket, all the design and
configuration characteristics were considered to use the nodes in a low-power mode. This enables
powering up the nodes employing batteries. Using a TP of 12 dB and the rest of transmission parameters
as mentioned above, the average power consumption for 1 h is about 1 mA. Thus, considering the use
of a 2200 mAh battery, and assuming a total discharge of 85%, the estimated battery lifetime would be
about 75 days.

The network is fully scalable (i.e., new nodes can be added) without the need of modifying any
parameter on the gateway side. Thus, after the first deployment, the gateway can run continuously,
and just each new node should be registered on the cloud server in order to assign the unique
authentication parameters it needs to become part of the network. This allows enlarging the number
of nodes at any time without affecting the global network performance.

4.2. Gas Sensing Performance

Both commercial (BME680) and lab-made (graphene) sensors where placed in the LoRa node and
exposed to gas pulses of CO or NO2 at concentrations near the threshold limit value (TLV). With that,
it was possible to simulate events of gas leakage or sudden increases in concentration when the
concentration changes from the background level of the target species in the atmosphere to values
above the TLV established by the European US agencies [84,85]. For this purpose, during the CO
pulses, the concentrations were set at 35 and 50 ppm, while the NO2 concentration was set at 200 ppb.
Pulse duration randomly varied between 5 and 15 min. As measurements were performed under
real conditions, the relative humidity (RH) and temperature were variable during the test period,
with average values about 50% and 30 ◦C, respectively.

Figure 9b,c show the responses from both commercial and lab-made sensors towards CO
concentration changes during the simulation of gas leakage events and/or sudden increases in gas
concentration. The index of air quality (IAQ) value was calculated by means of the BSEC software
library provided by the manufacturer of the BME680 multisensor, which is shown in Figure 9a.
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Figure 9. Sensor response to CO. (a) Index of air quality (IAQ) value calculated by means of the BME680
using the BSEC software library, (b) BME680 MOX sensor resistance, and (c) graphene sensor resistance.
Right y-axes of graphs b and c show the CO concentration during the gas exposure.

Results obtained for exposures to CO at 35 and 50 ppm during periods between 10 and 15 min
show how the BME680 MOX sensor resistance and IAQ value follow the changes in gas concentration.
In the same way, after every gas pulse, the BME680 sensor resistance starts recovering its initial value.

On the other hand, the graphene lab-made sensor resistance does not experience a significant
variation during the exposures to CO. This does not mean that the sensor resistance remains constant,
but the resolution of the resistance measurement channel, given by the analog-to-digital converter
(ADC) resolution, is not high enough for detecting the very small resistance variations suffered by the
graphene sensors in the presence of CO at the concentrations and pulse durations tested.

Figure 10a shows the IAQ value obtained during the sensor response to NO2 pulses of 200 ppb
applied during periods of 5, 10, and 15 min.
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Figure 10. Sensor response to NO2. (a) IAQ value calculated by means of the Bosch Sensortec
Environmental Cluster (BSEC) software library using the BME680 sensors exclusively, (b) BME680
metal oxide (MOX) sensor resistance, and (c) graphene sensor resistance. Right y-axes of graphs b and
c show the NO2 concentration during the gas exposure.

The results presented in Figure 10 show how although the BME680 sensor resistance slightly
varies when the concentration of NO2 changes, the IAQ value does not reflect this variation, or even
worse, it decreases in the presence of this pollutant gas. This is an expected result, as the BME680 is
meant to be used for detecting VOCs and CO, which are reducing gases, while NO2 is an oxidising gas.
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Conversely, the graphene lab-made sensor response to NO2 pulses is fully detectable by the
readout circuitry implemented in the nodes. Resistance variations produced during the gas exposure
have values of about 30 Ω for a 5-min exposure period. This variation is at least three times the noise
background level and resistance drift when the sensor is exposed to the background air. This result
makes the system suitable for the detection of a sudden increase in NO2 concentration.

The BME680 sensor is used as a general-purpose gas sensor through the IAQ value, with poor
selectivity, and the IAQ value calculated is just negatively affected by reducing gases. The additional
resistance measurement channel designed allows using a wide range of gas sensitive materials,
thus giving selectivity and widening the set of target gases and applications where the sensor network
can be applied. Further gas sensing response results can be found in Figure S3 (Supplementary
Materials).

For longer exposure time analysis, the graphene sensor was left for about 1 day connected to
the LoRa node (placed indoors) reacting with the NO2 background level present in the atmosphere.
The sensor response was compared with the historical data registered by the automatic stations
from the Network for the Surveillance and Forecast of Atmospheric Pollution in Catalonia obtained
from [86]. Figure 11 shows the graphene sensor response towards the NO2 background level and the
NO2 concentration registered every 1 h by the nearest air quality station to this node in Tarragona.
The evolution of ambient humidity and temperature during this test is shown in Figure S4 (supporting
information). This figure clearly shows that the changes experienced in humidity and temperature
during this experiment did not affect the response of the graphene sensor. Two additional stations in
Tarragona followed the same concentration trend during the same period analysed. Figure S5 in the
supporting information shows the NO2 concentration data obtained from these stations. Finally, a 36 h
continuous measurement experiment was conducted one month later than the one shown in Figure 11,
and the response of the graphene sensor was compared again to the publicly available data for NO2

levels in the Tarragona area. These results are shown in Figure S8 (supporting information) and fully
support the claim that the graphene sensor clearly indicates the episodes of high NO2 concentration in
the ambient.
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Figure 11. (a) Graphene sensor response during about 1 day of exposure to background level of NO2

present in ambient atmosphere, and (b) NO2 concentration registered by an automatic air quality
station in Tarragona.

Despite the poor baseline recovery of graphene sensor due to the room temperature working
conditions, it is worth noting that this gas sensor registered successive variations in its resistance when
operated under real conditions experiments. These variations (registered indoors) correlate very well
with episodes in which the outdoor NO2 concentration increased in the Tarragona area (as revealed
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by the data shown in Figure 11 and Figure S5). Therefore, in front of a sudden increase in the NO2

concentration level above the TLV, our system could easily detect it and raise an alarm.
If a quantitative rather than a qualitative analysis of nitrogen dioxide would be envisaged using

the graphene sensor and the wireless network discussed here, the use of heating for periodically
restoring the sensor surface and recovering its baseline would be needed. In addition, performing
a calibration procedure would be needed as well. Figure S6 (supporting information) shows that
the baseline recovery process for the graphene sensor is possible. In addition, Figure S7 (supporting
information) shows a preliminary calibration curve towards NO2 in the range from 50 to 250 ppb
obtained for the graphene sensor. These results indicate that our system shows potential for performing
a quantitative analysis, but further work beyond the scope of this paper is necessary.

5. Conclusions

This work presents the development of a LoRa-based, scalable, low-cost, and low-power sensor
network for air quality monitoring and gas leakage events detection in real time. The ability of
the network of hot-plugging nodes allows the continuous operation and its easy scalability by just
registering nodes on the cloud server application.

The commercial gas sensor used enables the detection of reducing gases such as VOCs and CO,
and the calculation of an Index for Air Quality according to the total concentration of these pollutant
species in the surroundings. However, this sensor is not able to give a proper IAQ value in the
presence of oxidising pollutant gases, as the IAQ value decreases when the sensor reacts with NO2

(a decrease in the IAQ value is indicative of a better air quality and, obviously, this is not the case if the
concentration of nitrogen dioxide increases). The limitations associated to the use of the IAQ value
when an oxidising gas is present can be overcome using the lab-made graphene sensor. Graphene
and the commercial sensors used in the sensor nodes development allow identifying the presence of
pollutant reducing and oxidising gases through the IAQ value variation and the qualitative information
obtained from the resistance variation of the graphene sensor, respectively. The graphene sensor
developed not only enables the detection of sudden increases in NO2 concentrations but also makes
the system suitable to follow the surrounding NO2 concentration trend in ambient air. The possibility
of functionalising the graphene sensor presented here or the use of other gas sensitive materials can
help modify the selectivity to different target gases, making this system suitable for being deployed in
different application scenarios.

Despite the use of an inexpensive indoor gateway and 2 dBi omnidirectional antennas at the
nodes, and having placed the nodes and gateway at different locations and distances, the RSSI values
obtained were always above the sensitivity level, and the package loss rate was under 7% for every
configuration tested.

The user-friendly web service developed for accessing the data remotely not only allows checking
the values of the IAQ and the NO2 concentrations variation in a qualitative way, but it also shows the
evolution of ambient humidity and temperature.

Further graphene functionalisation (e.g., nanoparticle decoration) is possible to enhance the
results presented here. In addition, not limited to this, different gas sensing materials (e.g., MOXs or
dichalcogenides) can be also adapted to the sensing nodes when other requirements are needed.
This means that our sensing nodes present many possibilities to be improved and high versatility for
being employed in different applications.

Future work will be focused in the quantitation of the target gases measured with chemoresistive
sensors integrated in the sensing nodes. For example, by using heating for periodically restoring the
sensor surface and recovering the baseline and by employing a calibration procedure, the graphene
sensor could be used for quantitatively determining NO2 concentration.
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Supplementary Materials: The following are available online at http://www.mdpi.com/1424-8220/20/21/6225/s1,
Figure S1: Yearly number of publications related to (a) IoT, (b) IoT for air quality monitoring, (c) IoT using LoRa as
wireless technology and (d) air quality monitoring; Figure S2: Coated alumina substrate; Figure S3: Graphene
sensor response for NO2 and CO; Figure S4: Graphic interface of the web service for monitoring sensor data;
Figure S5: Graphene sensor response during about 1 day of exposure to background level of NO2 present in
ambient atmosphere, and NO2 concentration registered by 3 automatic air quality stations in Tarragona; Figure S6:
Graphene sensor resistance baseline recovery process performed using temperature pulses; Figure S7: Calibration
curve for the graphene sensor response at room temperature; Figure S8: Graphene sensor response during 36 h
of exposure to background level of NO2 present in ambient atmosphere (upper panel) and NO2 concentration
registered by four automatic air quality stations in the Tarragona area.
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