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ABSTRACT
Epidemic intelligence efforts aim to predict, timely detect 
and assess (re-)emerging pathogens, guide and evaluate 
infectious disease prevention or control. We emphasise 
the underused potential of integrating the monitoring of 
risks related to exposure, disease or death, particularly in 
settings where limited diagnostic capacity and access to 
healthcare hamper timely prevention/control measures. 
Monitoring One Health exposures, human behaviour, 
immunity, comorbidities, uptake of control measures 
or pathogen characteristics can complement facility-
based surveillance in generating signals of imminent or 
ongoing outbreaks, and in targeting preventive/control 
interventions or epidemic preparedness to high-risk 
areas or subpopulations. Low-cost risk data sources 
include electronic medical records, existing household/
patient/environmental surveys, Health and Demographic 
Surveillance Systems, medicine distribution and 
programmatic data. Public health authorities need to 
identify and prioritise risk data that effectively fill gaps in 
intelligence that facility-based surveillance can not timely 
or accurately answer, determine indicators to generate 
from the data, ensure data availability, regular analysis and 
dissemination.

INTRODUCTION
The frequency of emerging infectious disease 
outbreaks, the size of outbreaks and the 
proportion of outbreaks with antimicrobial-
resistant (AMR) pathogens have been 
increasing for decades as a result of increased 
mobility, population density, agricultural 
expansion, meat production, wildlife trade 
and climate change.1–8 Effective infectious 
disease surveillance is needed to enable early 
warning and timely prevention and control 
interventions. Historically surveillance relied 
largely on healthcare facility-based reporting 
of laboratory-confirmed infections, clinical 
disease, hospital admissions or deaths—
reflecting different stages of disease progres-
sion (figure  1). Facility-based case reports 

are, however, limited in guiding infections: 
delayed by the time lag between an infec-
tion and healthcare facilities reporting a 
diagnosis, and underestimated as a result of 
limited access to healthcare or diagnostic 
capacity.9 Once an outbreak is detected, the 
window for containment may have passed. 
To avoid waiting for an observable increase 
in reported cases before undertaking action, 
the WHO advocates for the integration of 
threat, hazard and vulnerability data as part 
of routine, collaborative surveillance.10 While 
hazards are processes or events that impact 
exposure, infection or disease progression, 
threats are agents or developments that can 
affect health security, and vulnerabilities can 
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transmission patterns, and intervention effective-
ness beyond facility-based case reporting.
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detection, allow identifying at risk populations, and 
facilitate cross-sectoral collaboration for effective 
surveillance and timely public health responses.

http://gh.bmj.com/
http://crossmark.crossref.org/dialog/?doi=10.1136/bmjgh-2024-016870&domain=pdf&date_stamp=2025-02-26
http://orcid.org/0000-0002-2214-6858
http://orcid.org/0000-0002-3312-7185
http://orcid.org/0000-0001-6727-7344


2 Ingelbeen B, et al. BMJ Glob Health 2025;10:e016870. doi:10.1136/bmjgh-2024-016870

BMJ Global Health

make individuals or systems susceptible to the effects of 
hazards.11

During the COVID-19 pandemic, enhanced surveil-
lance systems, such as digital contact tracing, genome 
sequencing, wastewater surveillance or absenteeism 
monitoring, were set up, but most are being scaled 
back as resources are scarce and priorities shift.12 At 
the same time, public health authorities reflect on the 
integration of such enhanced surveillance components 
with relevance beyond COVID-19, to inform prevention, 
preparedness and control of other endemic or emerging 
diseases.13

The response to the detection of vaccine-derived polio-
virus type 2 (VDPV2) in London sewage in 2022 illus-
trated the potential of integrated surveillance of threats, 
hazards and vulnerabilities.14 Following repeated detec-
tion of the virus in sewage (hazard), subpopulations 
with insufficient vaccination coverage were identified 
(vulnerability). Primary care providers then reached out 
to un(der)vaccinated children for catch-up vaccination. 
Thus, before a single paralysis case was reported, an 
anticipated outbreak could be prevented, guided by data 
on risk (hazard and vulnerability) rather than on disease.

We reviewed successful applications of the monitoring 
of risks to inform infectious disease prevention and 
control, and their potential for integration with facility-
based surveillance. We then propose low-cost data sources 
to monitor risks.

RISK DATA INFORMING INFECTIOUS DISEASE OUTBREAK 
PREVENTION/CONTROL
In public health, risk can be (1) exposure, or a proxy 
for it, such as the aforementioned persisting presence of 
VDPV2 in sewage indicating viral shedding in the commu-
nity, potentially exposing susceptible individuals, (2) 
determinants of exposure, such as recent travel to coun-
tries where VDPV2 is circulating, (3) determinants of 
disease progression, such as insufficient pathogen-specific 

antibody level as a result of poor vaccination coverage, 
(4) presymptomatic infection or carriage, such as faecal 
shedding of VDPV2 and (mis)match with used poliovac-
cines or (5) characteristics of the pathogen, such as viru-
lence or resistance genes or immune escape of clinical 
isolates (figure 1). Risk surveillance focuses on the prob-
ability of exposure, of infection, and of the transition 
between stages of disease progression, rather than having 
a focus on counting cases of each stage.

One Health risks
Other recent examples of sewage surveillance appli-
cations involve metagenomic sequencing of infectious 
agents and their resistance genes in different One Health 
compartments. Sequencing samples drawn from sewage 
or human wastewater plants aims to monitor the presence 
and/or abundance, before any clinical cases are diag-
nosed and reported.15 16 In the absence of sewage systems, 
pooled environmental, manure or slaughterhouse waste 
samples are proposed and piloted as alternatives to track 
gene presence/abundance across One Health sectors.17 
Effective integration of such environmental or veterinary 
sampling as part of food safety, research or for animal 
health, with human health surveillance, can effectively 
guide integrated prevention/control interventions, not 
limited to a single One Health compartment.17 During 
the 2021–2024 surge of highly pathogenic avian influ-
enza A(H5N1), surveillance initially focused on wild and 
livestock birds, its known reservoir. Following reports 
of influenza A(H5N1) in dairy cows and two humans 
after interaction with infected dairy cattle in April 2024, 
enhanced surveillance is now screening sewage and retail 
milk for H5N1 RNA. This not only allows for tracking 
new outbreaks in livestock cattle but also monitors the 
risk of exposure to humans.18

Furthermore, determining and monitoring the spatial 
distribution of (intermediate) animal hosts (eg, canine 
rabies)19 or vectors (eg, using cumulative Aedes mosquito 

Figure 1  Stages of disease progression (black) with risk of exposure, infection, disease and disease progression: threats 
(purple), hazards (blue) and vulnerabilities (orange). Carriage is the ongoing colonisation of skin, genital mucosa, respiratory or 
gastrointestinal tract. Distinguishing the various stages reflects the main structure of compartmental mathematical models of 
many infectious diseases, illustrating the complexity of risk surveillance and understanding transmission during an outbreak.
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infestation levels or the presence of Aedes breeding 
sites)20 can successfully inform geographical targeting of 
control interventions. Entomological surveys or vector 
observation in citizen science projects could guide vector 
control or early warning of emergence to reduce the risk 
of arbovirus infections such as dengue, chikungunya and 
zika (table 1).21

Behaviour
Generally, the occurrence or emergence of an outbreak 
and its growth rate relate to the rate of contact between 
hosts or between vectors and hosts, the probability of 
transmission given a contact, and the mean duration of 
infectiousness. These are all influenced by host or vector 
behaviour, including mobility and social network struc-
tures. COVID-19 epidemic or pandemic growth—and the 
effectiveness of physical distancing measures to interrupt 
contacts and reduce exposure—were estimated from 
existing mobility and contact data, for example, mobile 
phones measuring exposure through an exchange of 
anonymous, randomly generated IDs between phones 
using Bluetooth,22 user data of the National Health 
Service COVID-19 app23 or from the average number of 
reported contacts during COVID-19 contact tracing.24 
Activities, locations and subgroups with higher rates of 
SARS-CoV-2 transmission were identified from mobile 
phone location data or check-ins on social media.25–27 
Mathematical modelling combined with flight itin-
erary data has estimated the effect of travel restrictions 
on imported Ebolavirus disease (EVD) or SARS-CoV-2 
cases.28–30 Despite demonstrations in research context of 
the usefulness of contact data to predict local outbreak 
patterns, most countries do not routinely use mobility 
data as part of outbreak risk assessment or surveillance, 
nor issued policies on the use of local data sources.

Health literacy and programmatic data
Dynamic transmission models are increasingly informing 
pandemic and epidemic responses. Such models, when 
calibrated with data on the successful uptake of inter-
ventions, can—and have—successfully estimated the 
risk of disease (outbreaks), for example, using data 
on the (correct) use of insecticide-treated bednets for 
malaria.31 Other such uses of programmatic data could 
involve condom use for sexually transmitted infections, 
and handwashing surveys for gastroenteritis, droplet-
transmitted respiratory infections, or healthcare-
associated infections. Such hazards or vulnerabilities 
are routinely collected through programmatic data thus 
readily available for surveillance.

Population and host factors
Age-specific levels of immunity of the population, esti-
mated directly from serosurveys or indirectly from vacci-
nation coverage, allow estimating the risk of an outbreak 
of a known pathogen occurring, the expected amplitude 
of a potential outbreak, its timing, groups most at risk of 
infection and effectiveness of interventions in mitigating 

the outbreak. Similarly, the population’s age distribu-
tion and the prevalence of comorbidities will determine 
outbreak size and severity.

Targeting the most at-risk populations can improve 
interventions’ efficiency and effectiveness. For seasonal 
or recurring infectious diseases, timing, geographical 
areas and subpopulations at higher risk can be identified 
from historic surveillance data, even if prone to reporting 
bias from differing healthcare utilisation or diagnostic 
capacity. Several existing interventions target populations 
at increased risk, based on previously observed spatial or 
social distribution. In many countries, tuberculosis or 
multidrug-resistant tuberculosis screening targets specific 
subpopulations, that is, individuals born in countries 
with a high background prevalence, household contacts 
of diagnosed cases and other vulnerable groups.32 The 
global cholera elimination strategy proposes to focus 
interventions on so-called hotspots, geographically 
limited areas, based on local case incidence, tempo-
rality of transmission, role in spread to other regions or 
areas, case fatality and vulnerability in terms of access to 
healthcare, to safe water and sanitation.33 For malaria 
and dengue, hotspots have been defined as transmission 
foci where individuals and households are at higher risk 
to be infected, and then transmit the parasite, quanti-
fied respectively through population screening and by 
combined use of vector abundance, human population 
density and historical cumulative incidence.20 34

Emerging pathogens and changing pathogen characteristics
Throughout EVD, Lassa Fever, COVID-19 and mpox 
outbreaks, genomic sequencing capacity increased glob-
ally, yet most applications are for research purposes, and 
the use for routine infectious disease surveillance remains 
limited.35 This while integrating genome sequencing 
within public health surveillance has proven pivotal for 
the effective support of (1) the detection of emerging 
infectious agents in humans, animals or environment 
that could pose a public health threat, that could be 
translated into target genes for diagnostics, (2) the detec-
tion of mutations or genes in existing infectious agents 
that could alter their virulence, transmissibility, AMR or 
diagnostic detection, (3) estimating transmissibility,36 (4) 
confirm or discard transmission chains within outbreaks, 
and (5) confirm or disprove that related cases belong to 
the same outbreak, improving specificity and timeliness 
of the detection of outbreaks,37 or (6) determine index 
case or source, informing outbreak investigations and 
control.

AMR profiles of bacterial pathogens are successfully 
predicted from metagenomic sequence data of pooled 
stool and sewage samples, with anticipated potential to 
guide antimicrobial treatment.38 39 Using selective bacte-
rial culture on filtered sewage samples, the Dutch institute 
for public health and environment monitors population 
carriage of carbapenemase-producing Enterobacte-
rales, among other applications to determine the role of 
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Table 1  Disease and risk indicator (signals) for epidemic intelligence, stages of exposure to disease progression impacted, 
applied on arbovirus outbreaks (eg, West Nile Virus, dengue, chikungunya and yellow fever)

Disease/risk Indicator signal
Disease‍ ‍/threat‍ ‍/
hazard‍ ‍/vulnerability‍ ‍

Stage disease 
progression

Examples of public 
health measures 
possibly introduced or 
scaled up, based on 
the change in (one or 
more) disease or risk 
indicator(s)

Infection or disease

Case number Single lab confirmed case ‍ ‍ Disease Outbreak investigation, 
screening of 
neighbourhood 
population

Increase in incidence ‍ ‍ Disease Targeted awareness 
campaign, risk group 
screening, vaccination

Exceeding healthcare 
capacity

‍ ‍ Hospit. Surge capacity hospital 
beds

Transmission Local transmission by 
endemic vector

‍ ‍ Infect. Source/contact tracing, 
quarantine, isolation

Local transmission from 
invasive vector

‍ ‍ Infect. Outbreak investigation, 
quarantine

Cluster of genomically 
linked human cases

‍ ‍ Infect. Outbreak investigation, 
link to common source/
location

Time since last reported 
case

‍ ‍ Infect. Contact tracing, vector 
control

Sustained transmission ‍ ‍ Infect. Increasing hospital 
capacity, remove 
breeding sites, health 
education

Death number Single possible/confirmed 
death

‍ ‍ Death Outbreak investigation; 
search cases

Case fatality above a 
threshold

‍ ‍ Death Vaccination; Free 
healthcare (reduce 
healthcare seeking delay)

Infection rate Increased infection rate in 
subpopulation

‍ ‍/‍ ‍ Infect. (Catch-up) vaccination of 
at-risk subpopulation

One health

Vector Presence/abundance of 
vector
Number of breeding sites

‍ ‍/‍ ‍ 
‍ ‍ 

Expos.
Expos.

Breeding site removal; 
public awareness 
campaign; enhanced 
disease surveillance

Climatic Flooding ‍ ‍ Expos.

Average temperature ‍ ‍ Expos.

Sewage Presence/abundance of 
pathogen or vector genes

‍ ‍ Expos. Early warning to scale 
up testing or search for 
cases or vector

Crowding Refugee camp ‍ ‍/‍ ‍ Expos/infect/dis./
hospi

Repeated vaccination 
campaigns; health 
education

Animal Livestock/wildlife arbovirus 
outbreak

‍ ‍/‍ ‍ Expos. Vector control; health 
education; enhanced 
disease surveillance

Continued
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hospitals as acquisition sources and to monitor the emer-
gence of new resistance genes.40

During the 2019 dengue virus outbreak in the Philip-
pines, genetic sequencing was used to identify and track 
the spread of different dengue virus serotypes, guiding 
targeted vector control and public health campaigns in 
the most affected regions. Moreover, vaccination strate-
gies are better informed by serotype-specific vaccine effi-
cacy while varying across serotypes.41

LOW-COST DATA SOURCES TO IMPROVE RISK MONITORING 
BEYOND FACILITY-BASED SURVEILLANCE
Medical records
To estimate outbreak potential or identify at-risk popula-
tions, medical acts (eg, vaccination or absence of it), diag-
noses (eg, hypertension) or treatments (eg, antibiotics) 
can be compiled to infer the risk of infection, disease 
progression, severity or deaths. Several low-income and 
middle-income countries (LMICs) have harmonised 

Disease/risk Indicator signal
Disease‍ ‍/threat‍ ‍/
hazard‍ ‍/vulnerability‍ ‍

Stage disease 
progression

Examples of public 
health measures 
possibly introduced or 
scaled up, based on 
the change in (one or 
more) disease or risk 
indicator(s)

Behavioural

Population mobility Estimation of imported 
cases derived from inbound 
air passenger data, related 
outbreak risk

‍ ‍ Infect. Passenger screening 
or quarantine; travel 
restrictions; test prior to 
air travel or at arrival

Places visited by cases (eg, 
home, work, school)

‍ ‍ Expos. Spatially targeted 
interventions

Absenteeism Increase in absenteeism 
from school/work

‍ ‍ Disease Syndromic surveillance

Medicine use Defined daily doses per 
capita from sales data

‍ ‍ Disease Syndromic surveillance, 
if testing capacity limited

Programmatic

Vaccination Start arbovirus outbreak (for 
dengue in populations with 
endemic dengue)

‍ ‍ Disease Vaccination campaign

Health literacy Awareness role vector 
breeding sites

‍ ‍ Expos. Public awareness 
campaign

Vector control Number of breeding sites ‍ ‍/‍ ‍ Expos. Breeding site removal; 
public awareness 
campaign

Population/host factors

Malnutrition Stunting, wasting ‍ ‍ Disease/hospit. Programmes supporting 
food security, biodiversity 
in agriculture

Immunity Prevalence of (serotype)-
specific antibodies

‍ ‍ Infect. Population serological 
survey; vaccination

Comorbidities Prevalence 
immunodeficiency

‍ ‍

 
Hospit. Targeted vaccination

Sero-prevalence among 
pregnant women

‍ ‍ Hospit. Antenatal care

Pathogen characteristics

Serotyping Serotyping of dengue 
virus underlying infection/
outbreak

‍ ‍ Infect./hospit. Vaccination campaign; 
targeted vaccination (in 
seropositive); voluntary 
traveller screening 
programmes (eg, 
geosentinelles)

Table 1  Continued
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electronic medical records, using District Health Infor-
mation Software (DHIS), an open-source health infor-
mation management system, offering opportunities for 
disease surveillance without additional workload and 
resources.42 Its continued availability allows monitoring 
trends in comorbidities, vaccination coverage and medi-
cine use over time and as outbreaks come and go. DHIS 
data have been used to assess the effect of free health-
care provision on healthcare utilisation during an Ebola 
outbreak in DR Congo, malaria control interventions in 
Burundi, for COVID-19 and measles surveillance in the 
DR Congo, facility-based case reports in Guinea, among 
several examples.43–46

Population cohort-based surveillance
Most resource-constrained countries lack robust civil 
birth and death registries but have one or more popu-
lation cohorts or other community-based surveillance 
networks. Many such systems can provide demographic, 
socioeconomic, environmental, human host factors or 
behavioural indicators linked to population denomina-
tors.

Health and Demographic Surveillance Systems 
(HDSSs) consist of a longitudinal follow-up of a popu-
lation cohort living in a well-defined geographical area, 
regularly registering largely similar data—mainly for 
research purposes. By systematically collecting house-
holds’ demographic, health status and risk data during 
household visits or phone calls, HDSS could resolve 
important limitations of facility-based disease surveil-
lance. HDSS could function as a network of sentinel 
populations to monitor risks, infer measures of disease 
occurrence using accurate denominators and healthcare 
seeking behaviours and evaluate the performance of 
interventions or populations’ susceptibility (embedding 
serosurveys).

Participatory surveillance, in which volunteers in a 
population cohort can participate and report data, could 
be a stand-alone, less resource-demanding alternative or 
complement to population-based surveillance. Telephone 
applications can facilitate self-reporting of behaviour, 
exposures and symptoms by surveillance participants. 
Thus, reported syndromes could support outbreak detec-
tion and reported behaviour or sentiments could inform 
practices associated with disease, similar to InfluenzaNet 
since 2003 in the Netherlands (now called infectieradar), 
monitoring attitudes towards COVID-19 vaccination, 
testing and isolation in Italy, France and Belgium and the 
ZOE COVID app in the UK.47–49 Nasal self-swabs from 
randomly selected volunteers sent by mail in the UK 
indicated SARS-CoV-2 infection prevalence, anticipating 
increases in hospital admissions and deaths.50 Several 
countries established in recent years initiatives involving 
the public to count and report mosquitos.51

Repeated cross-sectional studies
A national health survey was conducted in 1935 in the 
USA, as a way to obtain risk and morbidity data with 

reliable population denominators.52 Since the 1980s and 
90s, repeated health surveys have been established in 
numerous LMICs under different formats. The Demo-
graphic and Health Surveys (DHSs) and the Multiple 
Indicator Cluster Surveys demonstrated how household 
surveys can provide trends in population’s or patients’ 
demographic and health indicators in order to eval-
uate public health interventions. Use of data generated 
from these surveys by public health institutions, officials 
and researchers is, however, limited or delayed,53 even 
though they could provide information on relevant risk 
indicators such as hand-washing practices, vaccination 
coverage, bednet use, health status or healthcare utilisa-
tion. Demographics and healthcare utilisation reported 
in DHS could be used, respectively, to provide the popu-
lation structure for mathematical infectious disease 
models and to infer the actual number of disease cases 
from the limited number of cases that sought healthcare.

Repeated outpatient or hospital-based point-prevalence 
surveys can provide important and low-cost surveillance 
on clinical presentations, duration of admission, antibi-
otic use, AMR, quality of care and infection prevention 
and control. Point-prevalence surveys are widely used 
globally to identify outbreaks of healthcare-associated 
infections and estimate their prevalence.54

Medicine distribution
In countries where the production and import of medi-
cines is traced, sales data or records of the amount of 
active ingredient consumed can be used to estimate 
nationwide medicine use, particularly antibiotic use.55 
Health insurance data have been used to monitor disease 
incidence and to estimate testing rates for sexually 
transmittable diseases, thus continuously evaluating the 
control strategy’s effectiveness.56

OUTLOOK TO FUTURE OUTBREAK CONTROL
Technological and diagnostic advances can facilitate 
embedding risks in infectious disease surveillance. Digital 
disease and risk data are more rapidly available, as are 
non-traditional digital data sources of which some listed 
above (eg, mobility data), but also OpenStreetMap, tradi-
tional and social media have increasingly been leveraged 
Initiatives such as ​Global.​health automatically collate 
and curate standardised, deidentified case records at the 
start of emerging disease outbreaks.57 Standardising data 
collection over time and across countries and regions 
allows for improved multicountry analyses, in addition 
to (semi)automising predictable tasks related to disease 
surveillance and control, that is, data cleaning processes, 
linkage of disease and risk data, efficient analysis and 
signal detection. The use of large language models, 
either directly (eg, prompting technology to produce 
computer code) or indirectly by setting up agents that 
communicate on dedicated tasks, could support data and 
intelligence pipeline implementation even if resources 
are constrained.58 Over time, experience gained through 
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the detection of signals subsequently investigated will 
allow establishment and fine-tuning of risk indicator 
thresholds. As the association between risk and disease or 
outbreaks is not by definition linear over time, place and 
populations, risk data require careful and continuous 
validation. Timely data interoperability, linkage and data 
sharing at the start of an outbreak require clear govern-
ance and responsibilities for who generates and who uses 
data and should be decided prior to an outbreak occur-
ring.59

Increasing availability of point-of-care molecular or 
lateral flow tests, currently already widely used in many 
countries for tuberculosis, malaria or COVID-19, and 
the integration of test results provide dual advantages of 
improved clinical diagnosis and early detection of cases 
and outbreaks.

Better collaboration on surveillance across disease 
and threat surveillance systems, across sectors, emer-
gency cycles and geographical levels, as propagated by 
the WHO,10 could (1) speed up signal detection, (2) 
better identify populations at increased risk of infection, 
disease, hospitalisation or death, through linkage of risk, 
disease, diagnostic and population data, (3) improve case 
ascertainment, by regularly updating case definitions to 
the latest epidemiological situation, including geograph-
ical foci with pathogen circulation, occupational risks, 
setting-specific transmission or a pathogen’s AMR 
profile. Targeted interventions, differentiating between 
risk profiles, will be more effective, (cost)efficient and 
acceptable than generic interventions based on facility-
based clinical data only.

CONCLUSION
Infectious disease surveillance is increasingly moving 
beyond facility-based case reporting, offering opportuni-
ties for more timely, more effective, better targeted and 
adapted infectious disease prevention and control meas-
ures and epidemic preparedness. Countries and regions 
need to identify and prioritise which threats, hazards 
and vulnerabilities can best inform their prevention 
and control measures, how data can be made available, 
regularly analysed, what intelligence should be gener-
ated from the data, when and by whom, and how intelli-
gence should be disseminated for disease prevention and 
control.
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