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ABSTRACT
Rapid, inexpensive, and laboratory-free diagnostic of viral pathogens is highly critical in control-
ling viral pandemics. In recent years, nanopore-based sensors have been employed to detect, 
identify, and classify virus particles. By tracing ionic current containing target molecules across 
nano-scale pores, nanopore sensors can recognize the target molecules at the single-molecule 
level. In the case of viruses, they enable discrimination of individual viruses and obtaining 
important information on the physical and chemical properties of viral particles. Despite classical 
benchtop virus detection methods, such as amplification techniques (e.g., PCR) or immunological 
assays (e.g., ELISA), that are mainly laboratory-based, expensive and time-consuming, nanopore- 
based sensing methods can enable low-cost and real-time point-of-care (PoC) and point-of-need 
(PoN) monitoring of target viruses. This review discusses the limitations of classical virus detection 
methods in PoN virus monitoring and then provides a comprehensive overview of nanopore 
sensing technology and its emerging applications in quantifying virus particles and classifying 
virus sub-types. Afterward, it discusses the recent progress in the field of nanopore sensing, 
including integrating nanopore sensors with microfabrication technology, microfluidics and arti-
ficial intelligence, which have been demonstrated to be promising in developing the next 
generation of low-cost and portable biosensors for the sensitive recognition of viruses and 
emerging pathogens.
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1. Introduction

As one of the major causes of infectious disease, 
viruses continue causing global pandemics and 
constituting significant challenges and concerns 
in global public health [1]. Severe acute respiratory 
syndrome coronavirus 2 (SARS-CoV-2) has been 
rapidly spreading worldwide since December 2019, 
when it first was discovered in Hubei, China [2]. 
This pandemic once again pointed out the need 
for developing versatile point-of-need (PoN) mon-
itoring and point-of-care (PoC) diagnostic devices 
for performing accurate, fast, cost-effective, and 
laboratory-free tests upon the emergence of 
a new class of pathogen [3,4]. In this paper, PoN 
devices refer to the ones used to monitor non- 
patient samples such as air and water, while PoC 
devices refer to technologies used to test human 
body fluids. Implementation of PoN and PoC 
techniques is very critical in controlling epidemics 
and pandemics by quickly identifying and isolating 

the infected environments and people and provid-
ing early treatment [5]. An ideal detection techni-
que should satisfy the criteria of specificity, 
sensitivity, simplicity, speed, and cost [6].

Traditional approaches to diagnose viral infec-
tions are 1) direct detection of viral particles in the 
clinical samples, 2) isolation and identification of 
virus cultured cells, and 3) human antibody detec-
tion in the patient’s serum. However, these meth-
ods are laboratory-based and require costly 
equipment and trained personnel to be performed. 
In recent decades, direct detection methods have 
advanced significantly. For example, Polymerase 
Chain Reaction (PCR)-based techniques can pro-
vide a definitive answer in less than 24 h; however, 
they have limitations such as high cost and cross- 
contamination [7]. The process of producing 
recombinant proteins and antibodies in immuno-
logical assays is also very complex [8]. A summary 

*CONTACT Pouya Rezai pouya.rezai@lassonde.yorku.ca Department of Mechanical Engineering, York University, Toronto, ON, Canada

BIOENGINEERED
2021, VOL. 12, NO. 2, 9189–9215
https://doi.org/10.1080/21655979.2021.1995991

© 2021 The Author(s). Published by Informa UK Limited, trading as Taylor & Francis Group. 
This is an Open Access article distributed under the terms of the Creative Commons Attribution-NonCommercial License (http://creativecommons.org/licenses/by-nc/4.0/), which 
permits unrestricted non-commercial use, distribution, and reproduction in any medium, provided the original work is properly cited.

http://www.tandfonline.com
https://crossmark.crossref.org/dialog/?doi=10.1080/21655979.2021.1995991&domain=pdf&date_stamp=2021-11-21


of the approaches to diagnosing viral infections 
and their major strengths and limitations are 
given in Table 1. Although the limit of detection 
(LOD) is a key characteristic for method compar-
ison in terms of the performance and utility of 
viral detection methods in various clinical settings, 
due to variability in the reference standard mate-
rial and methods of quantitation used during the 
evaluation of limits of detection for different 
viruses, it has been challenging to compare perfor-
mance among these detection methods. In addi-
tion, some immunological assays have been 
developed based on the immune response and 
immunity to specific pathogens by measuring anti-
bodies or antigens. In this case, LOD cannot be 
determined for method comparison [9]. The lim-
itations and challenges associated with the tradi-
tional viral detection approaches point out the 
need for developing reliable, rapid, low-cost, and 
portable diagnostic techniques to quantify viral 
pathogens [8].

Nanopore sensing is an emerging technology 
that enables real-time and label-free recognition 
and characterization of different molecules down 
to the single-molecule level[10]. Nanopores are 
structures at the molecular scale and can be 
assembled through genetic engineering by using 
protein ion channels, or they can be synthetically 
fabricated on a solid substrate by taking advantage 
of recent progress in nanotechnology and nano-
fabrication [11,12]. Applying an electrical signal 
across a nanopore causes ions to flow through it 
and generate an ionic current. When a target 
molecule diffuses or passes through the nanopore, 
the ionic current would be obstructed. When the 
nanopore size is in order of the analyte size, the 
change in various properties of the ionic current 
becomes very prominent. Analyzing the ionic cur-
rent trace provides important information regard-
ing the target analyte in real-time response [10]. 
Due to the electrical nature of this technology, 
nanopore-based sensors are extremely sensitive 
and reliable. Additionally, they are rapid, cost- 
effective, and capable of being miniaturized, 
which are essential requirements in developing 
PON sensors [13].

The idea of employing the nanopore sensing 
technique in single-molecule detection was first 
proposed in the early 1990s when the possibility 

of sequencing a single strand of DNA molecule by 
threading it through a nanopore and recording the 
discrete levels of conductance blockade for each of 
its bases was discussed [14]. Since then, nanopore 
sensing as a novel analytical technique has been 
applied for sequencing nucleic acids [15], analyz-
ing peptides and proteins [16,17], detecting metal 
ions [18,19] and small molecules [20], characteriz-
ing particles for drug delivery systems (e.g., emul-
sions and liposomes) [21,22], polymeric and 
inorganic nanoparticles [23,24], extracellular vesi-
cles [25], and quantifying biomacromolecules, 
including bacteria and viruses [26–28]. This 
method enables the analysis and investigation of 
the single molecule’s characteristics that cannot be 
studied within ensemble systems [15]. In addition, 
complicated or time-consuming procedures for 
sample preparation are not needed in this method. 
However, due to limitations in the size of available 
pores (mainly protein nanopores that are much 
smaller than the size of virus particles) and fabri-
cation techniques for the development of synthetic 
pores with customized properties, there have been 
limited reports on the application of this method 
for detection of virus particles until recent years.

Significant advancements in nano/microfabrica-
tion methods have enabled the fabrication of 
robust and low-cost solid-state nanopores with 
tunable geometry, size, and surface chemistry. 
Therefore, there has been rising interest in utiliz-
ing nanopore sensing platforms for efficient and 
rapid bioanalytical applications, including detect-
ing single-virus [26,29], monitoring the virus- 
antibody interactions [30], identifying virus sub-
types [27,31], monitoring virus inactivation for 
evaluation of various inactivation methods [32], 
and precise characterization of individual viruses 
such as mass [33], zeta-potential [34], and 
mechanical properties [35] measurements.

Although there are multiple review papers on 
nanopore sensing technology, they mainly discuss 
the kinetics of nanopore sensing and review the 
applications of this method in sequencing DNA 
molecules, detecting proteins and small molecules 
[12,36–38]. There is also a review on the quantifi-
cation of viruses using nanopore sensors which 
discusses the advancements in this field till 2016 
[39]. Meanwhile, this review discusses the funda-
mentals of nanopores and nanopore sensing 
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methods and provides their up-to-date applica-
tions in viral sensing. Furthermore, the integration 
of nanopore sensors with microfluidic platforms 
and artificial intelligence (AI) to develop the next 
generation of PoC virus recognition sensors with 
automated analysis (i.e., via smartphones) is 
discussed.

2. Nanopore sensors

A nanopore sensor consists of a pore in the scale 
of a few to hundreds of nanometers formed within 
an insulating membrane, which separates two elec-
trolyte chambers [12]. Applying an electrical signal 
across this insulating membrane causes ions to 
flow across the nanopore and generates an ionic 
current. When a target molecule diffuses or passes 
through the nanopore, it blocks the ions’ flow, as 
demonstrated in Figure 1. If the size of the nano-
pore is in order of the analyte’s size, this current 
blockade becomes very prominent and can be used 
to sense and characterize the analyte of interest. By 
statistical analysis of the blockade event, such as its 
shape, amplitude, duration, and frequency, one 
can obtain the target molecule’s different proper-
ties, such as its size, geometry, weight, surface 

charge, and interaction with other molecules, at 
the single-molecule level and in real-time 
responses [10].

Based on the type of nanopore and membrane 
layer, nanopore sensors can be classified into two 
main groups of biological and solid-state nano-
pores [36], as demonstrated in Figure 2. In biolo-
gical nanopores, the pore consists of a protein pore 
inserted in a lipid bilayer, while in solid-state type, 
it is a nano aperture fabricated in a thin solid 
membrane.

At first, the nanopore term referred to the bio-
logical ion channels, consisting of the self- 
assembled membrane proteins to shape 
a nanopore. Structures, Properties, and analyte 
types of frequently used biological nanopores are 
summarized in Table 2. Protein pores are respon-
sible for almost all physiological processes, such as 
transducing electrical signals (ion transportation) 
in the muscles and nervous system through the cell 
membrane and energy storage [11]. The biological 
nanopores are usually embedded in the lipid 
bilayers, such as cyclodextrin nanotubes [45] and 
metal-organic polyhedral [46]. They can be pre-
pared in reproducible manners with the same phy-
sical and chemical properties. Since the pioneering 

Figure 1. A schematic view representing the fundamentals of the nanopore sensing method. a) The flow of Ions across the nanopore 
as a reason for an applied electric potential across cell membrane. Passage of a protein (of interest) partially blocks the ionic flow 
which results in a drop in the pore’s ionic current. Once the protein is translocated, the ion flow is restored. b) A representative 
graph of monitoring the ionic current over time shows a single molecule (protein) translocation. By processing the data, the 
nanopore data and characteristics are extracted from the current-time response.
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demonstration of detecting nucleotide using 
alpha-hemolysin [47], scientists have been devel-
oping and engineering various biological nano-
pores to use in many applications within the field 
of nano-biotechnology, especially for the detec-
tion, discrimination, and manipulation of single 
molecules [11]; some examples include metal 
ions [48], nucleotide [49], small-molecule [50], 
and protein [51]. The idea of using nanopores in 
biosensing applications was first proposed in the 
early 1990s by Branton et al. [52], where they 
demonstrated the possibility of sequencing the 
entire DNA strand by different levels of conduc-
tance blockade for each base of DNA strands. 
Shortly after, the revolutionary work done by 
Kasianowicz et al. [47] demonstrated precise char-
acterization of DNA and RNA molecules translo-
cation across a biological nanopore, more 
specifically the α-hemolysin protein.

Similar to the biological pores, solid-state nano-
pores are apertures in the scale of a nanometer. 
They are mainly fabricated within various organic 
and inorganic synthetic thin films (usually SiNx or 
SiO2 membranes) of several nanometers to a few 
micrometers thickness. Solid-state nanopores are 
being implemented by leveraging nano/microfab-
rication technology.

The main advantages of biological nanopores 
over their synthetic counterparts are low detec-
tion noise, biocompatibility, and excellent mea-
surement stability due to their precise diameter 
attributed to their amino acid sequence. 
Although the dimensions and structures of 

biological nanopores are predetermined by nat-
ure, different attempts have been made to engi-
neer and alternate their pore sizes [53]. Also, 
site-directed mutagenesis has been employed to 
precisely alter the surface functionalities of bio-
logical nanopores [54]. However, the flexibility 
of the biological nanopores in tuning their 
properties is limited and requires intensive 
engineering efforts [55].

One of the main challenges of using biological 
nanopores in sensing applications is the compli-
cated designing process of a new recombinant 
protein. Moreover, after the design, the synthesis 
process has limitations in the produced protein 
(a few mg) [11]. Although the Oxford Nanopore 
developed ultra-fast DNA sequencing that uses 
α-HL channel proves that this produced amount 
is sufficient for applying single-molecule sensing 
[64], this channel cannot be used to create 
a high-density nanopore membrane with 
a large surface.

Another limitation of biological nanopores is 
the instability of the lipid bilayers [11]. 
Although most of the biological nanopores 
show acceptable tolerance in different experi-
mental conditions, the high sensitivity of their 
lipid bilayer to their environments, such as 
temperature, pH, ionic forces, and other exter-
nal conditions, limits their performance and use 
[11]. The instability of lipid bilayers limits the 
application of biological nanopores to specific 
experimental conditions and limits the mass 
production of biological nanopore sensors 

Figure 2. a) A biological nanopore (Aerolysin protein, dia. ~1–1.7 nm) inserted in a lipid bilayer for in vitro detection applications. b) 
A solid-state nanopore which is fabricated within a Si3N4 membrane layer. The nanopore’s diameter can be tuned finely (usually ranges 
more than 2 nm). The solid-state nanopore’s shape can be a cone, cylinder, or an hourglass, based on the fabrication techniques. The 
membrane thickness in cylindrical nanopores defines the depth of the nanopore (usually ranges between 10–200 nm). Using semi-
conductor processing methods or surface chemistry, the solid-state silicon nitride nanopores can be easily modified.
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Table 2. Structure, Properties, and analyte types of frequently used biological ion channels (nanopores).

Biological Nanopore
Diameter 

(nm)
Crystal structure 

(Side View)
Crystal structure 

(Top View) Analytes[56] PDB ID

Alpha-hemolysin 
(α-HL)

1.4 nm Small organic molecules, 
nanoparticle, amino acids, 
proteins, 
peptides, metal ions, ssDNA, 
RNA, polymers

3ANZ[57]

Mycobacterium smegmatis 
porin A (MspA)

1.2 nm dsDNA, ssDNA 1UUN[58]

Aerolysin (AeL) 1-1.7 nm Proteins, 
Peptides,

5JZT[59]

Bacteriophage phi29 
(Phi29)

3.6 nm dsDNA, ssDNA, thioester  
antibody

1H5W[60]

Cytolysin A (ClyA) 3.3 nm Proteins, ssDNA 2WCD[61]

Outer membrane  
protein G (OmpG)

1.3 nm Small molecules Proteins, 2F1C[62]

Stable Protein 1 (SP1) 3 nm ssDNA 1TR0[63]
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[36]. It has been reported that tethering lipid 
bilayer on solid supports can improve its stabi-
lity [65]. Furthermore, the glass nanopore 
approach presents smaller bilayer capacitance 
and lower noise. Other reported methods for 
this purpose include using precast gels to pro-
tect the planar bilayer and polymerization of 
phospholipid bilayer membranes [66]. Bayley 
et al. [67] used a planar phospholipid bilayer 
with an embedded single biological α-HL nano-
pore and inserted it between two agarose gel 
layers. Analyte molecules could access the 
encapsulated nanopore through the thin porous 
agarose layer and could be detected. The 
resulted protein nanopore chips could be 
stored, transported, and used repeatedly. 
Despite protein pores, solid-state nanopores’ 
shape, dimensions, and surface properties can 
be tuned for various applications. They also 
have more chemical, thermal, and mechanical 
stability and can be integrated within nanoflui-
dic and microfluidic systems. Moreover, the 
synthetic nanopores are easy to use and can 
be upscaled at large surface areas. Other speci-
fic properties of biological nanopores, such as 
the gating property induced by an external sti-
mulus and perm-selectivity, can be mimicked 
by synthetic nanopores. This category of nano-
pores has been of great interest for various 
applications such as osmotic energy conversion, 
tissue regeneration, drug delivery, and biosen-
sors [68,69]. Recent progress in the design, fab-
rication, and engineering of solid-state 
nanopores has made nanopore sensing technol-
ogy a versatile method by providing low cost, 
high throughput, and reliable biosensors at the 
scale of single-molecule [70].

Since the virus particles are usually larger than 
the diameter of biological pores, mainly solid-state 
nanopores have been employed to quantify the 
whole virus particles. However, since biological 
nanopores have recently been applied in sensing 
viruses’ RNA promoters [29], we have discussed 
them in this paper. It is worth mentioning that 
there are some other platforms of nanopore 
detecting, including hybrid nanopores [67] and 
plasmonic nanopores [71], which leverage the 
combination of biological and synthetic nano-
pores’ properties or use additional electromagnetic 

fields to alternate and modify the nanopore sen-
sor’s performance. However, they are beyond the 
scope of this review since they have not been 
employed in viral sensing applications.

2.1. Mechanism, theory, and fundamentals

2.1.1. Resistive pulse sensing method
In both biological and solid-state nanopore sen-
sors, a nanopore inserted membrane that acts as 
a conduit separates the two liquid reservoirs con-
taining electrolytes, such as NaCl or KCl [37]. 
Within each of the reservoirs, there is a non- 
polarizable electrode by which the electrical poten-
tial is applied. The generated steady-state flow of 
ions is called the open-pore ionic current. In 
a cylindrical synthetic nanopore and KCl solution 
with high ionic strength (more than 100 mM), the 
generated open-pore ionic current can be approxi-
mately calculated using Equation 1 [37].

io � V μCl� þ μKþ
� �

nKCle
� � 4l

πd2 þ
1
d

� �� 1

(1) 

Where V is the applied voltage, μCl- and μK+ are 
electrophoretic mobilities of Cl− and K+, nKCl, e, d, 
and l are the number density of KCl, elementary 
charge, nanopore diameter, and nanopore length 
(usually equal to the membrane’s thickness), 
respectively. The ions are translocated across the 
pore by applying this electrical potential, resulting 
from the interplay between diffusion, electroosmo-
tic and electrophoretic effects [72].

Since the nanopore sensing technique is very 
sensitive, the effect of external noise on the sen-
sor’s response cannot be neglected. Therefore, the 
nanopore sensing experiments are mostly per-
formed in a Faraday cage [73,74]. The open-pore 
ionic current is stable during a typical experiment 
of the nanopore. The translocation of an analyte 
interrupts this stable current (called ionic current 
blockade) and causes a change in the current 
response over time. The sensor output (ionic cur-
rent) in nanopore sensors is transferred to an 
amplifier and a data acquisition (DAQ) system. 
By processing the ionic current-time response 
data, different characteristics of the nanopore and 
analyte can be obtained. This method of sensing is 
called the resistive pulse sensing (RPS) method 

BIOENGINEERED 9195



[75]. Figure 1b presents the blockade of the open 
pore current upon translocation of the target ana-
lyte. The most critical parameters that are deduced 
from the ionic current response for characteriza-
tion of the analyte translocation events are:1) The 
duration of blockade or the molecule’s residence 
time inside the nanopore (tdwell), 2) The blockade 
current’s amplitude (or the difference between the 
amplitude of the blockade and open-pore currents 
(ΔI), 3) The duration between the translocation 
events (τ), 4) The capture rate (translocation 
event numbers/unit time). All these factors are 
directly related to the geometry and structure of 
nanopore, applied bias (based on Equation 1), 
concentration as well as chemical and physical 
properties of the translocated analyte, and thus 
can be used to extract the analyte’s characteristics 
[11]. This method accurately identifies and recog-
nizes analytes at a single-molecule level and wide 
range from small molecules to molecular com-
plexes in different applications.

2.1.2. Temporal resolution and noise
As mentioned previously, for sensing applica-
tions, the dimensions and structure of the nano-
pore need to be comparable with the analyte of 
interest. The reason for that is to increase the 
signal-to-noise ratio by maximizing the change 
in the ionic current when a translocation is 
happening [12]. Characterization of 
a translocation event is typically performed by 
measuring the blockade and the open pore cur-
rent. The ratio of these two currents’ mean is 
defined as the fractional blockade current 
(Equation 2) and used to report the transloca-
tion event.

IB ¼ ib = io (2) 

In Equation 2, IB is fractional blockade current, 
where ib and io are blockade and open-pore cur-
rents, respectively. Equation 3 presents another 
way to quantify and report the translocation 
event with fractional event amplitude. 

Fractionaleventamplitude ¼ Δi=io (3) 

In this equation, Δi is the difference in blockade 
current and open-pore current. Since, based on 
Equation 3, fractional event amplitude is 1-IB, it 
is usually used interchangeably with fractional 

blockade current (Equation 1). The fractional 
event amplitude depends on the nanopore block-
age by the molecule of interest or the target ana-
lyte. It can be approximated to the blocked volume 
of a sensing nanopore over its whole sensing 
volume [12].

By assuming a cylindrical nanopore, the open 
pore current’s mean value can be quantified using 
Equation 4.

io meanð Þ ¼ V=R ¼ Vσ
4l

πd2

� �

þ
1
d

� �� �� 1

(4) 

Where R is the total resistance of nanopore, and σ 
is bulk conductivity. The total resistance of the 
nanopore can be obtained from Equation 5.

Rtotal ¼
4l

σπd2

� �

þ
1

σd

� �

(5) 

The term (4 l/σπd2) is related to the geometry of 
the nanopore (cylindrical in this case). The second 
term in the resistance, (1/σd), is called access 
resistance and comes from the convergence of 
the ionic current from the bulk solution into the 
vicinity of the nanopore. Based on Equation 5, the 
narrowest section of a nanopore experiences the 
highest potential drop (resistance) upon transloca-
tion of an analyte. Therefore, this region is con-
sidered as the sensing part of the nanopore. For 
instance, while the entire length of an a-hemolysin 
nanopore is 10 nm, the sensing part is estimated to 
be about half of its length (̴ 5 nm) [14]. Solid-state 
nanopores sculpted with electron beams usually 
have a double-conical shape. Therefore, the nano-
pore’s effective length for sensing is significantly 
smaller than the film’s nominal thickness. 
Estimating these measurements can be done 
experimentally by characterizing a known analyte’s 
translocation, such as DNA, through the nano-
pore [76].

For resolving the molecular structures of ana-
lytes, such as the primary or secondary structure of 
a protein, a narrow sensing part is preferred [77]. 
However, the main disadvantage of a narrow sen-
sing part is its shallow mechanical stability. 
Another drawback is that the tdwell in narrow 
nanopores is short, and therefore not all the trans-
location events can be resolved within the inade-
quate temporal bandwidth of the experiment. 
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Adequate temporal bandwidth is required to cap-
ture the signal related to nanopore sensors. For 
example, if the tdwell of a translocation event is 
1 µs, then the bandwidth of this system would be � 
1 MHz. Since a system’s overall noise increases 
speedily at the higher frequencies, working in 
high bandwidth can cause difficulties, complicate 
the related measurements, and obscure the trans-
location signals. The often-used range of frequency 
and acquisition bandwidths in nanopore sensing 
applications have been reported to be 10–100 kHz, 
and it can only capture a fraction of translocation 
events [12].

The overall noise in the nanopore sensing sys-
tems originates from two primary sources. The 
first source of the noise is the electrical circuit, 
including the internal circuit of the amplifier, 
transfer of the charge at the electrodes, and elec-
trical filters. The second source of noise in the 
nanopore sensing systems originates from the phy-
sical properties of the nanopore sensor, such as the 
membrane material and its composition, capaci-
tance, and charge [78]. In nanopore sensing appli-
cations, the temporal resolution is defined by the 
ratio of the fractional event amplitude and the 
total electrical noise, as indicated in Equation 6.

Temporalresolution ¼ Δi=ioð Þ=in (6) 

In this equation, in is the overall electrical noise of 
the system. In general, in can be approximated by 
the open pore current’s RMS value (io). In the 
temporal resolutions smaller than � 2, the differen-
tiation of the translocation events from the back-
ground noises is usually unfeasible. Therefore, the 
temporal resolutions smaller than � 2 are usually 
considered to be unpractical.

2.2. Materials and Procedures to Design 
Synthetic Nanopores

The selection of the materials and methods highly 
depends on the application and the characteristics 
of the target analyte. In general, the materials used 
to fabricate solid-state nanopores are categorized 
into six main groups based on their main proper-
ties, as summarized in Table 3, while the most 
used material is Si3N4 due to its well-established 
fabrication methods in the semiconductor and 
microelectronics industry.

The nanopores based on semiconductor materi-
als such as silicon have been extensively investi-
gated in applications such as protein identification 
[79], DNA sequencing [80], and molecule translo-
cation physics [81]. Polymers and polymeric films 
have also been widely studied in designing various 
shapes of synthetic nanopores, mainly with 
a track-etch approach, which is compatible with 
multi pore membranes and, therefore, suitable for 
large-scale applications. Common polymers used 
for this purpose are polycarbonate (PC), polyimide 
(PI), and polyethylene terephthalate (PET) [82].

Composite materials have been of great interest 
in synthetic nanopores since they can combine the 
different materials and benefit from their advan-
tages. For example, nanopores made based on 
metal-polymer composites have enhanced stability 
and structural and chemical properties[83].

Incorporating microfabrication technology 
from the semiconductor industry into the biosen-
sing platform during the last two decades has 
received significant attention due to enabling the 
miniaturization of the biosensing components, 
such as microsensors, microfluidics, and miniatur-
ized signal processing units [98]. Miniaturization 
of the biosensing components enables the fabrica-
tion of scalable and portable devices and provides 
the ability to control and sense the analytes within 
the nano-scale range of analytes, even at the sin-
gle-molecule level.

Different techniques can be used to fabricate 
solid-state nanopores based on the selected mate-
rial and required pore size for maximizing the 
signal-to-noise ratio. P. Yu et al [99]. used 
a controlled track-etching method and fabricated 
nanopores of 20 nm diameter on a polyethylene 

Table 3. Most common materials for fabrication of solid-state 
nanopores.

Material 
type Example References

Nitride Boron Nitride (BN), Silicon Nitride (Si3N4) [76,77]
Oxide Silicon dioxide (SiO2), Hafnium(IV) oxide  

(HfO2), Aluminum oxide (Al2O3),
[84–86]

Polymer Polyethylene terephthalate (PET), 
Polycarbonate (PC), Polyimide (PI)

[87]

2D  
materials

Graphene, Molybdenum disulfide (MoS2) [88–91]

Glass Quartz or borosilicate [65,92–94]
Nanotube Boron nitride nanotubes (BNT), Carbon 

nanotubes (CNT)
[95–97]
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terephthalate (PET) membrane [82]. Direct dril-
ling method using a highly focused electron, ion, 
and Helium ion beam (through a transmission 
electron microscope (TEM) or ion microscopes) 
is another common technique for the solid-state 
nanopores fabrication that can achieve reliable 
pore sizes of sub-10 nm [100]. The current TEM- 
based drilling methods enable the nanopores fab-
rication with diameters down to a nanometer 
[101]. However, beam-based drilling methods are 
low throughput and costly. Other methods of fab-
ricating solid-state nanopores include laser abla-
tion (using glass or silver) and controlled dielectric 
breakdown (CDB). CDB is considered a low-cost 
and simple method of fabricating nanopores with 
an obtainable pore size of sub-5 nm [102]. In this 
method, a single nanopore is formed in a thin 
insulating membrane (~50 nm) due to applying 
a high electric field across it [103]. Lithographic 
processes in combination with various etching 
techniques are also widely used in nanopore fab-
rication due to their well-established procedures in 
microelectronics. Although this method enables 
the mass fabrication of nanopores with various 
arrangements and pore sizes, it is hard to achieve 
reliable pore sizes of sub-10 nm due to spatial 
lithography resolution and the multistep fabrica-
tion process. This method usually requires post 
pore shrinking approaches such as oxidation or 
deposition to achieve the desired pore sizes [104]. 
Table 4 summarizes the methods based on the 
materials used to design the solid-state nanopores. 
An up-to-date review of in-situ fabrication meth-
ods of nanopores can be found in ref [105].

It has been proven that high-aspect-ratio nano-
pores could improve the detection by slowing 
down the translocation event (increasing tdwell, 
see section 2.1). In a recent attempt, Nguyen 
et al. [118] developed a temporal voltage variation 
method that optimizes etching parameters to fab-
ricate high aspect ratio nanopores (with a dia. 
around 12 nm) on silicon using electrochemical 
breakdown etching. Their developed process is 
fast, low-cost, and capable of batch fabrication. It 
can be employed in single-molecule sensing appli-
cations to detect DNA, protein markers, exosomes, 
and viruses [118].

2.2.1. Integration of solid-state nanopores with 
microfluidics
Microfluidic-based detection platforms and micro-
fluidics integrated biosensors have been employed 
extensively in implementing Lab-on-a-chip (LOC) 
and PoC or PoN devices [119]. Microfluidics tech-
nology enables portable, cost-effective, and prompt 
sensors with reduced reaction times by manipulat-
ing very tiny amounts of samples within channels 
and chambers on a scale of a few to hundreds of 
micrometers [120].

Integrating required equipment for performing 
nanopore experiments, such as electrolyte cham-
bers, tubing, electrodes, electrical connections, and 
external circuitry, is challenging. Also, there is 
a need to purify some samples, such as protein 
or nucleic acids. Therefore, there has been 
a significant interest in integrating nanopores 
with microfluidic chips to simplify the sensing 
process and expand their utility.

At first, the role of microfluidic system in nano-
pore sensing was to provide a structural platform. 
However, the recent advancements in microflui-
dics have resulted in improved performance of 
microfluidic-based nanopore sensors [121]. 
Integration of solid-state nanopores with micro-
fluidics allows analyzing biomolecules while bene-
fiting from sample processing capabilities of 
microfluidic. Micro-scale electrolyte chambers 
and flow channels reduce the sample loss and 
required sample volume, thus improving detection 
efficiency. Also, minimizing the required fluidic 
tubing and electrode increases the scalability. 
Integrated microelectrodes with fixed positions 
provide precise measurement by reducing the 

Table 4. Fabrication methods of solid-state nanopores.
Material Method References

Silicon nitride Focused electron beam method 
(TEM)

[106–108]

Silicon nitride Focus ion beam method [76,109]
Silicon nitride Dielectric breakdown method [110,111]
Silicon nitride Helium ion beam method [99,112]
Silicon nitride Chemical etching [26,112]
Boron nitride Focused electron beam method 

(TEM)
[77,113]

Polymers Track-etch method [82,87,114]
Silicon dioxide Chemical etching [84,115,116]
Silicon dioxide Focused electron beam method 

(TEM)
[84,108]

Aluminum 
oxide

Focused electron beam method 
(TEM)

[85,108]

Silver Laser ablation method [117]
Glass Laser ablation method [92]
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noise of the system and the chance of air exposure 
[121]. Microfluidics also enables obtaining a high 
throughput nanopore sensing platform by design-
ing nanopore arrays and performing parallel sen-
sing operations on-chip, leading to a high- 
throughput sensing platform at the single- 
molecule level. For example, Jain et al. [122] devel-
oped an integrated microfluidic-based nanopore 
sensor. They used polydimethylsiloxane (PDMS) 
as their structural material to fabricate the micro-
fluidic device and integrated it with a nanopore 
fabricated by electron beam sculpturing. They 
could successfully detect the translocation of single 
DNA molecules using the integrated sensor. 
Yanagi et al. [123] showed the integration of solid- 
state nanopore arrays with a microfluidic chip 
comprising an acrylic flow cell and utilized it to 
detect the translocation of DNA. Tahvildari et al. 
[124] fabricated solid-state nanopore arrays using 
the CDB method and integrated them with 
a PDMS microfluidic chip. More recent work 
used microvalves based on PDMS to control the 
access of biological samples to the nanopore [125]. 
Shuo et al [126]. further integrated a microfluidic- 
nanopore sensor with optical sensing and devel-
oped a dual-mode optical-electrical sensing device 
to detect the H1N1 influenza A virus. In their 
electro-optofluidic sensor, the integrated solid- 
state nanopore was responsible for the controlled 
delivery of single fluorescently labeled influenza 
viruses virus particles for further optical analysis, 
as demonstrated in Figure 3a. Performing optical 
and electrical characterization in parallel provides 
additional characterization data and enables paral-
lel detection in high throughput sensors with 
many channels and optical signals without 
a crosstalk challenge, which is not the case for 
electrical signals. Recently, Varongchayakul et al. 
[127] developed a stand-alone microfluidic-based 
nanopore sensor to characterize DNA transloca-
tion. Figure 3b demonstrates their highly inte-
grated microfluidic–nanopore sensor consisted of 
different sections for temperature control, sample 
preparation and processing units. They performed 
simultaneous optical and electrical detection and 
could successfully detect DNA molecules.

The microfluidic-nanopore devices in the 
reported works could advance the nanopore sen-
sing technology by providing an integrated and 

automated platform for different stages such as 
preparation, handling and introduction of sam-
ples, isolation or purification of analytes and 
adaptability to fabrication at the commercial 
stage. Combining single-molecule solid-state 
nanopore sensors with microfluidic technology 
indicates that the integrated sensors offer further 
impetus for novel designs and set the stage for 
implementing this technology into PoC and PoN 
applications.

2.2.2. Surface modification of solid-state 
nanopores
One of the important factors that enable the appli-
cation of nanopore sensors in the characterization 
and analysis of various molecules is their amenabil-
ity to surface modification [80]. Introducing point- 
mutations onto the surface of nanopores enables 
controlling the interactions between the engineered 
nanopore surface with the target analyte [128], 
which enables the design and probe of the chemical 
interactions at the single-molecule level [129]. In 
general, a variety of surface modifications are 
applied to nanopores to increase their stability, 
change their diameter, minimize their clogging, 
manipulate their surface charges, reduce nonspeci-
fic interactions, increase the analytes’ residence 
time in the pore, enable interactions with target 
analytes, and reduce the current recording noise 
across nanopores [130]. For example, increasing 
the analyte residence time (tdwell) enables the 
extraction of more information from each translo-
cation event (see section 2.1). Also, decreasing the 
pore diameter and altering its shape can increase 
the signal-to-noise ratio. Furthermore, regulating 
the on-rate kinetics of target analytes to the nano-
pore enhances the detector’s sensitivity and reduces 
the detection limit for nanopore application.

Although biological nanopores can be genetically 
engineered and functionalized at specific sites [131] 
and are naturally resistant to pore-clogging [132], 
because of their small diameter (from 0.4 nm- 
3.6 nm), they can only be used for the characterization 
of analytes with small dimensions, such as RNA, 
DNA, unfolded proteins, peptides, organic molecules, 
and ions. The development of solid-state nanopores 
with large-scale tunable diameters enables the detec-
tion and characterization of macromolecules such as 
proteins, viruses, and bacteria. However, one of the 
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significant challenges of using solid-state nanopores is 
pore-clogging upon nonspecific interactions of ana-
lytes with the pore surface [133]. Hydrophobic inter-
actions [134], van der Waals forces [135], and 
electrostatic attractions [136] are the main factors 
that contribute to these nonspecific interactions. 
Surface modifications can help to decrease the inten-
sity of nonspecific interactions, thus enabling unper-
turbed translocation [137].

A wide range of functionalities can be introduced 
to solid-state nanopores by modifications of their 
surface. The main methods for surface modification 
of solid-state nanopores, along with their primary 
applications, are summarized in Table 5. Some 
practical examples include single protein receptors 
immobilized via a self-assembled monolayer to 
probe the single-molecule binding kinetics, 
ssDNA immobilization to differentiate and 

Figure 3. Nanopore sensors integrated with microfluidic and optofluidic devices. a) A solid-state nanopore (silicon dioxide) 
integrated with optofluidic device for single nanoparticles’ simultaneous electro-optical analysis. Liquid-core and solid-core wave-
guides on a silicon chip are shown in blue and Orange, respectively. Electrodes and particles are in metallic reservoirs. The inset 
demonstrates a magnified schematic view of particle translocation through the nanopore. The red zone demonstrates the optical 
excitation volume. Adapted from ref [106]. with permission. b) A schematic diagram of the microfluidic integrated nanopore 
biosensor with on-chip purification/ bioassay and multilayer fluidic channels. i) Assembly of microfluidic chip. ii) Top view. iii) Cross- 
section of the device zoomed-in at nanopore chambers. iv) The assembled microfluidic chip. Inset is the nanopore’s TEM image. 
Reproduced from ref [107]. with permission of John Wiley & Sons, Ltd.
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determine target sequences, or methods to decele-
rate the biomolecules translocation time, such as 
atomic layer deposition of ZnO and piranha (mix-
ture of H2O2 and H2SO4) cleaning. Using piranha 
solution also helps remove the organic compounds 
and contaminants from the surface of the nanopore 
and improves its wettability.

Tuning the surface charge density of nanopores 
is another critical factor in designing nanopore 
sensors. Surface modifications provide a way to 
alter the surface charges on the surface of nano-
pore [138], which in turn adjusts the screening 
length of the formed electrical double layer 
(EDL) on the pore surface and thus can be utilized 
to manipulate the electroosmotic flow resulted 
from the electrophoretic passage of ions in the 
EDL. For instance, Arima et al. [27] exploited 
electroosmotic flow resulted from a negative native 
charge of Si3N4 nanopore surface to filter contami-
nants from entering nanopore while sensing indi-
vidual Influenza viruses driven with 
electrophoretic forces. It is crucial to keep the 
electroosmotic flow constant to analyze transloca-
tion time series from the flow of analyte molecules 
through the pore.

Vapor-deposition techniques allow the deposi-
tion of single-molecule layers on the nanopore 
walls. Deposition on membranes containing nano-
pores can also increase their stability against slow 
etching in the electrolyte solution during sensing 
[139]. Surfactants (surface-active agents), which 
consist of both hydrophilic and hydrophobic resi-
dues, can adsorb on nanopore surfaces and change 
their surface properties based on the specifications 

of the designed translocation event. For example, 
surfactants such as cetyl trimethyl ammonium 
bromide (CTAB) and Tween 20 are used in coat-
ings nanopores to reduce biomolecules’ interac-
tions with the pore wall [140]. Surfactants are 
usually used to lower surface tension and have 
additional roles such as killing bacteria, altering 
surface charge density, inhibiting corrosion, and 
foaming [141].

Surface modifications using self-assembly- 
monolayers (SAMs) based on organosilanes and 
organothiols are also among the most frequently 
used techniques to alter the surface chemistry of 
nanopore sensors. The monolayers generated in 
this method can form over large surfaces, and the 
preparation of SAMs does not require specific 
equipment. They can provide surface groups that 
can covalently link to analyte molecules, interact 
with them or repel molecules [142]. In nanopore- 
based sensing, they are mainly applied for mini-
mizing nonspecific interactions [143], manipulat-
ing surface charge [144], sensing specific analytes 
[145] and adding different functionalities such as 
preferential transport [146], gating properties 
[147], and enhancing the plasmonic nanopores 
signal [148]. Silanes have both inorganic and 
organic moieties and can covalently bond to sur-
faces of various substrates such as iron oxide, 
aluminum oxide, and quartz. Silanization without 
polymerization can generate thin coatings, redu-
cing nonspecific adhesion or increasing hydropho-
bicity. Silanization can also functionalize pore 
walls by allowing the attachment of polymer 
brushes, peptides, carboxylic acid, cysteines, 

Table 5. The main methods for surface modification of solid-state nanopores and their primary applications.
Functionalization Method Application Characteristics References

Deposition techniques such as atomic  
layer deposition (ALD), electroless 
deposition, physical or chemical vapor 
deposition (PVD/CVD).

Alter surface charges, change pore diameter and shape, reduce 
noise, increase the pore diameter’s stability against slow 
etching in the electrolyte

Ease of coating, 
Stability of 
coating

[138,149]

Fluid lipid coatings Change pore diameter, engineer specific interactions, alter 
surface charges, reduce nonspecific interactions

Difficult coating [137,156,157]

Surfactant-based techniques Manipulate surface charges, reduce nonspecific interactions Ease of coating [140,150]
Silanization Engineer specific interactions, alter surface charges, reduce 

nonspecific interactions
Ease of coating 

Stability of 
coating

[80,151]

Self-assembled monolayers Engineer specific interactions, alter surface charges, reduce 
nonspecific interactions

Ease of coating 
Stability of 
coating

[142]

Layer-by-layer self-assembly (LBL)  
techniques

Change pore diameter, engineer specific interactions, alter 
surface charges, reduce nonspecific interactions

Stability of 
coating

[152–154]
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spiropyran moieties, aldehydes, nucleoporins, den-
drimers, and DNA to the attached chemical 
groups to the silane molecule [130]. Thiol termi-
nated self-assembly monolayers are very popular 
in the surface functionalization of gold-modified 
nanopores or the nanopores made in gold sub-
strates due to their versatile tail groups, and easy 
deposition.

Layer-by-layer self-assembly (LBL) method is 
another technique for surface modification of nano-
pores that uses alternating deposition of oppositely 
charged polyions on the surface. LBL method pro-
vides precise deposition of bilayers in thicknesses less 
than 1 nm and is useful when adjusting the diameter 
of a nanopore. Surface modifications using the LBL 
method are mainly used to tailor surface functionality, 
manipulate nanopore size, or incorporate other mole-
cules for specific recognition of target analytes [155].

Other surface modifications that have been used 
for modifying the surface of solid-state nanopores 
include biochemical modification using proteins, 
lipids, and nucleic acids, covalent modification 
methods such as plasma-induced graft polymeriza-
tion, hydrosilylation, spin-coating, and direct cross-
linking of functional groups such as spiropyrans or 
DNA to the pore wall’s surface [130]. Fluid lipid 
coatings have been shown to provide significant 
advantages in sensing proteins and macromolecules 
[129]. For example, they are shown to minimize or 
prevent nonspecific protein adsorption to the nano-
pore walls, which in turn eliminates clogging. 
Furthermore, by incorporating receptor molecules 
or lipid-anchored ligand to these coatings, they can 
interact with target analytes with the continued 
translocation capability due to the lipid coating’s 
fluidic nature [137]. Lipid anchors are shown to 
decrease the translocation speed of the anchored 
analytes due to anchor drag in the viscous lipid 
coating. Furthermore, phosphatidylcholine head 
groups and the zwitterionic nature of lipids mini-
mize or nearly eliminates the electroosmotic flow 
[156], as well as nonspecific interactions with var-
ious proteins [157].

3. Nanopore sensors for detection and 
classification of viruses

Nanopore sensing as a novel analytical technique 
has been used in different applications, such as 

sequencing nucleic acids, analyzing peptides and 
proteins [16,17,47,158], detecting metal ions and 
small molecules, and biomacromolecules, includ-
ing bacteria and viruses [26–28,159].

Debolis et al. [160] reported the first application 
of nanopore sensors in virology in 1977. They used 
the RPS technique to measure the size of type 
C Oncornaviruses and Bacteriophage T2 particles 
using Nuclepore membranes. Later in 1978, Feuer 
et al. [161] employed this technique to measure the 
spike lengths on viruses. Though, due to limitations 
in the size of available pores (mainly protein nano-
pores) and fabrication techniques, there have been 
almost no reports on nanopore sensing applications 
in virology since then until recent years.

During recent years, significant advancements 
in nano/microfabrication methods have enabled 
the fabrication of low-cost and robust solid-state 
nanopores with tunable geometry, size, and sur-
face chemistry [11]. Therefore, there has been ris-
ing interest in utilizing nanopore sensing 
platforms for efficient and rapid bioanalytical 
applications, especially in single-virus detection. 
In this regard, Uram et al. [30] used a solid-state 
nanopore fabricated with a femtosecond-pulsed 
laser on a borosilicate cover glass to detect 
Paramecium Bursaria Chlorella Virus (PBCV-1). 
Their label-free nanopore sensor detected the sin-
gle virus particles and probed immunoprecipita-
tion of a virus with a specific antibody. They could 
also monitor the virus-antibody interactions and 
assembly of antibodies onto virus particles, and 
determine the number of attached antibodies, 
without need for immobilization or modification 
of the antibody or virus and only by resistive pulse 
responses upon translocation of viruses with and 
without antibody through their sub-micron pore 
as shown in Figure 4.

In another work, Zhou et al [162]. developed 
a solid-state nanopore sensor to characterize hepa-
titis B virus (HBV) capsids. They fabricated nano-
pores (�40 nm in diameter) on poly (ethylene 
terephthalate) membranes using the track-etching 
method. They modified the surface of their nano-
pore with triethylene glycol to control its charge 
and reduce the virus capsid adsorption to the pore. 
Later, Arjmandi et al. [33] fabricated nanopores of 
20–500 nm diameter using chemical wet etching of 
SiO2 membranes and utilized them for precise 
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mass and zeta-potential measurements of different 
nanoparticles as well as HIV and EBV viruses. 
McMullen et al. [163] used soli-state nanopores on 
Si3N4 to detect and characterize filamentous virus 
(fd) and rod-shaped viruses. Later, Darvish et al. 
[26] demonstrated label-free recognition of HIV-1 
virus particles using the RPS technique. They 
could capture a single HIV-1 virion above their 
Si3N4 nanopore and squeeze it through the pore by 
applying an electric potential, which is crucial in 
gaining a fundamental understanding of biological 
phenomena such as membrane fusion.

Recently, Miyagawa et al. [164] combined the 
nanopore sensing procedure with a specialized 
virus detection process. They first captured target 
viruses from a complex sample with their specific 
probes on an Au electrode. Next, they released the 
captured virions by electrochemical method and 
transferred them toward a quartz nanopore by 
electrophoretic force. Using this method, they 
could selectively detect Influenza viruses at 
a resolution of one particle. Although solid-state 
nanopores are mainly used for the detection and 
characterization of whole-virus particles, biological 
nanopores are still being used to detect viruses 
based on their RNA promoters. For instance, in 

a recent work Influenza, A virus (IAV) RNA pro-
moters were detected using α-HL nanopore at the 
single-molecule level [29].

One of the most important advantages of 
nanopore sensing technology is its capability in 
discriminating different allotypes of a virus spe-
cies. Recently, Arima et al. [27] utilized solid- 
state nanopores combined with artificial intelli-
gence (AI) for selective and label-free identifica-
tion of Influenza virus subtypes (influenza types 
A, B, and influenza A subtypes) with high accu-
racy. The sensor consisted of a 300 nm diameter 
nanopore fabricated on a Si3N4 membrane 
(50 nm thickness), using chemical wet etching. 
Their results showed identifications of Influenza 
subtypes with 68% accuracy at the single-virus 
level. The sensor could discriminate different 
allotypes of influenza virus at the single-virus 
level by analyzing ionic signal patterns through 
AI pattern recognition, as demonstrated in 
Figure 5a.

In a later work [31], they utilized molecular 
mechanisms to improve their sensor performance. 
They sputtered Au (45 nm thickness) on the sur-
face of the fabricated nanopore and decorated its 
surface with synthetic peptides with a weak affinity 

Figure 4. Characterization of antibody binding to virus particles. A) Detection of single viruses with monitoring resistive pulses 
(transient current reduction) upon translocation of virions through nanopore (dotted line is mean of current spikes. B) Detection of 
virus-antibody conjugates. Antibody addition cause volume increase of translocating particles which increase the peak amplitude 
upon passing through the pore. Reproduced from ref [20]. with permission of John Wiley & Sons, Ltd.
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toward the Influenza A virus, enabling specific 
perturbation of viral envelopes (Figure 5b). Since 
Influenza A and B have almost the same size, the 
magnitude of the ionic current blockade was not 
sufficient to distinguish different types as it mainly 
reflects the size of the target. However, machine 
learning revealed that tdwell (translocation time), 
which directly reflects the electrophoretic mobility 
of target molecules (see section 2.1), was signifi-
cantly different for different allotypes. Different 
translocation times of virus subtypes can be attrib-
uted to their distinct surface charge densities and 
intermolecular interactions with surface peptides.

Mechanical characterization of single virus par-
ticles has been performed recently using the nano-
pore sensing method. Darvish et al. [35] used 
a 300 nm diameter nanopore fabricated by chemi-
cal wet etching on Si3N4 membrane to characterize 

the mechanical properties of HIV-1 virions. Since 
the membrane rigidity of a virus can be a measure 
of its infectivity, they used the nanopore sensing 
method to determine the infectivity of target 
viruses. Their result indicated that mature viruses 
with softer membranes undergo electrodeforma-
tion in the nanopore and yield smaller peak ampli-
tudes in current traces. On the other hand, 
immature viruses with a rigid membrane yielded 
larger current peak amplitudes. Also, they showed 
that the recognition of virus particles was not 
possible when the applied bias voltage was under 
a specific value since the electrophoretic forces 
that drive charged viruses through the nanopore 
were reduced.

In the most recent work, Taniguchi et al. [165] 
applied the combination of nanopore sensing and 
artificial intelligence for high-sensitive coronavirus 

Figure 5. a) Detection of Single-influenza-virus using a Si3N4 nanopore. i) Nanopore measurements schematic. Applied bias voltage 
(Vb) causes electrophoretic translocation of influenza virions in chorioallantoic fluid to pass through the nanopore. ii) Resistive pulse 
in cross-membrane ionic current upon translocation of single virus. iii) Ionic current traces for fluids containing different Influenza 
subtypes. Adapted with permission from ref [17]. Copyright {2018} American Chemical Society. b)Detection of Single-influenza-virus 
using a Au/Si3N4 nanopore modified with peptide probes. i) The interactions between virus and surface peptides. ii) Enlarged views 
of the resistive pulses acquired in a influenza A(H1N1) containing buffer solution with Si3N4 (Orange) and P2 (ASHRVGSTYIAC) 
modified nanopores (red). The residence time (tdwell) of viruses in the peptide-modified pore pore increases due to temporal 
trapping of the virions on the wall surface The inset shows the molecular structure of P2. Adapted with permission from ref [21]. 
Copyright {2018} American Chemical Society.
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detection without the need for RNA extraction, 
which is a main drawback of the current RT-PCR 
method [166]. The sensor consisted of a nanopore 
with a 300 nm diameter on a Si3N4 membrane, 
a high-speed, portable, precise current measuring 
instrument, and machine learning software on 
a server. Figure 6 demonstrates their developed 
sensor was able to detect SARS-CoV-2 with 96% 
specificity and 90% sensitivity in saliva specimens 
in only 5 minutes. The sensor also accurately 
identified four coronavirus types with similar 
sizes: SARS-CoV-2, SARS-CoV, MERS-CoV, and 
HCoV-229E.

Other than identification, characterization and 
typing, virus inactivation has been reported by 
using nanopore sensors. Studying the effect of 
viral therapy methods is very important for pre-
paring safe biotherapeutics. Conventional methods 
of monitoring the changes caused by an inactiva-
tion technique in virions are based on plaque- 
forming assays and thus are very time-consuming 
due to the required time for bacterial growth and 
plaque-forming (24–48 hours).

Recently, Nazari et al. [32] developed a rapid 
method of assaying virus inactivation in only a few 
minutes using a solid-state nanopore sensor. The 
sensor consisted of a nanopore with a diameter of 
38 nm on the Si3N4 membrane. By analyzing ionic 
current traces of virus translocation before and 
after applying an optical virus inactivation method 
(using femtosecond laser radiation), they could 
study the effect of this inactivation method on 

various physical properties (fragmentation, 
agglomeration, etc.) of ΦX174 bacteriophage, 
which is widely used as a surrogate for human 
enteric viruses. Observing a decrease in the frac-
tional current blockade and dwell time after laser 
treatment concluded that virus perforation upon 
the applied laser treatment. Table 4 includes 
a summary of nanopore sensing applications in 
the detection of viruses.

It is worth mentioning that other than single 
pore sensors and RPS, nanoporous membranes 
such as alumina membranes have also been used 
to detect viruses [167–169]. However, since their 
detection methodology is based on electrochemical 
impedance spectroscopy (EIS), they are not dis-
cussed in this paper. However, we included them 
in the last three rows of Table 6.

3.1. Combination of machine learning with 
nanopore sensors

Although the nanopore sensing technique is 
a versatile method of analyzing single molecules, 
extracting the required data from the time-series sig-
nals is very time-consuming. During recent years, 
nanopore sensors have been integrated with machine 
learning and artificial intelligence for fully automated 
data extraction and thus digital recognition and clas-
sification of analytes [177]. Utilizing a convolutional 
artificial neural network (CNN) to analyze nanopore 
data in a recent work revealed that deep learning 
could improve the accuracy in classifying 

Figure 6. Solid-state nanopore sensor for detection of coronavirus. a) Structure of the fabricated nanopore in a Si3N4 membrane. Cis 
and trans channels contain the specimen and buffer and are connected to Ag/AgCl electrodes for signal transduction. b) The 
photographic image of the developed nanopore chip. Adapted with permission from ref [145]. Copyright {2021} Springer nature.
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translocation events and increase the number of 
events that can be analyzed by a factor of five [178]. 
In the case of virus targets, the supervised machine 
learning method has shown to be effective in classify-
ing virus sub-types [177]. In this technique, 
a classification model (classifier) learns feature para-
meters from signal data and attributes them as a class 
to a virus sub-type. Although there is a challenge of 
variation in size, shape, and surface charge of viruses 
even within the same sub-type, defining the appro-
priate boundary conditions can enable precise discri-
mination. Amongst the various models for 
classification such as SVM, naïve Bayes, and k-nearest 
neighbor models, rotation forest and random forest 
models that randomly extract the training data from 
the dataset have shown promising results in previous 
works [177]. One of the main advantages of employ-
ing machine learning in virus classification is using 
physical properties of virus particles instead of biolo-
gical aspects, which can be useful in identification of 
new strains without any antibody or marker. Machine 
learning approach combined with nanopore sensing 
can open a new window of interest in developing 
rapid digital diagnostic devices that can be integrated 
with smartphones and enable portable and on-site 
diagnostic systems.

4. Summary and future outlook

Infectious viruses have been causing severe emer-
ging and reemerging diseases during the recent 
decades. Viruses can spread very fast, create 
ongoing pandemics, and harm lots of lives. 
Since viruses are capable of rapid mutation dur-
ing their replication, they are most likely to cause 
the emergence of new variants and infectious 
diseases [179]. Viruses also cause environmental 
contamination, and their environmental hazards 
have been studied in food and environmental 
virology. The resulting environmental contami-
nation is associated with consequent hazards of 
viral reintroduction into animal and human 
populations [180]. Therefore, developing rapid, 
portable, low-cost and sensitive sensors for mon-
itoring and detecting viruses in clinical and 
environmental samples has become essential for 
public health organizations [181].

Single-virus detection and identification using 
nanopores is an emerging yet promising 

technology and, in many regards, is still in its 
early stages. The main strength of this electrical 
sensing method is enabling sensitive, label-free, 
and real-time detection of target viruses down to 
the scale of the single-virion level. Furthermore, 
driven by advances in micro/nanofabrication and 
nanotechnology, this method provides 
a significantly low-cost and portable platform for 
detecting a wide range of viral contaminants and 
helps gain a fundamental understanding of the 
physical and chemical properties of single viruses, 
their chemical interactions and bioanalysis that 
will advance the knowledge in virology. 
Nanopore sensing will likely be implemented 
quickly for commercial applications in various 
fields, such as biomedicine and biotechnology for 
drug development applications, molecular diag-
nostics, environmental quality control, etc.

Current trends imply that several obstacles 
remain and need to be overcome. In the case of 
using biological nanopores, the most critical chal-
lenge is the instability of the lipid bilayer and its 
capacitive behavior. However, significant efforts 
have been made to improve its stability, such as 
tethering lipid bilayer on solid supports [65], using 
precast gels [182], and polymerization of phospho-
lipid bilayer membranes [183]. Since most nano-
pore sensors rely on weak non-covalent 
interactions to analyze and detect the target ana-
lyte, the target analytes can interfere with matrix 
components in complex biofluids. Although bio-
logical nanopores can be genetically engineered 
and functionalized at specific positions, and solid- 
state nanopores are functionalized with different 
selectivity and functional groups, there is a lack of 
investigation in employing nanopore sensors in 
complex biological samples. Other than utilizing 
protein-ligand interactions [184], the development 
of nanopore sensors consisted of nanopore arrays 
modified with various non-covalent bonding sites 
can enhance the selectivity and specificity of the 
sensor [185]. Nanopore arrays can produce collec-
tive diagnostic patterns that can serve as an analyte 
signature, and the discrimination of analytes in 
complex samples can be performed with enhanced 
resolution compared to single-pore configuration.

Solid-state nanopores have attracted great inter-
est in whole-virus detection and identification 
since they are robust and can be fabricated with 
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required pore sizes, suitable for relatively large 
virus particles that vary in size and morphology. 
Further improvements in fabricating nanopores 
with reproducible pore size will enhance the reso-
lution, reproducibility, and sensitivity of measure-
ments in the characterization of small viruses. 
Also, advancements in introducing coatings or 
surface modifications within nanopores can mini-
mize pore-clogging and nonspecific adsorptions. 
Integration of nanopores and their required equip-
ment (tubings, reservoirs, electrodes, and electrical 
circuitry, including A/D converter, amplifier, etc.) 
in microfluidic devices has resulted in the devel-
opment of miniaturized, portable, and low-cost 
sensors. Taking further advantages of microfluidic 
technology can advance the current nanopore- 
based sensors and provide an automated, portable, 
and affordable virus recognition platform that is 
an advantageous substitute for traditional bench 
assays.

Another challenge in the nanopore sensing 
method is the time-consuming process of analyz-
ing the generated signals by analyte and extracting 
their characteristics, especially in nanopore arrays 
with simultaneous translocation events. However, 
the recent attempts to integrate nanopore sensors 
with state-of-the-art artificial intelligence are 
reported to be very efficient in automated, accu-
rate, and rapid processing of data signals and 
recognition of specific patterns, thus enabling 
nanopore sensing technology to be mastered and 
utilized [186]. Recently, using PCR-negative/- 
positive SARS-COV-2 specimens’ data as the 
training dataset has enabled detecting both nega-
tive and positive specimens with high throughput 
and sensitivity. Modifying the training data 
enables artificial intelligent nanopore sensors to 
be versatile virus recognition devices. For example, 
machine learning of influenza A virus (H1N1) and 
SARS-CoV-2 that pose similar symptoms indi-
cated a very high discrimination factor [165]. 
Using the collected clinical specimens from the 
infected patients of different viruses as training 
data enables the development of highly accurate 
diagnostic sensors with excellent discrimination 
capability.

The compatibility of the RPS method in nano-
pore sensors with non-electrical sensing methods 
has been of great interest in recent years. For 

example, simultaneous RPS with optical analysis 
was used for accurate measurement and obtaining 
‘double-checked’ results. Combination of the RPS 
method with optical spectrometry, such as plas-
monic resonance, Raman scattering, and fluores-
cence, not only can increase accuracy and 
precision and provide advanced information in 
the analysis of individual molecules [126,187], 
but also enables achieving high throughput analy-
sis with furthest advancements of optical signal-to- 
noise ratio.

Nanopore sensors have reached a significant 
stage of advancement and shown a great capacity 
for recognizing individual entities, and there are 
commercial sensors released to the market that 
utilize this technology for sequencing applications 
[188]. The application of this versatile method to 
detect, identify, and classify viruses in recent years 
has resulted in promising performance. Analyzing 
specifications of a greater diversity of virions such 
as their surface charge, concentration, and size and 
determining the kinetics of virus-antibody binding 
and total to infectious particle ratio would be of 
particular interest. Taking strict steps is critical to 
avoid false-negative and false-positive results in 
diagnostic applications. Detection of new and 
unknown virus species and variants could be 
achieved using the nanopore sensing technology, 
while it is inherently difficult using the traditional 
detection methods as there is a need for informa-
tion regarding the membrane proteins or genome 
before designing antibodies or PCR primers, 
respectively. Additionally, to isolate and obtain 
the source protein or RNA/DNA from the viruses, 
the host cells must be found. Nanopore sensing 
technology can detect unknown virions based on 
their electrical properties or signature without 
requiring biochemical information [39]. Further 
advances in this multidisciplinary field can lead 
to the substitution of nanopore-based sensors for 
traditional biochemical assays. This method can be 
helpful for point-of-care testing at very early stages 
of infection that can prevent disease outspread by 
enabling clinical treatments before symptom 
onsets. From a long-term perspective, we believe 
that nanopore-based sensing or RPS technology 
will take on a more dominant role in detecting 
and quantifying viruses. It can lead to the devel-
opment of wearable and mobile recognition 
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devices for detecting and monitoring infectious 
virions, which could enhance public health and 
safety.

Conclusion

In conclusion, nanopore sensing technology has 
grown rapidly during the last few decades. 
Dramatic advances in microfabrication and nano-
technology, and integration of microfluidics and 
artificial intelligence have enabled significant 
applications of this electrical-based technique in 
bio-detection, including quantification of viral 
particles in a sensitive, real-time, and efficient 
manner. This method has shown to be very pro-
mising in viral particle quantification by overcom-
ing certain limitations found in traditional 
detection techniques. Thus, this method is 
expected to be developed for use at point-of-care 
and point-of-need, particularly during pandemics, 
in the near future.
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