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Abstract

This paper aims to identify and understand factors affecting insiders’ intention to disclose patients’ medical information
and to investigate how these factors affect the intention to disclose. Based on the literature review on deterrence theory and
health information security awareness (HISA), we identify relevant factors and develop a research model explaining insiders’
intention to disclose patients’ health information. We collect data (N =105) through scenario-based experiments. Results
show that two personal factors, collectivism, and IT proficiency, play a significant role in the model. While collectivism
affects two components (health information security regulation awareness and punishment severity awareness) of HISA
which influences intention to disclose, IT proficiency moderates the relationship between HISA and intention to disclose.
In addition, HISA negatively affects reporting assessment and intention to disclose. This paper aims to fill a research gap
in understanding factors affecting insiders' intentions to disclose protected health information. We identify and investigate
factors (e.g., collectivism, HISA, reporting assessment, and IT proficiency) that may affect insiders' disclosing intentions.
We find that collectivism affects two components of HISA which influence reporting assessment and disclosing intention.
We also discover that IT proficiency moderates the relationship between HISA and intention to disclose. Our findings sug-
gest that we need to carefully consider personal factors such as collectivistic nature and IT proficiency in managing insiders'
security breaches.

Keywords Collectivism - Health information security awareness - Intention to disclose protected health information - IT
proficiency - HIPAA - Reporting assessment

1 Introduction

Securing protected health information (PHI) is a critical
security issue in healthcare [1]. The Health Insurance Port-
ability and Accountability Act (HIPAA) prescribes standards
for healthcare organizations and stakeholders to comply with
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privacy violations [4]. Therefore student nurses instead of
professional nurses are the subjects of our study. The same
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security standard required by HIPAA to nurses is applied
to student nurses who have access to confidential informa-
tion [5, 6]. The Office for Civil Rights specifies ‘student
nurses’ as patient care providers in a part of their practical
training processes [7]. While conducting clinical practices
at hospitals, nursing students have the potential to violate
HIPAA by disclosing PHI to relevant stakeholders such as
family members and friends, because of their incomplete
awareness of laws/policies and sanctions, or mistakes [8,
9]. Student nurses as well as physician assistant students
undertaking clinical experience as a part of their education
programs may violate HIPAA accidentally and unknowingly
[6, 10]. Several prior studies reported possibility and actual
violation of HIPAA by student nurses. First, Thompson
and Bell [6] noted that student nurses may pose a potential
risk to information security when they take various modern
technologies to clinical settings and inappropriately use the
technologies thereby violating HIPAA. Second, Cannon and
Caldwell [5] reported an actual case in which a student nurse
violated HIPAA by disclosing a patient’s parents’ occupa-
tions and the litigation status with the patient’s family. The
student nurse was dismissed right after the violation at the
healthcare facility. Third, Westrick [11] also reported multi-
ple cases in which student nurses were dismissed from their
nursing programs due to HIPAA violations with their misuse
of social media such as Facebook. Fourth, according to Erdil
and Korkmaz [12], 37 out of 153 student nurses reported
ignoring patient privacy as one of the ethical problems they
face during their clinical training. Nursing students inad-
equately posted protected health information (e.g., a por-
trayal of people, names, dates, or descriptions of procedures)
at social network services thereby potentially violating the
protection of health information. Under HIPAA, such acts
of revealing PHI without a patient’s consent are considered
a violation of a patient’s privacy [2]. Student nurses must
assess whether PHI such as patient’s medical status ought to
be reported, but the intent to disclose has not been explored
in prior studies.

This research gap motivates our study and leads to our
interest in student nurses’ deviant security behavior—spe-
cifically, an intention to disclose patient’s PHI. It refers to an
intention to involve in the aberrant behavior that can “harm
patients’ mental health, financial conditions, and reputa-
tion by revealing PHI to stakeholders of an interest” [[4], p
66]. Training about health information security awareness
(HISA) can play a significant role in protecting PHI [9].
However, the impact of student nurses’ HISA on their dis-
closing behaviors remains under-investigated [4].

A prior study [4] identified that individual characteristics
such as personal norms and self-control play a significant
role between HISA and disclosing behavior. Park et al. [4]
suggested the need to investigate the influences of other per-
sonal and cultural factors on disclosing behaviors. Therefore,
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we chose to examine two personal factors whose impacts
have not been studied: student nurses’ collectivistic nature
and information technology (IT) proficiency. While collec-
tivistic nature corresponds to individuals’ cultural aspect,
IT proficiency is one of personal capabilities that may affect
disclosing behavior. “The Code of Ethics for Nurses’ (here-
after referred to simply as “the Code”) prescribes non-nego-
tiable ethical standard in nurses’ work settings and specifies
the values, obligations, and duties of the profession [13]. The
Code highlights the value of collective efforts to improve
ethical work environment [14, 15]. Student nurses’ collec-
tivistic nature or belief, in which collective interests should
be a priority to individual self-interest [16], can negatively
influence security behaviors. To accomplish student nurses’
responsibilities, they must master required technologies. IT
proficiency indicates the level of mastery of technical knowl-
edge and skills, which include general knowledge, required
hardware/software skills, and security-related technical
knowledge [17]. IT proficiency can impact nursing students’
behaviors, but this concept has not been investigated.

To address these gaps, this study presents conflicting situ-
ations in which, although revealing PHI without the patient’s
consent is a violation of the privacy, communication with
the family may enhance the patient's care [14]. This study
contributes to medical informatics, health information secu-
rity research, nursing education, and healthcare management
practices. Research questions include:

1. How does collectivism influence health information
security awareness (HISA) of student nurses?

2. How do HISA, student nurses’ reporting assessment, and
IT proficiency affect intention to disclose PHI?

2 Theoretical background and research
model

To answer the research questions above, we conduct a lit-
erature review on privacy and compliance in healthcare,
deterrence theory, and HISA. We further explored to iden-
tify factors that explain insiders’ non-compliance behavior
in the healthcare security context. We identify collectivism,
IT proficiency, and reporting assessment that have not been
studied in prior studies while our research model does not
control for variables already known to influence insiders’
intention to disclose.

2.1 Privacy and compliance in healthcare

Privacy is considered as one of the key relational princi-
ples between patients and physicians. To receive quality
healthcare, patients need to share their health information
with their physicians. This personal health information
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is sensitive. Disclosing this information may negatively
affect patients’ lives. Regulations such as HIPAA were
established to protect patients’ privacy and confidenti-
ality. HIPAA includes security and privacy components
for healthcare professionals to comply with. The secu-
rity component stipulates methods necessary to protect
patient information while the privacy component handles
the issues of limitation, responsibility, and access control.
As to compliance with these regulations, its responsibility
falls on individual healthcare providers. While acknowl-
edging the significance of protecting health information
security, prior studies have investigated behaviors of
health information disclosing, predictors, and outcomes
as shown in Table 1. Prior studies consistently show that
personal factors play a significant role in the context of

Table 1 Literature review on health information disclosing behaviors

health information disclosing behaviors. For example,
individuals’ agreeableness and emotional instability
positively influence their health information sensitivity
in the context of web-based healthcare services [18]. In
particular individuals’ negative emotional status caused
by their current medical state increases their disclosing
of health information [19]. Similarly, student nurses’ per-
sonal factors (e.g., personal norms, self-control) are likely
to impact their health information disclosing behaviors
in hospitals [4]. However, student nurses’ collectivistic
tendency and IT proficiency, which are important virtues
for accomplishing the healthcare profession [16], have
been under-investigated. Investigating these can provide
researchers and practitioners with valuable insights into
HISA education.

Study

Predictors

Dependent variable

Findings

Bansal and Gefen [18]

Anderson and Agarwal [19]

Jin [20]

Park et al. [4]

Park et al. [21]

Esmaeilzadeh [22]

o Perceived health information
sensitivity

e Personality (agreeableness and
emotional instability)

o Health information privacy
concern

o Trust in health website

e Previous online privacy invasion

o Risk beliefs

e Prior positive experience with the
website, etc

e Cognitive factors (electronic
health information privacy con-
cern, trust in electronic medium)

e Health status emotion

e Risk scenario variables (intended
purpose, requesting stakeholder)

e Behavioral activation systems
o E-health website evaluation
e Prevention regulatory focus
eSelf-concealment tendency, etc

e Health information security
awareness (HISA)

e Personal norms

e Self-control

o HISA
o Medical assessment of patient’s
medical status

e Perceived transparency of privacy
statement

e Cognitive trust in health informa-
tion exchanges (HIE)’s compe-
tency and integrity

o Emotional trust in HIE

e Intention to disclose health infor-
mation

e Willingness to provide access to
personal health information

o Truthful disclose
o Information withholding
o Information sensitivity

o Intention to disclose patient’s
health information

e Intention to disclose patient’s
health information

e Patient’s information disclose
intention

e Negative influence of health infor-
mation privacy concern on intention
to disclose

o Positive impacts of prior positive
experience with the website on
trust in the website and intention to
disclose

e Positive influences of perceived
health information sensitivity and
previous online privacy invasion on
health information privacy concern

e Significant moderating roles of
intended purpose and requesting
stakeholder between the cognitive
factors and willingness to provide
access

e Negative impact of negative emo-
tion on willingness to provide access

o Negative impact of truthful disclo-
sure on information withholding

e Positive impact of e-health website
evaluation on truthful disclosure

o Positive impact of self-concealment
tendency on information sensitivity

e Negative impacts of personal norms
and self-control on disclosing inten-
tion

e Positive impact of HISA on inten-
tion to disclose patient’s health
information

e Positive impact of medical assess-
ment to disclosing intention

e Positive influences of cognitive trust
in HIE’s competency and integrity
on emotional trust in HIE

o Positive influence of emotional trust
in HIE on disclosing intention
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2.2 Deterrence theory and security awareness
program approach

Deterrence theory is used to explain the rationale of devi-
ant security behaviors and to suggest countermeasures
to deter the behaviors [e.g., 23-27]. The theory views
people capable of making decisions on whether they
commit or abstain from a crime based on the analysis of
cost and benefit [28]. It further suggests that people are
more likely to abstain from deviant behaviors as perceived
swiftness, certainty, and severity of punishment increase.
The theory accentuates the vital role of sanctions in devi-
ant security behaviors.

Prior studies investigate the countermeasures to deter-
rence theory. Straub and Welke [23] suggest training as
an essential security countermeasure. D'Arcy et al. [27]
find that the perceived severity of sanctions developed
by education, training and awareness programs can deter
information systems (IS) misuse intentions. Karjalainen
and Siponen’s [29] literature review on IS security organ-
izes several security training approaches including the
‘security awareness program’ approach of interest in this
study. With this approach, employees learn the signifi-
cance of IS security and are trained to achieve IS secu-
rity awareness, thus facilitating security compliance while
dissuading deviant behaviors. IT training in nursing edu-
cation should help student nurses develop an awareness
of health information security [4].

Deterrence theory and subsequent studies on the secu-
rity awareness program approach provide the theoreti-
cal basis for the development of our research model and
hypotheses (see Fig. 1).

Health Information

2.3 Health information security awareness

Health information security awareness (HISA) refers to the
overall knowledge of general information security, health
information security, and relevant regulations and punish-
ments that can be achieved [4]. The concept of HISA is
developed based on prior studies suggesting that security
education, training, and awareness programs can discour-
age individuals’ deviant security behaviors [27, 29]. Three
types of awareness construct the HISA: (1) general infor-
mation security awareness, (2) health information security
regulation awareness, and (3) punishment severity aware-
ness. Nursing curricula develop student nurses’ awareness
of health information security in classes as well as hospital
awareness programs and orientations [4].

General information security awareness indicates gen-
eral knowledge of health information security issues and
their significance [4]. A non-healthcare context study found
that employees’ awareness of general information security
positively affects their attitude toward information security
policy compliance [30]. Students can achieve their general
information security awareness in course lectures and hos-
pital-based awareness programs.

The concept of health information security regulation
awareness focuses on health care contexts [30]. This con-
cept is defined as knowledge of health information security
regulations and their requirements, for example, HIPAA.
Violations of those regulations are administered in courts,
while noncompliance with security policies is addressed
within companies and organizations [31]. Student nurses can
acquire their health information security regulation aware-
ness by learning the history, principles, and requirements of
the regulations.

Punishment severity awareness is defined as knowledge
of the types and severity of sanctions in health information

Security Awareness
(HISA)
IT Proficienc
General Information ¥
/‘ Security Awareness
Hla: +
H5: +
H1b: + Health Information H4: - Intention o
Collectivism Security Regulation Disclose PHI
Awareness
Hlc+ . ) H2: Assessment — PHI H3:+
INd Punishment Severity ought to be pmmmmmm————————
Awareness reported i Control Variables:
1
! 1
! 1

N

Fig. 1 Research model
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security violations [4]. It is important to note that compared
with violations of policies in companies, the severity of pun-
ishments in violations of health information security laws
can be much higher because relevant laws prescribe more
severe sanctions [31]. This content is addressed in nursing
curricula.

Prior studies report that HISA has positive relationships
with individual characteristics such as personal norms, self-
control [4], and self-efficacy to comply with policy [21].
HISA is also found to negatively influence individuals’ med-
ical assessment of patient’s medical status and intentions
to disclose patient’s health information [21]. Further, HISA
has positive impacts on the components of patient’s health
information protection awareness: that is, communication,
management and referral [32].

Predictors of various security awareness have been
reported by prior studies. Information richness (e.g., hyper-
media-based and multimedia-based information) affects
users’ security awareness [33]. In addition, facilitating con-
ditions (e.g., technical/organizational infrastructures) may
positively influence the awareness of information security
policy [34]. Finally, organizational factors (e.g., transfor-
mational leadership, information security culture) and indi-
vidual factors (e.g., information system knowledge, negative
experience) affect information security awareness [35, 36].
However, the predictors of HISA in the context of healthcare
and nursing students have not, to our knowledge, been previ-
ously investigated. In this study, we particularly investigate
collectivism as a predictor of HISA. The nursing profession
focuses on the care of other individuals and public health,
not the care of self. The Code also stipulates this collectiv-
istic nature as an unchallengeable ethical standard in nurses’
work settings [13]. Investigating the relationship between
collectivism and HISA can offer insights on how to improve
HISA for security compliance.

2.4 Collectivism and health information security
awareness

Collectivism refers to normative standards, in which an
individual believes that “collective or group interests
should take precedence over individual self-interest” [16,
p- 5]. Collectivistic value, a personality characteristic of
value [37], means normative standards that impact an indi-
vidual’s choice on the various courses of action the s/he
perceives [37]. Some studies use the concept of collectivism
in between-culture contexts and consider it one of the lead-
ing characteristics that can distinguish from native cultures
[38, 39]. In contrast, other studies use collectivism value
in within-culture contexts where individuals cooperate in
collective, group, or organizational settings and investigate
individual’s collectivistic tendency [37, 40—42]. Our study
subscribes to the latter research stream on collectivism.

Our study chooses collectivism and focuses its relation-
ship with HISA. According to the Office for Civil Rights
[7], student nurses are prescribed as patient care providers
during their practical training. They should internalize the
values of the Code because the Code stipulates non-nego-
tiable ethical standards and obligations of nurses [14, 15].
The Code highlights the nurse’s primary commitment to
collective wellbeing. For example, provisions six and nine
emphasize the nurse’s obligations on a collective effort to
maintain the ethical environment and integrity of the profes-
sion [14, 15]. Provision three highlights the nurse’s obliga-
tions to protect patients’ rights. Winland-Brown et al. [14]
further interpret provision three to emphasize the duties of
protecting patient’s privacy and confidentiality. The collec-
tivism level patient care providers have can be crucial for
patient care during healthcare crises. For instance, during
the COVID-19 pandemic, healthcare workers with a high
level of collectivism tend to sacrifice their self-interests for
collective wellbeing [43].

Prior studies suggest that individuals with high collec-
tivistic values are more likely to subordinate self-interests
over organizational interests and engage in socially coopera-
tive behaviors while being aware of organizational needs
[16, 42]. Also, such individuals are more likely to partake
in prosocial behaviors, which help others at their own cost
[44]. Student nurses take content-specific training as a part
of their course curriculum, which leads them to achieve gen-
eral information security awareness [4, 45]. Specially, they
need to take such courses (e.g., introduction of management
information systems, nursing management), in which they
learn general information security, basic concepts of health
records, security, threats, and impacts [4]. Since student
nurses highly value collective goods, they tend to expose
themselves to a broader scope of information (including
security) instead of limited information for their committed
tasks [37]. Thus, we argue that student nurses who have a
high level of collectivistic values and norms are likely to
have a high awareness of general information security. They
tend to have strong interests in learning general health infor-
mation security, relevant threats, and impacts. Therefore, we
hypothesize that:

H1la Collectivism is positively associated with general infor-
mation security awareness.

A prior study suggests that individuals with high collec-
tivistic values try to conform to their societies, focusing on
achieving collective goods and maintaining their faces [46].
To achieve conformity with their societies, individuals need
to know what others expect them to do represented in laws
and regulations [37]. To learn health information security
regulations, student nurses take courses on health care laws
and regulations. Similarly, they learn health care regulations
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and policies during clinical training at hospitals. Thus, stu-
dent nurses with high collectivistic values are more likely
to learn health care regulations. Therefore, we hypothesize
that:

H1b Collectivism is positively associated with health infor-
mation security regulation awareness.

A prior study suggests that individuals with high collec-
tivistic values tend to behave prosocially toward members in
social circles to avoid punishment [44]. Societies typically
monitor individuals’ illegal behaviors and punish noncon-
formity. Monitoring and punishment play critical regulating
roles in social relationships [44]. Thus, individuals with high
collectivistic values try to avoid situations where they do
not conform to collective norms. In the same vein, student
nurses learn relevant punishments and the level of severity
for nonconformity by taking nursing courses in school and
clinical training at hospitals [4]. Student nurses who have
high collectivistic values are more likely to make an effort
to learn the types of punishments associated with different
levels of breaches of health information security. They do
this to conform to collective norms and regulations. There-
fore we hypothesize that:

H1c Collectivism is positively associated with punishment
severity awareness.

2.5 Health information security awareness
and reporting assessment

The concept of whether or not PHI (e.g., patient’s medical
status) should be reported originates from whistleblowing
research [47-49]. Student nurses must determine whether a
patient's medical status ought to be reported to relevant par-
ties. They are taught the significance of health information
security, the impact of the security breach, and the sanc-
tions prescribed in regulations. Additionally, they learn the
importance of communication and collaboration with family
inscribed in the Code. Winland-Brown et al. [14, p. 270]
point out that “nurses must address conflicting expectations
from patients, families, and physicians, as well as conflicts
arising between their own professional and personal values.”

When family members of a patient ask for the patient's
medical status, student nurses may face the conflict of
whether the patient's medical status ought to be reported.
Park et al. [49] suggest that when people face a problem,
they assess if the status of the problem needs to be reported
and contemplate if they are responsible for reporting. The
assessment ultimately impacts their willingness to report. As
student nurses' HISA increases they are less likely to deter-
mine that the patient's medical status ought to be reported.
A prior study finds a direct negative relationship between
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HISA and medical assessment-patient’s medical status, with
the presence of a mediator (i.e., self-efficacy to comply)
[21]. Different from the prior study, with the presence of
a predictor (i.e., collectivism) and a moderator (IT profi-
ciency), we hypothesize that:

H2 HISA is negatively associated with a student nurse’s
assessment that s(he) should report PHI.

2.6 Reporting assessment, health information
security awareness, and intention to disclose
PHI

Whistleblowing literature suggests that once people observe
wrongdoing, they assess the seriousness of the situation,
the parties that committed the act, and the cost/benefit of
whistleblowing [e.g., 47, 50]. The literature also suggests
that people tend to blow the whistle when they assess that
the wrongdoing and harm are serious, the benefit of whistle-
blowing outweighs the cost, and they feel their responsibili-
ties to report [50]. Then, people tend to blow the whistle
of organizational wrongdoings. In the context of IT pro-
jects, Park et al. [50] found that employees were willing to
communicate bad news in troubled IT projects to relevant
stakeholders. Similarly, a prior study reports that student
nurses are more likely to have intentions to disclose patient’s
medical status to family members when they assess the situ-
ation as a serious status that requires communication with
family and that ought to be reported [21]. Again, different
from this study [21], with the presence of collectivism and
IT proficiency, we examine this relationship to see whether
the findings are consistent in the present study. Thus, we
hypothesize that:

H3 A student nurse’s reporting assessment that PHI should
be reported is positively associated with an intention to dis-
close PHI.

In the context of student nurses, prior studies show mixed
results on the relationship between HISA and disclosing
intention. A study reports a direct negative relationship
between them [21]. However, another study finds an indirect
relationship [4] between them: that is, with the presence of
the mediators (i.e., personal norms and self-control), HISA
reduces disclosing intentions [4]. In this study, we propose a
direct relationship between HISA and disclosing intentions
without the mediators. A prior study suggests that security
countermeasures such as security policy, SETA program,
and computer monitoring increase the perceived severity of
sanctions, and in turn, the perception of sanction severity
decreases IS misuse intention [27]. In the security compli-
ance context, other studies particularly focus on examining
the role of ‘awareness’ of information security, policies and
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their requirements, and punishments of security breaches
through security education programs [27, 51]. They find that
deviant security behaviors of employees can be discouraged
by enhancing such awareness. Additionally, awareness of
information security policy is found to increases policy com-
pliance attitude [30]. Based on these findings, we argue that
student nurses who have a high awareness of health informa-
tion security, regulations, and severity of punishments are
less likely to disclose PHI [21]. Thus, we hypothesize that:

H4 HISA is negatively associated with intention to disclose
PHI.

2.7 Moderating role of IT proficiency on health
information security awareness and intention
to disclose PHI

Prior studies on security policy compliance in the organiza-
tion contexts identify various moderators. For example, per-
ceived sanction certainty and neutralization (via a denial of
the victim and metaphor of the ledger) are found to moderate
the relationship between perception of procedural injustice
and intention to commit employee computer abuse [52].
Information security policy (ISP)-related ascription of per-
sonal responsibility moderates the relationship between ISR-
related personal norms and ISP compliance behavior [53].
Rules-oriented ethical climate and susceptibility to inter-
personal influence are reported to moderate the relationship
between self-regulatory approach and ISP compliance [53].

Because of the nature of the healthcare context where
patient care providers operate sophisticated medical tech-
nologies to support medical procedures and use IT to pro-
cess electronic medical records for delivering administra-
tive services, improving IT proficiency is a critical task for
student nurses to provide quality services [54]. Despite the
significance of IT proficiency, the moderating role of IT
proficiency in the relationship between HISA and intention
to disclose PHI has not, to our knowledge, been previously
examined.

IT proficiency refers to the mastery level of technical
knowledge and skills needed to fulfill one’s job responsi-
bilities [17]. A prior study [55] suggests that individuals
with a low level of IT proficiency have a basic understanding
of IT and security-related hardware/software components.
On the other hand, ones with a high level of IT proficiency
can apply their understanding and knowledge of information
security to security practices as well as guide others to com-
ply with policy and regulation. Thus, this implies that the
negative relationship between HISA and disclosing intention
may be contingent on IT proficiency. Compared with student
nurses with a low level of IT proficiency, student nurses
with a high level of IT proficiency may be more aware of
the significance of information security as well as relevant

security policy and regulation, thereby being less willing to
disclose PHI. Thus, we hypothesize that:

H5 IT proficiency strengthens the negative relationship
between HISA and intention to disclose PHI.

3 Research methodology

A survey method was employed to collect data. Partial Least
Square (PLS) was used to analyze collected data and exam-
ine our research model. We first compared the means and
standard errors of the measurement items. We then used
partial least squares (PLS) analysis of the structural model
using SmartPLS 3.2. Considering the explorative nature of
this study, we chose PLS which can reduce the risk of omit-
ted variable bias. However, we do not claim that PLS can
fully mitigate the risk. Following standard procedures, we
first assessed the measurement model and then the structural
relationships. This study adopted measurement items used
by prior information security studies to collect data about
student nurses' intent to disclose PHI. The constructs, meas-
urement items, and information sources used in our study
were shown in “Appendix A”.

3.1 Subjects

The subjects were nursing students who enrolled in nurs-
ing courses at a large urban university in the US. In our
study, student nurses represent a weak security link instead
of regular nurses at healthcare organizations. After receiv-
ing institutional IRB approval, all students enrolled in a
pre-licensure undergraduate nursing program were asked to
participate in the online survey. The survey questionnaires
were set up on the SurveyMonkey site. Subjects received a
scenario in which a patient was diagnosed with a disease
such as flu. Then, the subjects were asked to answer ques-
tions on their behavioral intentions and perceptions shown
in “Appendix A”.

3.2 Data collection

One hundred ten students voluntarily participated in the
online survey. Due to the incomplete and inconsistent data
input, five subjects were dropped. A total of 105 usable data
points was collected. The subjects comprised 20 males and
85 females. Additional demographic details are shown in
Table 2. No identification was collected to ensure anony-
mous data collection and to reduce common method bias
[56]. Anonymous data collection reduces subjects’ tendency
to provide answers that are socially desirable or best meet
the researchers’ expectations. In addition, we adopted meas-
ures that had been previously validated in the literature.
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Table 2 Demographic details

Category # Category #
Age 15-20 12 Semester 1 18
21-25 40 2 11
26-30 25 3 5
31-35 11 4 23
3640 7 5 17
41-45 6 11
Over 46 6 7 19
8 1
4 Results

4.1 Method of data analysis

The research model is multistage which requires structural
equation modeling and simultaneously tests multiple rela-
tionships. Statistical tools used to analyze the data included
SPSS and SmartPLS. SPSS was used to conduct a basic
analysis of the collected data, including a test for item nor-
mality, means, and outliers. PLS was used to examine the
magnitude of the relationships and the effects between the
constructs in our model [57]. For validating measurement
and for evaluating the hypothesized paths in the research
model, SmartPLS 3.2 software was used [58]. PLS is appro-
priate for testing a complex model that includes formative
constructs and mediation [59-61] and is useful for maximiz-
ing the explained variance of any endogenous variables in

the structural model [62]. Focusing on theory development,
our study is explorative. PLS is known to be suitable for pre-
dicting theoretical models in their early stages such as ours
[61]. Compared with covariance-based SEM and MANOVA,
PLS with strong statistical power enables researchers to cap-
ture statistically significant relationships even with a small
sample size [63]. In addition, PLS enables researchers to
lead to accurate and insightful findings because it minimizes
the effects of omitted variable bias and examines structural
paths among variables [64]. Compared with regression,
PLS is well-suited to evaluate a model with multidimen-
sional second-order constructs such as HISA [65]. Follow-
ing standard procedures, we first assessed the measurement
model and then the structural relationships.

4.2 Ensuring reliability and validity

Two pilots were conducted to test our survey instrument.
As a result of both pilot tests, the instrument was refined.
Reliability was assessed by checking Cronbach’s alpha,
composite reliability, and the average variance extracted
(AVE). Research recommends a Cronbach’s alpha score of
0.70 as extensive evidence of reliability and 0.80 or higher
as exemplary evidence [66]. All constructs in the measure-
ment model exhibited Cronbach’s alpha of 0.735 or higher,
and composite reliability of 0.867 or higher (see Table 3).
As to collectivism, we used four measurement items adapted
from [37]. Two items among them were dropped due to low
loading scores. All the AVEs exceeded the acceptable level
of 0.5 or higher [67].

Table 3 Item loadings and

s Construct Item Standardized Cronbach’s Composite reli- AVE
construct reliability loading Alpha ability
Collectivism CO1 0.963 0.735 0.867 0.767
CO2 0.779
Security awareness RA1 0.952 0.878 0.924 0.803
RA2 0.807
RA3 0.922
Rule awareness RA1 0.982 0.979 0.986 0.959
RA2 0.983
RA3 0.973
Penalty severity awareness PAl 0.919 0.923 0.951 0.866
PA2 0.949
PA3 0.924
Reporting assessment MAI1 0.928 0.837 0.901 0.753
MA2 0.782
MA3 0.887
Intention to disclose ID1 0.927 0.931 0.956 0.879
D2 0.953
D3 0.931
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Discriminant validity was assessed. Each indicator’s load-
ing was calculated on its construct and its cross-loading on
all other constructs (see “Appendix B”). Analysis showed
that the former is higher than the latter. Therefore, the psy-
chometric adequacy of our measurement model was estab-
lished. We compared AVE for each reflective construct with
the shared variance between all possible pairs of reflective
constructs to check discriminant validity (shown in “Appen-
dix C”). The AVE for each construct was higher than the
squared correlation between the construct pairs. Therefore,
discriminant validity was established. This result indicated
that the latent construct and its block of indicators shared
more variance than the latent construct and its block of indi-
cators did. The correlations among all constructs are below
the 0.90 threshold, which suggests that all constructs are
distinct from each other, as shown in Table 4.

Standardized loadings were examined to check the con-
vergent validity of constructs. To satisfy the condition that
the shared variance between each item and its associated
construct exceeds the error variance, standardized loadings
should be larger than 0.707 [67]. All loadings were larger
than 0.782 (see Table 3).

4.3 Common method variance (CMV)

To test the threat of CMYV, we conducted Harman's one-
factor test [56]. We examined whether a single factor
accounted for a significant proportion of the variance. The
single factor would emerge if there is a CMV. Harman's
one-factor test showed that no such factor emerged. We
loaded all items, both independent and dependent varia-
bles, into a single exploratory factor analysis. The analysis
showed three factors with eigenvalues higher than 1. Taken
together, these factors explained 60.1% of the variance
of the data, with the first extracted factor accounting for
29.9% of the variance in the data. Given that three factors
were extracted from the analysis, and that the first factor
accounted for less than 50% of the variance, this suggests
that CMV is unlikely to be a significant issue. In addition,
we addressed social desirability which could be a possi-
ble source of CMV [68]. Ambiguous questions and nega-
tive words in questionnaires may cause subjects to choose

socially desirable answers. Our questionnaire’s flesch-
kincaid reading level is 9.4 and does not contain many
negative words which might have a significant impact on
the measurement model. Therefore social desirability bias
was not an issue in our study.

4.4 Structural model

To test our hypotheses, we examined the path coefficients,
significance level, and R? values in the structural model. The
path coefficients indicate the relationship strength between
two constructs, while R? denotes the amount of variance
[69]. The R? value for the dependent variable (Intention to
Disclose) was 0.49. This value indicates that the research
model accounts for 49% of the variance in the dependent
variable. We also reviewed the R? values for similar con-
structs in other studies. The R? of 0.49 for the dependent
variable is comparable to results reported by prior studies
and shows strong evidence of the explanatory power of our
research model.

The path coefficients in the structural model were cal-
culated with the entire sample. To obtain the t-values cor-
responding to each path (shown in Fig. 2), we employed
the bootstrapping method with 500 resamples. At the sig-
nificance levels of 0.05 and 0.01, acceptable t-values for
two-tailed tests are 1.96 and 2.58 respectably. Five of seven
hypotheses were supported, as shown in Table 5.

Moderators refer to variables that influence the strength
or direction of a relationship between an independent vari-
able and a dependent variable. First, the impact of IT pro-
ficiency on the strength of the relationship between HISA
and Intention to Disclose can be seen by examining the
explained variance. The slight increase of R? from 0.42 to
0.49 does not show a strong influence of the moderator on
the strength of the relationship. Second, moderation of the
direction of the relationship is detected by looking at the
interaction effects. The significant regression coefficient for
the interaction terms (with a path coefficient of — 1.34 which
is significant at 0.01 level) indicates IT Proficiency nega-
tively impacts the relationship between HISA and Intention
to Disclose.

Table 4 Correlation among

Measure 1 2 3 4 5 6
constructs

Collectivism -

Security Awareness 0.115 -

Rule Awareness 0.164 0.461%* -

Penalty Awareness 0.209* 0.359%* 0.465%* -

Reporting Assessment 0.141 —0.251%%* —0.251%%* —0.099 -

Intention to Disclose —0.106 —0.423%%* —0.432%%* —0.517%* 0.331%* -

*Significant correlations at p<0.05 level, **significant correlations at p<0.01 level
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Fig.2 Results of PLS analysis. Note Solid line indicates a significant; Dotted line indicates a non-significant relationship

Table 5 Results of hypotheses test

Hypothesis Explanation Result

Hla Collectivism increases general information security awareness (3=0.16, p>0.05). Prior studies [16, 42] suggest that Unsupported
individuals with high collectivism values tend to prioritize organizational interests over self-interests. As a result,
they are socially cooperative and help others in their organizations. To our knowledge, our study is a first attempt
to examine this relationship. The positive relationship between collectivism and great information security aware-
ness is not supported

Hlb Collectivism increases health information security regulation awareness (f=0.20, p <0.05). The same assump- Supported
tion mentioned above applies to this relationship [16, 42]. Our study is, to our knowledge, a first attempt to test
this relationship. The finding suggests that high collectivism is more likely to lead to greater information security
regulation awareness

Hlc Collectivism increases punishment severity awareness (=0.23, p<0.05). The same assumption mentioned above Supported
applies to the relationship [16, 42]. Again, the present study is a first attempt to examine this relation. The result
suggests that high collectivism is more likely to lead to a greater punishment severity awareness

H2 HISA decreases a student nurse’s reporting assessment that PHI ought to be reported (p=—0.27, p<0.01). A prior ~ Supported
study reports a direct negative relationship between HISA and medical assessment-patient’s medical status, with
the presence of a mediator (i.e., self-efficacy to comply) [21]. Differ from the prior study, with the presence of a
predictor (i.e., collectivism) and a moderator (IT proficiency), our findings suggest that a high HISA is more likely
to lead to the reporting assessment that a PHI ought to be reported

H3 A student nurse’s reporting assessment that PHI ought to be reported increases intention to disclose PHI (3=0.14,  Unsupported
p>0.05). Whistleblowing literature suggests that individuals are more likely to blow the whistle when they assess
that the wrongdoing and harm are serious, the benefit of whistleblowing outweighs the cost, and they feel a respon-
sibility to report [50]. Based on the assumption, our study adapted the constructs and tested in a different context,
health information security compliance. A prior study finds a significant negative relationship between reporting
assessment and disclosing intention, with the presence of a mediator (self-efficacy to comply) [21]. Different from
this study [21], with the presence of collectivism and IT proficiency, we examine this relationship, but the assump-
tion does not hold in the relationship between the reporting assessment and disclosing PHI

H4 HISA decreases intentions to disclose PHI (=—1.34, p<0.01). Prior study [4] finds a non-significant relationship ~ Supported
between HISA and disclosing intention when individual characteristics of personal norms and social-control are
examined together. In contrast, our result shows a significant direct relationship between HISA and disclosing
intention, suggesting that individuals with high HISA are less likely to disclose PHI

H5 IT proficiency strengthens the negative relationship between HISA and intention to disclose PHI (8=2.33, p<0.05). Supported
Prior study [55] suggests that individuals with a high level of IT proficiency can apply their understanding and
knowledge of information security to security practices and guide others to comply with policy and regulation.
Based on this assumption, this study examines the moderating role of IT proficiency in the relationship between
HISA and disclosing intention, which is, to our knowledge, a first attempt to investigate this relation. Our find-
ing implies that as the level of IT proficiency increases, the negative effect of HISA on intention to disclose PHI
increases as well
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5 Discussion

The purpose of this study is to theoretically explain health
information disclosing intentions of student nurses by
exploring antecedent factors (i.e., collectivism, HISA,
reporting assessment, and IT proficiency) to disclosing
intentions. We develop and empirically test a research
model which does not control for variables known to affect
intention to disclose from prior research.

5.1 Implications for research

The Code emphasizes the importance of collectivistic
values for nursing professionals, particularly protecting
patient’s privacy and confidentiality [13—15]. Despite the
significance, we found no studies that investigated the
relationship between student nurses’ collectivistic value
and HISA. This study contributes to medical informat-
ics, nursing education, and information security literature
by finding that the collectivistic values may significantly
influence the two components of HISA—health informa-
tion security regulation awareness and punishment sever-
ity awareness (H1b and HIc). Our study offers a nuanced
understanding of the relationships between collectivistic
value and each HISA component. People with high col-
lectivistic values are more likely to have a high awareness
of security regulations and high awareness of punishment
severity. Our results show that this does not mean that peo-
ple with high collectivistic values would have high gen-
eral information security awareness such as overall costs
of potential security issues. Thus, employees with high
collectivistic values may not automatically translate into
that they have a high level of general information security
awareness. When nursing schools and healthcare organi-
zations educate healthcare providers including student
nurses, they should focus on the general security manage-
ment including cost/benefit analysis of security issues.
Our findings are consistent with a prior study, with
the presence of a mediator (self-efficacy to comply), that
shows the negative impact of HISA on reporting assess-
ment and on disclosing intention [21]. Our study is dif-
ferent from the prior study in that these relationships are
examined with the presence of a predictor (i.e., collectiv-
ism) and a moderator (IT proficiency). Our findings sug-
gest that student nurses weigh the cost and benefit between
‘not disclosing PHI," which originated from HISA, and
‘disclosing PHI," which might stem from the understand-
ing of the significance of communication and collaboration
with family. Our results show that student nurses with high
HISA are less likely to assess that PHI should be reported
(H2 and H4). However, different from the prior study [21],

reporting assessment does not have a significant impact on
intention to disclose (H3). A significant implication from
the findings is that HISA rather than reporting assessment
plays a critical role in affecting intention to disclose PHI.
These findings are also consistent with prior information
security literature [23, 29] in that education and training
help employees achieve security awareness.

We adapted the measurement items for the reporting
assessment, which were originally developed in the context
of whistleblowing literature [49]. Our study shows that such
adapted measurement items are applicable not only in the
whistleblowing context but also in security compliance in
the context of health information security. Future studies
using the adapted items can identify other factors relevant
to reporting assessment.

Prior studies have suggested that IT proficiency is an indi-
vidual’s essential ability to protect information security [55,
70]. Especially, in healthcare contexts where patient care
providers use IT to process electronic medical records and
to support medical procedures, enhancing IT proficiency is
very important for student nurses [54]. Despite its impor-
tance, the role and the impact of IT proficiency in disclosing
behaviors have been under investigated. Our study is the
first attempt to investigate the role of IT proficiency in the
context of student nurses' disclosing behaviors (HS5). The
findings suggest that IT proficiency plays a moderating role
in the relationship between HISA and intention to disclose
PHI. Thus, when student nurses have high IT proficiency,
the negative impact of HISA on the disclosing intention is
strengthened. The results provide significant implications
and suggest that enhancing the IT proficiency of student
nurses can be one of the essential security countermeasures
to discourage disclosing intentions and behaviors.

Finally, prior studies report mixed results on the relation-
ship between information security awareness and security
policy compliance behaviors. Bulgurcu et al. suggest that
information security awareness of employees in organiza-
tions positively affect their compliance with security policy
[30]. On the other hand, Park et al. find no direct impact
of student nurses’ health information security awareness
(HISA) on their disclosing intentions [4]. However, they
note that student nurses’ individual characteristics such
as personal norms and self-control mediate the relation-
ship between HISA and disclosing intentions. Specifically,
HISA positively influences personal norms and self-control,
which in turn negatively impact disclosing intentions [71].
In contrast, our study finds a significant positive relationship
between HISA and intention to disclose, which is consistent
with the findings of Park et al.’s subsequent study [21].

However, no statistically significant relationship between
the reporting assessment and disclosing intention is found.
This suggests no mediating role of the reporting assessment
(H2 and H3). To our knowledge, this study is a first attempt
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to investigate the role of the reporting assessment in the
context of disclosing intentions. Our study offers additional
insights to nursing education and information security litera-
ture by finding that HISA reduces the reporting assessment
and disclosing intentions when reporting assessment and IT
proficiency are examined together.

5.2 Implications for practice

Collectivistic values are crucial in the nursing profession to
establish, maintain and enhance a safe, ethical, and quality
healthcare environment [14, 15]. The collectivistic nature
can be an essential individual characteristic of nurses. These
findings suggest that education should help student nurses
internalize collectivistic values, which can positively impact
each component of HISA thereby discouraging deviant secu-
rity behaviors.

This study highlights the significance of enhancing the IT
proficiency of student nurses to discourage their disclosing
intentions. IT proficiency can bolster the dissuading impact
of HISA on student nurses’ disclosing intentions. Student
nurses should achieve technical knowledge and skills that
help them fulfill their responsibilities and duties at works. To
support them, nursing schools and faculties should educate
not only the basic components of IT but also security-related
components (e.g., security constraints, relevant technology
policies, consequences of violation). Consequences for vio-
lating policies are particularly significant in strengthening
the discouraging impact of HISA on disclosing intentions.

5.3 Limitations and future research

In this study, we investigated student nurses' disclosing
intentions. Collecting data on actual disclosing behaviors
may be desirable, yet practically not feasible. However,
many prior studies on security policy compliance report
that intentions effectively predict actual abnormal security
behaviors [e.g., 24, 72—74]. Although this study limits to
a few variables to restrain extraneous variances, other fac-
tors might impact the disclosing intentions. For example,
unsupported H3 might mean that other factors play between
reporting assessment and intention to disclose. Factors such
as responsibility and morality may work as mediators [49].
Future research is needed to further investigate other rel-
evant factors (e.g., individual, organizational, work-related,
and cultural factors). In addition, constructs other than IT
proficiency can be a moderator between HISA and inten-
tion to disclose. Finding and testing those moderators can
be done by future research.

Our study suggests that student nurses engage in
the assessment of whether a patient’s status should be
reported or not. Further practical examination of whether
the assessment involves cost and benefit analysis will be
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valuable. For instance, a prior study [30] finds that benefit
of compliance, cost of compliance, and cost of noncom-
pliance have significant relationships with security policy
compliance. This may hold up in the healthcare context
such as student nurses’ disclosing intentions too.

Our data collection is limited to student nurses in one
university. We did not explore whether our findings would
be applicable to other medical professionals such as doc-
tors. Therefore, our findings may not be generalizable. Our
intention was not to generalize our findings, but rather to
exploratively develop and test our research model. Our
findings’ generalizability to other medical team members
can be examined by future study.

6 Conclusion

Insiders' security breach on patients' privacy is a serious
concern for healthcare organizations. Our study aims to fill
a research gap in understanding factors affecting insiders'
intentions to disclose PHI. We identify and investigate fac-
tors (e.g., HISA, collectivism, reporting assessment, and
IT proficiency) that may affect insiders' disclosing inten-
tions. We find that collectivism affects two components
of HISA, which then influences reporting assessment and
disclosing intention. We also suggest that IT proficiency
moderates the relationship between HISA and intention
to disclose. Our study implies that we need to carefully
consider individuals’ collectivistic nature, HISA, and IT
proficiency in reducing insiders' security breaches.
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Appendix A: Measurement items

Construct Measurement  Borrowed/ Informing
and informing sources items adapted sources

(1 =strongly

disagree to

; 7 =strongly
Construct Measurement ~ Borrowed/ Informing agree)
items adapted sources
(1 =strongly General e Overall, T am Borrowed [4, 30]
disagree to Information aware of the
7 =strongly Security potential and
agree) Awareness general secu-
rity threats
Intention to o [ may Borrowed [4, 30, 75] and their
Disclose Pro-  disclose negative con-
tected Health  the medical sequences.
Information condition of (mean: 6.25,
(PHI) the patient to std.dev: 0.86)
the spouse. e [ have
(mean: 1.67, sufficient
std.dev: 1.09) knowledge
e [ intend to about the cost
disclose of potential
the medical and general
condition of security prob-
the patient to lems. (mean:
the spouse. 5.77, std.dev:
(mean: 1.50, 1.46)
std.dev: 0.89) o] understand
o [ expect the concerns
to disclose regarding
the medical information
condition of security and
the patient to the risks they
the spouse. pose in gen-
(mean: 1.60, eral. (mean:
std.dev: 1.04) 6.28, std.dev:
Collectivism oGroup suc- Borrowed [37] 0.88)
cess is more Health o [ know the Borrowed [4, 30]
important Information rules and
than indi- Security regula-
vidual suc- Regulation tions for the
cess. (mean: Awareness protection of
4.78, std.dev: PHI. (mean:
1.64) 6.21, std.dev:
e Being loyal 1.03)
to a group is o [ understand
more impor- the rules
tant than and regula-
individual tions for the
gain. (mean: protection of
4.82, std.dev: PHI. (mean:
1.63) 6.25, std.dev:
1.03)

o [ know my
responsi-
bilities as
prescribed
in the rules
and regula-

tions for the
protection of
PHI. (mean:
6.16, std.dev:
1.14)
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Construct Measurement  Borrowed/ Informing Construct Measurement  Borrowed/ Informing
items adapted sources items adapted sources
(1 =strongly (1 =strongly
disagree to disagree to
7 =strongly 7 =strongly
agree) agree)

Punishment e ] am aware Modified [24, 75, 76] Assessment- o I believe that Modified [49]

Severity that nurses PHI Oughtto  something

Awareness who break be Reported should be
health done to make
information the patient’s
security rules medical test
would be result known
disciplined. to the spouse.
(mean: 6.40, (mean: 2.73,
std.dev: 0.96) std.dev: 1.87)

o [ am aware o [ believe that
that nurses it really mat-
who repeat- ters whether
edly break the patient’s
health medical test
information result is made
security rules known to
may be laid the spouse.
off. (mean: (mean: 3.32,
6.55, std.dev: std.dev: 1.91)
0.72) e Even if it
o If I were is not me, I

caught violat- believe that
ing health someone
information should tell
security the spouse
rules/regula- about the
tions, I would patient’s
be severely medical test
punished. result. (mean:
(mean: 6.35, 2.82, std.dev:
std.dev: 0.89) 1.85)

IT Proficiency e Please Modified [17]
choose your
proficiency
in using
information

technology in
general (e.g.,
computer)

(1 =novice to
7=expert).
(mean: 4.43,
std.dev: 1.32)

Appendix B: Factor loadings

1 2 3 4 5 6
Collectiv- 0963  0.188  0.223 0.236  0.075 -0.145
ism 1
Collectiv-  0.780  0.047 0.069 0.149 0.137 -0.048
ism 2
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1 2 3 4 5 6 Measure 1 2 3 4 5 6

Security 0.143 0952 0480 0.481 -0.259 -0.430 Pen-Sev-Awareness 0.044 0.129 0.216 0.866
Aware- Reporting Assessment  0.020 0.063 0.063 0.010 0.753
ness | Intention to Disclose  0.011 0.179 0.187 0.267 0.110 0.879

Security 0.079 0807 0.300 0.169 -0.228 —0.291
Aware- Bold text indicate that AVE for each construct
ness 2
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Aware- .
ness 3 Declarations

Rule 0.177 0518 0982 0490 -0.270 —-0.432
Aware- Conflict of interest The authors declare that they have no conflicts of
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Aware- human participants were in accordance with the ethical standards of
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ness 2 the institutional research committee and with the 1964 Helsinki Decla-

Rule 0.177 0462 0973 0430 -0.263 —0.382 ration and its later amendments or comparable ethical standards.
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ness 3 Informed consent Informed consent was obtained from all individual
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Aware-
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