ONLINE CLINICAL INVESTIGATIONS

Evaluating the Balance Between Privacy
and Access in Digital Information Sharing

OBIJECTIVES: Access to personal health records in an ICU by persons involved
in the patient’s care (referred to broadly as “family members” below) has the po-
tential to increase engagement and reduce the negative psychologic sequelae of
such hospitalizations. Currently, little is known about patient preferences for infor-
mation sharing with a designated family member in the ICU. We sought to under-
stand the information-sharing preferences of former ICU patients and their family
members and to identify predictors of information-sharing preferences.

DESIGN: We performed an internet survey that was developed by a broad, mul-
tidisciplinary team of stakeholders. Formal pilot testing of the survey was con-
ducted prior to internet survey administration to study subjects.

SETTING: Internet survey.

SUBIJECTS: Subjects included English-speaking adults who had an ICU expe-
rience or a family member with ICU experience between 2013 and 2016. We
used panel sampling to ensure an ethnically representative sample of the U.S.
population.

INTERVENTIONS: None.

MEASUREMENTS AND MAIN RESULTS: One thousand five hundred twenty
surveys were submitted, and 1,470 were included in analysis. The majority of
respondents (93.6%) stated that they would want to share present and past med-
ical history, either all or that related to their ICU stay, with a designated family
member of their choosing. The majority (79%) would also want their designated
family member to be able to access that information from a home computer.
Although most respondents preferred to share all types of information, they in-
dicated varying levels of willingness to share specific types of more sensitive in-
formation. Information-sharing preferences did not differ by age, sex, ethnicity, or
type of prior experience in the ICU (i.e., patient or family member).

CONCLUSIONS: In the context of an ICU admission, sharing personal health
information with a person of the patient’'s choosing appears desirable for most
patients and family members. Policies and implementation of regulations should
take this into consideration.

KEY WORDS: communication; data sharing; digital
engagement; intensive care; patient engagement

information; family

Ithough ICUs have achieved impressive success in treating often le-
thal diseases (1), the burden of ICU treatment is substantial for both
patients and their family members (2-4). ICUs have historically been
clinician-centered places, arranged for the convenience of physicians and
nurses rather than patients and family members. Some pioneers have begun to
model a patient-centered (5) alternative to the clinician-centered ICU. Patient-
centered care depends on patient and family engagement (PFE), in which
patients and family members are full partners with clinicians (6-8), especially
through shared decision-making and collaborative care (9-11). Encouraging
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PFE and shared decision-making, including the use of
formal decision support systems, requires timely, reli-
able information sharing with family members of crit-
ically ill patients (12, 13). In the current ICU milieu,
information sharing typically happens face-to-face and
piecemeal without clear guidance on how and when to
divulge what pieces of information. Family members
commonly report that they desire much more infor-
mation about their loved one (14, 15).

Health information technology and patient/family
facing e-health tools have become central to promot-
ing patient engagement and empowerment through
better communication with providers (16, 17). In
order to become more patient centered, improve com-
munication, and facilitate PFE, electronic personal
health records (PHRs; often called electronic portals or
electronic medical records [EMRs]) have been devel-
oped in a variety of healthcare environments (18, 19).
Despite mixed results, data are increasingly emerg-
ing to support the role of PHRs in improving patient-
centered care delivery, health services efficiency, and
health outcomes (17, 18, 20, 21).

In this study, we sought to measure ICU patient and
family attitudes surrounding sharing of EMR infor-
mation with family members. This included eliciting
general preferences both for and against sharing as
well as willingness to share specific categories of infor-
mation (e.g., medication lists, past medical history).
Secondarily, we sought understanding surrounding
predictors that identified individuals who would have
concerns about sharing of EMR information.

METHODS

Survey Development

The survey was iteratively developed by a team of
privacy legal scholars, ethicists, methodologists,
health services researchers, clinicians, and specialists
in critical care, patient-centered care, and engage-
ment. Intermountain Healthcare’s Patient and Family
Advisory Council also collaborated in designing and
reviewing the survey instruments. Formal pilot testing
of the survey was conducted with two groups of respon-
dents at Intermountain Medical Center (20 respon-
dents total), including family members of patients who
had recently been discharged from an ICU and indi-
viduals present in waiting rooms of outpatient clinics,
including pulmonary, cardiology, internal medicine,
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and trauma follow-up clinics. Pilot testing was used
to refine the survey. The final version of the survey
(administered to all the respondents) is included in
the online data supplement (Supplemental Privacy
Questionnaire, http://links.lww.com/CCM/G805).

Participants

We employed the Qualtrics Internet empanelment pro-
cedure, a technique commonly used in medical surveys
(22-24), to administer the survey to our target popula-
tion. This empanelment procedure allows researchers
to preselect desired demographic coverage, and then, a
sample of individuals meeting the demographic crite-
ria are asked to complete the survey. Criteria included
age greater than 18 years, English speaking, and if
they or their family member had an ICU experience
between 2013 and 2016. To assure an ethnically rep-
resentative sample of the U.S. population, we directed
panel sampling to meet the following proportions:
non-Latino White 66%, African or African American
13%, Asian 5%, Hispanic/Latino 14%, and other 2%.
Survey responses were collected from January 13,
2017, to January 24, 2017.

Survey Description

The survey examined the following broad areas: re-
spondent descriptors and demographics, respondent
self-perception of their quality of life, and informa-
tion-sharing preferences. Specifically, respondents
were asked to provide their demographic information,
experience with online sources of health information,
experience working in healthcare, and whether their
ICU experience was as a patient or family member.
They were also asked to indicate how they perceived
their own quality of life.

The remainder of the survey focused on examining
respondents’ preferences regarding sharing their per-
sonal information in an ICU setting. To do this, respon-
dents were first asked to imagine their own hypothetical
future treatment in an ICU where they had designated
a person to be able to speak on their behalf. As they
answered questions regarding information-sharing
preferences, they were asked to think about the specific
person they would want as their designated individual.
In this context, we asked respondents the amount of
information they would want to share with their desig-
nated person, whether they would want their designated
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person to be able to access their health information from
a home computer, and preferences on specific categories
of information to be potentially shared with their desig-
nated person. Answer choices were presented in either
Likert-style format or in another ordinal format.
Information-sharing preferences were first elicited
by presenting respondents with the hypothetical ques-
tion: “If I were unable to communicate my opinions in
the hospital, I would want my designated person to have
access to...” and asking them to choose from the follow-
ing responses: “1. My entire medical record, including
all of my past history”; “2. All of my medical informa-
tion relevant to making decisions on my behalf in the
ICU, including relevant past history”; “3. Only medical
information from the current hospitalization”; and “4. I
would not want to share any of my medical information?”
Toassessthepotentialrelationshipbetweenqualityoflife
andwillingnesstosharepersonalhealthinformation(PHI),
we employed the EuroQol EQ-5D-3L instrument (25).
The EQ-5D-3Lis a widely used measure of general quality
of life and assesses five dimensions of health status: mo-
bility, self-care, usual activities, pain/discomfort, and
anxiety/depression. It is a validated health utility score,
with higher scores indicating better quality of life. We
also used the standard EQ-5D-3L Visual Analog Scale.
To assess detailed preferences regarding specific cat-
egories of information, respondents were given a list of
15 types of potentially more sensitive information and
asked to indicate their preference for sharing each on
a five-point Likert scale. Examples of these categories
include sexual history and mental health records.
Short-form text entry responses were used to elicit
specific concerns regarding sharing information in the
proposed hypothetical ICU admission—“What would
worry me the most about having [my designated
person] having access to my medical information is...”
We included an attention question in order to ex-
clude respondents who failed to read question prompts
(i.e., respondents were instructed to “respond ‘strongly
agree’ to a question” and only if they responded cor-
rectly were they included in the analysis).

Data Analysis

Descriptive statistics of demographic characteristics,
survey responses, and information-sharing prefer-
ences were described by counts and percent of pop-
ulation or as the median and interquartile range
(IQR). Responses to the short answer question were
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qualitatively analyzed by four authors (S.].B., A.P. ].B,,
R.O.H.), which included an experienced qualitative
analyst (].B.) to determine common themes.

We dichotomized responses based on willingness
versus unwillingness to share any level of information.
We then used logistic regression (with Firth regression
where outcomes were rare) to evaluate the relevance
of candidate predictors to willingness to share infor-
mation, including demographic descriptors, previous
exposure to EMRs, and quality of life assessments.

Predictors of Information-Sharing Preferences

We explored the relationship between demographic
characteristics and preferences for information shar-
ing both on a basic level of willingness to share as well
as preferences regarding remote access to that infor-
mation. We hypothesized a priori that age, sex, eth-
nicity, prior experience with electronic health records,
and type of previous ICU experience could be associ-
ated with preferences for information sharing.

All statistical analyses were performed in R Software
(4.0.0; R Foundation for Statistical Computing, Vienna,
Austria; https://www.R-project.org/).

Ethical Considerations

The Intermountain Institutional Review Board (IRB)
approved the study with a waiver of documentation
of consent (IRB number 1050043). An introduction
to the electronic survey stated that completion of the
survey constituted consent. Respondents received
minor compensation according to standard Qualtrics
procedures.

RESULTS

Surveys were collected from 1,520 respondents
through the empanelment procedure; 1,470 of these
were complete and included in the analysis. Median
(IQR) of age was 36 years (27-54 yr) with participants
ranging in age from 18 to 87 years old. Two-thirds
(66%) identified as female. Among respondents, 664
(43.7%) were prior ICU patients, whereas 808 (53.2%)
were a family member of a prior ICU patient. Forty-
eight respondents (3.2%) had been both a patient and
a family member in the ICU. Patients were ethnically
and racially representative as specified. One hundred
fifty-two respondents (10%) worked in healthcare,
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and 40% had a close friend or family who worked in
healthcare (Table 1).

Seven hundred eighty-one respondents (51.4%) had
accessed their own medical record electronically in the
past, and most of these, 609 (78%), accessed the record
via an online portal. Additionally, 323 (41.4%) accessed
their own EMR information via a website, 173 (22.2%)
by e-mail, and 42 (5.4%) via text messaging. When
using a website, the majority used their hospital web-
site 228 (70.6%) or the physician’s website 145 (45%).

Respondents who had accessed their EMR did so for
the following reasons: get tests results (79%), get infor-
mation about health conditions (54%), review notes by
healthcare provider (47%), make appointments (44%),
communicate with healthcare provider (39%), refill

TABLE 1.
Respondent Demographics (N = 1,470)

Central

Tendency

Attribute (Dispersion)

Age, yr, median (IQR) 36 (27-54)
Self-reported gender, n (%)
Female 971 (66.1)
Male 493 (33.5)
Other 6 (0.4)
Race, n (%)
Non-Latino White 974 (66.3)
Black or African American 190 (12.9)
Hispanic-Latino 156 (10.6)
Asian 70 (4.8)
American Indian, Alaskan Native, 7 (0.5)
Native Hawaiian, or Pacific Islander
More than one race 65 (4.4)
Do not wish to report 8 (0.5)
Works in healthcare, n (%) 146 (9.9)
Family or friend in healthcare, n (%) 584 (39.7)
ICU experience within last 3 yr, n (%)
Family member 777 (52.9)
Self 646 (43.9)
Self and family member 47 (3.2)
EQ-5D¢ utility index, median (IQR) 1.4 (1.2-1.6)
EQ-5D? Visual Analog Scale, median (IQR) 80 (66-90)

IQR = interquartile range.
*EuroQol EQ-BD-3L instrument is a validated health utility score,
with higher scores indicating better perceived health.
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medications (33%), or review medication doses (17%).
Almost half of respondents (47%) had communicated
with their healthcare provider electronically. Most of
these communicated using e-mail (55%), the online
EMR (48%), or texting (33%). Ten percent used a web-
site for communication.

If respondents were unable to communicate their
preferences, almost all respondents (99%) would want
their designated person to have access to at least some
of their medical records. Over half (56%) would want
their designated person to have access to the entire re-
cord, including all past history, whereas 37% would
want this information restricted to that relevant to
making decisions on their behalf in the ICU and 6%
would only want information from the current hospi-
talization shared.

If the designated person was at home and not in
the hospital, most respondents (79%) would want the
designated person to have access to their medical in-
formation from a home computer. Also, most respon-
dents (71%) also thought that having this access would
emotionally help their designated person during their
illness, whereas only 8% thought it would not be
emotionally helpful for a family member to have this
information.

Respondent preferences for sharing specific types of
information followed the same general pattern as broad
sharing preferences with more than half of respondents
choosing either “agree” or “strongly agree” to all but one
of the listed categories. See Table 2 for detailed results
on respondent preferences. The outlying informational
category was “Whether I have a criminal record” where
only 49.7% of respondents indicated a willingness to
share. Although this information is not a routine piece
of every patient’s medical record, it is possible that pre-
vious incarceration or treatment at a correctional in-
stitution could be clinically relevant (e.g., tuberculosis
exposure) and included in a patient’s history.

Predictors of Information-Sharing Preferences

A Firth regression analyzing demographic category and
willingness to share any information revealed no signif-
icant relationship between the two variables (eTable 1,
http://links.Ilww.com/CCM/G806). We found that male
sex (odds ratio [OR], 1.73; CI, 1.18-2.56), previous ex-
perience online medical records and/or clinician com-
munication (OR, 2.30; CI, 1.48-3.55), and previous
admission to the ICU (OR, 1.47; CI, 1.03-2.10) were
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TABLE 2.
Willingness to Share Information With a Designated Other (N = 1,520), Reported as n (%)
Strongly Neither Disagree Strongly

Information Disagree Disagree Nor Agree Agree Agree

Laboratories, x-rays, and surgery results 38 (2.5) 18 (1.2) 48 (3.2) 520 (34.2) 896 (58.9)
while in the ICU

Prior pregnancy history, including loss 83 (8.3) 138 (13.8) 121 (12.1) 258 (25.8) 399 (39.9)
or termination (females only, N = 999)

Marital or relationship status 48 (3.2) 63 (4.1) 190 (12.5) 479 (31.5) 740 (48.7)

Events leading to the ICU admission 19 (1.2) 23 (1.5) 73 (4.8) 504 (33.2) 901 (59.3)

Mental health records (e.g., depression, 62 (4.1) 95 (6.2) 177 (11.6) 463 (30.5) 723 (47.6)
anxiety, schizophrenia, prior suicide
attempts)

History of substance use or addictions 81 (5.3) 105 (6.9) 194 (12.8) 468 (30.8) 672 (44.2)

Sexual orientation 131 (8.6) 126 (8.3) 265 (17.4) 398 (26.2) 600 (39.5)

Whether respondent currently has cancer 45 (3) 38 (2.5) 76 (5) 492 (32.4) 869 (57.2)

Whether respondent currently has a 47 (3.1) 38 (2.5) 81 (5.3) 454 (29.9) 900 (59.2)
terminal condition

Whether respondent has a sexually 128 (8.4) 148 (9.7) 196 (12.9) 4929 (28.2) 619 (40.7)
transmitted disease

Whether respondent has a criminal record 255 (16.8) 235 (15.5) 274 (18) 275 (18.1) 481 (31.6)

Religious affiliation/church membership 190 (12.5) 146 (9.6) 282 (18.6) 322 (21.2) 580 (38.2)

Medications respondent is taking now 35 (2.3) 44 (2.9) 93 (6.1) 467 (30.7) 881 (58)
or has taken in the past

Allergies 18 (1.2) 15 (1) 48 (3.2) 397 (26.1) 1,042 (68.6)

Daily status while in the ICU 15 (1) 10 (0.7) 47 (3.1) 416 (27.4) 1,032 (67.9)

associated with greater likelihood of willingness to
allow access to information from a home computer by
their designated person. Lower health-related quality of
life (as judged by the EQ-5D Visual Analog Scale) was
slightly but significantly associated with less willingness
to share in this setting (OR, 0.99; CI, 0.98-1.00).

Free-Text Responses

Eigh hundred eighty unique text responses about
respondents’ greatest concerns regarding sharing their
EMR with their designated other were recorded and
analyzed. Six major themes were identified: no con-
cerns, sensitive history, possible burden on the des-
ignated other, information security, concerns about
abuse of the information by the designated other, and
lack of confidence in their designated other. These
themes illustrate the wide spectrum of reasons that
respondents may be concerned about sharing their in-
formation. Some respondents expressed concern that

Critical Care Medicine

they themselves could be harmed by sharing informa-
tion (2.6% of respondents), whereas other respondents
indicated a concern that sharing their information
would create a burden for their designated other (5%
of respondents.) Full descriptions of these themes and
representative quotations are given in Table 3.

DISCUSSION

Our results provide insight into patient willingness to
include trusted individuals in matters that would oth-
erwise be private in order to provide access to family
members in an ICU setting. Broadly, almost all respon-
dents were willing to allow a designated family member
to see at least some of their information (99%). Even at
the most expansive version of sharing, granting access
to all medical records and history regardless of rele-
vance to current hospitalization, over half of respon-
dents (56%) were willing to grant that access to their
designated family member.
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TABLE 3.
Primary Results of Qualitative Analysis

Theme Example Response

No concerns—Respondent states that they have no reservations

about their designated person having access.

Sensitive history—Does not want to share things like pregnancy

history, drug use, sexuality, religion.

Burden—Respondent is worried that the information would
create an emotional burden on designated person.

Data security—Respondent is worried the information will be
accessed by people other than their designated person.

Abuse—Respondent is concerned that sharing their information with

“Nothing would bother me because | would choose
someone close to me that | can trust”

“If | had a previous condition that | was embarrassed
about | wouldn't want them to know that if it wasn't
relevant to my current care!

“They would worry and stress more about my
condition which would cause their deterioration.”

“Someone else getting the information, and possibly
leading to identity theft”

“Holding things they don't like over me later”

their designated other will create potential for abuse of some kind.

Poor proxy—Respondent is concerned that information would lead
designated person to make decisions that the respondent would

not make themselves.

“Not making the right decisions based on the facts
they have in front of them!

Respondents’ willingness to share granular types of in-
formation with a designated family member was in each
category lower than the average willingness to broadly
share all information. This is an unsurprising outcome
given that certain classes of information (e.g., mental
health and reproductive history, sexual history, or cer-
tain stigmatized diseases like HIV) are often extremely
private matters for patients (26, 27). However, only a mi-
nority of systems allow for such management (28).

Context is an important factor in determining pa-
tient preference for sharing PHI with others. Although
only a minority of patients seem to wish to grant carte
blanche to access to others in a general setting (29),
when family members are directly involved in treat-
ment that preference is reversed and the majority of
patients prefer to share their information (30, 31).

Concerns regarding security of information were
reflected in free-text responses in our survey. There
are a variety of healthcare environments that include
OpenNotes (an organization which advocates for pa-
tient access to the clinical notes recorded by treating
clinicians) (32)—by which patients have access to clin-
ical documentation. Although some of these environ-
ments include the ability to establish proxy access for
adult caregivers, the process for doing so can be quite
burdensome (33). In the absence of formalized proxy
access, patients may share their own access credentials
with a caregiver (33). A possible proxy access policy
would give patients the ability to proactively restrict
certain kinds of information from future access by a
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designated person, such as sensitive information relat-
ing to sexual or mental health.

Given that data security breaches are distressingly
common, attempts to increase access to PHI may be
viewed with suspicion (34). Generally, respondents
seemed concerned that granting access to their des-
ignated family member would precipitate a situation
wherein a third party with malicious intent might gain
access as well. Nationally, the current trend is to in-
crease patient access to EMR data, and with the up-
coming implementation of the 21st Century Cures Act
Final Rule, patients will be legally owed immediate
access to their information, including imaging nar-
ratives, procedure notes, and pathology reports (35).
Access to these data by designated family will be im-
portant to navigate as well.

Another important consideration in interpreting
our results is that we did not evaluate the familiarity of
respondents with the information contained in the EMR.
It is likely that patients generally do not have a compre-
hensive understanding of all the information that is in-
cluded in an EMR (36). Although misunderstanding
the content of the EMR could affect the responses to our
survey, it is important to note that in all but one specific
category of information (criminal history), the majority
of respondents would choose to provide that informa-
tion with their designated family member.

Despite the strengths of our findings, we acknowledge
that the hypothetical nature of an anticipated ICU ad-
mission may have introduced bias, although preference
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elicitation about personal EMRs may commonly hap-
pen in premorbid settings, and we restricted our cohort
to individuals who had actual experience with ICU ad-
mission. We thus anticipate that such bias, if present, is
consistent with how such preferences could be obtained
in actual settings and therefore would seem valid.

This study is also limited by only including respon-
dents fluent in English. An important next step would
be to administer a similar survey in alternative lan-
guages to further understand any potential differences
in sharing preferences.

We also acknowledge that an internet survey excludes
individuals who do not use computer technology or who
do not have ready access to computers. Our observation
that respondents with greater experience using infor-
mation technology in medical environments are more
willing to share information suggests that our results
may not generalize to the occasional patients who do
not use computer technology. Reaching patients who do
not have access to computers due to socioeconomic bar-
riers is more challenging and limits our generalizability
to this portion of the population. A potential solution
would be to increase access to computer facilities in the
community and in healthcare settings.

CONCLUSIONS

Most respondents to an internet survey would want
their family to have access to all relevant health infor-
mation if they were unable to decide for themselves.
Regulatory guidance and local policies should take
such observations into consideration.
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