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a b s t r a c t 

With the application of Internet of Things, big data, cloud computing, artificial intelligence, and other cutting- 

edge technologies, China’s medical informatization is developing rapidly. In this paper, we summaried the role 

of information technology in healthcare sector’s battle against the Coronavirus disease 2019 (COVID-19) from 

the perspectives of early warning and monitoring, screening and diagnosis, medical treatment and scientific 

research, analyzes the bottlenecks of the development of information technology in the post-COVID-19 era, and 

puts forward feasible suggestions for further promoting the construction of medical informatization from the 

perspectives of sharing, convenience, and safety. 
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. Introduction 

In recent years, with the vigorous development of digital economy

epresented by "New Infrastructures", the innovation and reconstruction

f healthcare industry has been emerging. Under the guidance and sup-

ort of a series of national policies, the development of Internet Plus

ealthcare in China has come a long way. Till 2021, more than 900

nternet hospitals have been established and over 24,000 medical insti-

utions have been carrying out telemedicine cooperation [1] . Internet

f Medical Things (IoMT) plays an increasingly prominent role in opti-

izing medical resource allocation, innovating service mode, improving

ervice efficiency, and reducing medical treatment cost [2] . On the basis

f summarizing the role information technology played in the health-

are system during the coronavirus disease 2019 (COVID-19) outbreak,

his paper discussed the problems to be solved as well as the applica-

ion prospect of information technology in the healthcare system in the

ost-COVID era. 

. The role of information technology in the healthcare system 

uring COVID-19 outbreak 

In the battle against COVID-19, smart medical platforms have be-

ome the second battlefield to fight against the epidemic. Health services

elated to the "digital world", such as online diagnosis and treatment,

cience popularization for epidemic prevention, artificial intelligence,
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ealth code and other technologies, have been fully utilized to jointly

uild a three-dimensional and all-round anti-epidemic protection wall

o protect people’s health [3-4] . 

In terms of early warning and monitoring, China’s local governments

nd relevant departments used big data to study and determine the trend

f epidemic, screen and track the source of infection, in order to take the

nitiative to control the epidemic. For example, Zhejiang province was

he first to implement "one chart, one code, one index" based on big data.

ainstream media such as the People’s Daily, Xinhua News Agency, and

echnology companies such as Alibaba and ByteDance, broadcasted the

pidemic updates in real time through websites, apps and other chan-

els, accurate to the community-level [5] . Using the big data advantages

rought by real-name ticketing system, "12306" was able to provide in-

ormation about close contacts. Users can confirm whether they were

raveling with confirmed cases through the "Query Tool of Traveling

ith Confirmed Cases". 

In terms of screening and diagnosis, intelligent thermometers have

een used in China to quickly and accurately identify people with abnor-

al body temperatures in crowds. Relying on the "Artificial Intelligence

lus Computed Tomography (AI + CT)" intelligent diagnostic system,

 diagnosis can be made within 10 seconds by importing the patient’s

ymptoms, epidemiological history, CT images and other data, with an

ccuracy rate of 98%, which greatly improves the COVID-19 screening

ate and diagnostic accuracy. 
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In terms of medical treatment, China has launched policies such as

Notification of Providing Online Diagnosis, Treatment and Consultation

ervices during the Epidemic Prevention and Control" and "Guidance on

romoting ’Internet Plus’ Healthcare Services during COVID-19 Preven-

ion and Control" to encourage the medical service mode innovation,

nd provide online health insurance direct settlement to electronic pre-

cription, doctor fees and expenses for medicine, which is an improve-

ent from the policies of Internet hospitals before. Under the guidance

f favorable policies, many hospitals have established Internet hospitals

or the outpatient process, actively built diversified and convenient on-

ine appointment platforms, and implemented real-name appointment

or medical treatment at different times [4-5] . In terms of optimizing the

edical treatment process, it provides AI medical guide triage, waiting

ist reminder, inter-clinic settlement, mobile payment, push and mu-

ual recognition of inspection and laboratory results, drug distribution

ervices, etc., creating a one-stop service platform integrating consul-

ation, prescription, payment and drug distribution [4] . According to

tatistics, the Internet diagnosis and treatment in the hospitals directly

nder the jurisdiction of National Health Commission increased by 17

imes in 2020 compared with the same period last year [5] . AI, fifth gen-

ration (5G) mobile networks, Internet of Things, and remote systems

re widely used in the hospitalization process. For example, Beijing Xi-

otangshan Hospital used intelligent voice medical records, makeshift

ospitals in Wuhan used unmanned transport vehicles and disinfection

obots, etc., Hainan People’s Hospital used electronic caregiver identity

ards (IDs), and some hospitals used precise infusion monitoring and

G remote ultrasound, which all effectively reduced cross-infection and

mproved work efficiency. Reports from leading management consulting

ompany, McKinsey & Co., pointed out that COVID-19 has led to rapid

rowth in multiple telemedicine modes, with user recognition rising to

6% from 11% in 2019. 

In terms of scientific and technological breakthroughs, AI can effec-

ively reduce the repetitive work in virus detection, and promote drug

esearch and development through effective screening of compounds,

iomarkers and prediction of physicochemical properties of drugs, etc. 

In general, information technology has played an important role in

lleviating patients’ needs for medical treatment and improving anti-

pidemic efficiency during COVID-19, demonstrating a broad prospect

f a healthcare industry empowered by informatization. 

. Problems in the informatization of healthcare system in the 

ost-COVID-19 era 

The COVID-19 outbreak has brought huge challenges to people’s

ealth, life, and property, as well as the economic and social develop-

ent. The amount of services provided by medical institutions in the

ealthcare industry has declined dramatically. According to the Sta-

istical Information Center of the National Health Commission, in the

rst half of 2020, the total number of visits made to medical institu-

ions recorded 3.27 billion, decreasing by 21.6% year-on-year. In the

ost-COVID-19 era, to speed up the resumption of efficient operation

f the healthcare system, we should not only continue to optimize the

emanded operations in "peacetime", but also meet the requirements of

wartime" in the new era. Through the innovative application of infor-

ation technology, we can provide medical services with "no contact

nd few gathering". At present, although the informatization of health-

are system is booming in all parts of China, it also faces some bottle-

ecks in development. 

.1. Regional information connectivity has not yet been realized 

The sharing of health information is the foundation of online medical

are and smart medical care. Especially when pandemic occurs, public

ealth researchers, epidemiologists, and government officials need to be

onnected via integrated systems with connected data to understand the

volving pandemic better and make collective decisions on addressing it
25 
6] . Although at present, the national-level platforms have realized data

haring and exchange with the Ministry of Public Security, the Ministry

f Human Resources and Social Security, the State Administration for

arket Regulation, the State Taxation Administration and other min-

stries in China, on the micro level, there is no information interconnec-

ion among medical institutions. It is known that in 2018, the average

unction level of electronic medical record application in tertiary pub-

ic hospitals was 2.72, which was still at the level of inter-departmental

ata exchange [7] . The assessment of connectivity maturity was gener-

lly around level 4, while the assessment of smart services was at level

. 

The internal data in medical institutions are mainly derived from

ospital information system (HIS), picture archiving and communica-

ion systems (PACS), laboratory information management system (LIS),

lectronic medical record (EMR) and other application systems. For

ther resources of potential data, such as access control management,

ogistics robots, sensors and so on, they are either not developed or not

tilized due to compatibility problems. Different medical institutions

se different information systems, with low level of standardization, un-

lear ownership, right of use and management, and are difficult to con-

ect with each other. These problems make it hard to integrate them,

hus seriously hinder the informatization and intelligent development

f medical services in various provinces and cities. 

.2. The scope of information technology applications is limited 

Medical institutions and enterprises have built online platforms for

iagnosis and treatment after this public health emergency; however,

he emerging information technology market needs further develop-

ent. In terms of artificial intelligence, three elements for its develop-

ent are data, computing power and algorithms. However, due to the

ack of data quality, computing power and algorithm innovation, the

opularization of artificial intelligence is affected. In terms of the Inter-

et, the current service is limited to online follow-up, including 10 types

f services such as remote monitoring, remote consultation, remote di-

gnosis and so on. According to the Survey Report on Hospital Informa-

ion during the COVID-19 epidemic, online consultation was the most

requently used in internet hospitals during the epidemic. In addition,

urrent supportive policies are incomplete. For example, the pricing of

nline services varies greatly among provinces, the examination fee is

.5 yuan at Internet hospitals in Hubei province, and it varies from 3.6

o 15 yuan in Tianjin. In terms of the smart hospitals, though it was

roposed in 2019 that the services include "smart medical care", "smart

ervice" and "smart management", hospitals mainly provide "smart ser-

ice" for patients, and need further improve other core medical services,

uch as closed-loop smart management of specific diseases in perioper-

tive period. 

.3. The safety of information and data need to be improved 

Information in the health industry includes the citizens’ personal in-

ormation and the country’s sensitive information, which is essential for

tability of the society. Opening up medical information to the outside

orld increases the risks of network security regarding the rapid de-

elopment of Internet Plus healthcare this year. Although online medi-

al supervision platforms have been established at the provincial level

n 30 provinces to supervise online behaviors including doctors’ qual-

fications and their prescriptions so as to ensure the safety of medical

ervices, medical institutions still need to strengthen data security. Ac-

ording to China’s Medical Informatization Industry Report 2018-2019

eleased by the Information Management Committee of Chinese Hospi-

al Association, 839 hospitals were surveyed with only 43.95% having

assed the classified protection of cybersecurity, while 75% of primary

nd secondary hospitals surveyed have not implemented the classified

rotection of cybersecurity. In 2018, a healthcare provider in Singapore
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Fig. 1. Structure of municipal emergency 

command system. E: electronic; ECG: electro- 

cardiograph 
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as attacked by hackers, resulting in the release of medical records of

bout 1.5 million patients. 

The Law of the People’s Republic of China on Basic Healthcare and

ealth Promotion states clearly the legal consequences of revealing the

ersonal health information by medical institutions and healthcare per-

onnel. But when it comes to internet-based medical services, there is

o designated law or regulation on collection, use and storage, sharing,

nd disclosure notification of personal health information on the on-

ine health platforms. In terms of the management regulations, security

anagement regulations for internet hospitals should be made including

heir access and supervision, and further guidelines for implementation

hould be added to the National Standard of Information Security Tech-

ology —Personal Information Security Specification to protect personal

nformation. 

. Outlook on the the informatization construction of healthcare 

ystem in the post-COVID-19 era 

At present, China is in its golden age of accelerating the construc-

ion of new infrastructures, while the healthcare industry push to pro-

ote Internet Plus in medical care so that the data runs the errands in-

tead of people. "Promoting telemedicine" is clearly proposed in the 14th

ive-Year Plan (FYP) (2021-2025) for National Economic and Social De-

elopment and the Long-Range Objectives Through the Year 2035. In
26 
he phase of regular epidemic prevention and control, the informatiza-

ion construction of healthcare system will focus on the overall lifelong

ealth of patients, and move towards a highly shared, convenient and

afe direction. 

.1. Construction of regional platforms based on information sharing 

In the past 10 years, the National Health Commission has succes-

ively issued a number of policy documents, management regulations,

nd standards related to regional health informatization construction.

rom the perspective of governance of a city, smart medical services

hould be integrated into the construction of smart city by means of

op-level design and overall planning, and connected with emergency

ommand system, smart transportation and smart government. Once a

ajor public health emergency occurs, the smart medical system will

tart the early warning system according to the intelligent algorithm,

nd the emergency command center will respond with an emergency

lan according to the level of emergency predicted by the early warn-

ng system, and establish a scientific decision-making model to control

he spread of epidemic ( Fig. 1 ). From the perspective of healthcare in-

ustry, normative data standards should be defined, compatible infor-

ation system management software should be installed, and a network

ystem supporting health informatization within a region, based on the

nterconnection of national, provincial, municipal and district/county



M. Zhang, D. Dai, S. Hou et al. Intelligent Medicine 1 (2021) 24–28 

Fig. 2. Platform integrating "medical-patient- 

drug-insurance" information. R&D: research and 

development; AI: artificial intelligence; 5G: fifth 

generation; HIS: hospital information system; 

EMR: electronic medical record; LIS: laboratory 

information management system; PACS: picture 

archiving and communication systems 

p  

p  

d  

a  

i  

o

4

e

 

c  

m  

p  

l  

e  

f  

g  

s  

i  

s  

o  

m  

a  

A  

i  

n  

f

latforms, should be established as soon as possible to ensure the com-

atibility and sharing of data within the region. Meanwhile, coordinated

evelopment of medical institutions within a region should be oriented

ccording to the guideline of national policies, and sharing of medical

nformation within a region should be realized based on the construction

f medical consortium so as to expand quality resources. 

.2. Construction of closed-loop platforms based on convenience and 

fficiency 

At the national level, it is suggested to increase supportive poli-

ies around the integration of "medical-patient-drug-insurance" infor-

ation. For example, we should further improve the scope and tiered

ricing of online services in various provinces, and explore the estab-
27 
ishment of a national or provincial platform sharing and circulating

lectronic prescriptions by internet hospitals and a uniform platform

or medical insurance settlement. As for medical institutions, it is sug-

ested to promote smart hospital construction by providing medical

ervices centered on overall lifelong health of patients and integrat-

ng online and offline services before, during and after diagnosis. Smart

ervices should extend from medical consultation to a whole process

f services for common diseases and chronic diseases. Smart manage-

ent should rebuild an online process of diagnosis and treatment like

 physical hospital and even provide further medical services ( Fig. 2 ).

 medical ecosystem integrating producing, teaching, and research-

ng by hospitals, suppliers, logistics, third-party medical service orga-

izations, research and development (R&D) institutes will be gradually

ormed. 
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.3. Construction of whole-process platforms based on security 

At the national level, it is suggested to improve policies and regula-

ions, establish industry standards, and enrich the content of provincial

nformation supervision platforms. At the hospital level, it is suggested

o strengthen information security management and optimize technical

eans, improve management regulations for information system secu-

ity and doctor-patient information security. Moreover, it is suggested

o build information security system and a closed-loop safety workflow

f threat prediction, threat protection, continuous monitoring, response

nd disposal, including (1) risk pre-control: software should be selected

n accordance with ISO27034 standard and safety principles, hardware

hould be strengthened through update and maintenance; (2) risk moni-

oring and control: safety of hardware/software devices and network en-

ironment should be comprehensively monitored, monitoring and early

arning system for online information security should be established

nd improved; (3) defense construction: protection of internet-based

edical information security should be strengthened by applying anti-

irus software, intrusion detection system, vulnerability scanning sys-

em, data encryption technology, data desensitization technology and

ther technical means [8] ; (4) emergency support: emergency plans and

easures should be formulated and specified regarding hardware sys-

em, software system, machine room environment, information security

anagement, etc., and emergency drill should be regularly carried out.

t the individual level, it is suggested to establish the privacy protection

wareness of medical staff and patients through various forms such as

raining, popularization and education. 

. In summary 

In general, digital technologies such as Internet and big data have

een proven to be indispensable in response to COVID-19 and become

he core force for the comprehensive breakthrough and development of

he healthcare industry in the post-COVID-19 era. The next step is to

urther carry out technology research and development and continuous

mprovement around key areas such as smart medical treatment, big
28 
ata mining, information sharing, family health and medical informa-

ion security. Meanwhile, increased financial investment and training

f "5G medical" inter-disciplinary talents are proposed to ensure stabil-

ty and sustainability and to contribute to the construction of a healthy

hina. 
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