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Abstract

Objectives: Data breaches are a financial and operational threat to hospitals. In this study, we examine the association
between a data breach and information technology capital and labor investment.

Methods: In this retrospective cohort study, we used American Hospital Association data from 2017 to 2019 and an unba-
lanced panel of hospitals with 6751 unique hospital-year observations. The breached group had 482 hospital-years, and the
control group had 6269 hospital-years. We estimated the association between data breaches, information technology capital,
and labor investment using the average treatment effect with propensity-score matching.

Results: From 2017 to 2019, hospitals experienced more hacking and information technology incidents but fewer thefts and
losses. We found that hospital data breaches were associated with a 66% increase in employed information technology staff
and a 57% increase in outsourced information technology staff. Breaches were not associated with information technology
operating expenses and information technology capital expenses.

Conclusion: Higher information technology labor investment due to the remediation of data breaches is an added cost to the
healthcare system. Hospitals and policymakers should consider initiatives to improve cybersecurity and protect patient data.
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The Health Information Technology for Economic and
Clinical Health (HITECH) Act (2009), and specifically
the Medicare and Medicaid Electronic Health Record
(EHR) Incentive Program® promoted the adoption of
health information technology. By 2019, virtually all non-
federal acute care hospitals adopted EHRs, with 96% of

Introduction

Data breaches are a devastating threat to the users of infor-
mation technology. The healthcare sector has seen frequent
and costly data breaches relative to other sectors. A health
data breach is an impermissible use or disclosure of
protected health information." It is broadly classified
into theft, loss, unauthorized access/disclosure, improper
disposal, and hacking with non-mutually exclusive
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categories.' Healthcare organizations in the US had the
highest average costs related to data breaches for the past
decade.” In 2021, 714 healthcare data breaches, which
affected over 40 million individuals’ records, were reported
by healthcare providers and health plans to the Department
of Health and Human Services Office for Civil Rights
(OCR)." For organizations, a healthcare data breach cost
$10.1 million on average between 2001 and 2022.”
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hospitals reporting any EHR usage and 86% of hospitals
reporting 2015 edition certified EHR usage in the Office
of the National Coordinator for Health Information
Technology (ONC) survey 2019-2021.° HITECH also
included provisions to improve the privacy and security
of personal health records® The notifications of healthcare
data breaches were strengthened by requiring healthcare
providers, health plans, and business associates to report a
breach of protected health information that affects more
than 500 individuals to those individuals and the
Department of Health & Human Services (HHS)." The
reported data breaches since 2009 are published in a
public web database to inform consumers and patients.®

Despite efforts from industry and regulators,
healthcare organizations continue to experience data
breaches. According to the Healthcare Information and
Management Systems Society (HIMSS) survey 2021,
more than 67% of surveyed organizations had experienced
a significant data breach in the preceding 12 months.’
Specifically, hospitals have been involved in some of the
largest data breaches in the past decade, which exposed mil-
lions of individual records.®’

Prior studies investigating the relationship between
security investments and data breaches explored an
organization’s motivation for investing in security.
Organizations have data and information assets that are
critical to their operations. Especially healthcare organiza-
tions deal with protected health information, which is
valuable to malicious actors.'® Criminology and deter-
rence theory suggests that data breaches by malicious
actors, assumed to be rational, can be deterred with pre-
ventive security investment and penalties for malicious
actions.''"™"? This literature extends to the routine activity
theory (RAT), which emphasizes the organization’s role
as a guardian of data and information assets to defend
against rational malicious actors.""

The RAT provides a framework for understanding a
healthcare organization’s motivation to guard its assets
and avoid regulatory penalties. Healthcare organizations
are subject to HIPAA regulations, which enforce corrective
actions against breached organizations.'* The Office for
Civil Rights may monitor the breached organization for
three years to oversee the implementation of corrective
actions, including penalties, and revision of systems, pol-
icies, and procedures.

Empirical studies examining the effect of information
technology (IT) security investments on data breaches have
shown that IT security investment is related to data breaches
by mediating and moderating organizational factors.'''>~"7
These studies have focused on the implications of IT security
investments on data breaches. However, few studies have
examined the effect of data breaches on IT security invest-
ments. The reductions in hospital care quality after a data
breach suggest it is critical to examine the financial implica-
tions of hospital data breaches.'”

Data breach remediation efforts were negatively asso-
ciated with hospital quality, that is, with a slower
time-to-electrocardiogram rate and with a higher 30-day
acute myocardial infarction death rate.'®

Disruptions in health IT systems caused by a data breach
may disrupt or delay the workflow of healthcare providers,
therefore decreasing hospital efficiency. Moreover, brea-
ched hospitals potentially face investigation, fines, and
several years of monitoring by the Office for Civil
Rights.> Thus, breach remediation (changes to health IT
system and staff training) as required by OCR may take
some time to complete, and such oversight by OCR may
itself degrade hospital efficiency."”

The significant disruptions and costs associated with
data breaches have implications for hospital IT investments.
Whereas health IT is intended to improve hospital quality
by reducing errors,”>>* hospitals need to consider the
costs associated with remediating data breaches when
making continued IT investments that are critical to the
management of hospital services.

We address this gap in the literature by analyzing the
relationship between data breaches and hospital IT security
investment using a quasi-experimental design. Estimating
the effect of data breaches on hospital IT security invest-
ments is a novel contribution to the literature. Using the
RAT framework, we hypothesize that breached healthcare
organizations will make IT security investments to protect
patient data, deter malicious actors, and prevent security
failures.

Prior studies on hospital data breaches and IT expendi-
tures studied years before 2017 using state-level data
when breaches due to hacking and IT incidents were less
common.'*'>'® The recent rise in hacking and IT incidents
is a serious concern for hospitals because they tend to be
more disruptive.'”'® This paper contributes to the literature
by exploring the implications of data breaches for hospitals
using recent nationally representative hospital data, which
in turn offers timely insights for hospital managers and
policymakers.

Materials and methods

We employed the reported information on breaches as col-
lected by HHS to create a pooled sample of hospital-year
observations from 2017 to 2019. In accordance with the
ICMIE guidelines, patient consent was not applicable to
this study. This study did not involve human subjects,
and all data were obtained from publicly available
sources. We estimated the changes in IT investment asso-
ciated with breached hospitals by using the average treat-
ment effect (ATE) model” with propensity-score
matching (PSM), controlling for hospital characteristics
and financial variables.

To evaluate the effect of a policy change on two groups,
simple or regression-adjusted comparisons may lead to
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biased estimates because of omitted variables arising from
unobserved and uncontrolled differences between the two
groups. This is a critical concern in estimating the treatment
effect. Thus, randomized trials are used to address the
omitted variable bias when assessing treatment effects.
However, without an experiment or randomized trials, the
link between omitted variables bias and treatment effects
could be seen using the potential-outcomes framework
that could be observed in alternative states. Thus, the poten-
tial outcomes framework has become the concept for non-
experimental as well as experimental studies in many
fields.**>°

One commonly used statistical technique using the
potential outcomes framework is matching and regres-
sion.?” Matching is similar to regression in that it assumes
the only source of omitted variables is the set of observed
covariates. However, unlike regression, the treatment
effects are constructed by matching subjects with the
same covariates instead of using a linear model for the
effect of covariates. Moreover, matching has a weaker
assumption than regression; the effect of covariates on
dependent variables need not be linear.

Thus, the key (conditional independence) assumption
becomes

E[Y;i|X;, D;] = E[Y;|1X;] for j = O(control) / 1(treatment)
and hospital i

where Y is the dependent variable, X is a vector of covari-
ates, and D is a dummy variable for treatment (D =1) and
control (D =0) groups.

Then, ATE of data breach (D) on health IT investment
(Y) could be calculated by

E[Y;-YoilD; = 1] = E{E[Y;|X;, D; = 1]-[Y0ilX;, D; = 1]
D; =1} = E{E[Y1i|X;, D; = 1]-[Yoi|X;, D; = 0]|D; = 1}

Then
E[Y1-Yoil = E{E[Y;|X;, D; = 1]-[Yoi|X;, D; = 0]}

In sum, ATE can be constructed by averaging covariate-
specific treatment-control contrasts, and then rearranging
these covariate-specific contrasts using the marginal distri-
bution of covariate. Since these equations involve observ-
able quantity, consistent estimators could be achieved.?’
Therefore, the ATE is generally used to compare treatment
and control in the evaluation of policy interventions and
medical trials.

However, since the assignment of subjects to the
treatment or control groups is not random, the estima-
tion of the treatment effect may be biased because of
confounding factors. PSM can reduce the estimation
bias of treatment effects controlling for the confounding
factors, by using treated and control subjects who are as
similar as possible.”® The estimated equation is

3
followed by:
yii = a;+60Breachy +y HCy+y,HF; + yr
+ € (1

For a hospital (i) at a given year (¢), the dependent vari-
able y is IT investment measured as IT operating
expense, IT capital expense, number of employed IT
staff, and number of outsourced IT staff. Specifically,
these variables were log-transformed to address model-
ing issues with a skewed dependent variable.?’ Breach
is a dummy indicator that represents a data breach. 6
is the coefficient that captures the relationship
between a data breach and IT investment.

AHA provided a rich set of variables to control for
potential confounding variables. HC represents hospital
characteristics, such as teaching status, case-mix index
(CMI), disproportionate share hospital (DSH) payments,
wage index, Census Bureau Division (Metro, Micro, and
Rural hospitals), and the number of licensed beds. HF
represents hospital financial variables, such as total gross
patient revenue, total expense, and total assets. y is the
vector of coefficients on the control variables. yr is the year-
fixed effect. Standard errors accounted for clustering at the
hospital level. Analyses were performed using Stata
Statistical Software 17.°

The relationship between data breaches and IT invest-
ment may be confounded by hospital characteristics. For
example, large teaching hospitals are more likely to experi-
ence data breaches because they have more staff who are
handling devices and data.>’ PSM adjusted for potential
sample selection bias due to observable differences
between the breached and control hospitals.n*34 Also,
financial, legal, and reputational costs associated with
data breaches should deter hospitals from making inten-
tional data breaches,z’3 which mitigates concerns for
endogeneity.

Data

The AHA Annual Survey profiles more than 6500 member
hospitals. The AHA database has been widely used by gov-
ernment agencies, decision-makers, media, and industry for
timely analysis, and it is widely cited in the literature on
health IT.** The AHA database provides hospital character-
istics data, including location, size, structure, and person-
nel. In addition, the AHA data provides financial and
health IT data from income statements and balance
sheets, including revenue, assets, liability, health IT invest-
ment, and labor expenses.

The HHS breach data provided information on breached
hospitals, breach date, and breach type, including theft,
unauthorized access/disclosure, hacking and IT incident,
improper disposal, and loss.® The HHS breach data only
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provides data on large breaches affecting more than 500
individuals. This data limitation is further discussed below.

In accordance with the ICMIJE guidelines, patient
consent was not applicable to this study. This study did
not involve human subjects, and all data were obtained
from publicly available sources.

This study merged the HHS breach data and AHA
survey data using the hospital name, location, and year.
Our study sample pooled together short-term acute
general hospitals from 2017 to 2019, which were the
latest data available to the public that included IT-related
expenditures such as IT operating expense, IT capital
expense, number of employed IT staff, and number of out-
sourced IT staff.

Our analysis primarily focused on community hospitals,
which we defined according to the AHA.* In the United
States, the vast majority of hospitals, accounting for over
80%, are categorized as community hospitals.*® This
focus is particularly pertinent to patients and policymakers.
Conversely, hospitals falling into categories such as psychi-
atric, rehabilitation, and government hospitals exhibit dis-
tinctive operating characteristics, financial reporting
procedures, and financing mechanisms, setting them apart
from community hospitals. By concentrating our efforts
on community hospitals, we aimed to maintain a consistent
framework for our financial analysis. Furthermore, for
sample consistency, hospitals with less than a year of
reporting period were excluded. The study sample included
6751 hospital-year observations, with 6269 hospitals that
were not breached and 482 hospitals that were breached.
While the sample size was small enough to allow for
manual matching, there may be false matches because
standard identifiers were not available. Finally, all financial
variables were trimmed at the top 1% to exclude outliers.

Dependent variables

The dependent variable is measured as four variables: IT
operating expense, IT capital expense, number of employed
IT staff, and number of outsourced IT staff. IT operating
expenses include expenses related to information technol-
ogy and cybersecurity, excluding department depreciation
and operating dollars paid against capital leases. IT
capital expense includes expenses related to the capital
budget of IT and cybersecurity for the current year. The
number of employed IT staff is the number of full-time
equivalent (FTE) staff employed in the IT department/
organization and on the hospital payroll. The number of
outsourced IT staff is for contracted staff related to IT.

Independent variable

Breach measured whether a hospital experienced a data
breach in a given year. The model assumed that a breach
was a one-time event. Even though multiple breaches

within a year are possible, we observed no hospitals that
experienced multiple breaches in our sample.

Control variables

Teaching status is indicated if the hospital is a Member of
the Council of Teaching Hospitals (COTH) of the
Association of American Medical Colleges (AAMC).>®
CMI reflects the diversity, complexity, and severity of
patient illnesses treated at a given hospital. A higher CMI
indicates a more severe and resource-intense patient
mix.”” DSHs serve a significantly disproportionate
number of low-income patients and receive payments
from the Centers for Medicaid and Medicare Services to
cover the costs of providing care to uninsured patients.®
The wage index reflects the hospital wage level in the geo-
graphic area of the hospital relative to the national average
hospital wage level. Census Bureau Division reflects the
location of Metro, Micro, and Rural hospitals. The
number of licensed beds is the number authorized by a
state licensing (certifying) agency. Total expense sum is
the expenses incurred during the ordinary course of operat-
ing the hospitals. Total gross patient revenue sums total
gross inpatient and total gross outpatient revenue. Finally,
total assets are the sum of current, fixed, and other assets.

Results

Descriptive statistics

Figure 1 plots the trends in hospital data breaches by type
from 2017 to 2019. There were 53 breaches in 2017, 41
breaches in 2018, and 61 breaches in 2019, showing an
increasing trend overall. Unauthorized access was the
most common type of breach for all years, with 28 breaches
in 2017, 21 breaches in 2018, and 30 in 2019. Notably,
hacking and IT incidents increased from 13 breaches in
2017 and 2018 to 27 breaches in 2019, doubling in
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Figure 1. Trends of hospital data breaches by type 2017-2019.
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number from 2017 to 2019. Theft and loss were less
common among the breaches. Thefts were responsible for
eight breaches in 2017, five breaches in 2018, and three
breaches in 2019. Losses were responsible for four breaches
in 2017, two breaches in 2018, and one breach in 2019. In
2017, theft and loss combined were 12 breaches, but they
were reduced by a third to four in 2019. Thus, despite the
reduction in theft and losses, the growth in hacking and
IT incidents drove the overall increase in data breaches.
Table 1 provides the descriptive statistics comparing the
breached hospitals and not-breached hospitals. The pooled
hospital-year observations were classified by breach status
into the breached group or control (not-breached) group.

The full sample size was 6751 unique hospital-year obser-
vations. The breached group included 482 hospitals, and the
control group included 6269 hospitals. The breached group
had more than twice the IT operating expense ($34.54
million vs. $14.42 million) and more than twice the IT
capital expense ($10.18 million vs. $4.82 million) than
the control group. The breached group hospitals had more
than twice the number of employed IT staff (147.84 vs.
67.01) and almost twice the number of outsourced IT
staff (15.45 vs. 8.44) than the control group. The breached
group was likely to have more beds (383.8 vs. 184), a
higher CMI (1.75 vs. 1.59), and a higher wage index
(1.00 vs. 0.97). The breached group had almost three

Table 1. Descriptive summary of breached and control hospitals between 2017 and 2019 (6751 hospital years). All the variables except
ownership were statistically different between no breach group and breach group.

IT operating expense ($1000) 14,421.17
IT capital expense ($1000) 4815.37
Number of employed IT staff 67.01
Number of outsourced IT staff 8.44
Number of beds 184
Case-mix index 1.585
Wage index 0.974
Total gross patient revenue ($ million) 863.8
Total expense ($ million) 237.9
Total assets ($ million) 372.5
Metro (%) Metro 58.24
Micro 18.57
Rural 23.19
Ownership (%) Government 25
Not-for-profit 64.6
Investor-owned 10.4
Teaching (%) 6.57
DSH payment 6.25

DSH: disproportionate share hospital; IT: information technology.

44,776.04 34,538.31 56,497.2 <0.01
17,188.02 10,181.76 21,928.81 <0.01
856.76 147.84 220.69 <0.01
60.96 15.45 39.08 <0.01
224 383 310 <0.01
0.300 1.748 0.318 <0.01
0.180 1.002 0.153 <0.01
1,436,913 23447 2,917,547 <0.01
385,509 697.3 895,708 <0.01
1,215,501 963.7 1,543,454 <0.01

83.2 <0.01

13.28

3.53

17.01 0.203

78.4

4.6

26.56 <0.01

84.2 <0.01
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times the total gross patient revenue ($2.34 billion vs.
$863.80 million), almost twice the total expense
($697.30 million vs. $237.90 million), and more than
twice the total assets ($963.7 million vs. $372.5
million) that the control group had. The breached group
was more likely to be located in a metropolitan area
(83.20% vs. 58.24%). The percentage of hospitals in a
micropolitan area was 13.28% for the breached group,
and 18.57% for the control group. The percentage of hos-
pitals in a rural area was 3.53% for the breached group,
and 23.19% for the control group. The breached group
was more likely to be a not-for-profit hospital (78.40%
vs. 64.60%). The percentage of government hospitals
was lower among the breached group (17.01% vs.
25%), and the percentage of investor-owned hospitals
was lower among the breached group (4.6% vs.
10.4%). The breached group was more likely to be a
teaching hospital (26.56% vs. 6.57%) and more likely
to be DSH payment recipients (84.2% vs. 6.25%). All
variables except ownership were statistically different
between no breach group and breach group.

Regression results

Standardized mean difference and variance ratios were
adopted to evaluate the validity of the matches. A standar-
dized mean difference of less than 0.1 for each covariate
indicates negligible imbalance in the matches. Moreover,
variance ratios close to one also suggested a similar

distribution of respective covariates. Table 2 shows that
the before-match column had large differences over the
variables. However, differences over the variables in the
after-matched column are negligible, and variance ratios
are all near one, suggesting that appropriate matches have
been made.

After matching by using the propensity-score matched
sample, we regressed data breach on IT investment (IT
operating expense, IT capital expense, number of employed
IT staff, and number of outsourced IT staff), controlling for
hospital characteristics (ownership, teaching status, CMI,
DSH payment status, wage index, urban status, and
number of licensed beds), and hospital financial variables
(total gross patient revenue, total expense, and total assets).

Table 3 shows the regression coefficient estimates of the
ATE. Data breaches were associated with a statistically sig-
nificant increase in staffing. Since the dependent variables
were log-transformed to address skewness, the coefficients
were exponentiated to be interpreted as multiplicative
changes.

The breached group was associated with a 66.3%
(exp(0.509) =1.663, p<0.001) increase in the number of
employed IT staff, all other things being equal. Also, the
breached group was associated with a 56.8% (exp(0.450)
=1.568, p<0.001) increase in the number of outsourced
IT staff, all other things being equal. However, the breached
group was not significantly associated with either IT oper-
ating expenses (p=0.242) or IT capital expenses
(p=0.563).

Table 2. Standardized means differences and variance ratios of the before-matched and after-matched samples.

Number of beds 0.6014
Case-mix index 0.4713
Wage index 0.1673
Total gross patient revenue 0.5956
Total expense 0.6717
Total assets 0.4909
Metro —0.3828
Ownership —0.2341
Teaching —0.4977
DSH payment 0.0248

DSH: disproportionate share hospital.

—0.0572 0.9689 1.0912
—0.0535 1.1403 0.9151

0.0065 0.8021 0.7717
—0.0571 0.9897 1.0831
—0.0407 1.1404 1.1590
—0.0318 1.5004 1.0287
—0.0736 0.3708 0.6556
—0.0566 0.7550 0.9284

0.0118 2.5265 0.9690
—0.0610 0.9466 1.1395
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Table 3. ATE with PSM.?

IT operating expense (breach vs. no breach)

IT capital expense (breach vs. no breach)
Number of employed IT staff (breach vs. no breach)

Number of outsourced IT staff (breach vs. no breach)

—0.124 0.106 0.242 —0.332 0.084
—0.069 0.120 0.563 —0.306 0.166
0.509 0.114 0.000 0.287 0.732
0.450 0.114 0.000 0.227 0.673

ATE: average treatment effect; IT: information technology; PSM: propensity-score matching.
aAll ATE estimation was controlled by teaching status, case-mix index, dish payment, wage index, Census Bureau Division, number of licensed beds, total

gross patient revenue, total expense, and total assets.

Discussion

Our study examined the effects of data breaches on IT
security investments. We hypothesized that the breached
healthcare organizations would make IT security invest-
ments to better guard their data. Our results advance the the-
oretical understanding of the effects of data breaches on
hospital investments.

There was an increase in hospital data breaches from
2017 to 2019. The increase in data breaches was driven
by the growth in hacking and IT incidents, which more
than offset the reduction in theft and losses.

Reduction in theft and losses is a welcome change as
hospitals are improving the physical security of their
devices. However, the surge of hacking and IT incidents,
which coincides with the emergence of hospital ransom-
ware attacks, which is a more severe form of hacking, in
2016°>4° is a serious concern to hospitals. Hospitals may
be reluctant to share details regarding hacking or IT inci-
dents because of legal liabilities and ongoing legal cases.
Thus, few details are available publicly for researchers
and patients. The attack on Hancock Regional Hospital is
a rare example in which the organization shared its experi-
ence to inform the public.*' Hancock Regional’s experience
highlights the challenges of hospitals in remediating and
recovering from an attack.

In our descriptive analysis, the breached group was sig-
nificantly larger in size, measured in terms of beds, IT
expenses, and assets. Larger organizations have more
users and devices that form an attack surface. Hence,
these organizations are more vulnerable to data breaches.
The significant differences in hospital and financial charac-
teristics between the breached group and the control group
indicated that propensity-score matching was the appropri-
ate strategy to adjust for observable differences.

The empirical model for estimating the ATE of data
breaches on IT security investments found that breached
hospitals were associated with higher IT labor investments,
which demonstrates that breached hospitals take remedial
action to repair the damages after a breach. Regression

results showed that data breaches were associated with stat-
istically significant increases in the number of employed IT
staff and the number of outsourced IT staff. Breached hos-
pitals may remedy IT disruptions by hiring more IT staff.

In the context of existing knowledge, this short-run asso-
ciation between breaches and IT labor investment in 2017—
2019 is in contrast with a previous study that only found a
long-run association using 2012-2016 data.** Data
breaches are a shock to hospitals; hence, the response
efforts to a breach may require IT staffing that is above
what is required for normal operations. Health IT labor
shortages may have been a barrier in the past.*™*
However, the findings from this study suggest that the IT
labor market may have expanded in recent years to meet
demand shocks from breaches.

Setting our study apart from prior research (Lee, Choi
2021), the dataset used in our investigation presents
notable differences. Firstly, we utilized a broader
dataset encompassing 6751 hospital years of American
Hospital Association (AHA) data, in contrast to earlier
studies which primarily focused on California hospital
data, limited to 2610 hospital years spanning the years
2012 to 2016. Furthermore, our dataset featured more
recent years, ranging from 2017 to 2019, compared to
the relatively earlier time frame used in previous
studies. Our analytical approach also differed from
prior research. We adopted a methodological framework
incorporating ATE and PSM to mitigate the influence of
unobserved variables. In contrast, the prior study relied
on the Difference-in-Difference (DID) design to
analyze the data.

Our findings provide practical application for hospital
managers and policymakers seeking to improve IT security.
Given the growth in hacking and IT incidents, healthcare
organizations should seriously consider investing in IT
security. The short-run response to a data breach requires
higher IT labor investments. The Cybersecurity Act
(CSA) of 2015 introduced the 405(d) program to enhance
cybersecurity in the healthcare and public health sectors.
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The program offers guidance on cybersecurity best prac-
tices for awareness and mitigation. Cybersecurity practices
include developing an incident response plan, personnel
training, and the development and implementation of pro-
tection processes and technology.*® A comprehensive inci-
dent response plan is crucial for quickly and effectively
addressing security threats and breaches.

It is worth noting that healthcare organizations have trad-
itionally taken a reactive approach to cybersecurity in that
cybersecurity investments are made in response to breaches
or regulatory mandates. Hospitals have to consider political
or regulatory decisions as well as economic decisions when
investing in security investments.*’~° Lack of leadership or
resources often leaves organizations to take a reactive
approach to developing cybersecurity.>!

Healthcare organizations should work towards strength-
ening their proactive cybersecurity strategies. Proactive
investments aim to prevent breaches and attacks.
Proactive investments are found to be more cost-effective
in healthcare security than reactive investments.'®
Compared to other sectors, healthcare has been lagging in
cybersecurity ratings.’> Given the increasing frequency
and sophistication of breaches and cyberattacks in the
healthcare sector, proactive approaches are essential for a
comprehensive strategy.

There is heterogeneity in the type of breach, as hacking
can be classified as a breach by external agents, whereas
unauthorized access is a breach by internal agents.>® Such
variation in breaches may require varying levels of effort
for remediation. Hacking and IT incidents are less likely
to be intentional acts by agents inside hospitals. The
higher proportion of hacking and IT incidents among
breaches mitigates concern for endogeneity problems in
the model estimates.

However, data breaches were not associated with IT
operating and IT capital expenses. Breached hospitals
may not make short-term changes in IT capital expenditure
in response to a breach because capital expenditures require
long-term planning, are costly to secure financing, and are
difficult to reverse. Moreover, IT implementation costs,
such as system and software design, coding, installation
to hardware, and testing, are typically funded as a capital
expense rather than an operating expense. That is, the
costs can be spread over several years by capitalizing on
the IT system.'® Thus, we may not observe an increase in
IT capital spending in the short term. Operating expenses
in health IT may include leasing or renting of technology,
such as cloud computing services. Switching to cloud com-
puting may alleviate the burden of cybersecurity from hos-
pitals to the cloud provider. However, transitioning to cloud
computing is resource and time-intensive. The lack of asso-
ciation between breaches and IT operating expense and IT
capital expense suggests that hospitals are not making
short-run changes to physical hospital IT equipment after
a breach.

The AHA data provided a rich timely dataset on health
IT capital and labor. However, our study was limited to ana-
lyzing data breaches that affected more than 500 individuals
published by HHS. This is likely an undercount of actual
data breaches. However, severe data breaches, especially
those by hacking or IT incidents, tend to affect more than
500 individuals. Small breaches with fewer than 500
affected individuals are less likely to cause a significant
impact on hospitals and thus are not published by HHS.>*

Additionally, we conducted a comparison between the
treatment group (those who experienced a breach) and the
control group (those who did not experience a breach),
but we did not assess the data before and after the breach
occurred. This limitation could introduce potential bias
into the analysis. We recognize that assessing the temporal
variation would have provided a more comprehensive
perspective.

Conclusions

In this study, we examined the association between data
breaches, hospital IT capital, and labor investment. The
composition of hospital data breaches changed from 2017
to 2019, as hospitals saw more hacking and IT incidents
but fewer theft and losses. Breached hospitals were asso-
ciated with more resources allocated to IT labor invest-
ments. Hospital IT operating expenses and capital
expenses were not sensitive to breaches. Higher IT labor
investment due to the remediation of data breaches is an
added burden to the healthcare system. Therefore, hospital
managers and policymakers should consider initiatives to
improve cybersecurity and protect patient data.

Our study has several limitations. First, the landscape of
hospital data breaches and cybersecurity is changing rapidly
with emerging threats. Our study provides an analysis of
timely data available to researchers, but the pace of hospital
survey data release lags behind current events in cyberse-
curity. Thus, future research could build on this study by
incorporating more years of data, which could lead to
more accurate forecasting and estimation. Moreover, other
statistical techniques beyond regression analysis, like
machine learning algorithms, could be employed to
provide further insights into the phenomenon being
studied. Second, our analysis of US healthcare data may
not generalize globally due to differences in healthcare
systems and data availability in other countries.
Therefore, it may be necessary to conduct separate studies
in other countries to better understand the nature of data
breaches in their respective healthcare systems. Moreover,
it may be important to consider how differences in health-
care policies and regulations could impact the frequency
and severity of data breaches in other countries.
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