M entropy MbPy

Article

Privacy-Aware Distributed Hypothesis Testing '

Sreejith Sreekumar *{, Asaf Cohen ? and Deniz Giindiiz 3

1
2

Department of Electrical and Computer Engineering , Cornell University, Ithaca, NY 14850, USA

The School of Electrical and Computer Engineering, Ben-Gurion University of the Negev,

Beer-Sheva 8410501, Israel; coasaf@bgu.ac.il

Department of Electrical and Electronic Engineering, Imperial College London, London SW72AZ, UK;
d.gunduz@imperial.ac.uk

*  Correspondence: sreejithsreekumar@cornell.edu

1t This paper is an extended version of our paper published in Proceedings of IEEE Information TheoryWorkshop
(ITW), Guangzhou, 2018.

check for
Received: 1 May2020; Accepted: 12 June 2020; Published: 16 June 2020 updates

Abstract: A distributed binary hypothesis testing (HT) problem involving two parties, a remote
observer and a detector, is studied. The remote observer has access to a discrete memoryless source,
and communicates its observations to the detector via a rate-limited noiseless channel. The detector
observes another discrete memoryless source, and performs a binary hypothesis test on the joint
distribution of its own observations with those of the observer. While the goal of the observer is
to maximize the type Il error exponent of the test for a given type I error probability constraint, it also
wants to keep a private part of its observations as oblivious to the detector as possible. Considering
both equivocation and average distortion under a causal disclosure assumption as possible measures
of privacy, the trade-off between the communication rate from the observer to the detector, the type II
error exponent, and privacy is studied. For the general HT problem, we establish single-letter inner
bounds on both the rate-error exponent-equivocation and rate-error exponent-distortion trade-offs.
Subsequently, single-letter characterizations for both trade-offs are obtained (i) for testing against
conditional independence of the observer’s observations from those of the detector, given some additional
side information at the detector; and (ii) when the communication rate constraint over the channel is zero.
Finally, we show by providing a counter-example where the strong converse which holds for distributed
HT without a privacy constraint does not hold when a privacy constraint is imposed. This implies that
in general, the rate-error exponent-equivocation and rate-error exponent-distortion trade-offs are not
independent of the type I error probability constraint.

Keywords: Hypothesis testing; privacy; testing against conditional independence; error exponent;
equivocation; distortion; causal disclosure

1. Introduction

Data inference and privacy are often contradicting objectives. In many multi-agent system,
each agent/user reveals information about its data to a remote service, application or authority, which in
turn, provides certain utility to the users based on their data. Many emerging networked systems
can be thought of in this context, from social networks to smart grids and communication networks.
While obtaining the promised utility is the main goal of the users, privacy of data that is shared is
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becoming increasingly important. Thus, it is critical that the users ensure a desired level of privacy for the
sensitive information revealed, while maximizing the utility subject to this constraint.

In many distributed learning or distributed decision-making applications, typically the goal is to
learn the joint probability distribution of data available at different locations. In some cases, there may
be prior knowledge about the joint distribution, for example, that it belongs to a certain set of known
probability distributions. In such a scenario, the nodes communicate their observations to the detector,
which then applies hypothesis testing (HT) on the underlying joint distribution of the data based on
its own observations and those received from other nodes. However, with the efficient data mining
and machine learning algorithms available today, the detector can illegitimately infer some unintended
private information from the data provided to it exclusively for HT purposes. Such threats are becoming
increasingly imminent as large amounts of seemingly irrelevant yet sensitive data are collected from users,
such as in medical research [1], social networks [2], online shopping [3] and smart grids [4]. Therefore, there
is an inherent trade-off between the utility acquired by sharing data and the associated privacy leakage.

There are several practical scenarios where the above-mentioned trade-off arises. For example,
consider the issue of consumer privacy in the context of online shopping. A consumer would like to
share some information about his/her shopping behavior, e.g., shopping history and preferences, with the
shopping portal to get better deals and recommendations on relevant products. The shopping portal
would like to determine whether the consumer belongs to its target age group (e.g., below 30 years old)
before sending special offers to this customer. Assuming that the shopping patterns of the users within
and outside the target age groups are independent, the shopping portal performs a hypothesis test to
check if the consumer’s shared data is correlated with the data of its own customers. If the consumer is
indeed within the target age group, the shopping portal would like to gather more information about this
potential customer, particular interests, more accurate age estimation, etc.; while the user is reluctant to
provide any further information. Yet another relevant example is the issue of user privacy in the context
of wearable Internet of Things (IoT) devices such as smart watches and fitness trackers, which collect
information on routine daily activities, and often have a third-party cloud interface.

In this paper, we study distributed HT (DHT) with a privacy constraint, in which an observer
communicates its observations to a defector over a noiseless rate-limited channel of rate R nats per
observed sample. Using the data received from the observer, the detector performs binary HT on the joint
distribution of its own observations and those of the observer. The performance of the HT is measured by
the asymptotic exponential rate of decay of the type Il error probability, known as the type II error exponent
(or error exponent henceforth), for a given constraint on the type I error probability (definitions will be
given below). While the goal is to maximize the performance of the HT, the observer also wants to
maintain a certain level of privacy against the detector for some latent private data that is correlated with
its observations. We are interested in characterizing the trade-off between the communication rate from the
observer to the detector over the channel, error exponent achieved by the HT and the amount of information
leakage of private data. A special case of HT known as testing against conditional independence (TACI) will
be of particular interest. In TACI, the detector tests whether its own observations are independent of those
at the observer, conditioned on additional side information available at the detector.

1.1. Background

Distributed HT without any privacy constraint has been studied extensively from an information-
theoretic perspective in the past, although many open problems remain. The fundamental results for
this problem are first established in [5], which includes a single-letter lower bound on the optimal error
exponent and a strong converse result which states that the optimal error exponent is independent of the
constraint on the type I error probability. Exact single-letter characterization of the optimal error exponent
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for the testing against independence (TAI) problem, i.e., TACI with no side information at the detector,
is also obtained. The lower bound established in [5] is further improved in [6,7]. Strong converse is studied
in the context of complete data compression and zero-rate compression in [6,8], respectively, where in the
former, the observer communicates to the detector using a message set of size two, while in the latter using
a message set whose size grows sub-exponentially with the number of observed samples. The TAI problem
with multiple observers remains open (similar to several other distributed compression problems when a
non-trivial fidelity criterion is involved); however, the optimal error exponent is obtained in [9] when the
sources observed at different observers follow a certain Markov relation. The scenario in which, in addition
to HT, the detector is also interested in obtaining a reconstruction of the observer’s source, is studied
in [10]. The authors characterize the trade-off between the achievable error exponent and the average
distortion between the observer’s observations and the detector’s reconstruction. The TACI is first studied
in [11], where the optimality of a random binning-based encoding scheme is shown. The optimal error
exponent for TACI over a noisy communication channel is established in [12]. Extension of this work to
general HT over a noisy channel is considered in [13], where lower bounds on the optimal error exponent
are obtained by using a separation-based scheme and also using hybrid coding for the communication
between the observer and the detector. The TACI with a single observer and multiple detectors is studied
in [14], where each detector tests for the conditional independence of its own observations from those of
the observer. The general HT version of this problem over a noisy broadcast channel and DHT over a
multiple access channel is explored in [15]. While all the above works consider the asymmetric objective of
maximizing the error exponent under a constraint on the type I error probability, the trade-off between the
exponential rate of decay of both the type I and type II error probabilities are considered in [16-18].

Data privacy has been a hot topic of research in the past decade, spanning across multiple disciplines
in computer and computational sciences. Several practical schemes have been proposed that deal with
the protection or violation of data privacy in different contexts, e.g., see [19-24]. More relevant for our
work, HT under mutual information and maximal leakage privacy constraints have been studied in [25,26],
respectively, where the observer uses a memoryless privacy mechanism to convey a noisy version of its
observed data to the detector. The detector performs HT on the probability distribution of the observer’s
data, and the optimal privacy mechanism that maximizes the error exponent while satisfying the privacy
constraint is analyzed. Recently, a distributed version of this problem has been studied in [27], where
the observer applies a privacy mechanism to its observed data prior to further coding for compression,
and the goal at the detector is to perform a HT on the joint distribution of its own observations with those
of the observer. In contrast with [25-27], we study DHT with a privacy constraint, but without considering a
separate privacy mechanism at the observer. In Section 2, we will further discuss the differences between
the system model considered here and that of [27].

It is important to note here that the data privacy problem is fundamentally different from that of
data security against an eavesdropper or an adversary. In data security, sensitive data is to be protected
against an external malicious agent distinct from the legitimate parties in the system. The techniques for
guaranteeing data security usually involve either cryptographic methods in which the legitimate parties
are assumed to have additional resources unavailable to the adversary (e.g., a shared private key) or the
availability of better communication channel conditions (e.g., using wiretap codes). However, in data
privacy problems, the sensitive data is to be protected from the same legitimate party that receives the
messages and provides the utility; and hence, the above-mentioned techniques for guaranteeing data
security are not applicable. Another model frequently used in the context of information-theoretic security
assumes the availability of different side information at the legitimate receiver and the eavesdropper [28,29].
A DHT problem with security constraints formulated along these lines is studied in [30], where the authors
propose an inner bound on the rate-error exponent-equivocation trade-off. While our model is related to
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that in [30] when the side information at the detector and eavesdropper coincide, there are some important
differences which will be highlighted in Section 2.3.

Many different privacy measures have been considered in the literature to quantify the amount of
private information leakage, such as k-anonymity [31], differential privacy (DP) [32], mutual information
leakage [33-35], maximal leakage [36], and total variation distance [37] to count a few; see [38] for a detailed
survey. Among these, mutual information between the private and revealed information (or, equivalently,
the equivocation of private information given the revealed information) is perhaps the most commonly
used measure in the information-theoretic studies of privacy. It is well known that a necessary and
sufficient condition to guarantee statistical independence between two random variables is to have zero
mutual information between them. Furthermore, the average information leakage measured using an
arbitrary privacy measure is upper bounded by a constant multiplicative factor of that measured by mutual
information [34]. It is also shown in [33] that a differentially private scheme is not necessarily private when
the information leakage is measured by mutual information. This is done by constructing an example that
is differentially private, yet the mutual information leakage is arbitrarily high. Mutual information-based
measures have also been used in cryptographic security studies. For example, the notion of semantic
security defined in [39] is shown to be equivalent to a measure based on mutual information in [40].

A rate-distortion approach to privacy is first explored by Yamamoto in [41] for a rate-constrained
noiseless channel, where in addition to a distortion constraint for legitimate data, a minimum distortion
requirement is enforced for the private part. Recently, there have been several works that have used
distortion as a security or privacy metric in several different contexts, such as side-information privacy
in discriminatory lossy source coding [42] and rate-distortion theory of secrecy systems [43,44]. More
specifically, in [43], the distortion-based security measure is analyzed under a causal disclosure assumption,
in which the data samples to be protected are causally revealed to the eavesdropper (excluding the
current sample), yet the average distortion over the entire block has to satisfy a desired lower bound.
This assumption ensures that distortion as a secrecy measure is more robust (see ([43], Section I-A)),
and could in practice model scenarios in which the sensitive data to be protected is eventually available
to the eavesdropper with some delay, but the protection of the current data sample is important. In this
paper, we will consider both equivocation and average distortion under a causal disclosure assumption as
measures of privacy. In [45], error exponent of a HT adversary is considered to be a privacy measure. This
can be considered to be the opposite setting to ours, in the sense that while the goal here is to increase the
error exponent under a privacy leakage constraint, the goal in [45] is to reduce the error exponent under a
constraint on possible transformations that can be applied on the data.

It is instructive to compare the privacy measures considered in this paper with DP. Towards this, note
that average distortion and equivocation (see Definitions 1 and 2) are “average case” privacy measures,
while DP is a “worst case” measure that focuses on the statistical indistinguishability of neighboring
datasets that differ in just one entry. Considering this aspect, it may appear that these privacy measures are
unrelated. However, as shown in [46], there is an interesting connection between them. More specifically,
the maximum conditional mutual information leakage between the revealed data Y and an entry in the
dataset X; given all the other nn — 1 entries X = X" \ {X;},i.e., I(Y; X;|X~7), is sandwiched between the
so-called e- DP and (e, §)-DP in terms of the strength of the privacy measure, where the maximization is
over all distributions Px» on X" and entries i € [1 : n] ([46], Theorem 1). This implies that as a privacy
measure, equivocation (equivalent to mutual information leakage) is weaker than e- DP, and stronger
than (e, 0)-DP, at least for some probability distributions on the data. On the other hand, equivocation
and average distortion are relatively well-behaved privacy measures compared to DP, and often result in
clean and exact computable characterizations of the optimal trade-off for the problem at hand. Moreover,
as already shown in [39,40,47,48], the trade-off resulting from “average” constraints turns out to be the
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same as that with more stricter constraints in many interesting cases. Hence, it is of interest to consider
such average case privacy measures as a starting point for further investigation with stricter measures.

DP has been used extensively in privacy studies including those that involve learning and HT [49-59].
More relevant to the distributed HT problem at hand is the local differentially private model employed
in [49-51,56], in which, depending on the privacy requirement, a certain amount of random noise is injected
into the user’s data before further processing, while the utility is maximized subject to this constraint.
Nevertheless, there are key differences between these models and ours. For example, in [49], the goal is
to learn from differentially private “examples”, the underlying “concept” (model that maps examples to
“labels”) such that the error probability in predicting the label for future examples is minimized, irrespective
of the statistics of the examples. Hence, the utility in [49] is to learn an unknown model accurately,
whereas our objective is to test between two known probability distributions. Furthermore, in our setting
(unlike [49-51,56]), there is an additional requirement to satisfy in terms of the communication rate. These
differences perhaps also make DP less suitable as a privacy measure in our model relative to equivocation
and average distortion. On one hand, imposing a DP measure in our setting may be overly restrictive since
there are only two probability distributions involved and DP is tailored for situations where the statistics
of the underlying data is unknown. On the other hand, DP is also more unwieldy to analyze under a rate
constraint compared to mutual information or average distortion.

The amount of private information leakage that can be tolerated depends on the specific application
at hand. While it may be possible to tolerate a moderate amount of information leakage in applications
like online shopping or social networks, it may no longer be the case in matters related to information
sharing among government agencies or corporations. While it is obvious that maximum privacy can be
attained by revealing no information, this typically comes at the cost of zero utility. On the other hand,
maximum utility can be achieved by revealing all the information, but at the cost of minimum privacy.
Characterizing the optimal trade-off between the utility and the minimum privacy leakage between these
two extremes is a fundamental and challenging research problem.

1.2. Main Contributions

The main contributions of this work are as follows.

1.  InSection 3, Theorem 1 (resp. Theorem 2), we establish a single-letter inner bound on the rate-error
exponent-equivocation (resp. rate-error exponent-distortion) trade-off for DHT with a privacy
constraint. The distortion and equivocation privacy constraints we consider, which is given in (6)
and (7), respectively, are slightly stronger than what is usually considered in the literature (stated in
(8) and (9), respectively).

2. Exact characterizations are obtained for some important special cases in Section 4. More specifically,
a single-letter characterization of the optimal rate-error exponent-equivocation (resp. rate-error
exponent-distortion) trade-off is established for:

(a) TACIwith a privacy constraint (for vanishing type I error probability constraint) in Section 4.1,
Proposition 1 (resp. Proposition 2),

(b) DHT with a privacy constraint for zero-rate compression in Section 4.2, Proposition 4
(resp. Proposition 3).

Since the optimal trade-offs in Propositions 3 and 4 are independent of the constraint on the type I
error probability, they are strong converse results in the context of HT.

3. Finally, in Section 5, we provide a counter-example showing that for a positive rate R > 0, the strong
converse result does not hold in general for TAI with a privacy constraint.
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1.3. Organization

The organization of the paper is as follows. Basic notations are introduced in Section 2.1. The problem
formulation and associated definitions are given in Section 2.2. Main results are presented in Section 3 to
Section 5. The proofs of the results are presented either in the Appendix or immediately after the statement
of the result. Finally, Section 6 concludes the paper with some open problems for future research.

2. Preliminaries

2.1. Notations

N, R and R>¢ stand for the set of natural numbers, real numbers and non-negative real numbers,
respectively. Fora € R>q, [a] := {i € N, i <a} and fora € R, at := max{0,a} (:= represents equality
by definition). Calligraphic letters, e.g., A, denotes sets, while | A| and .A° denotes its cardinality and
complement, respectively. 1(-) denotes the indicator function, while O(+), o(+) and Q(-) stands for the
standard asymptotic notations of Big-O, Little-O and Big-Q), respectively. For a real sequence {a, },cn

and b € R, a, ﬂ b represents lim,_, a;, = b. Similar notations apply for asymptotic inequalities,

e.g., iy 2 b, means that lim;, o 2, > b. Throughout this paper, the base of the logarithms is taken to be e,
and whenever the range of the summation is not specified, it means summation over the entire support,
e.g., ), denotes y , .

All the random variables (r.v.’s) considered in this paper are discrete with finite support unless
specified otherwise. We denote r.v.’s, their realizations and support by upper case, lower case and
calligraphic letters (e.g., X, x and X&), respectively. The joint probability distribution of r.v.’s X and Y is
denoted by Pxy, while their marginals are denoted by Px and Py. The set of all probability distributions
with support X and X’ x ) are represented by P(X) and P(X x }), respectively. For j,i € N, the random
vector (X, ..., Xj), j > i, is denoted by Xf , while X/ stands for (X, ..., X;). Similar notation holds for
the vector of realizations. X — Y — Z denotes a Markov chain relation between the r.v.’s X, Y and Z.
Pp(€) denotes the probability of event £ with respect to the probability measure induced by distribution
P, and Ep[-] denotes the corresponding expectation. The subscript P is omitted when the distribution
involved is clear from the context. For two probability distributions P and Q defined on a common support,
P << Q denotes that P is absolutely continuous with respect to Q.

Following the notation in [60], for Px € P(X) and § > 0, the Px-typical set is

Px(x') — 1(x; = x')

S|

-

nLo=Kaxte Xt <6, Vxexsy,
[Px]s

and the Px-type class (set of sequences of type or empirical distribution Px) is 7p. := [gx]o' The set of all
possible types of sequences of length n over an alphabet X" and the set of types in T[Ir;x}zs are denoted by

P"(X) and Py (7'[

n
Pxls

i=1

), respectively. Similar notations apply for pairs and larger combinations of r.v.’s,

e.g., Th Tpyyr P"(X x V) and Py (7'[1’§XY]5>. The conditional Py|x type class of a sequence x" € X" is

[Pxyls”
By (X)) = {y" (3" y") € Thy, ) )

The standard information-theoretic quantities like Kullback-Leibler (KL) divergence between
distributions Px and Qy, the entropy of X with distribution Py, the conditional entropy of X given
Y and the mutual information between X and Y with joint distribution Pxy, are denoted by D(Px||Qx),
Hp, (X), Hp, (X|Y) and Ip,, (X;Y), respectively. When the distribution of the r.v.’s involved are clear
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from the context, the last three quantities are denoted simply by H(X), H(X|Y) and I(X;Y), respectively.
Given realizations X" = x" and Y" = y", H.(x"|y") denotes the conditional empirical entropy given by

He(y"[x") := Hpy, (Y|X), @

where Pgy denotes the joint type of (x",y"). Finally, the total variation between probability distributions
Px and Qyx defined on the same support X is

IPx = Qxll = 5 X 1Px(x) ~ Q)]

xeX

2.2. Problem Formulation

Consider the HT setup illustrated in Figure 1, where (U", V", S") denote n independent and identically
distributed (i.i.d.) copies of triplet of r.v.’s (U, V, S). The observer observes U" and sends the message
index M to the detector over an error-free channel, where M ~ f,,(-|U") and f, : U" — P(M), M = [¢"R].
Given its own observation V", the detector performs a HT on the joint distribution of U" and V" with
null hypothesis

n
HO : (u”, Vn) ~ HPUV/
i=1

and alternate hypothesis
n
Hy: (U, v") ~]]Quv.
i=1

Let H and H denote the r.v.’s corresponding to the true hypothesis and the output of the HT,
respectively, with support H = # = {0,1}, where 0 denotes the null hypothesis and 1 the alternate
hypothesis. Let g, : M x V" — P(#) denote the decision rule at the detector, which outputs
H ~ ¢,(M, V"). Then, the type I and type II error probabilities achieved by a (f,;, ¢») pair are given by

an (fn gn) == P(H =1H=0)= PH(l)/

and

Bn (fu gn) = P(H =0[H =1) = Qg(0),

respectively, where

Py(1) = ), [ﬁpuv(ui/vi)l fu(m|u") gn(1jm,v"),

u,mo" |i=1

and

Qu(0)= ) [leuv(ui/vi)] fu(m[u") gn(0fm, v").

u,m,o"
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v Observer M e [enR] Detector |—» Hy/H;
n >
TS

Figure 1. DHT with a privacy constraint.

Let Puyngnpg and Qunyngnpgy denote the joint distribution of (U", V", S", M, H) under the null and
alternate hypotheses, respectively. For a given type I error probability constraint €, define the minimum
type Il error probability over all possible detectors as

B (fu€) == igl‘qfﬁn (fn, gn), 3)

such that a, (fu, gn) < €.

The performance of HT is measured by the error exponent achieved by the test for a given constraint
€ on the type I error probability, i.e, liminf, . —3 log (Bu(fn €)). Although the goal of the detector
is to maximize the error exponent achieved for the HT, it is also curious about the latent r.v. 5" that is
correlated with U". S" is referred to as the private part of U", which is distributed i.i.d. according to the
joint distribution Psi;y and Qgyy under the null and alternate hypothesis, respectively. It is desired to
keep the private part as concealed as possible from the detector. We consider two measures of privacy
for S™ at the detector. The first is the equivocation defined as H(S"|M, V"). The second one is the average
distortion between S" and its reconstruction 5" at the detector, measured according to an arbitrary bounded
additive distortion metricd : S x & — [0, Dy,] with multi-letter distortion defined as

d(s", 8" = id(si,§i). @)

We will assume the causal disclosure assumption, i.e., 5; is a function of S~1 in addition to (M, V").
The goal is to ensure that the error exponent for HT is maximized, while satisfying the constraints on the
type L error probability € and the privacy of S”. In the sequel, we study the trade-off between the rate, error
exponent (henceforth also referred to simply as the error exponent) and privacy achieved in the above
setting. Before delving into that, a few definitions are in order.

Definition 1. For a given type I error probability constraint €, a rate-error exponent-distortion tuple (R, x, Ao, M)
is achievable, if there exists a sequence of encoding and decoding functions f, : U" — P(M), and gn : M x V" —
P(H) such that

—loe (B
lim inf ——8 (Bn(fu€)) > K, 5)
n—00 n
and for any v > 0, there exists an ny € N such that
inf E[d(S",5")|H=j]>nAj—vy, Vn>ngj=0,1, (6)

{si)},
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where S; ~ g52(|M, V", Si-1), and gl(;) : [e"R] x V' x ST — P(S;) denotes an arbitrary stochastic
reconstruction map at the detector. The rate-error exponent-distortion region R4(€) is the closure of the set

of all such achievable (R, k, Ay, A1) tuples for a given €.

Definition 2. For a given type I error probability constraint €, a rate-error exponent-equivocation (It is well known
that equivocation as a privacy measure is a special case of average distortion under the causal disclosure assumption
and log-loss distortion metric [43]. However, we provide a separate definition of the rate-error exponent-equivocation
region for completeness.) (R, x, Ay, A1) tuple is achievable, if there exists a sequence of encoding and decoding
functions f, : U" — P(M) and gy : [¢"R] x V' — P(H) such that (5) is satisfied, and for any v > 0, there
exists a ny € N such that

H(S"|M,V",H=1i) >n/N\;—, Yn>ng, ic{0,1}. ?)

The rate-error exponent-equivocation region R (€) is the closure of the set of all such achievable (R,x, Ay, A1)
tuples for a given €.

Please note that the privacy measures considered in (6) and (7) are stronger than

liminf inf E ld(S”,ﬁn) |H=1i| >A;,i=0,1, 8)
RRE

in

and lirginf%H(SﬂM, VI, H=1i)>A; i=0,1, )
n o0

respectively. To see this for the equivocation privacy measure, note that if H(S"|M, V", H = i) = nA; —nt,
i=0,1, for some a € (0,1), then an equivocation pair (Aj, A}) is achievable under the constraint given in
(9), while it is not achievable under the constraint given in (7).

2.3. Relation to Previous Work

Before stating our results, we briefly highlight the differences between our system model and the
ones studied in [27,30]. In [27], the observer applies a privacy mechanism to the data before releasing it to
the transmitter, which performs further encoding prior to transmission to the detector. More specifically,
the observer checks if U" € 7/}, , and if successful, sends the output of a memoryless privacy mechanism
applied to U", to the transmitter. Otherwise, it outputs a n-length zero-sequence. The privacy mechanism
plays the role of randomizing the data (or adding noise) to achieve the desired privacy. Such randomized
privacy mechanisms are popular in privacy studies, and have been used in [25,26,61]. In our model,
the tasks of coding for privacy and compression are done jointly by using all the available data samples
U". Also, while we consider the equivocation (and average distortion) between the revealed information
and the private part as the privacy measure, in [27], the mutual information between the observer’s
observations and the output of the memoryless mechanism is the privacy measure. As a result of these
differences, there exist some points in the rate-error exponent-privacy trade-off that are achievable in our
model, but not in [27]. For instance, a perfect privacy condition Ag = 0 for testing against independence
in ([27], Theorem 2) would imply that the error exponent is also zero, since the output of the memoryless
mechanism has to be independent of the observer’s observations (under both hypotheses). However,
as we later show in Example 2, a positive error exponent is achievable while guaranteeing perfect privacy
in our model.

On the other hand, the difference between our model and [30] arises from the difference in the privacy
constraint as well as the privacy measure. Specifically, the goal in [30] is to keep U" private from an
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illegitimate eavesdropper, while the objective here is to keep a r.v. 5" that is correlated with U" private
from the detector. Also, we consider the more general average distortion (under causal disclosure) as a
privacy measure, in addition to equivocation in [30]. Moreover, as already noted, the equivocation privacy
constraint in (7) is more stringent than (9) that is considered in [30]. To satisfy the distortion requirement or
the stronger equivocation privacy constraint in (7), we require that the a posteriori probability distribution
of S" given the observations (M, V") at the detector is close in some sense to a desired “target” memoryless
distribution. To achieve this, we use a stochastic encoding scheme to induce the necessary randomness for
S™ at the detector, which to the best of our knowledge has not been considered previously in the context of
DHT. Consequently, the analysis of the type I and type Il error probabilities and privacy achieved are novel.
Another subtle yet important difference is that the marginal distributions of U" and the side information
at the eavesdropper are assumed to be the same under the null and alternate hypotheses in [30], which is
not the case here. This necessitates separate analysis for the privacy achieved under the two hypotheses.
Next, we state some supporting results that will be useful later for proving the main results.

2.4. Supporting Results
Let

8l m,o") = 1 ((m,0") € A7) (10)
denote a deterministic detector with acceptance region A, C [¢"R] x V" for Hy and A, for Hy. Then,
the type I and type Il error probabilities are given by

tn (fugn) = Pryn(A) = Ep[1((M, V") € A7) ], (11)
Bn (fnrgn) = Qumvr(An) = [ (M, V") € An) ] (12)

Lemma 1. Any error exponent that is achievable is also achievable by a deterministic detector of the form given in
(10) for some A,  [¢"R] x V"', where Ay, and AS, denote the acceptance regions for Hy and Hy, respectively.

The proof of Lemma 1 is given in Appendix A for completeness. Due to Lemma 1, henceforth we
restrict our attention to a deterministic g, as given in (10).
(r)

The next result shows that without loss of generality (w.l.o.g), it is also sufficient to consider g; .

(in Definition 1) to be a deterministic function of the form
g = {PinCr )My (13)

for the minimization in (6), where ¢;, : M x V" x S~ — &, i € [n], denotes an arbitrary
deterministic function.

(r)

Lemma 2. The infimum in (6) is achieved by a deterministic function g; 7 as given in (13), and hence it is sufficient

to restrict to such deterministic g ) in (6).

The proof of Lemma 2 is given in Appendix B. Next, we state some lemmas that will be handy for
upper bounding the amount of privacy leakage in the proofs of the main results stated below. The following
one is a well-known result proved in [60] that upper bounds the difference in entropy of two r.v.’s (with a
common support) in terms of the total variation distance between their probability distributions.



Entropy 2020, 22, 665 11 of 44

Lemma 3. ([60], Lemma 2.7) Let Px and Qx be distributions defined on a common support X and let p :=
||Px — Qx||- Then, forp < %

20
— < = ).

The next lemma will be handy in proving Theorems 1 and 2, Proposition 3 and the counter-example
for strong converse presented in Section 5.

Lemma 4. Let (X", Y") denote n i.i.d. copies of r.v.’s (X,Y), and Pxnyn = [T 4 Pxy and Qxnyn = [T/ 1 Qxy
denote two joint probability distributions on (X",Y™). For § > 0, define

I1(x",6,Py) == 1 (x" ¢ [gx]d) . (14)

If Px # Qx, then for § > 0 sufficiently small, there exists 6 > 0 and ny(8, |X|,|Y|) € N such that for all
n > mnp(6,| X1, [V]),

1Qy () = Qynjri(xem 5,4 (11| < 7. (15)

If Px = Qx, then for any 6 > 0, there exists 6 > 0 and ng(6,|X|,|Y|) € N such that for all n >
no (8, [X|, (Y1),

[Qyn(+) = Qynjricxns,py) C10)[| < e, (16)
Also, for any 6 > 0, there exists & > 0.and ny(6,|X|,|Y|) € N such that for all n > no(6, | X|,|V]),
1Pon () = Pyrigacn ey (10| < €77 17)
Proof. The proof is presented in Appendix C. O

In the next section, we establish an inner bound on R, (€) and R(¢).

3. Main Results

The following two theorems are the main results of this paper providing inner bounds for R, (€) and
R (€), respectively.

Theorem 1. Fore € (0,1), (R, «k, Ao, A1) € Re(€) if there exists an auxiliary rv. W, such that (V,S) —U — W, and

R > Ip(W;U|V), (18)
& <& (Pwju, R), (19)
Ao < Hp(S|W, V), (20)
A1 <1 (Py = Qu) Ho(S|W,V)+1(Py # Qu) Ho(S|V), (21)

where

x* (Py|y, R) := min (El(PW‘u), E»(R, Pw‘u)) )
E1(Pywy) = min D(Pgyw!IQuvPwiu). (22)

Py €L1(Puw.Pyw)
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Papwels (PuwPy) D(Pavw!|QuvPwiu) + (R — Ip(LLW|V)), if Ip(U;W) > R,

: (23)
o, otherwise,

L1(Puw, Pyw) := {Pgypw € P(UXV X W) : Py = Puw, Py = Pyw},
Ez(Puw,Pv) = {PUVW S P(U XV X W) : Paw = Puw, PV = Py, Hp(W|V) < H(W|‘7)},

Psuvw = PsuvPwu, and Qsuvw = QsuvPwu-

Theorem 2. For a given bounded additive distortion measure d(-,-) and € € (0,1), (R,x, Ao, A1) € Ry(€) if there
exist an auxiliary r.o. W and deterministic functions ¢ : W x V — Sand ¢' : V — S, such that (V,S) — U — W
and (18) and (19),

Ao < minEp 4 (S,¢(W, V)], 4)

and Ay < 1 (Py = Qu) g(llr;EQ [d(S, (W, V)] + 1 (Pu # Qu) g}(lr)lEQ [d(s,9'(V)], (25

are satisfied, where Pspyw and Qsyvw are as defined in Theorem 1.

The proof of Theorems 1 and 2 is given in Apppendix D. While the rate-error exponent trade-off in
Theorems 1 and 2 is the same as that achieved by the Shimokawa-Han-Amari (SHA) scheme [7], the coding
strategy achieving it is different due to the requirement of the privacy constraint. As mentioned above,
in order to obtain a single-letter lower bound for the achievable distortion (and achievable equivocation)
of the private part at the detector, it is required that the a posteriori probability distribution of S” given the
observations (M, V") at the detector is close in some sense to a desired “target” memoryless distribution.
For this purpose, we use the so-called likelihood encoder [62,63] (at the observer) in our achievability
scheme. The likelihood encoder is a stochastic encoder that induces the necessary randomness for S” at the
detector, and to the best of our knowledge has not been used before in the context of DHT. The analysis of
the type I and type II error probabilities and the privacy achieved by our scheme is novel and involves
the application of the well-known channel resolvability or soft-covering lemma [62,64,65]. Properties of the
total variation distance between probability distributions mentioned in [43] play a key role in this analysis.
The analysis also reveals the interesting fact that the coding schemes in Theorems 1 and 2, although quite
different from the SHA scheme, achieves the same lower bound on the error exponent.

Theorems 1 and 2 provide single-letter inner bounds on R ;(€) and R.(¢€), respectively. A complete
computable characterization of these regions would require a matching converse. This is a hard problem,
since such a characterization is not available even for the DHT problem without a privacy constraint,
in general (see [5]). However, it is known that a single-letter characterization of the rate-error exponent
region exists for the special case of TACI [11]. In the next section, we show that TACI with a privacy
constraint also admits a single-letter characterization, in addition to other optimality results.

4. Optimality Results for Special Cases

4.1. TACI with a Privacy Constraint

Assume that the detector observes two discrete memoryless sources Y" and Z", i.e., V" = (Y",Z").
In TACI, the detector tests for the conditional independence of U and Y, given Z. Thus, the joint distribution
of the r.v.’s under the null and alternate hypothesis are given by

Ho : Psuyz := PsjuyzPuizPyjuzPz (26a)
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and
Hi : Qsuyz = QsjuyzPujzPy|zPz, (26b)

respectively.
Let R, and R, denote the rate-error exponent-equivocation and rate-error exponent-distortion
regions, respectively, for the case of vanishing type I error probability constraint, i.e.,

Re :=lim R.(e) and Ry := im R (e).
€—0 €—0

Assume that the privacy constraint under the alternate hypothesis is inactive. Thus, we are interested
in characterizing the set of all tuples (R, x, Ao, A1) € R and (R, «,Ag, A1) € Ry, where

A1 S Amin = HQ(S|U, Y, Z),
and A < By = min Eq[d (3, ¢(U,Y, 2))]. 27)
¢(u,y,z
Please note that A,,;, and A, correspond to the equivocation and average distortion of S” at the detector,
respectively, when U" is available directly at the detector under the alternate hypothesis. The above
assumption is motivated by scenarios, in which the observer is more eager to protect S” when there is
a correlation between its own observation and that of the detector, such as the online shopping portal
example mentioned in Section 1. In that example, U", S"” and Y" corresponds to shopping behavior, more
information about the customer, and customers data available to the shopping portal, respectively.
For the above-mentioned case, we have the following results.

Proposition 1. For the HT given in (26), (R,x, Ao, Amin) € Re if and only if there exists an auxiliary r.v. W,
such that (Z,Y,S) — U — W, and

k < Ip(W;Y|Z), (28)
R > Ip(W;U|Z), (29)
Ao < Hp(S|W,Z,Y), (30)

for some joint distribution of the form Psiyyzw = PsuyzPwiu-

Proof. For TACI, the inner bound in Theorem 1 yields that for € € (0,1), (R, x, Ao, A1) € Re.(€) if there
exists an auxiliary r.v. W, such that (Y, Z,S) — U — W, and

R > Ip(W;U[Y,Z), (31)
k < " (Pwju, R), (32)
Ao < Hp(S|W, Y, Z), (33)
A1 < Hg(S|W,Y, Z), (34)

where

x* (Py|y, R) := min (El(PW‘u), Ex(R, Pw‘u)) )
E1(Pwy) == min D(Pgyzw!IQuyzPwiu). (35)

Payzw€L1 (Puw, Pyzw)
E2(R, Pyu)
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_ {PQYZWEE%}DUW,PYZ) D(PHYZVVHQUYZPW\U) +(R—Ip(U; WY, 2)), if Ip(U; W) > R, (36)

0, otherwise,

L1(Puw, Pyzw) = {Pgyzw € PU XY x Z x W) : Payw = Puw, Pyzw = Przw},
Lo(Puw, Pyz) := {Pgyzw € P(U X Y x 2 x W) : Py = Puw, Pyz = Pyz, Hp(W|Y, Z) < H(W|YZ)},

Psuyzw = PsuyzPwiu, Qsuvzw = Qs|yzPujzPy|zPzPw|u-
Please note that since (Y, Z,S) — U — W, we have
Ip(W;U) Z Ip(W;U|Y,Z). (37)

Let B' := {Pyy : In(U; W|Z) < R}. Then, for Py ; € B, we have,

Er(R, Pyju) = min D(Pgyzw!QuyzPwiu) = Ip(Y;W|Z),

Payzw €L (Puw,Pyzw)

EZ(R,PW‘U) > Ip(U;WIZ) — Ip(U; WY, Z) = Ip(Y; W|Z).
Hence,
& (Pwju, R) = Ip(Y; W[Z). (38)

By noting that A,,;, < Ho(S|W,Y,Z) (by the data processing inequality), we have shown that for
A1 < Apin, (R, 5, Ao, A1) € R if (28)—(30) are satisfied. This completes the proof of achievability.

Converse: Let (R,«k, Ag, A1) € Re. Let T be a r.v. uniformly distributed over [1] and independent
of all the other r.v.s (U",Y",Z",5",M). Define an auxiliary rv. W := (Wrg,T), where W; :=
(M,Yi—1,5-1 zi—1 ,Z}'.1),i € [n]. Then, we have for sufficiently large n that

nR > HP(M) > Hp(M|Zn) > Ip(M,' U”|Z”)
_ 27 1IP M.u,‘ui—l Zn)

=Y (MUt Z ZE U Zy) (39)
=Y (MUt zezE Y s U ;) (40)
>y (M ZZE Y ST U Zy)
=Y Ip(W;Ui|Z;) = nlp(Wr; Ur|Zr, T)
= nlp(Wr, T; Ur|Zr) (41)
= nlp(W; U|Z). (42)

Here, (39) follows since the sequences (U",Z") are memoryless; (40) follows since (Yi~1,Si~1) —
(M, ui-1, Z") — U; form a Markov chain; and, (41) follows from the fact that T is independent of all the
other r.v.’s.

The equivocation of S under the null hypothesis can be bounded as follows.

H(S"|M,Y",Z",H=0) = n H(S|M Si—l Y", 7" H = 0)
<2 H5|Myzlszlzz1ZH_1,Y.,ZI.,H:0) (43)
= 21:1 H(Si|W;,Y;, Zi,H=0)

H(St|Wr, Y1, Z1,T,H = 0)
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=nHp(S|W,Y, Z), (44)

where Psijyzw = PsuyzPwu for some conditional distribution Pyy. In (43), we used the fact that
conditioning reduces entropy.

Finally, we prove the upper bound on «. For any encoding function f; and decision region A, C
M x Y x Z" for Hy such that ¢, — 0, we have,

P nzn A c P nzn AC
D (PMynanQMynzn) Z PMynzn (-/471) IOg (m) + PMynzn (An) log (W) (45)

> —H(en) = (1 — €n)10g (Bn (fu,€n)) -

Here, (45) follows from the log-sum inequality [60]. Thus,

_loe (B ,
lim sup 0 (n (fu.€n)) < limsuplD (Parynzn || Qprynzn)

n—o0 n n—oo N

1
= limsup —Ip(M;Y"|Z") (46)

n—oo N

— : H ]' n n

= Hp(Y|Z) ~ liminf ~ Hp(Y"|M, Z"), (47)

where (46) follows since Qpynzn = Payzn Pyn |z The last term can be single-letterized as follows:

Hp(Y"|M,Z") =Y " Hp(Yi|Y"™!, M, Z")
> Zle Hp(Y;[Y'"1, 87, M, Z")
=Y Hp(Yi|Z;, W;)
= nHP(YT|ZT/ WT/ T)
= nHp(Y|Z,W). (48)

Substituting (48) in (47), we obtain
x < Ip(Y; W|Z). (49)

Also, note that (Z,Y) — U — W holds. To see this, note that (U;, Y;, Z;, S;) are i.i.d across i € [n].
Hence, any information in W; on (Y;, Z;, S;) is only through M as a function of U, and so given U;, W; is
independent of (Y, Z;, S;). The above Markov chain then follows from the fact that T is independent of
(ur,yn,z",s", M). This completes the proof of the converse and the theorem. [

Next, we state the result for TACI with a distortion privacy constraint, where the distortion is

measured using an arbitrary distortion measure d(-, -). Let Ay, 1= ming,, , o) Eq [d (S, ¢(U, Y, Z))].

Proposition 2. For the HT given in (26), (R, k, Ao, Apin) € Ry if and only if there exist an auxiliary r.v. W and a
deterministic function ¢ : W x Y x Z — S such that

R > Ip(W;U|Z), (50)
k < Ip(W;Y|2), (51)
AO < ¢1’%’111’1) EP [d (S/ (P(WI Y/ Z))} ’ (52)

S
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for some Psiryzw as defined in Proposition 1.

Proof. The proof of achievability follows from Theorem 2, similarly to the way Proposition 1 is obtained
from Theorem 1. Hence, only differences will be highlighted. Similar to the inequality A,; <
Hg(S|U,Y, Z) in the proof of Proposition 1, we need to prove the inequality A,,;, < Eq [d (S,¢(W,Y,Z))],
where Qsiyzw = Qsuyz Py for some conditional distribution Pyu- This can be shown as follows:

min Eq [4(5,¢(W,Y, 7))

= Y Quvz(wy,2) Y Pwju(wlu) pin, Y. Qsjuvz(slu,y,2) d(s, (w, y,2))

Y,z

> Y Quyz(u,y,2) Y Pwju(wlu) Qgjuyz(slu, y,2) d(s, ¢*(u,y,2)) (53)

Y,z

> Y Quyz(wy,2) ¢1(filiynz) Y Pwju(wlu) Qsjuyz(slu,y,z) d(s, (u, y,2))

Y,z

=Y Quvz(uyz) (aniyn) Y Qsjuvz(slu,y,2) d(s, ¢(u,y,2))
wyz) 3

uy,z

= : il‘l) EQ [d (S,(P(u, Y,Z))] = Dyin,
¢(,r

where in (53), ¢*(u,y, z) is chosen such that

¢*(w,y,z) == argmin ) Qquyz(slu,y,z) d(s,¢(w,y,2)).
P(w,y,z),wewW s

Converse: Let W = (Wr, T) denote the auxiliary r.v. defined in the converse of Proposition 1.
Inequalities (50) and (51) follow similarly as obtained in Proposition 1. We prove (52). Defining
(M, Y, Z",S171,0) == §; (M, Y™, Z", S 1), we have

m(i?IE [d (s",5™)

in

H= 0} —  min E
{¢ﬂ(m'yn'znlslil/i)}?:1

fd (Si,(ﬁn(M, Y”,z",s”*l,i)) ’H = o] (54)
i=1

n
Zd (Si/ &n(wi/ Zi/ Yi/ Yiﬁ.l/ 1)) ’H = 0]
i=1

< min E
{¢(wirzi/yi/i)}

id (Si, (Wi, Z;, Y3, 1)) ’H = O]
i=1

—n min E[E[d(Sr,¢(Wr,Zr, Y, T))|T] |H = 0]

{6}

=n min E|d(S7,¢(Wr,Z7,Y7,T))|H=0
min E [d (Sp,9(Wr, 21, ¥, T)) |H =0

=n i E|d(S,¢(W,Z,Y))|H=0|,
{9z} 4590 ) |H=0]

where (54) is due to (A1) (in Appendix B). Hence, any A satisfying (6) satisfies

A< min Ep[d(S,o(W,Z,Y))].
0_{¢(w,z,y)} pd (S, ¢( )]

This completes the proof of the converse and the theorem. O
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A more general version of Propositions 1 and 2 is claimed in [66] as Theorems 7 and 8, respectively,
in which a privacy constraint under the alternate hypothesis is also imposed. However, we have identified
a mistake in the converse proof; and hence, a single-letter characterization for this general problem
remains open.

To complete the single-letter characterization in Propositions 1 and 2, we bound the alphabet size of
the auxiliary r.v. W in the following lemma, whose proof is given in Appendix E.

Lemma 5. In Propositions 1 and 2, it suffices to consider auxiliary r.v.'s W such that |W| < U] + 2.

The proof of Lemma 5 uses standard arguments based on the Fenchel-Eggleston-Carathéodory’s
theorem and is given in Appendix E.

Remark 1. When Qg7 = Qg|yz, a tight single-letter characterization of R, and Ry exists even if the privacy
constraint is active under the alternate hypothesis. This is due to the fact that given Y" and Z", M is independent of
S™ under the alternate hypothesis. In this case, (R, «, Ao, A1) € R, if and only if there exists an auxiliary r.v. W,
such that (Z2,Y,S) — U — W, and

© < Ip(W;Y|Z), (55)
R > Ip(W;U[Z), (56)
Ao < Hp(S|W, Z,Y), (57)
A1 < Hp(8]Z,Y), (58)

for some Psiyyzw as in Proposition 1. Similarly, we have that (R,x, Ay, A1) € Ry if and only if there exist an
auxiliary rv. W and a deterministic function ¢ : W x Y X Z — S such that (55) and (56),

Ay < ¢r?in) Ep[d(S,¢(W,Y,2))], (59)

are satisfied for some Pgiyzw as in Proposition 1.

The computation of the trade-off given in Proposition 1 is challenging despite the cardinality bound
on the auxiliary r.v. W provided by Lemma 5, as closed form solutions do not exist in general. To see this,
note that the inequality constraints defining R. are not convex in general, and hence even computing
specific points in the trade-off could be a hard problem. This is evident from the fact that in the absence
of the privacy constraint in Proposition 1, i.e., (30), computing the maximum error exponent for a given
rate constraint is equivalent to the information bottleneck problem [67], which is known to be a hard
non-convex optimization problem. Also, the complexity of brute force search is exponential in ||,
and hence intractable for large values of |U/|. Below we provide an example which can be solved in closed
form and hence computed easily.

Example 1. LetV=U =8 ={0,1}, V=Y, Z = constant, V — S — U, Py (0) = Qu(0) = 0.5, P5;(0|0) =
Psi1(1]1) = Qgjuu(0[0) = Qg (1[1) =1 =g, Py 5(0[0) = Py(s(1[1) =1 — pand Qy5(0|0) = Qy5(1[1) =
0.5. Then, (R,x, Ag,0) € R, if there exists r € [0,0.5] such that
R>1- hb(r)/ (61)
Kk <1—hy((r=q)*p), (62)
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Ao < hy(p) +hy(g*r) —hy(p* (qx7)), (63)

where fora,b € R,axb:= (1—a)-b+ (1—0)-a,and hy : [0,1] — [0,1] is the binary entropy function given by

hy(t) = —(1 —t)log(1 —t) — tlog(t).

The above characterization (Numerical computation shows that the characterization given in (61)—(63) is exact
even when q € (0,1).) is exact for g = 0, i.e., (R, x,Ag,0) € R, only if there exists r € [0,0.5] such that (61)—(63)
are satisfied.

Proof. Taking W = {0,1}, and Py ;(0[0) = Py;(1|1) = 1 —r, the constraints defining the trade-off
given in Proposition 1 simplifies to

Ip(U; W) =1 — hy(r),

Ip(V;W) =1—hy((r*q) xp),
Hp(S|V,W) = Hp(S|W) — Ip(S; V|W)
Hp(S|W) + Hp(V|[S) — Hp(V|W)
hy(r*q) + hy(p) — hp(p = (g% 7)).

On the other hand, if 4 = 0, note that S = U. Hence, the same constraints can be bounded as follows:

Ip(U; W) = 1— Hp(U[W),
Ip(V;W) =1— Hp(VIW) <1—h (h;l(H(u|W))*p), (64)
Hp(U|V,W) = Hp(U|W) + Hp(V|U) — Hp(V|W)
< Iy (p) + Hp(UIW) — Iy, (i (Hp(U[W)) # p) (65)

where h, ! : [0,1] +— [0,0.5] is the inverse of the binary entropy function. Here, the inequality in (64) and
(65) follows by an application of Mrs Gerber’s lemma [68], since V = U & Ny, under the null hypothesis
and N, ~ Ber(p) is independent of U and W. Also, A,,;, = 0 since S = U. Noting that Hp(U|W) € [0,1],
and defining r := h, ' (Hp(U|W)) € [0,0.5], the result follows. O

Figure 2 depicts the curve (1 — hy(r),1—hy(p* (g 7)), hy(p) + hy(r+q) —hy(p* (r+q))) forqg =0
and p € {0.15,0.25,0.35}, as r is varied in the range [0, 0.5]. The projection of this curve on the R — x and
& — Ap plane is shown in Figures 3ab, respectively, for g4 € {0,0.1} and the same values of p. As expected,
the error exponent « increases with rate R while the equivocation A decreases with x at the boundary
of R,.

Proposition 1 (resp. Proposition 2) provide a characterization of R, (resp. R ;) under the condition
of vanishing type I error probability constraint. Consequently, the converse part of these results are
known as weak converse results in the context of HT. In the next subsection, we establish the optimal error
exponent-privacy trade-off for the special case of zero-rate compression. This trade-off is independent of
the type I error probability constraint € € (0, 1), and hence known as a strong converse result.
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4.2. Zero-Rate Compression

Assume the following zero-rate constraint on the communication between the observer and
the detector,

lim log(|M]) =0. (66)
n—oo n
Please note that (66) does not imply that | M| = 0, i.e., nothing can be transmitted, but that the message
set cardinality can grow at most sub-exponentially in 7. Such a scenario is motivated practically by low
power or low bandwidth constrained applications in which communication is costly. Propositions 3 and 4
stated below provide an optimal single-letter characterization of R;(€) and R.(¢) in this case. While the
coding schemes in the achievability part of these results are inspired from that in [6], the analysis of
privacy achieved at the detector is new. Lemma 4 serves as a crucial tool for this purpose. We next state
the results. Let

AJ = minEp [4(5,6/(V))], (67a)
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and A" .= 2}(151 Eq [d(S,¢'(V))]. (67b)

Proposition 3. Fore € (0,1), (0,x, Ao, A1) € Ry(e) if and only if it satisfies,

x < min D( Py qu ’ (68)
Frpem ) (Pgy|1Quv)

Ag < MG, (69)

Ay < AT, (70)

where ¢' 1V — S is a deterministic function and
C’(Pu, Pv) = {PHV S P(Z/[ X V) : Pa = Py, PV = Pv}

Proof. First, we prove that (0,x,Ag, A1) satisfying (68)—(70) is achievable. While the encoding and
decoding scheme is the same as that in [6], we mention it for the sake of completeness.
Encoding: The observer sends the message M = 1if U" € [P " 6 > 0,and M = 0 otherwise.

Decoding: The detector declares H = 0if M = 1 and V" € 7'[” Pyl § > 0. Otherwise, H = 1 is declared.
We analyze the type I and type Il error probabilities for the above scheme. Please note that for any
0 > 0, the weak law of large numbers implies that

P(Ue T, NV eTh )H=0)=F(M=1nV"e T}, )|H=0) "

Hence, the type I error probability tends to zero, asymptotically. The type II error probability can be
written as follows:

Bulfurgn) = B(U" € T, OV €Th )H=1)

— T Quenli, o) < (n+ 1)Vl -0 _ (e - HEREER -0w),
11'167'[1”,u]5,
’U"E’T[PV]J

where

= min  D(Pgyl|Quv).
PI:IV E[:,(Pu,Pv) uv

Next, we lower bound the average distortion for S” achieved by this scheme at the detector. Defining

(", s, py) =1 (U" ¢ T, (71)
pff” (6) = || Pswva () = Pswymnqung ) (10)]| (72)
o) (6) = | Qervn () = Qwymnquna iy (11| (73)
Ph(0") 1= (¢/(01), -+, 9/ (on),

we can write

mll’l E d Sn,gn H: _nminE d S/ /V
o, E[d(87,87) |H = 0] —nminEn [d (5,¢/(V)]|
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:‘ min E[d(S”S”)’H—O]—mmE[(Sn%vn”H_O]‘

{@i(m,on,si—1)}0 i=1 ¢ (")
g‘{f( min, E[d(s",$") |H=0] —P(M=1H=0) min B4 (8", (V") [M =1, H=0]|
¢i m,o",si— ;1:1 n
+P(M=0|H =0) n}in)E[ (", ¢(V™)) M =0,H = 0]
Ph(v”
< min E[d(8",8")|H =0] — min E [d (S",¢, (V")) M =1,H=0
‘w(mv"sl DIt Bl )l ) 9 (") 4 (5%, (V) H

+]P’(M:0|H:0){1,n(in)E[ (S", (V") [M =1,H = 0]

+ min E [d (8",¢/,(V")) |M = 0,H = 0] |

Pn(0")
— ]E d Si’l Sn H_O _ ]E Si’l’ / V}’l HU",(S,P :OIH:()
= |y min, B (5787 [H=0] = min B[4 (", ¢,(v")) I1UI" &, Py) )

+ P (I1(U", 6, Py) = 1|H = 0) [ rrEin)E[ (8", ¢ (V") M =1,H=0]
Ph(o"

+ min E[4(5"¢] vn)\M—OH—o]] (74)
o (0"

< 1Dyp (8) + 2" uD,, (75)
N (76)

where (74) is since IT(U", J, Pi;) = 1 — M with probability one by the encoding scheme; (75) follows from
P (I(U",6,Py) = 1|H = 0) = P (U" & Th, |H = 0) < 720 (77)

and ([43], Property 2(b)); and, (76) is due to (17). Similarly, it can be shown using (16) that if Qy; = Py, then

min E[d(5",8")|H=1| —nminEp [d (S,¢'(V ‘QO (78)
o, B1A(87,87) [H =1] —nminBq [4(5,¢/(V)

On the other hand, if Qy; # Py and ¢ is small enough, we have
P(M=0|H=1) =P (II(U",6Py) =1|H=1) > 1 — ¢ "(PullQu)-0() 1), 1. (79)
Hence, we can write for 6 small enough,

min B[ (5",8") |H = 1] — nminEq [d (S,¢/(V))] |

{@i(m s ¢(v)
= min d(S",5")|H =1] — min E [d (S", ¢, (V")) |H =1
(omattyyy ST IH =1 = i B (48", ¢u (V7)) 1H =1 |

IN

min  E[d(5",$")|H=1] —P(M=0/H =0) min E[d (S",¢,(V")) M =0,H =1] ‘
{pi(mom,s 1)}, ¢ (v")

+B(M=1/H=1) min B[d (5",¢},(V")) [M=1,H =1]
Pn (0"

min  E[d(5",5") |H=1] — min E[d(S",¢,(V")) [M=0,H =1
iy, =1 S =1 i B (D) )

IN
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+P(M=1H=1) [ﬁg})E [d (S™,¢,(V")) IM=1,H =1]

+ min B [d(",91,(V")) [M =0, H=1]]

min  E[d(S",$") |H=1] — min E [d (S",¢,(V")) [TL(U",8,Py) = 1,H = 1] ‘

Bilmans oo
+P(TI(U",5, Py) = O[H = 1) [ min [d (57, ¢3(V")) [M = 1,1 = 1
47;1 o
+ min [0 (", 94(v") [M = 0,H ~1] (50)
P
< 1Dp (6 + 2 -1 (O(PullQu)-0)) (81)
LN (82)

where (80) is since IT(U", 6, P;;) = 1 — M with probability one; (81) is due to (79) and ([43], Property 2(b));
and, (82) follows from (15). This completes the proof of the achievability.

We next prove the converse. Please note that by the strong converse result in [8], the right hand side
(R.-H.S) of (68) is an upper bound on the achievable error exponent for all € € (0,1) even without a privacy
constraint (hence, also with a privacy constraint). Also,

minE [d (S",5") |H = 0] min Z]EPSV (Si,¢'(Vi))] (83)
&(rn) {4)’(1;, ie1i=1 o
=n min E S, o' (V)] .
o, p [d(S,¢'(V))]

Here, (83) follows from the fact that the detector can always reconstruct S; as a function of V; for
€ [n]. Similarly,

minE [d (S",5") [H=1] <n min Eq [d(S,¢'(V))].
i @)

Hence, any achievable Ag and A1 must satisfy (69) and (70), respectively. This completes the proof. [J

The following Proposition is the analogous result to Proposition 3 when the privacy measure
is equivocation.

Proposition 4. Fore € (0,1), (0,x, Ao, A1) € Re(€) if and only if it satisfies (68) and

Ao < Hp(S|V), (84)
A < HQ(S|V). (85)

Proof. For proving the achievability part, the encoding and decoding scheme is the same as in
Proposition 3. Hence, the analysis of the error exponent given in Proposition 3 holds. To lower bound the

equivocation of S" at the detector, defining IT(U", 6, Py), p,(qo) (6) and pg,l) (6) as in (71)—-(73), we can write
|nHp(S|V) — H(S"|M, V", H = 0)]

= |H(S"|V",H =0) — H(S"|M,V",H = 0)|
< |H(S",V"|H=0)— H(S",V"|M,H =0)|
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< |H(S",V'|H=0)—P (M =1|H = 0) H(S",V"|M =1,H = 0)]

+P(M = 0|H = 0) H(S", V"|M = 0,H = 0)
< |H(S",V"|H = 0) — H(S",V"|M = 1,H = 0)|

+P(M=0[H = 0) (H(S", V"|M = 1,H = 0) + H(S", V"|M = 0, H = 0))
< |H(S",V"|H = 0) — H(S", V"|TI(U",5,Py) = 0,H = 0)]

+P(TI(U",6,Py) = 1|H = 0) (H(S", V"|M = 1,H = 0) + H(S", V"|M = 0, H = 0))

0

2 2 (5)10g (M) 2670 Jog (1S V[") (56)
LN (87)

where (86) follows due to Lemma 3, ([60], Lemma 2.12) and the fact that entropy of a r.v. is bounded by the
logarithm of cardinality of its support; and, (87) follows from (17) in Lemma 4 since § > 0. In a similar
way, it can be shown using (16) that if Qi; = Py, then

|H(S"[V", H =1) — H(S"|M, V", H = 1)| L 0. (88)
On the other hand, if Qi # Py and ¢ is small enough, we can write

nHg(S|V) — H(S"|M, V", H = 1)|
= |H(S"|V",H =1) — H(S"|M,V",H = 1)|
< |H(S",V*|H =1) — H(S",V"|M,H = 1)
< |H(S",V*|H =1) — H(S", V"M = 0,H = 1)
+P(TL(U", 8, Py) = 0|H = 1) (H(S",V"|M = 0,H = 1) + H(S",V"|M = 1,H = 1))

() (5
< —20,(8) log (W) +2¢ PRI tog (S| V"), (89)

where (89) follows from Lemma 3 and (79). It follows from (15) in Lemma 4 that for § > 0 sufficiently
small, p,gl) (6) < e~ for some § > 0, thus implying that the R.H.S. of (89) tends to zero. This completes
the proof of achievability.

The converse follows from the results in [6,8] that the R.H.S of (68) is the optimal error exponent

achievable for all values of € € (0,1) even when there is no privacy constraint, and the following inequality
H(S"|M,V",H =j) <H(S"|V',H=j), j=0,1 (90)
This concludes the proof of the Proposition. [

In Section 2.2, we mentioned that it is possible to achieve a positive error exponent with perfect
privacy in our model. Here, we provide an example of TAI with an equivocation privacy constraint under
both hypothesis, and show that perfect privacy is possible. Recall that TAI is a special case of TACI,
in which Z = constant, and hence, the null and alternate hypothesis are given by

n
Ho: (U™, Y") ~ [ ]Puv,
i=1
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n
and Hy : (U",Y") ~ [ [ PuPy-
i=1

Example 2. Let S =U = {0,1,2,3}, Y = {0,1},

1100 10
1100 01

Py = 0.125- Py =

su=0125-15 o 4 g Pw= |y ol
0011 0 1

Psyy = PsyPyjy and Qsuy := PsuyPy, where Py = Y,y Pu(u)Py|y(y|u). Then, we have Ho(S|Y) =
Hp(S) = Hp(U) = 2 bits. Also, noting that under the null hypothesis, Y = U mod 2, Hp(S|Y) = 2 bits.
It follows from the inner bound given by Equations (31)—(34), and, (37) and (38) that (R,x, Ao, A1) € R.(€),
€€ (0,1)if

R > Ip(W;U),

k < Ip(W;Y),
Ao < Hp(S|W,Y),
A1 < Hg(S|W,Y) = Hg(S|W),

where Psyyw = PsuyPwu and Qsyyw = QsuyPwu for some conditional distribution Py If we set
W := U mod 2, then we have Ip(U; W) = 1 bit, Ip(Y;W) = Hp(Y) = 1 bit, Hp(S|W,Y) = Hp(S]Y) =2
bits, and Ho(S|W) = Hp(S|Y) = 2 bits. Thus, by revealing only W to the detector, it is possible to achieve a
positive error exponent while ensuring maximum privacy under both the null and alternate hypothesis, i.e., the tuple
(1,1,2,2) € Re(e), Ve € (0,1).

5. A Counter-Example to the Strong Converse

Ahlswede and Csiszar obtained a strong converse result for the DHT problem without a privacy
constraint in [5], where they showed that for any positive rate R, the optimal achievable error exponent
is independent of the type I error probability constraint €. Here, we explore whether a similar result
holds in our model, in which an additional privacy constraint is imposed. We will show through a
counter-example that this is not the case in general. The basic idea used in the counter-example is a
“time-sharing” argument which is used to construct from a given coding scheme that achieves the optimal
rate-error exponent-equivocation trade-off under a vanishing type I error probability constraint, a new
coding scheme that satisfies the given type I error probability constraint €* and the same error exponent as
before, yet achieves a higher equivocation for 5" at the detector. This concept has been used previously
in other contexts, e.g., in the characterization of the first-order maximal channel coding rate of additive
white gaussian noise (AWGN) channel in the finite block-length regime [69], and subsequently in the
characterization of the second order maximal coding rate in the same setting [70]. However, we will
provide a self-contained proof of the counter-example by using Lemma 4 for this purpose.

Assume that the joint distribution Psyyy is such that Hp(S|U, V) < Hp(S|V). Proving the strong
converse amounts to showing that any (R,x, A9, A1) € Re(e) for some € € (0,1) also belongs to R,.
Consider TAI problem with an equivocation privacy constraint, in which R > Hp(U) and A1 < Ayjy.
Then, from the optimal single-letter characterization of R, given in Proposition 1, it follows by taking
W = U that (Hp(U), Ip(V; U), Hp(S|V,U), Ayin) € Re. Please note that Ip(V; U) is the maximum error
exponent achievable for any type I error probability constraint € € (0,1), even when U" is observed
directly at the detector. Thus, for vanishing type I error probability constraint e — 0 and x = Ip(V; U),
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the term Hp(S|V, U) denotes the maximum achievable equivocation for S” under the null hypothesis.
From the proof of Proposition 1, the coding scheme achieving this tuple is as follows:

1.  Quantize u" to codewords in B, = {u"(j) € T[?Ju]&, j € [e"Hr(W+M]} and send the index of
quantization to the detector, i.e., if u” € 7'[1’§u]5, send M = j, where j is the index of u" in ,,. Else,
send M = 0.

2. Atthe detector, if M = 0, declare H = 1. Else, declare A = 0 if (u"(M),v") € 7'[1’§UV]0_/ for some &' > 4,

and H = 1 otherwise.

The type I error probability of the above scheme tends to zero asymptotically with n. Now, for a fixed
€* > 0, consider a modification of this coding scheme as follows:

1. Ifu" € 7'[ Pl send M = j with probablhty 1 — €*, where j is the index of 4" in B,, and with
probability €*, send M = 0. If u" ¢ send M =0.
2. At the detector, if M = 0, declare H = 1. Else, declare H = 0if u™(M),v") €

and H = 1 otherwise.

/
[P vy for some 8" > ¢,

It is easy to see that for this modified coding scheme, the type I error probability is asymptotically
equal to €*, while the error exponent remains the same as I(V; U) since the probability of declaring H = 0

is decreased. Recalling that IT(u",d, P;) := ( ¢ T ), we also have

H(S"|M,V",H = 0)
:(1—%)(1—6)1 H(s"|u", v",1I1(U",5,Py) =0,H=0)+ (1 —yu) €
%H(S”|M =0,V",I1(U",6,Py) =0,H =0) + s %H(S”|M =0,V",I1(U",6,Py) =1,H = 0)
> (1= yn)(1—¢€") (Hp (SIU, V) = 7y) + (1 = 1u) €" 1 H(S"|M =0,V",TI(U",8,Py) =0,H = 0)
+ Tn %H(S”\M =0,V",II(U",5,Py) =1,H = o) (91)

> (1= )1 ) (o SIUV) = 72) + (=) € (Hn(sluv) - 22)

+ Y %H(S”\M —0,V",H =0,T1(U",6,Py) = 1) 92)
=1 —7u)(1—¢€") (Hp (S|U, V) —7y) + (1 —7n) € (HP(SIU,V) i )Jr’y;” (93)
= (1—vn)Hp (S|U, V) = Tn, (94)

(m)

where {1}, },cn denotes some sequence of positive numbers such that ;, — 0, and

Ti= B (U & T, |H = 0) <o) Ly g, ©5)
* 2 ;

T = —20; log <|§|’L) ,

P = Hpsnvn\n(unopu m(+10,0) — Psnyn ( H = HPS”V”|H(L1"J>‘PU /|0) — Psuyn (-) ||, (96)

(m)

N = ?H(S”|M =0,V",,H=0,I(U",5Py) =1) —> 0, 97)
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/
+ Tn "
— — TYn-

To = (1= p) (1 =€)y + (1= 1) €2

Equation (91) follows similarly to the proof of Theorem 1 in [71]. Equation (92) is obtained as follows:

1
~H(S"|M=0,V",Iy(U",6) = 0,H = 0)

1o conym Tn
,)/l
> Hp(S|U, V) — 2. (99)

Here, (98) is obtained by an application of Lemma 3; and (99) is due to the assumption that
Hp(S|U,V) < Hp(S|V).
(n)

It follows from Lemma 4 that p;; — 0, which in turn implies that

n)

s o. (100)

=~

Tn
n
From (95), (97) and (100), we have that %, ﬂ 0. Hence, equation (94) implies that
(Hp(U), Ip(V; U), A§, Apin) € Re(€*) for some Af > Hp(S|U, V). Since (Hp(U), Ip(V;U), A§, Amin) &
Re, this implies that in general, the strong converse does not hold for HT with an equivocation privacy
constraint. The same counter-example can be used in a similar manner to show that the strong converse
does not hold for HT with an average distortion privacy constraint either.

6. Conclusions

We have studied the DHT problem with a privacy constraint, with equivocation and average distortion
under a causal disclosure assumption as the measures of privacy. We have established a single-letter inner
bound on the rate-error exponent-equivocation and rate-error exponent-distortion trade-offs. We have
also obtained the optimal rate-error exponent-equivocation and rate-error exponent-distortion trade-offs
for two special cases, when the communication rate over the channel is zero, and for TACI under a privacy
constraint. It is interesting to note that the strong converse for DHT does not hold when there is an
additional privacy constraint in the system. Extending these results to the case when the communication
between the observer and detector takes place over a noisy communication channel is an interesting
avenue for future research. Yet another important topic worth exploring is the trade-off between rate,
error probability and privacy in the finite sample regime for the setting considered in this paper.
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Appendix A. Proof of Lemma 1

Please note that for a stochastic detector, the type I and type II error probabilities are linear functions
of PH| My As a result, for each fixed n and f,, ay (fn,gn) and By (fu, gn) for a stochastic detector g,
can be thought of as the type I and type II errors achieved by “time-sharing” among a finite number of
deterministic detectors. To see this, consider some ordering on the elements of the set M x V" and let
vi == Pppyn(0li), i € [1: NJ, where i denotes the i'" element of M x V" and N = |M x V"|. Then,
we can write

1% 1-— 141
1%) 1-— %)
p AlMmyvr =
UN 1-— UN
Then, it is easy to see that PH| Myn = Zil\il v;I;, where I; := [e; 1 — ¢;] and e; is an N length vector with

1 at the i" component and 0 elsewhere. Now, suppose (oz,(f), ‘85,1)) and (oz,(f), ‘8,(12)) denote the pair of type
(2)

I and type II error probabilities achieved by deterministic detectors g,(ll) and gn2
(6)

and Aj , denote their corresponding acceptance regions for Hy. Let g;,’ denote the stochastic detector

formed by using g,(}) and g,(f) with probabilities 8 and 1 — 8, respectively. From the above-mentioned

linearity property, it follows that g,(le) achieves type I and type Il error probabilities of ), ( fn, g,(le)) =

90(,(11) +(1- 9)0{5,2) and B, (fn,gg,e)) = 9/3,(11) +(1- 9),3,(12), respectively. Let 7(6) = min(6,1 — 6). Then,
for0 € (0,1),

, respectively. Let A; ,,

1 . 1 1 1
- log (,Bn (fn,g£19>)> < min (_n logﬁg}), - logﬁglz)) - log(r(0)).

Hence, either

047(11) <, (fn,g,(qe)> and — %logﬁ,(ql) > f%log (ﬁn (fn,g;(f))) + %log(r(@)),

or

a,(f) <, (fn,g,(f)) and — %logﬁg,z) > —%log (ﬁn (fn/g}(’le))) + %log(r(G)).

Thus, since 1 log(r(6)) ﬂ 0, a stochastic detector does not offer any advantage over deterministic

detectors in the trade-off between the error exponent and the type I error probability.

Appendix B. Proof of Lemma 2

5(Cn,0) _ n o p, 5(Cn,1) _ n p,
Let PS”U"V”M§" = PS”U”V"M Hi:l PSi‘M,V”,SFl and PS”U"V"Mﬁ" = QS"U”V”M Hi:l PS,-|M,V",S7.7]

denote the joint distribution of the r.v.’s (§",U", V", M, §”) under hypothesis Hy and H;, respectively,
(r)

where ISSAL,‘ My gi-1 denotes Sin for i € [n]. Then, we have
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minE [d(S",S") |H = j]
gi,rn
= min " Ep(j) [d (Sn, g”)]

{PSi\M,V”,Si—l }fﬂ

. 1¢ .
= omin o} Bpp [d(S;5)]

{Ps”.\Mv" si-1 }i , =1

= fz ) PI(VI)WSI Lm0t s min ZpgilMlvnlsi,l(§i|m,v”,si_1)
i= 1(1117}” si— 1) Pgi‘M,\/n/si—l("mlvn/Sl ) S
E_ 1d (S8
PS(Z)\M,Vn,si—l('|m'vn'5171)[ ( ! 1)]

li weit (m, 0", s E ;) - [d (Si,flﬁz‘j(m/vnlsi*l))} ,

n b ey /i MV S M, Vn,si—l("m’vn’sl )
where

¢j(m,v",s'"1) = argminE (s [d(S;,8)].
ses S;|M,vn,st

Continuing, we have
minE [d (§",5") |H = ||
g

1y 5(/)
= — pY) . (m,o" s min E. d(s; e (m,o", st

n zzzlmvnzslfl Mynst 1 ) ¢i(mon,s=1) PS(i)\M,Vn,sz 1 (cfmo" s 1) [ ( il ))}

1& ;

= min  -Y Es [d (s-, (M, V", 511 )} Al

{zpi(m,v",si*l)};’:l n ; p) i (Pz( ) ( )

This completes the proof.

Appendix C. Proof of Lemma 4

We will first prove (15). Fix 6 > 0. For v > 0, define the following sets:

B, ={y"e Tipyg, = Pre (") = Pynjricxn 5,p) (¥"10) }, (A2)
Con=1{y" € Tipyg, * Py (") < Pynjrcxn s,p) (4"10) }, (A3)
B, ={y"e Ty, * Que(y™) = Qyujrixn s,p¢) (¥"10)},
Civ ={y" e Ti0y), * Qe (™) < Qunjri(am 6,py) (V" 0)},
8(25,7 ={y" e 7'[6”7 :Qyn(y") > Qyn|r1(x7,6,Px) (")},
s, = {y" € Ti6y), * Qe (™) < Qunjri(aem 6,py) (¥ 1}

Then, we can write

Qv () = Qynjri(xns,pe) (-11) ]
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1
2 Y 1Qvn (¥") — Qynjrigxn,s,pe) (V"1
y"
1
=5 Y Qv (y") = Qyrjrigxns py) (v 11) |+§ Y. [Qvi(y") = Quujrigxns,pe) (V" [1)]
y" gT[Qy]"y WET[QY]
1 1
<5 Yo Que(y") + Qynjrigxns,py) (¥ 1) + 5 Yo [Qvi(y") — Qunprigxns,pe) (VD). (A4)
v é7’[6\/]7 ynET[Qy]v
Next, note that

Qri(xns,py) v (1ly") < Qn v")

<2Qyn(y"), A5
QH(X”'fS,Px)(l) N QH(X”,J,pX)(l) < 2Qyn(y") (A5)

Qynjri(xn,5,p5) (V"' 11) = Qyn(y")

for sufficiently large 1 (depending on |X|), since Qry(xn,5,p)(1) @) 1. Thus, for n large enough,

Yo Qui(y") + Qyuxns ey (V') <3 Y Qu(y") < e ), (A6)
VT T
[Qyly [Qyly

We can bound the last term in (A4) as follows:

Yo Qv (y") = Qnrigxns,p) (V"1

V€T 01y
= ) Qui(y") = Quurixmep) W'D+ Y Qynprigxne,pye) (¥"[1) — Qva (y")
”GB‘S y”GC‘S
= Y Qui(y") = Qurixmepy) W'D+ Y Qynrigxne ) (¥"[1) = Qya (y")
y”EB"/ y EC 27
Qyniri(xns,py) (Y"[1) oo [ Qunriexns,py) (W™ (1)
Y Quy) (1 B oy )+ LoQen (N (IR (A7)
preBe, v (y e, vy
" Qri(xns,py) v (1|y") s [ Qrixns,pe) iy (L")
Y Q") (1— oI )+ L Quely) | T
yeBs, I1(X",6,Px) pecs I1(X",6,Px)
1
Qyn (¥") (1= Qry(xn )y (1y") ) + Qyn (y") ( - 1) : (A8)
yHEZBb, ( I1(X",5,Px)| ) y”EZCg,7 QH(XnI(;,pX)(l)
Let Py denote the type of " and define
Eq(d,7):=  min min D (Pgy||Qx)y[Py).
Pe<Pn (Tioyiy) Pr<Pn (T,

Then, for y" € [Q }, arbitrary 4 > 0 and # sufficiently large (depending on |X'|, |V, J, ), it follows
from ([60], Lemma 2.6) that

Qrixrn s py)ye (1ly") > 1 — e BN =7, (A9)
and Qry(xn ,py) (1) > 1 — e "PEIQ0=7), (A10)
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From (A4), (A6) and (A8)-(A10), it follows that
ynl+) — n n . <e m\% v - X ! .
[Qyn(-) — Qy r1(xn5,py) ( | <e nQ(7) 4 p=n(En(67)=7) 4 p=n(D(Px[IQx)=7) (A11)

We next show that E,(5,7) > 0 for sufficiently small § > 0 and v > 0. This would imply
that the R.H.S of (A11) converges exponentially to zero (for 4 small enough) with exponent ¢ :=
min (Q(7), Ex(J,7) — %, D(Px||Qx) — ¥), thus proving (15). We can write,

4,7) > min min D(P Al12
En(d,7) PeTh o ETU’@] ( X||QX) ( )
>2| min min ||Py — Ox|?|, (A13)
PY€7—[”QY]’Y PXGT[?JX]J
where
ZPY QX|Y (xly).

Here, (A12) follows due to the convexity of KL divergence (A13) is due to Pinsker’s inequality [60].
We also have from the triangle inequality satisfied by total variation that,

1Px = Qx| = [[Px — Qx| = [|Px — Qx|-

For y* € 7-[65(]7'

[Ox — Qx| < [QxyPy — Qxv|| < [|Py — Qy|| < O(7)

Also, for Py € T[I@X][S,

IPx = Px|| < 0(9)

Hence,

Ea(6,7) = 2 (||Px - Qx| - O(7) — 0(8))*.

Since Px # Qx, En (6, ) > 0 for sufficiently small v > 0 and 6 > 0. This completes the proof of (15).
We next prove (17). Similar to (A4) and (A5), we have,

[ Pyn (-) = Pynjrixns,py) (-10)]|

1 1
=5 Y [PY” ") +PY"\H(X",5,PX)(yn‘O)} +5 2, Yo Py (y") = Pynjrixn s py) (v10) ], (A14)
yn{r[?’yh TU’Y]W
and
Pyn|ry(xn,5,py) (¥"10) < 2Pyn (y"), (A15)

since PH(Xn/ts/pX)(O) ﬂ 1.
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Also, for ¢y < | rand sufficiently large n (depending on 4, 7, | X|,|)|), we have

Y. [Pyr(y") = Pynjracxns,py) ("0

7167—[71 ]
Z Pyn(y — Pynjri(xn 5,py) (y"10) + Z Pyn|r1(xm,6,Px) (V 0) — Py (y")
ynegél y”EC{
1

< Z Pyn (]/ ) (1 — PH(X”&PX yn 0|y ) + Z Pyn Pi(o) -1

yneBg,’Y y" EC‘)’ H(X”,tS,Px)
< Y Pya(y")e "0 4 Y Py (y)e ) (A16)

Y EBgﬁ y" ecg,v
< e MUY, (A17)
where to obtain (A16), we used

Prixn g.py) (0) > 1— e "0, (A18)

e MUYV for y' e 88,7 and v < ;| (A19)
Here, (A18) follows from ([60], Lemma 2.12), and (A19) follows from ([60], Lemmas 2.10 and 2.12),
respectively. Thus, from (A14), (A15) and (A17), we can write that,

and PH(Xn,&’pX)‘yn(O|yn) >1—

HP n(-) — Pyn\n(xnr{;,px)(-|0)]| < e~ 4 p—nQ(6=7V)) @} 0.

This completes the proof of (17). The proof of (16) is exactly the same as (17), with the only difference

that the sets B ., and cs ,, are used in place of Bg and C} .+ Tespectively.

Appendix D. Proof of Theorems 1 and 2

We describe the encoding and decoding operations which are the same for both Theorems 1 and 2.

Fix positive numbers (small) 17,6 > 0, and let ' := 2, 0:=|U|J, b:=20andf := f—vl‘.
Codebook Generation: Fix a finite alphabet ¥ and a conditional distribution Pyy;;. Let B, = {wn(j), je
(M1}, My, = e"IP(UW)H0)  denote a random codebook such that each W"(j) is randomly and

independently generated according to distribution [T ; Pw (w;), where

=Y Pu(u)Pyy(w|u).
uel
Denote a realization of B, by B, and the support of B, by B;,.
Encoding: For a given codebook B;;, let

T[T Pujw (uilwi(7))

P (jlut) =
/ ¥ Ty Puyw (ui]wi (7))

(A20)

denote the likelihood encoding function. If Ip(U; W) 4+ + [U||W)| IOg(”+1) > R, the observer performs
uniform random binning on the indices in [M}], i.e., for eachj € [M’ ], it selects an index uniformly

_ log(n+1)
(Rl )

at random from the set M, := . Denote the random binning function by fp and
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a realization of it by fg. If Ip(L; W) + 1 + [U ||W\M < R, set fp as the identity function with

n
probability one, i.e., fg(j) = j. If u" € then the observer outputs the message m = (¢, fg(j)) if

n
[Pu]a/ !
Ip(U; W) + 1+ |U||W\w > R or m = (t,]) otherwise, where j € [M},] is chosen randomly with
probability Péf”) (jlu™) and t denotes the index of the joint type of (1", w"(j)) in the set of types P" (U x W).
Ifu™ ¢ [?’u}a" the observer outputs the error message M = 0. Please note that |[M| < ¢"R since the total
number of types in P (U x W) is upper bounded by (1 + 1)“IW! ([60], Lemma 2.2). Let C,;, := (By, fg),
and let C, = (B, fg) and puy(-) denote its realization and probability distribution, respectively. For a
given Cy, let f,SC") represent the encoder induced by the above operations, where f,EC”) :U" — P(M) and
M = [e"R].

Decoding: If M = Oort & Tjp, . H = 11is declared. Else, given m = (¢, fg(j)) and V"* = v", the detector
decodes for a codeword @" := w" (}) € T[lr;w}g in the codebook B;, such that

» 1

j= argmin H.(w"(I)[o"), if Ip(U; W) + 1+ —|U||W|log(n+1) > R,
 fo (D=Fa (i), "
W ()ETi .

j = j, otherwise.

Denote the above decoding rule by Pé%), where Pé%’) : M x V" — J. The detector declares H = 0 if

(", v") € T[?JWV]S and H = 1 otherwise. Let g,(l . M x V" —  stand for the decision rule induced by

the above operations.
System induced distributions and auxiliary distributions:
The system induced probability distribution when H = 0 is given by

PO (sm, uM ", j, w", m, j, ")

= [Hl Puy (si, i, vz-,z»] PO ()1 (" (j) = w")1(fa(j) = m) 1 (] = PEg) (m, "))

1(w"(f) = @"), if " € Tipy, (4a2D)
and
n
PO (s u", v, m) = [H Psuy (si, u, Ui)] 1(m =0), ifu" & Ty (A22)
i=1

Consider two auxiliary distribution ¥ and ¥ given by
q;(c,l,o) (Sn’ u", vn,]-’ w", m,f, wn)
= [ﬁpsw(si, u, v»] P ()1 (" (j) = w1 (fa(j) = m) 1 (7 = PEG) (m,0"))
i=
L(w"(j) = @"), (A23)

and

T(Cn,O) (sn, un, Z)n,j, wnl m,f, wn)
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/
n i=1 i=1

L(w"(j) = @"). (A24)

= ML L(w"(j) = w") [ﬁpuw(uﬂwi)] [ﬁpvsu(vi,sﬂui)] 1(fg(j) =m) 1 (f: pé%)(mlvn))

Let P(C) and ¥(n1) denote probability distributions under H = 1 defined by the R.H.S. of
(A21)—(A23) with Pg;y replaced by Qgyyy, and let ¥(€n1) denote the R.H.S. of (A24) with Pysiu replaced

by Qyg|y- Please note that the encoder f,gc”) is such that Péf”) (jlu") = ¥ (j|u") and hence, the only

difference between the joint distribution ¥(¢»%) and ¥(¢»0) is the marginal distribution of U". By the
soft-covering lemma [62,64], it follows that for some 7y; > 0,

By, ¥ -0 <em Lo, (A25)
Hence, from ([43], Property 2(d)), it follows that

Ey, [[¥(©0) - §(©0)|] < emm, (A26)

Also, note that the only difference between the distributions PCn0) and F(Cn0) ig Pélj”) when U" ¢
7'[1’§ub/. Since

P(U" ¢ T, |H=0) < e, (A27)
it follows that
Ey, [H P(Cn0) _q;«cn,om < e~ (A28)

Equations (A26) and (A28) together imply via ([43], Property 2(c)) that

IS((Cn,O) _ T(CWO) H:| S Einn(‘sl) + efnlyl ﬂ) ) (A29)

Please note that for I € {0,1}, the joint distribution ¥(¢!) satisfies
Si— (wi(]), Vi) = (M,w"(]), V", S 1), i € [n]. (A30)
Also, since Ip(U; W) + 1 > 0, by the application of soft-covering lemma,

(n)

E,, <e o 1=0,1, (A31)

3 w1

for some 3 > 0.
If Qu = Py, then it again follows from the soft-covering lemma that

Ky, [fo(ﬁn,l) _q;SCnn,l)‘H < e mn ﬂ 0, (A32)
thereby implying that

Ey, [[[¥(©) - §(@D)|] < emmn, (A33)
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Also, note that the only difference between the distributions P(¢»1) and ¥(C»1) is Péf”) when U" ¢

T . . Since Qu = Py implies P (U” ¢ T[?’u]y ’H = 1) < ¢~ it follows that

(Puly”
Ey, [||PED - #C ] < om0, (A34)

Equations (A33) and (A34) together imply that
E,, [Hp(cn,l) _T(Cn,l)m < 100 4 pmmn W, g (A35)
Let Py, = Ep, [Ppcan] and Ppc,1) = Ep, [Ppca1)] denote the expected probability measure

(random codmg measure) induced by PMF’s P(Cw0) and P((C" 1), respectively. Then, note that from (A24),
(A29), (A31) and the weak law of large numbers,

uwls

Bocu (U W) € i, ) 21— "0 g, (A36)

Analysis of type I and type II error probabilities:

We analyze type I and type II error probabilities of the coding scheme mentioned above averaged over the
random ensemble C,,.

Type I error probability:

Please note that a type I error occurs only if one of the following events occur:

E1e = {(U Vi) ¢ 7I}?’uv]s}’

aze[ “”(”W”} L T+ o) = fa(l), W) € i)
He (W"(1)|V") < He(W"(f)IV")}-

Let £ := &g U &g U Eme U Epe- Then, the expected type I error probability over C,, be upper
bounded as

o [an (flgcn),g;cn)ﬂ < Ppicnn (). (A37)

Please note that PP(Cn,U) (E1E) tends to 0 asymptotically by the weak law of large numbers. From (A36),

Pscu0 (EsE) ﬂ) 0. Given &g and E5¢ holds, it follows from the Markov chain relation V — U — W and

the Markov lemma [68] that ]I_Dp(cn,o) (EmE) ﬂ 0. Also, as in the proof of Theorem 2 in [13], it follows that

_ _ . _5(1)
Pp(Cn,O)(gDE| v — Un,Wn(]) _ wn'gK/IE n 5§E N E‘CI'E) <e n(R Ip(UW|V) =6y >/ (A38)

where 5,(11) ﬂ 7+ O(9). Thus, if R > Ip(U; W|V), it follows by choosing 7 = O(4) that for § > 0 small
enough, the R.H.S. of (A38) tends to zero asymptotically. By the union bound on probability, the R.H.S. of
(A37) tends to zero.
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Type II error probability:

Let 8" = |W|5. Please note that a type Il error occurs only if V" € 7% . and M # 0,ie., U" € T,

n
[P LS’ [P U]J/
and T € [P wls® Hence, we can restrict the type Il error analysis to only such (U", V"). Denoting the event

that a type Il error occurs by Dy, we have

By, [Bn (A5, 8857)] = & Bpicun (U = ", V7 = 0") Pye, ) (Dol = ", V" = o"). (A39)

u o

[ C n n n 3
Let Eng == Eg N {V € ﬁv}d”} {U € [u] } The last term in (A39) can be upper bounded
as follows:

W1 (DolU" =", V" = o)
scan) (ENg U™ = u", V' = 0") Ppc, 1) (Do|U" = u", V" = 0", Eng)
Ppccan) (DolU" = u", V" = 0", Eng)
ZPp(cn,1>(] =j,f(]) =mU" =u", V" =", ENg)
i

IA I wx
'@l

Ppican) (Dol U™ = u", V" = 0", ] = j, fg(]) = 1, Eng) (A40)
:Pﬁ (Dolu”—u V' =0"]=1,fa(]) = 1,EnE) (A41)
Z penn) (WH(1) =™ |U" =u", V' =", ] =1, fg(]) = 1, Eng)
ewn
Py (DolU" = u", V" = 0", ] =1, fg(J) = 1L, W'(1) = w", Eng). (A42)

where (A41) follows since the term in (A40) is independent of the indices (j, 171) due to the symmetry of the
codebook generation, encoding and decoding procedure. The first term in (A42) can be upper bounded as

Cuny(W'(1) =" U" =u", V" =", ] =1, fg(]) = 1, Eng)
L o n(HWID) - 2l Wlog(n+1), (A43)
|7}W\U|

IN =

To obtain (A43), we used the fact that P (1|u ) in (A20) is invariant to the joint type Py of
(u",wr(1)) = (u",w") (keeping all the other codewords fixed). This in turn implies that given Eyg, each
sequence in the conditional type class prlu( ") is equally likely (in the randomness induced by B, and

stochastic encoding in (A20)) and its probability is upper bounded by ‘ i Defining the events

Pwa
Eoe = {31e M), 1£], fall) = M, WD) € T L (VWD) € T, b, (A44)
F = {U" =u",V"'=2"] = l,fB(]) =1, W"(l) =w", SNE}, (A45)
F1= {U" =u",V'"=9",] = 1/fIB%U) = 1,W"(1) =w", ENE, gICBE}/ (A46)
and Py := {U" =", V" =0", ] =1, fzg(J) = 1, W' (1) = ", Ene, Ese}, (A47)

the last term in (A42) can be written as

Ppccan) (Dol F) = Ppcan) (EBelF) Ppican) (Dol F1) + Ppcnn (EBelF) Ppicat) (Dol F2)- (A48)
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The analysis of the terms in (A48) is essentially similar to that given in the proof of Theorem 2 in [13],
except for a subtle difference that we mention next. To bound the binning error event Egg, we require an
upper bound similar to

Pocun (W'(1) = @"|F) < 2Ppe, ) (W'(I) = @"), V" € W", (A49)

that is used in the proof of Theorem 2 in [13]. Please note that the stochastic encoding scheme considered
here is different from the encoding scheme in [13]. In place (A49), we will show that for I # 1,

Ppcan WHI) = @"| F) < 3 Py, (WH(I) = @), (A50)
which suffices for the proof. Please note that

Ppcn (WH(1) = @"|F)

Ppc,n (WH(1) = w"|W"(1) = @", U" = u", V" = v")
Bcon) (W (1) = wh [0 =, V7 = o)

= Ppcun (W'(1) = @"|U" = u", V" = 0")

Pscan) _(] =1W"(1) =", W"(l) = a", U" = u”,V” =v") (A51)
Py, (J = 1{WH(1) = w™, U" = u", V" = o")
scnn (fB(]) =1 =1, W"(1) = w", W(l) = @",U" = u", V" = o")
Ppcon (fB(]) = 1] = 1L, W*(1) = w", U" = u", V" = 0")
e (Eelfs(]) = 1] = 1L W'(1) = ", W (1) = @, U" = ", V" = o") )

Prcon (Enelfe(J) =1,] =1L, WH(1) = w", U" = u", V" = o)

Since the codewords are generated independently of each other and the binning operation is done
independent of the codebook generation, we have

Pp(cn,l) (W'(1) =" |W*(l) =a", U" =u", V" =9") = Pp(cn,l) (W'(1) =o"|U" = u", V" =0"), (A53)

and

Ppcon (fe()) = 1] = LW (1) =", W'(I) = @", U" = u", V" = o)
=Py, (fa(]) =1|] =1, W' (1) = 0", U" = u", V" = 0"). (A54)

Also, note that

Py (Enelfs(]) =1,] =1L, W"(1) = w", W'(l) = @", U" = u", V" = 0")

= Ppcon (Enelfs(J) = 1,7 = 1,W(1) = o, U" = u", V" = o"), (A55)
Next, consider the term in (A51). Let

Fl={W'(1) =", U" = u",V" = 0"},
Fi= (W (1) = ", W) = @", U" = u", V" = 0"}

Then, the numerator and denominator of (A51) can be written as

P (J = 1|F")
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& [T Py (uilw;)
P TSy Payw (uilw;) 4TIy Puyw (3l @;) 4+ S z1, T 1 Puyw (i Wi()))
T[T Py (uilw;)
<E - , A56
= T Py (uilwi) + X0, T Payw (uilWi(7) (A%0)
and
_ ITiq Py (uilw;)
Ppcan) (J = 1|F') = Ey, — |, (A57)
penn ) = By iz1 Puyw (uilwi) + X1 T2y Puyw (ui|Wi(7))

respectively. The R.H.S. of (A56) (resp. (A57)) denote the average probability that | = 1 is chosen by Pl(z]f”)
given W"(1) = w", U" = u" and M), — 2 (resp. M, — 1) other independent codewords in B,,. Let

£ = {ﬁpuwwiw(z)) > max ({ﬁpuwwwi(m, je (Mm\{l}} U {ﬁpuwmm,»)}) }

Please note that

E T[T Py (uilw;)

Frl€E | Ty Py (uilwy) + Si1 Ty Puyw (i Wi ()
Sl Ty Py (uilw;)
= 2T Py (i) + Sz Ty Puyw (ui Wi (7))

(A58)

Hence, denoting by ji,, the probability measure induced by i, we have

Ppcnn (J = 1IF")
]P)P(Cn,l) (] = 1|-7'—/)

TS Puyw (ui|w;)
Eﬂn {HL 1 fuw :|

1 Puyw (i) + 51, TT=1 Pujw (ui[Wi (7))

E TTi=1 Puyw (ui]wi)
o | T Payw (uilw0i) +X51 Ty Puyw (wi Wi (7))

E IT Puyw (ui|wi)
| T Payw (uilwi) +X 21, Tt Puw (Wi (7))

_ i ec T Puyw (wi|wi)
Py, e [nz;l P (00 £ 51 TTx Py G TR 1)

E T Pupw (wilwi)
Ho | T Puyw (uilwi) + Y21, T Puyw (Wi (7))

(A59)

1+ (ec [Ty Puyw (uilwi)
2]4”(81 )Eﬂnwlc [H?zl Puyw (uilwi)+ Y20, TTima Pupw (ui[Wi (7))

E T Puyw (ui|wi)

_ o | TTq Puyw (wilw:i)+ Y21, TTi=1 Puyw (Wi (7)) (A60)
1g T Puyw (ui]wi) ~ L. (&)E T Pupw (il wi)

27 | TTy Pugw (walwi) + 51,0 T Pajw (Wi (7)) Hntr) By, e, T Puyw (ilwi) + X521, TT=1 Pujw (ui]Wi (7))

1
2
T Py (i) ]
1
2

Ey, |:H?:l Pyyw (uilw;i)+ Y1, TTimy Puyw (| Wi (j))

IN

(A61)

1 T Pupw (uilwi) 14
2By L—H’:l Py (uilw:) +S21, TTimy Pupw (il Wi (7)) fin(&1)
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E T Puyw (ui|wi)
< o | TTq Puyw (wilw:i) + Y21, TTi=1 Puw (Wi (7)) (A62)
1g TTisq Pupw (ui|w;) _ p—enIpUW)
27 | TTy Pugw (walwi) + 51,0 T Paw (i [Wi (7))
<2t0(1)<3, (A63)

where (A59) is due to (A58); (A61) is since the term within EM & [] in (A60) is upper bounded by one;

(A62) is since iy (&) < —e" P (L)) for some 1’ > 0 which follows similar to ([68], Section 3.6.3),
and (A63) follows since the term within the expectation which is exponential in order dominates the
double exponential term. From (A52)-(A55), (A63) and (A50) follows. The analysis of the other terms
in (A48) is the same as in the SHA scheme in [7], and results in the error exponent (within an additive
O(6) term) claimed in the Theorem. We refer the reader to ([13], Theorem 2) for a detailed proof (In [13],
the communication channel between the observer and the detector is a DMC. However, since the coding
scheme used in the achievability part of Theorem 2 in [13] is a separation-based scheme, the error exponent
when the channel is noiseless can be recovered by setting E3(-) and E4(+) in Theorem 2 to o). By the random
coding argument followed by the standard expurgation technique [72] (see ([13], Proof of Theorem 2)),
there exists a deterministic codebook and binning function pair C,, = (By, fg) such that the type I and type
II error probabilities are within a constant multiplicative factor of their average values over the random
ensemble C,;, and

Si — (wi(]), Vi) = (M,w"(]), V", "), i € [n], (A64)
Hﬁ(cnro) — y(Cn0) | < e mn, (A65)
||15(an1) — T(Cnrl) || < 677471, if QU = Pu, (A66)

and Z | Pw — ‘I’ C"’

N <e 1=0,1, (A67)

where 74 and 75 are some positive numbers. Since the average type I error probability for our scheme
tends to zero asymptotically, and the error exponent is unaffected by a constant multiplicative scaling of
the type II error probability, this codebook achieves the same type I error probability and error exponent
as the average over the random ensemble. Using this deterministic codebook for encoding and decoding,
we first lower bound the equivocation and average distortion of S” at the detector as follows:

First consider the equivocation of S” under the null hypothesis.

Hip(eun (S"[M, V") > Ppic,0) (M # 0)H(S"|M #0,V")
> (1— e Hpe, 0 (S"|M #0,V") (A68)
> (1= ") Hp, o (S"[w"(]), V") (A69)
= (1—e"9) Hye,0) (S"|w"(]), V") (A70)
> (1- e~ 10 ) Hycuo) (S"w"(]), V") — 2¢7 74" log (|‘S'e|”’|yZ)n|”) (A71)
=Y Hyeon (Silwi(]), Vi) — e Y Hyienn (Silwi(]), Vi) — 0(1) (A72)

i=1 i=1
> )": Hy(co0) (Silwi(]), Vi) — ne "X Hp(S|V) — o(1) (A73)

Il
-
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= | Y Hytcuo (Silwi(]), Vi) | —o(1) (A74)
i=1

= nHp(S|W,V) — o(1). (A75)

Here, (A68) follows from (A27); (A69) follows since M is a function of w"(]) for a deterministic
codebook; (A71) follows from (A65) and Lemma 3; (A72) follows from (A24); and (A75) follows from
(A67) and ¥{ 2,|w = PS(V)“N, i€ nl.

If Qu = Pu, it follows similarly to above that

sienn (S"M, V) > (1—e*"“(‘5>) Hyieon) (S™[w"(J), V") — 2¢~ 7" log ("SHV') (A76)

e~ ran

(1), Vi) — e " Y Hye,n (Silwi(]), Vi) — o(1) (A77)
i=1

I
M-
&
=
&
5

> Y Hoionn (Si[wi(]), Vi) — ne O Ho (S|V) — o(1) (A78)
i=1
- [ZHWM (Silwi(1), Vi) | - o(1) (A79)
i=1
=nHg(S|W,V) —o(1). (A80)

Finally, consider the case H = 1 and Qy; # Py. We have for 6’ small enough that
Pscnn) (M =0) =P, (u" ¢ 7-[;%1}» >1-— o~ (D(Pul|Qu)—0(4")) ﬂ 1. (A81)

Hence, for ¢’ small enough, we can write

Hpe, ) (S"|M, V") > H~cn ) (S"M, VP, TI(U", ', Py))

> (1—e n(D(Pul|Qu)-0(6 ) sieon (S*|M, V", TI(U", 8, Py) = 1) (A82)
= (l—e n(D(PullQu)~ ) (8" V, TI(U™, &, Py) = 1) (A83)

(1—@ n(D(Py||Qu)— )) H(S"[VY) = 0(1)) (A84)
= nHg(S|V) — ne~"(P(PullQu)= < HQ(S|V —o(1) = nHp(S|V) —o(1). (A85)

Here, (A82) follows from (A81); (A83) follows since IT(U",¢’, Py) = 1 implies M = 0; (A84) follows
from Lemma 3 and (15). Thus, since § > 0 is arbitrary, we have shown that for € € (0,1), (R, x, Ao, A1) €
Re(€) if (18)—(21) holds.

On the other hand, average distortion of S" at the detector can be lower bounded under H = 0
as follows:

min E [d(s",8")|H=0]
gi/rn

n .
= min . Ep(cn,O) [Z d (Si/ J)i(m, 0", Sl—l))‘| (A86)
) i i=1
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> min ¥ (Cn0) lid Si, i(m, " st 1))1 —ne "14D,, (A87)
{<p (m,o",st— 1)} i=1
{ mm w(Cn0) lid Si, §i(w;i(]), Vi))| —ne " "Dy, (A88)
¢l , 1 1 i=1
>n {mm} Ep [d(S,p(W,V))] —n (e7"" 4 e7"75) Dy, (A89)
(
= min  Ep[d(S,¢(W,V))] —o(1). (A90)
"ot e

Here, (A86) follows from Lemma 2; (A87) follows from ([43], Property 2(b)) due to (A65) and
boundedness of distortion measure; (A88) follows from the Markov chain in (A64); (A89) follows from
(A67) and the fact that ‘I’é 2/\10 0= Pév)‘w, i€ [n].

Next, consider the case H = 1 and Qy = Py. Then, similarly to above, we can write

minE [d(s",8") |H =1]

gi,n
n .
= min . Eﬁ(cn,l) [Zd (Si/ (Pi(M, V", Sl—l))]
{@i(m,v”,sifl)}i=1 i=1
> min = Eye, [Z d(S;, ¢:(M, V", S1))| — ne "D, (A91)
{4_’1'("1:?’":5"_1)}1-:1 i=1
n
min - By, [2 d(Si, ¢i(wi, Vi) | —ne” "Dy, (A92)
{4)1 o }1 1 i=1
>n min  Eqg[d(S,¢(W,V))] —n(e”™* + e "7%)Dy. (A93)
{o¢}.,
= min  Eq [d(S,¢(W,V))] —o(1). (A94)
"ot o
If H=1and Qy # Py, we have
minE [d (S",5") |[H = 1]
g
> P, (M= 0[H=1) ) ZIE o @ (890, V7,87
{4) (mv" i 1)}1 L
> IEDp((,’n,l) (M = 0|H = 1) |:{ m1r}1 EQ Z (81/471( )) - Dmo(l) (A95)
¢l(v i=1
=n min_ Eq [d(S,¢'(V))] —o(1). (A96)

{o0)}

Here, (A95) follows from (15) in Lemma 4 and (A96) follows from (A81). Thus, since § > 0 is arbitrary,
we have shown that (R, x, Ay, A1) € R4(€), € € (0,1), provided that (18), (19), (24) and (25) are satisfied.
This completes the proof of the theorem.
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Appendix E. Proof of Lemma 5

Consider the |U| + 2 functions of Py,

Pu(ui) = Y Pw(w)Pypw(uilw),i=1,2,...,|U[ -1, (A97)
wew
Hp(U|W, Z) ZPW w)g1(Pyyw, w), (A98)
Hp(Y|W, Z) ZPW w)g2(Pyjw, w), (A99)
Hp(S|W,Y,Z) ZPW w)g3(Pyjw, w), (A100)

where

( Py (u|w) Py (z|u) >
Y Pujw (u]w) Pz (z|u)
Yo Pujw (ulw) Py 7y (v, z|u)
L Pujw (u|w) Pz (z|u)

81(Pyw, w) = = Y Pyyw (u|w) Pz (z|u) log

uz

82(Pyjw,w) = — Y, Py (ulw)Pyzy (v, z|u) log

Y,z
Yo Pujw (u|w) Psy 71 (s, y, 2| u)

Prw, w) = — P ulw) P s,y,zlu)lo .
83( upw ) s,y,zz,u U\W( | ) SYZ\U( ¥ | ) ( ZuPU|W<u|w)PYZ\U<yrZ|M)

Thus, by the Fenchel-Eggleston—-Carathéodory’s theorem [68], it is sufficient to have at most U] — 1
points in the support of W to preserve P and three more to preserve Hp(U|W,Z), Hp(Y|W,Z) and
Hp(S|W, Z,Y). Noting that Hp(Y|Z) and Hp(U|Z) are automatically preserved since Py; is preserved (and
(Y,Z,S) —U — W holds), |W| = |U| + 2 points are sufficient to preserve the R.H.S. of Equations (28)-(30).
This completes the proof for the case of R.. Similarly, considering the [//| + 1 functions of Py given in
(A97)~(A99) and

Ep[d(S,¢(W,Y,Z))] ZPW w)g4(w, Pyy),
where

8a(w, Pyjy) = ), Puyw(ulw)Pyzsu(y, 2z slu) d(s, ¢(w,y,z)),

S,U,Y,Z

similar result holds also for the case of R ;.
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