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Abstract

Background: When an outbreak emerged, each country

needs a coherent and preventive plan to deal with epi-

demics. In the era of technology, adopting informatics‐based
solutions is essential. The main objective of this study is to

propose a conceptual framework to provide a rapid and

responsive surveillance system against pandemics.

Methods: A three‐step approach was employed in this

research to develop a conceptual framework. These three

steps comprise (1) literature review, (2) extracting and

coding concepts, and determining main themes based on

thematic analysis using ATLAS.ti® software, and (3) map-

ping concepts. Later, all of the results synthesized under

expert consultation to design a conceptual framework

based on the main themes and identified strategies related

to medical informatics.

Results: In the literature review phase, 65 articles were

identified as eligible studies for analysis. Through line by

line coding in thematic analysis, more than 46 themes were

extracted as potential foremost themes. Based on the key

themes and strategies were employed by studies, the pro-

posed framework designed in three main components. The

most appropriate strategies that can be used in each sec-

tion were identified based on the demands of each part and

the available solutions. These solutions were employed in

the final framework.

Conclusion: The presented model in this study can be the

first step for a better understanding of the potential of
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medical informatics solutions in promoting epidemic dis-

ease management. It can be applied as a reference model

for designing intelligent surveillance systems to prepare for

probable future pandemics.

K E YWORD S

civil defence, electronic surveillance system, framework,
pandemics, medical informatics

1 | INTRODUCTION

According to World Health Organization (WHO), the pandemic is commonly defined as the worldwide spread of

a new communicable disease.1,2 The randomness and unpredictability of such diseases is a prominent feature of

each new pandemic. This feature causes countries to face inevitable challenges.3–5 When a disease outbreak

began, most people lack natural immunity to fight it. It can cause a rapid transmission of new pandemic across

countries over a specific amount of time.6 The unfamiliar aspects and highly contagious nature of the current

COVID‐19 pandemic, have shown that every country requires a coherent and responsive plan to battle against

the current pandemic.7 By the 10 October 2020, there had been 1083140 COVID‐19 deaths worldwide. A high

mortality rate of this new virus has raised many concerns about the unpreparedness of countries to use

appropriate methods to control, prevent and address unexpected epidemiological conditions.8 Thus, during a

pandemic outbreak, health care system preparedness is essential. In similar epidemics around the world, various

countries have taken different approaches based on the last advancement of technologies and health‐IT based

solutions.9

In former pandemics, various digital health strategies have been used with different approaches to control

other epidemics such as the Middle East respiratory syndrome, severe acute respiratory syndrome and H1N1

flu.10–12 For example, a team of scientists from Pakistan invented a smart tool called ID‐Viewer as a decision‐
making system for predicting an infectious disease outbreak in 2016.13 It was employed to detect the dengue

epidemic for 20 weeks earlier by gathering and analysing all related information about dengue disease since

2011.14 In a similar study conducted in 2012, Chinese researchers were able to predict abnormal outbreaks and

warn the health system before its emergence by implementation a continuous and intelligent monitoring system to

analyse real‐time data of various diseases.15,16

The recent global epidemic has proved that e‐health technologies can be used to control the spread of disease.
In a recent report, Healthcare Information and Management Systems Society reported that digital tools such as

telemedicine, remote patient monitoring, data analysis methods and even artificial intelligence (AI)‐based solutions
could play a significant role in restricting the prevalence of COVID‐19.17

However, the sudden emergence of the epidemic has proven that just awareness of the latest technologies is

not adequate. The most significant point to fight epidemic diseases by applying the latest technologies is to know

how to use these tools most appropriately in outbreaks.18 Consequently, to prepare for combat against the spread

of diseases, an appropriate model based on the latest medical informatics solutions is needed. It seems that the time

has come to use digital technologies at different levels of the health system based on the experiences of other

countries to combat the epidemic of infectious diseases.19

The main objective of this study is to propose a conceptual framework for designing an appropriate and

comprehensive electronic surveillance system for preparedness against the pandemic. Other aims of this study

include identifying the most proper solutions in medical informatics that can be used to predict, diagnose, control

and manage the COVID‐19 outbreak and other pandemics.
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2 | METHODS

In this qualitative research, a three‐step approach was applied to outline a conceptual framework. These three

steps included (1) literature review, (2) extracting concepts and main themes based on qualitative analysis, and (3)

mapping concepts, and synthesizing the results with expert consultation. The qualitative synthesis was conducted

based on the Standards for Reporting Qualitative Research checklist, which can help researchers to report their

results correctly.20

2.1 | Literature review

The systematic search was performed in four scientific databases, Web of Science, Scopus, PubMed and Sci-

ence Direct from 2000 to August 2020. The search strategy and keywords are shown in Table A1, Supple-

mentary Appendix. All articles retrieved from database searches entered into Mendeley as the resource

management software. The systematic review was conducted based on the preferred reporting items for

systematic reviews and meta‐analyses steps. Some inclusion and exclusion criteria were determined for

reviewing articles.

Articles included if they were original articles and if they used solutions or strategies to prepare for a sudden

outbreak or control of an epidemic disease based on digital health. Solutions regarding social relations, military

and cultural measures are not considered. Non‐English papers, letter to editors, commentary papers, book

chapters, short briefs, reports, technical reports, any reviews or meta‐analysis were excluded.

After duplication removal, the articles were omitted regarding the type of articles. Next, the remaining

studies were reviewed based on titles and abstracts. All titles and abstracts of articles were examined to select

eligible studies by reviewers. Marsa Gholamzadeh screened all titles and abstracts to find relevant articles. A

second reviewer (Hamidreza Abtahi) reviewed a sample of studies randomly. Following, articles that met our

inclusion criteria were selected for full‐text review. After that, the full texts of relevant studies were screened

thoroughly by all authors. If there was a disagreement between the authors, the final decision was made by Reza

Safdari. Finally, the information of the included articles extracted based on characteristics such as author name,

year of publication, title, purpose of the study, country, institution, proposed solution and type of disease and

pandemic.

2.2 | Qualitative and thematic analysis

Since thematic analysis known as one of the best methods in qualitative analysis, we applied it in our research.21

Following a systematic investigation, the remained articles met our criteria were imported to ATLAS.ti® software to

conduct an inquiry using inductive thematic analysis. It is a free famous software that is mostly used for content

analysis by coding and analysing complex textual data.22

All included articles were imported into the ATLAS.ti® software. All of the studies were screened line by line to

code the preliminary idea. By connecting extracted codes, the fundamental themes were extended to achieve a

thematic map. All potential themes were depicted in the form of a thematic tree to define themes and sub‐themes.
Coding and thematic analysis stages were conducted by one of the authors (Marsa Gholamzadeh) who had

experience in analysing and reviewing studies under the supervision of health informatics experts. The information

extracted by the researchers was re‐examined to reach an agreement. The next reviewers (Hamidreza Abtahi and
Reza Safdari) assessed and verified the extracted information.
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2.3 | Mapping concepts and designing the conceptual model

Under expert consultation, all of the extracted themes were investigated and integrated. The initial model devised

in this step is based on key themes and sub‐themes. Then, in an iterative process, a conceptual framework was

defined and redesigned to achieve the optimal model. In the following, the suggested conceptual model and the

strategies for outbreak preparedness were described. The different parts of the proposed model are defined based

on the solutions available concerning the various branches of medical informatics.

3 | RESULTS

3.1 | Literature review

Initial searches in scientific databases yielded 397 citations. After removing 71 duplicated articles, 326 citations

were screened based on the type of studies. Next, 300 articles remained due to their relevancy in the abstract

F I GUR E 1 Screening flow based on the preferred reporting items for systematic reviews and meta‐analyses
method [Colour figure can be viewed at wileyonlinelibrary.com]
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screening phase. Then, the full‐text of 249 studies were reviewed. Finally, 65 citations were identified as eligible

studies to meet our criteria. The process of screening articles is shown in Figure 1. A summary of the included

articles based on predefined categories is described in Table 1.

The analysis of the most significant features of the reviewed articles is represented in Table 2. Regarding the

country, the United States has used medical informatics solutions more than any other country to control pan-

demics. On the other hand, the analysis revealed that most of the efforts devoted to controlling the spread of

influenza outbreaks (41.54%) and employing medical informatics solutions. The trend of published articles

regarding our objective had steady growth until the COVID‐19 outbreak in 2020. Though, eight articles were

published regarding outbreak preparedness from the beginning of 2020 up to 2 August 2020.

Based on the central idea of our research, all studies were examined based on their tactics and strategies

related to the medical informatics disciplines. Overall, all of the employed strategies can be devoted to 19 cate-

gories. These categories are represented based on their frequency and percentage in Table 3. It is worth noting that

most studies used a combination of different techniques and did not focus on just one specific solution but most

strategies were related to developing AI‐based models.

3.2 | Thematic analysis outcomes

After coding all the themes and sub‐themes, more than 46 themes were extracted as potential main themes. By

integrating all of the potential themes, the mapped network of themes is devised and illustrated in Figure 2.

Conclusively, all of the themes are summarized regarding recommended and applied strategies in three main

categories. These categories were used to devise a conceptual model:

1. Epidemiological solutions and surveillance systems

2. Research‐based solution to manage and predict an outbreak

3. Clinical care planning, inpatient and outpatient management strategies

3.3 | Suggested conceptual framework

The most appropriate solutions that can be used in each section are identified based on the integration of the

requirements and the available solutions in the proposed model. In the following, the most suitable model for better

epidemic management is designed in each section using the identified solutions.

3.3.1 | Epidemiological subsystem

Analysis of articles showed that mathematical models have the potential to aid clinical decision‐makers to forecast
the next epidemic and prepare for a proper pandemic. Besides, the thematic analysis revealed that predictive

modelling was the most common solution to develop an early warning system. It has the potential to predict

outbreaks for providing emergency response. Analysis of studies showed that outbreak prediction models, AI‐based
algorithms and early warning systems, in combination with geographical positioning strategies can be adopted in

this section. The schematic model of this subsystem is represented in Figure 3.

The first part of this model is an intelligent subsystem that investigates and interprets all recorded data in

cross‐sectional studies, death reports and case reports continuously to detect an abnormal pattern of a particular
disease using built‐in AI‐based algorithms. In case of occurrence of an abnormal pattern, the system would be
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TAB L E 2 Analysis of some

characteristics of included articles
Article type Frequency Percentage

Conference proceedings 8 12.7%

Journal 55 87.3%

Year of publication

2000–2004 2 3.2%

2005–2008 18 28.6%

2009–2012 16 25.4%

2013–2016 11 17.5%

2017–2020 16 25.4%

Country

USA 17 27.0%

UK 5 7.9%

Canada 3 4.8%

China 3 4.8%

Georgia 3 4.8%

Germany 2 3.2%

Argentina 1 1.6%

Brazil 1 1.6%

More than two European countries 1 1.6%

France 1 1.6%

Guinea 1 1.6%

India 1 1.6%

Israel 1 1.6%

Italy 1 1.6%

Korea 1 1.6%

Montgomery 1 1.6%

Mozambique 1 1.6%

Switzerland 1 1.6%

Not mentioned 18 28.6%

Problems

All disasters 15 23.08%

H1N1 and Influenza outbreak 27 41.54%

COVID‐19 5 7.69%

Ebola virus disease 4 6.15%

Severe acute respiratory syndrome 1 1.54%

Smallpox epidemic 3 4.62%

Dengue 2 3.08%

(Continues)
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placed in alert mode. Later, the subsystem of outbreak prediction will activate. Once epidemiologists confirm the

outbreak, a survival system begins to run. Then the subsystems concerning clinical care and outbreak man-

agement will start to operate. The results of the epidemiological subsystem can also be used by clinical re-

searchers for further studies. By integrating this subsystem with geographic systems, a model can be designed to

visualize how the disease is transmitted, identifying infected areas and finding people at risk. Through analysing

the obtained data and connecting the results to mobile applications, it is also possible to inform people who live

in high‐risk areas.

T A B L E 2 (Continued)

Article type Frequency Percentage

Middle East respiratory syndrome 1 1.54%

Cholera 1 1.54%

Malaria 1 1.54%

Rural disaster 1 1.54%

Other infectious diseases 4 6.15%

TAB L E 3 Applied medical
informatics‐based solutions with their
frequency

Applied solutions Frequency Percentage

Emergency response system 31 47.7%

Computational methods 30 46.2%

Outbreak prediction models 26 40.0%

Resource allocation systems 23 35.4%

AI‐based algorithms 22 33.8%

Epidemiological model 20 30.8%

Database and registry systems 18 27.7%

Warning system 17 26.2%

Simulation models 17 26.2%

Patient management systems 14 21.5%

Geographic positioning 12 18.5%

Geographic transmission model 10 15.4%

Clinical decision support system (CDSS) 9 13.8%

Syndromic surveillance systems 8 12.3%

Network of information 8 12.3%

Mobile‐based system 4 6.2%

Providing preparedness information 2 3.1%

Cloud computing 1 1.5%

Computerized network protocol 1 1.5%
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3.3.2 | Research and management subsystem

During the disease outbreak, one of the challenges was considered by most articles is how to allocate health and

human resources during the epidemic. Therefore, it is necessary to consider a subsystem to manage the proper

allocation of resources to the health system. Reviewing literature showed that after a new disease outbreak,

resource allocations could be handled by defining appropriate heuristic algorithms and analysing real‐time data.

The schematic model of the suggested subsystem is represented in Figure 4.

Fair and efficient resource allocation is one of the biggest challenges for health care managers in the recent

epidemic, COVID‐19. Even one of the most notable problems in developed countries was allocating well‐equipped
health resources such as beds and staff to the areas that need them most as soon as possible. Therefore, in an

F I GUR E 2 Thematic map of main concepts extracted from the literature review [Colour figure can be viewed at
wileyonlinelibrary.com]

F I GUR E 3 The epidemiological subsystem model [Colour figure can be viewed at wileyonlinelibrary.com]
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epidemic, efficient resource allocation could be provided by applying machine learning algorithms. Such algorithms

provide a health system. Such algorithms enable health systems to make the best decisions about allocating the

most appropriate facilities by using real‐time data analysis and learning from past experiences in low‐ and middle‐
income countries. The developed model in Figure 4 refers to the smart allocation model which will be created based

on machine learning methods.

Given the importance of understanding the latest scientific evidence and the pattern of disease outbreak, a

separate section is set up to extract the necessary knowledge under the management system for the auto-

mated extraction of information from published literature. Biomedical text extraction or the use of natural

language process techniques can be used in this section to find the latest published literature and achievements

through biomedical databases. Researchers and physicians can use this tool to enjoy the benefits of easier

access to the latest scientific evidence and automating data abstraction in a short time. Extracted and classified

knowledge can also be used to enhance the quality of outbreak control or as a source of knowledge in other

subsystems.

3.3.3 | Clinical care subsystem

In an epidemic event, patient treatment and follow‐up are the most significant issue to decrease the mortality rate.
Hence, the clinical care subsystem is explained in the following based on the most useful strategies applied in

reviewed articles. In a thematic analysis of the most influential ideas, clinical care planning was one of the most

repetitive concepts extracted in the qualitative analysis stage of this research.

The most common solutions that appeared in the analysis regarding this section include (1) implementing

electronic health records for patient management, (2) using decision support systems and computerized physician

order entry tool to make better decisions and prevent medical errors, and (3) model generation. Moreover, tele-

medicine can be utilized in clinical care planning. Due to the importance of the clinical system and its complexities,

this system is better designed in two subsystems of monitoring outpatients and inpatients.

F I GUR E 4 The research and management subsystem model; NLP, natural language process [Colour figure can

be viewed at wileyonlinelibrary.com]
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3.3.4 | Outpatient care subsystem

The proposed system can be designed in such a way that the rapid alert system is activated when the disease is

detected. By activating the alert status, this system will automatically give the necessary alerts to medical centres.

Additionally, the latest treatment protocols will be provided to specialists in the form of embedded knowledge in such

a framework.

F I GUR E 5 The outpatient subsystem model [Colour figure can be viewed at wileyonlinelibrary.com]

F I GUR E 6 The inpatient subsystem model [Colour figure can be viewed at wileyonlinelibrary.com]
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As it is apparent in Figure 5, an appropriate strategy can be employed in this section to identify people at risk

using knowledge obtained from evidence, and regular monitoring of epidemiological data. The early screening

module is one of the main parts of the proposed framework.

As soon as the imminent alert system is activated, the infected geographical areas could be recognized. The

necessary warning messages can then be sent to residents of high‐risk areas to prevent further outbreaks. Early

screening of patients could be conducted in infected areas by applying different methods such as developing self‐
assessment websites and mobile‐based applications, and telephone‐based counselling. Accordingly, all of the people
who were at the risk of exposure can be determined. Taking such an approach can also be effective in reducing the

prevalence of COVID‐19 in low‐ and middle‐income countries.
If the person is suspected of having the disease, he/she will be assessed based on standard checklists by health

care providers. Then, the risk of disease in each person will be calculated. If the risk of disease is high, the patient

will be monitored remotely through regular telephone consultation. For more investigation, the patient will be

referred to medical centres if he needs it. Then, a medical record will be created for him. If he needs to be hos-

pitalized, his information will be referred to the hospital subsystem. In a viral illness, the patient must be quar-

antined. To better communicate, secure social networks can be designed for patients to discuss their problems and

share their experiences. These social networks should be managed under the supervision of health professionals to

prevent the spread of untruths.

Developing telemedicine programs is crucial to monitor non hospitalized patients in severe communicable

diseases like COVID‐19. So, monitoring patients through telemonitoring programs and virtual clinics could reduce
disease transmission. It can be helpful in better controlling the spread of diseases such as COVID‐19.

Self‐monitoring of people who have some symptoms is possible by employing such a system. Through tele-

monitoring, if the patient has the initial symptoms of the disease, it can first be followed remotely. After an initial

investigation, the system referred the patient to medical centres if it is required. According to other studies, tele‐
education can be used to better educate patients for the prevention and control of the disease using social net-

works and distance education.

3.3.5 | Inpatient care subsystem

In the proposed model, once the patient's referred, the information is automatically entered into the system to

create a file for the patient. During patient monitoring, control, and follow‐up, all recorded information is

continuously analysed to extract the disease pattern. At the same time, due to the connection of the system to the

knowledge base, patients are followed according to the treatment protocols based on standard treatment steps.

Physicians are also asked to enter their new findings concerning the disease in the relevant section. These new

achievements could be added to the knowledge‐base after expert approval. The details of the suggested strategy

are shown in Figure 6.

At the time of hospitalization, the knowledge regarding the disease symptoms and its characteristics are

extracted for better management and disease control using machine learning algorithms and real‐time data

analysis. The knowledge can be used for appropriate resource allocations in critically ill patients, prescribing the

most effective drugs and prioritizing patients.

4 | DISCUSSION

Through this survey, the published articles regarding medical informatics application for preparedness against

disease outbreak were investigated to extract topics of interest. The evidence showed that more developed

countries such as the United States have more tendency to apply medical informatics strategies to fight epidemics
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more efficiently. Through this survey, the highest frequency of epidemics related to the influenza outbreak.

However, this result was expected due to the worldwide outbreak of influenza.

Based on the experiences of countries in similar diseases epidemic, it is possible to control the spread of the

virus more effectively with the appropriate use of modern technologies.24,25 Hence, valuable experiences and

applied strategies were explored through thematic analysis. According to the extracted main themes, we devised an

appropriate conceptual framework for better prevalence control. After identifying the main themes, solutions

concerning medical informatics were specified in each section. A suggested model according to these strategies was

represented in terms of sub‐systems. The proposed model can be summarized in the form of an ultimate model

represented in Figure 7. This notation ties well with previous studies wherein effective preparedness should include

prevention, control and management planning.26–29

F I GUR E 7 Overall conceptual model [Colour figure can be viewed at wileyonlinelibrary.com]
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From the medical informatics view, AI‐based strategies are the most common technique applied in studies. By
applying AI methods, researchers developed intelligent systems such as early warning applications, prediction

models, epidemiological systems and intelligent surveillance systems to help healthcare organizations to fight

outbreaks easier. Most of these systems were related to disease management after the emergence of the outbreak.

Thus, developing an integrated intelligent system could fight disease outbreak at organizational and clinical levels

can be accounted for a research gap. Such a system should be fighting against pandemic before and after a disease

outbreak.

The proposed framework is a type of intelligent clinical surveillance system for real‐time monitoring of in-

fectious and epidemic diseases such as COVID‐19, which is equipped with patient monitoring systems, prevention
and analytical tools for further research and study. Because this model is customized for contagious disease

monitoring, we tried to define the proposed system in such a way it can prevent, control, and follow patients at the

national level. Similarly, Oppenheim et al.30 declared that an outbreak preparedness plan involves early detection,

disease management and control, surveillance, case findings, patient treatment and management. The final system

should be designed in such a way to benefit all of the patients and health care providers in clinical fields. Based on

the main categories identified through thematic analysis, as a result of analysing the main concepts presented in the

studies, solutions appropriate to each section have been proposed in each part. As shown in Figure 7, the proposed

model is a four‐layer model. These layers comprise the user interface layer, the logic layer, the application layer and
the data layer. Despite each layer of the layered architecture pattern has a specific role and responsibility, all layers

have interacted with each other to pass the information up to the presentation layer. Layered architecture pattern

is the most common architecture pattern for developing web‐based applications in healthcare settings.31

Analysis of related articles showed that the most common strategy applied by researchers was designing early

warning systems. In line with previous studies, it is apparent that the first step of ‘preparation’ is the continuous

investigation and prevention of further outbreaks.27 Accordingly, the popularity of mathematical models to forecast

epidemic diseases has been increased to better help policy‐makers in decision‐making with the development of AI‐
based methods in other studies.32 Consequently, outbreak investigation and prediction are considered as a pre-

requisite of preparedness to activate other subsystems in the form of an early detection system in the epidemi-

ological section.

In an epidemic, physicians should be aware of the best available evidence as soon as possible. Meanwhile, the

work of the medical staff increases during the outbreak of the disease. Therefore, limited time is a common

challenge in critical situations. As in the Coronavirus pandemic, the workload of healthcare providers has increased,

and health care providers have to work in heavy workload conditions.33,34 To address this challenge, an AI‐based
technique such as text mining in the research and management section was considered to retrieve the required

evidence as soon as possible. Recently, some studies were conducted to extract valuable knowledge from published

literature and summarizing the most up‐to‐date research using natural language processing.35 This solution can

enable clinicians to access information from a huge amount of scientific evidence published recently.36

Allocation of the appropriate resources and well‐coordinated care during the time of the outbreak is one of the
main themes and strategies extracted through our analysis. It accounted for another challenge that we usually face

in an outbreak.37 Thus, an intelligent procedure was considered in our proposed model using data mining mech-

anisms to solve this problem.

Case findings and accurate diagnosis are crucial in controlling the outbreak of an epidemic.38 Hence, a

systematic process in patient management and clinical care planning is embedded to find infected people in the

proposed model. The next important issue is related to the continuous care of infected patients. Thus, estab-

lishing a standard of care for triage and treatment could be remarkably efficient during a disease outbreak in

disease control and enhance patient safety.39 Patient management is also considered in two parts for an effective

clinical care program. It comprises outpatient and inpatient modules using solutions such as applying decision

support systems, implementing electronic health records, remote monitoring and utilizing data mining tools in the

presented model.
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The proposed model tries to provide a framework to prepare for a sudden outbreak of disease by considering

usable medical informatics methods. This model could provide deeper insights into the designing of a surveillance

system for public health professionals from a medical informatics perspective. Such a framework can be optimized

to be applied in different situations. Moreover, this study is the first stage of further research to validate the

framework through focus group discussions, Delphi survey, or expert consensus. Once the model is validated, it can

be considered as a reference framework in developing surveillance systems to prepare for the next epidemic.

There are several limitations to this research. The proposed framework was designed from the author's point of

view. However, this is only a proposed model for further studies and a new perspective on the control of

communicable diseases regarding medical informatics solutions. Also, this is a non‐validated model, and its vali-

dation will be examined in future studies.
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