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Objectives: In hospitals, the pharmacy information system (PIS) is usually a sub-system of the hospital information system
(HIS). The PIS supports the distribution and management of drugs, shows drug and medical device inventory, and facilitates
preparing needed reports. In this study, pharmacy information systems implemented in general teaching hospitals affiliated
to medical universities in Tehran (Iran) were evaluated using a multi-dimensional tool. Methods: This was an evaluation
study conducted in 2015. To collect data, a checklist was developed by reviewing the relevant literature; this checklist includ-
ed both general and specific criteria to evaluate pharmacy information systems. The checklist was then validated by medical
informatics experts and pharmacists. The sample of the study included five PIS in general-teaching hospitals affiliated to
three medical universities in Tehran (Iran). Data were collected using the checklist and through observing the systems. The
findings were presented as tables. Results: Five PIS were evaluated in the five general-teaching hospitals that had the high-
est bed numbers. The findings showed that the evaluated pharmacy information systems lacked some important general and
specific criteria. Among the general evaluation criteria, it was found that only two of the PIS studied were capable of restrict-
ing repeated attempts made for unauthorized access to the systems. With respect to the specific evaluation criteria, no atten-
tion was paid to the patient safety aspect. Conclusions: The PIS studied were mainly designed to support financial tasks; little
attention was paid to clinical and patient safety features.
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determining the amount of inventory, reporting and manag-
ing of costs, and improving the accessibility of information
[5]. Furthermore, the PIS helps clinical decision-making
by alerting users about clinically important drug-drug in-
teractions, drug allergies [6], and drug doses [7]; it also
evaluates patterns of drug use [8] as well as other possible
side effects of drugs. The PIS may operate as a separate and
individual system or as part of a hospital information sys-
tem (HIS), paired with the Computerized Physician Order
Entry (CPOE) system [7]. Accordingly, to ensure efficiency
and effectiveness of these systems, evaluation of the PIS is
extremely important; this system could ultimately influence
the safety and quality of care [9].

To identify and eliminate technical problems of health care
systems, improve the efficiency and effectiveness of services,
and minimize costs, careful evaluation of those systems is
needed. In other words, the evaluation of information sys-
tems, as a key stage in the information system development
life cycle [10,11] can help to assure the technical capacity of
these systems, determine the effects of using the systems on
users practices, and allow application of modifications as re-
quired [12,13]. Therefore, this study aimed to evaluate PISs
in hospitals affiliated with three universities of medical sci-
ences in Tehran, Iran.

Il. Case Description

The study population included the PIS implemented in hos-
pitals affiliated to one of the three medical universities in
Tehran, Iran (Tehran, Shahid Beheshti, and Iran Universities
of Medical Sciences and Health Services). In Iran, more than
80% of hospital services are provided by the public sector.
Medical education is integrated with the health services,
which have created universities of medical sciences and
health services. Each province has at least one such univer-
sity. Tehran, which is a huge province with more than 14
million inhabitants, is divided into three zones. The three
abovementioned universities provide public health and treat-
ment services to the citizens of Tehran.

Since almost all of the affiliated hospitals implement a PIS
from one of the well-known Iranian vendors, the sampling
took place by considering two inclusion criteria: (i) there
was at least one general teaching hospital for every vendor in
which its PIS software was installed and (ii) hospitals were
selected based on the number of hospital beds (the hospitals
with the highest bed numbers). If a selected hospital was
unwilling to take part in the study, the next hospital with
the highest bed number was substituted. Selected hospitals
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provided 24 hr/7 days a week pharmacy services to in- and
out-patients. The evaluation tool was a checklist created by
reviewing the relevant literature; it was composed of general
and specific evaluation criteria related to PIS [3-5,14-17].
There were sub-categories for both general and specific cri-
teria. Categorizing of the criteria and the related aspects was
performed according to similarity and relevance. The general
evaluation criteria included those aspects that are general
to all information systems, such as security, user friendli-
ness, and integration with other systems. The specific criteria
evaluated those aspects that were specifically important for
PISs. These specific criteria were divided into five categories
including prescriptions and medication order management,
patient safety management, purchase and sale management,
drug stock management, and reports management. The
checklist was constructed with ‘Yes’ and ‘No’ options and ad-
ditional space was provided for any possible applicable com-
ments. The content validity of the checklist was examined
by five experts in the field of medical informatics and by two
pharmacists.

Five PIS supplied by five vendors were evaluated in five
general-teaching hospitals. Hospitals are called A (716 beds),
B (426 beds), C (139 beds), D (111 beds), and E (379 beds).
Similarly, the five software programs used in the hospitals
are described as A, B, C, D, and E, respectively.

The findings are presented in sections. Section A reports
the findings related to the general criteria, and section B
describes the findings based on the specific criteria used to
evaluate the PIS.

1. General Criteria in PIS Evaluation

With respect to the security aspects of the PIS, all systems
had the ability to report user activities based on IP address or
individual user ID. However, the capability of restricting re-
peated unauthorized access attempts to systems was observed
only in 40% of the systems. The password strength was the
other security sub-criteria; the findings indicated that the
passwords of the systems were not case-sensitive and did not
require a combination of letters and numbers (Table 1).

The findings related to ‘user friendliness’ showed that all
systems included some user friendliness features for phar-
macy end-users. In this respect, all systems had the capabil-
ity of displaying patients’ drugs and demographic profiles
completely and legibly; systems also had flexibility in sorting
and selecting of commands from drug profiles, modifying
the screen size, using multiple screens simultaneously for
various activities, and using defaults to identify commands
or a group of commands during order entry.
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Table 1. Distribution of sub-criteria related to 'security’ among the evaluated pharmacy information system

Systems that included this sub-

Sub-criteria o . Company
criteria (of the 5 studied systems)
Capability of reporting users” activity according to the dates and hours of access 5 AB,C,D,E
through the device’s IP address or users’ IDs

Capability of limiting consecutive invalid access attempts 2 AD
Ability to classify information based on user access level 5 AB,CD,E
Ability to update information based on a valid user ID 5 AB,C,D,E
Ability to support electronic signatures 5 A,B,C,D,E
Ability to hide password while being entered 5 AB,CD,E
Password strength (case sensitive and a mixture of numbers and alphabet letters)? 0 -

Table 2. Distribution of sub-criteria related to 'prescriptions and medication order management’ among the evaluated pharmacy in-

formation system

Systems that included this sub-

Sub-criteria L . Company
criterion (of the 5 studied systems)
Ability to report drugs, their doses, and their usage based on prescriptions, the 5 A,B,C,D,E
physician identity, and the prescription date (no guidance on part of administra-
tion)
Ability to renew an existing medication without re-entering order information 0 -
Ability to exclude a drug from the list of current medications (marking as done or 5 AB,CD,E
cut)
Ability to send a copy of prescription to patient’s record 5 A,B,C,D,E
Ability to display the history of prescription drugs including prescribing physi- 0 -
cian, date and time of administration, and drug dose and usage
Ability to customize drugs list based on active and passive medications 5 A,B,C,D,E
Ability to enable physicians to prescribe medication dose in different units (mg/kg 0 -
or mL/kg)
Ability to search medication orders based on brand and generic names 0 -
Ability to display expired drugs 3 A,B,C

Regarding the other general criteria, the findings showed
that none of the pharmacy systems were connected to the
national drug databank. It is notable that, in all five hospitals,
the PIS was a sub-system of the integrated HIS and substan-
tially interacted with other HIS sub-systems.

2. Specific Criteria in PIS Evaluation

All of the studied systems had the ability to create reports
of drugs and their dosages based on the physicians’ name
and the prescription date. Furthermore, the systems had the
capability to customize the list of medications and to exclude
a drug from the list of current medications. However, the
systems lacked functions such as showing the history of pre-
scribed medication, prescribing drugs using different units,
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and renewing current medications without re-entering or-
ders (Table 2).

The findings related to the ‘patient safety management’
showed that all five systems had the capability of identifying
the drug dose and modifying medication orders. However,
none of the systems had the functionality to display contra-
indications, drug interactions, adverse effects, or patient al-
lergy to drugs (Table 3).

With respect to the ‘purchase and sale management’ func-
tion, as can be seen in Table 4, none of the systems included
the ability to order drugs electronically. However, all systems
had the capability of calculating the prices for drugs and
medical devices.

Findings related to ‘drug stock management’ showed that
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Table 3. Distribution of sub-criteria related to 'patient safety management’ among the studied pharmacy information system

Systems that included this sub-

Sub-criteria . . Company

criterion (of the 5 studied systems)
Ability to detect a drug dose that falls outside the predefined fixed min-max range 4 ABDE
Ability to correct erroneous medications, and keep the original erroneous order and 4 AB,D,E

information related to the clinician correcting the order and date and time of cor-

rection

Ability to display drug contraindications and/or cautions

Ability to check drug dose and frequency based on patient specific information like 0 -

age and weight of the patient and to alert the user during prescribing/ordering

process (CDSS functionality)
Ability to display drug side effects
Ability to display patient allergies to drug(s)

Table 4. Distribution of sub-criteria related to ‘purchase and sale management' among the evaluated pharmacy information system

Systems that included this sub-

Sub-criteria L . Company
criterion (of the 5 studied systems)

Ability to record the date of purchasing medications (including production and ex- 4 AB,CE
piration date)

Ability to display the vendor information (pharmaceutical manufacturer, import 4 AB,CE
company)

Ability to order drugs from medication manufacturers/importers electronically 3 ABE

Ability to remind system administrator of the need to purchase drugs (on demand 3 ABE
or reaching the order limit)

Ability to record different prices (dates of purchasing and selling based on the en- 4 AB,CE
trance tariff)

Ability to record purchase invoices and manufacturer names 4 AB,CE

Ability to calculate prices for drugs/medical devices/medical consumer goods A,B,C,D,E

one of the systems (system D) lacked the stock management
function. However, the other four systems had the capability
of controlling drug entry to, and exit from, the pharmacy.
In addition, these systems had the ability to check the mini-
mum inventory for each drug and to create inventory alerts
when a drug reached a minimum stock level.

Regarding ‘management reports’ function of the systems,
the findings indicated that all of the five PISs gave the system
administrator the capability to create different reports us-
ing dynamic report builders. The reports included but were
not limited to the total number of prescribed drugs for both
inpatients and outpatients, daily drug distribution according
to the delivery location, financial reports, and annual perfor-
mance reports.
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I1l. Discussion

According to the findings, in terms of the security of the PIS,
the users did not use appropriate passwords (a combination
of capital and small letters, or a mixture of letters and num-
bers) to log into the system. This issue is considered a poten-
tial risk as unauthorized users could more easily gain access
to confidential information stored in the system. According
to studies conducted in other countries, the security of in-
formation systems will improve if a password is composed
of a combination of numbers and letters [14,15]. In addition,
in the current study, only two systems had the capability to
restrict repeated attempts by unauthorized users to enter the
system. Troiano [16] suggest that a powerful security system
is one in which the system administrator can determine the
activity limit of users on the system and their accessibility.
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This finding is parallel to that of the current study, in which
the administrators of the systems, based on their organiza-
tional roles in all five systems, was able to define users’ access
levels.

In terms of integration of systems, none of the PIS were
connected with the national drug data bank, though, based
on the law, it is not mandatory to do so. On-line updates
through the linkage with the national drug information
system may result in better patient safety. For example, the
database of the Federal Union of the German Association of
Pharmacists, known as ABDA, and the drug database of the
United States (First Databank) are two that are connected
with the national drug information banks of their countries;
their data are updated through these databases [17,18].
These databases include such things as drug interactions,
financial information, drug prices, and drug side effects and
possible adverse reactions [19]. Therefore, the lack of con-
nection between the pharmacy information systems and the
Iranian National Drug Information Bank may result in an
increased number of errors, a reduced level of patient safety,
and a lack of precise information about drug prices. This is-
sue is considered one of the weaknesses of the existing soft-
ware systems.

In terms of ‘prescriptions management’ and ‘patient safety
management, more attention was apparently paid to pre-
scription order entries and delivery methods than to factors
such as drug dose and frequency control, cautions regarding
drug usage, prevention of duplication of medication orders,
evaluation of drug interactions, and reporting of adverse
drug reactions and allergies. This finding indicates that in
the design of these systems, the vendors did not consider
prescription management or patient safety requirements.
This finding is in contrast with the study conducted by Hines
et al. [20], who reported that the PIS under study had fea-
tures such as drug interaction and contraindication alerts.
All drug allergies and contraindications can be added as
features to the existing PISs. Furthermore, the integration
of the HIS system with CPOE and clinical decision support
systems can help to improve patient safety [21]. In fact, the
CPOE system is a part of clinical information systems (CIS)
that is connected with other information systems such as
the PIS [19,22]. When the HIS does not provide this feature,
many interconnected sub-systems such as PIS would not
benefit from the integration. The majority of PISs in Iran are
only designed to meet the financial aspects; the clinical as-
pects that can result in reduction of medication errors have
been neglected. This finding is in line with the results of a
study conducted by Alkelya [23], in which the limited capa-

Vol.22 ® No.3 e July 2016

Pharmacy Information Systems in Teaching Hospitals

bility of the PIS in supporting clinical tasks was reported as a
key problem of these systems.

In this study, requests to purchase medicines, medical de-
vices, and medical consumer goods from pharmaceutical
companies and their distributors in the studied hospitals
were made via fax or by sale representatives when they were
visiting the hospitals. In other words, none of the studied
hospital pharmacies was electronically connected to the
producers or their distributors. Therefore, orders of drugs,
medical devices, and medical consumer goods were not
recorded electronically. This is one of the weaknesses of the
majority of pharmacy information systems in Iran. This find-
ing is supported by Asadi et al. [24]’s study, in which it was
found that only one of the pharmaceutical companies had
semi-computerized communication with the studied hos-
pital pharmacy for marketing and sales purposes. However,
in some developed countries, the pharmacy information
system communicates electronically with pharmaceutical
companies or their distributors, which reduces purchase and
deposit process errors [25].

According to these findings, the evaluated systems had the
capability of displaying the minimum inventory for each
drug, defining different warehouses, and controlling the
entry and exit of drugs from the pharmacy. This is in line
with El-Mabhalli et al. [26]’s study, in which inventory and
purchasing management were considered as core functions
of PIS systems. For online checking of inventory and dis-
tribution of medicines and equipment, Mahoney et al. [27]
state that pharmacy software systems need to be integrated
with other hospital sub-systems. In the present study, one of
the systems did not even have a ‘purchase and sale manage-
ment’ function. In the hospital using the mentioned system,
a separate system was in use along with the PIS; this separate
system controlled the inventory and the expiration date of
drugs, and this system had no linkage with the PIS. There-
fore, it was impossible to compare minimum inventories for
drugs and to alert staff when order limits were reached.

As these findings indicated, all of the studied hospital PISs
were equipped with dynamic report builders and were ca-
pable of providing customized reports on such topics as the
total number of drug deliveries, the financial earnings of the
pharmacies, the pharmacies annual performance, and vari-
ous reports as required by the system administrator. This
finding is supported by Isfahani et al. [28]’s study, which
reported that the PIS understudy were capable of producing
the reports required. This function plays an important role in
managerial decision-making. Furthermore, insurance com-
panies increasingly ask pharmacies for various reports, and
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their information needs are constantly changing. Therefore,

dynamic report creation and the ability to customize reports

are key requirements of pharmacy systems.
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