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Objectives: Genetic disorders are the main causes of many other diseases. Integrating genetic data into Electronic Health Re-
cords (EHRs) can facilitate the management of genetic information and care of patients in clinical practices. The aim of this
study was to identify the main requirements for integrating genetic data into the EHR system from the medical geneticists’
perspectives. Methods: The research was completed in 2018 and consisted of two phases. In the first phase, the main require-
ments for integrating genetic data into the EHR system were identified by reviewing the literature. In the second phase, a
5-point Likert scale questionnaire was developed based on the literature review and the results derived from the first phase.
Then, the Delphi method was applied to reach a consensus about the integration requirements. Results: The findings of the
first phase showed that data elements, including patients’ and healthcare providers’ personal data, clinical and genetic data,
technical infrastructure, security issues and functional requirements, should be taken into account before data integration. In
the second phase, a consensus was reached for most of the items (mean >3.75). The items with a mean value of less than 2.5
did not achieve a consensus and were removed from the final list. Conclusions: The integration of genetic data into the EHRs
can provide a ground for increasing accuracy and precision in the diagnosis and treatment of genetic disorders. Such integra-
tion requires adequate investments to identify users’ requirements as well as technical and non-technical issues.

Keywords: Genetics, Genetic Diseases, Medical Informatics, Electronic Health Records, User Requirements

l. Introduction

. Genetic disorders include a wide range of illnesses. The main
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cause of genetic disorders is abnormalities in the structure of
genes which, in turn, affects the normal functioning of hu-
man organs [1]. While the accessibility of information at the
point of need can help to improve healthcare services, the
collection and storage of genetic data are usually challenging
tasks for genetic consultants and specialists. Hence, a num-
ber of genetic databases have been developed to improve
the accessibility of information. Such a database can help to
diagnose and follow up genetic disorders [2,3]. Because ge-
netic data are part of a patient’s medical history, the integra-
tion of these data into Electronic Health Records (EHRs) has
been suggested to facilitate clinical activities in the absence
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of genetic specialists and to accelerate the process of clinical
decision making [3].

The integration of genetic data into the EHRs can be useful
for clinical practices, teaching clinical genetics, conducting
genetic research, and saving time and cost. However, given
the complexity of genetic data and the differences between
these data and other clinical data, the process of integration
seems difficult [4,5]. Such integration also requires compli-
ance with existing standards, such as ISO/TS 20428 [6],
Health Level 7, Fast Healthcare Interoperability Resources
(HL7 FHIR) genomics implementation guidance [7] and the
Global Alliance for Genomics and Health (GA4GH) docu-
ments [8].

According to the literature, the integration of genetic data
into EHRs has received more attention in the last decade.
Hall et al. [9] discussed current challenges in and opportuni-
ties for merging EHRs data and genomics for cardiovascular
studies. They suggested that the ideal situation can be stor-
ing genomic data along with EHR data. Moreover, a number
of review studies have been published to show the capacity
of EHRs and the benefits of linking genomic data to other
patient data [10,11] as well as ethical, logistic, and techno-
logical issues involved in incorporating these data into EHRs
[12]. In another study, Stark et al. [13] reviewed the diversity
of approaches and recent progress made by national ge-
nomic-medicine initiatives in the United Kingdom, France,
Australia, and the United States and provided a roadmap for
sharing strategies, standards, and data internationally. They
also suggested that the implementation of genomic medicine
would have benefits for individual patients, families, and
healthcare systems. To achieve these benefits, a number of
projects have been conducted around the world. In the US,
eMERGE (Electronic Medical Records and genomics) proj-
ect was started in 2007 to integrate genomic data into EHRs
and to use genetic test results in clinical and pharmaceutical
research [14,15]. Integrating cancer genomic data into pa-
tient EHRs was another initiative started in the US in 2014
[16]. In the UK, it was announced that a fully integrated Ge-
nomic Medicine Service (GMS) would be established in Oc-
tober 2018 [17]. The Australian government developed the
National Health Genomics Policy Framework (NHGPF) in
recognition of the need for using genomic technology across
the health system. The framework was endorsed in Novem-
ber 2017 by the Council of Australian Governments (COAG)
Health Council, and it represents a shared commitment to
the implementation of genomic technology into health sys-
tems for the benefit of all Australians [18]. In Iran, however,
the recording and storage of genetic data are performed ei-
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ther manually or electronically, and they are not integrated
into the rest of the patient’s medical records or the health
system. As the country has begun to develop the necessary
infrastructure for implementing EHRs, and there is a need
for better communication between the current and future
systems, this study aimed to identify the main requirements
for integrating genetic data into the EHR system from the
medical geneticists’ perspectives. It is expected that the avail-
ability of data improves clinical practices, patient outcomes,
and research activities.

Il. Methods

This was a mixed methods study, which was completed
in 2018. Before the research was conducted, ethics ap-
proval was obtained from the Institutional Review Board
of Iran University of Medical Sciences (No. IR.IUMS.
REC.1394.9211304204). This study consisted of two phases.
In the first phase, the main requirements for integrating
genetic data into EHRs were identified via literature review.
To achieve this, three countries, namely, the US, the UK,
and Australia, which had more experience in the field of
study, were selected. Then, papers and published documents
related to the integration of genetic data into patient care
records or into EHRs were searched via various databases,
such as PubMed, Scopus, Web of Science, and Google Schol-
ar. To search the papers and documents, keywords, such as
genetic data, EHRs, patient care records, integration, and
the name of each country were used. As genetic data have to
be used along with the data stored in the EHRs, the docu-
ments related to the EHRs of the selected countries were also
searched and reviewed. The reviewed documents included
‘Electronic Medical Records and Genomics (eMERGE) Net-
work’ [15], ‘Genomics and Genome Editing in the NHS’ [17],
‘Annual report of the Chief Medical Officer 2016, generation
genome’ [19] ‘National Health Genomics Policy Framework
2018-2021’ [20], and papers related to the topic of the study
[9-14,16,18,21-27]. In the second phase, a questionnaire was
designed based on the results derived from the first phase
of the study and the literature review. Then, the experts in
the field of medical genetics were asked to complete the
questionnaire and determine the integration requirements in
Iran.

1. Research Participants

In the second phase, the Delphi method was applied in three
rounds. In the first round, the participants (n = 30) included
27 faculty members in the field of medical genetics who
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worked in medical universities across the country and three
genetic counselors who worked in the Ministry of Health.
In the second round, 20 faculty members and one genetic
counselor and in the third round, 13 faculty members took
part in the study. In each round of the Delphi study, the par-
ticipants of the previous round were invited to take part in
the next round.

2. Research Instruments

In the first phase, a form was designed to extract the main
requirements for integrating genetic data into EHRs. As a
result, a list of items including data elements (patient’s data,
healthcare provider’s data, clinical and genetic data), the
main requirements for technical infrastructure, security is-
sues, and the main functional requirements was developed
based on the literature review [9-27]. In the second phase,
the results of the first phase were used to develop a 5-point
Likert scale questionnaire with scores ranging from ‘very
important’ (5) to ‘unimportant’ (1). The questionnaire con-
sisted of four sections—data elements (patient’s 11 items,
healthcare provider’s 10 items, clinical 19 items, and genetic
data 13 items), technical infrastructure (6 items), and secu-
rity (6 items), and functional requirements (16 items). In
the second and the third round of the Delphi study, a new
questionnaire with 23 items (2nd round) and 7 items (3rd
round) was designed and distributed to the participants. The
questionnaire items where those for which no consensus was
achieved in the previous round.

Integrating Genetic Data into EHR

3. Data Analysis

In the first phase, the method of content analysis was used
to extract data from the literature. Each paper was screened
carefully to identify the data elements and functional re-
quirements for integrating genetic data into EHRs. In the
second phase, descriptive statistics (e.g., mean value and
standard deviation) were used to analyze the data.

As a 5-point Likert scale questionnaire was used to collect
data, and its scores ranged from 1 to 5, two cutoff points
were considered to show reaching or not reaching a con-
sensus. If more than 75% of the respondents agreed with
an item (mean >3.75), it meant that a consensus had been
reached, and if 50% to 75% of the respondents agreed with
an item, the item would be asked again in the second round
of the Delphi study. Items with a level of agreement less than
50% (mean <2.5) would be removed from the final list, and
this showed that a consensus had not been reached [28].

I1l. Results

In the first phase of the study, a number of papers and docu-
ments in which the current state of integrating genetic data
into EHRs were reported in the US, the UK, and Australia
were reviewed carefully, and the main requirements for in-
tegrating genetic data into EHRs were extracted. The results
of the first phase of this study showed that the main require-
ments for integrating genetic data into EHRs could be cat-
egorized in four areas: data elements (patients, healthcare

Table 1. Functional requirements for integrating genetic data into the EHRs in the selected countries

Functional requirements USA UK Australia
Drawing a genetic pedigree V V X
Genetic risk assessment l v X
Availability of a patient portal J V X
Availability of genetic data for research J v V
Availability of a patient’s health records summary J v v
Information sharing between genetic information systems and other systems, l V v
such as laboratory information systems
Presenting gene sequences J v v
Genomics data analysis V v V
Statistical reporting V V v
Updating genetic related data in the EHRs 3 v X
Searching genetic related data in the EHRs J v V
Reporting missing genetic data X X V
Retrieving unstructured genetic data J X X

EHR: Electronic Health Records.
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providers, clinical, and genetic data), technical infrastruc-
ture, security and functional requirements. In the US and the
UK, a wide range of data elements were collected, whereas
in Australia, some data elements, such as nationality, diet,
smoking, physical examinations, vaccination history, and
gene therapy history were not collected. The technical infra-
structures used for the systems were similar in all selected
countries; however, the security issues were considered dif-
ferently. For example, encryption at the time of sending and
receiving information and storing data in EHRs was not
considered in the UK and Australia. In terms of the func-
tional requirements, the systems used in the US appeared to
be more functional (Table 1). For example, the possibility of
genetic data analysis was not considered in the systems used
in the UK and Australia.

In the second phase, the Delphi method was used and med-
ical geneticists were asked to identify the main requirements
for integrating genetic data into EHRs. All participants had
a PhD degree in medical genetics. The participants’ demo-
graphic information in three rounds of the Delphi study is
presented in Table 2.

The findings of the Delphi study showed that from the
medical geneticists’ perspectives, most of the data elements
mentioned in the questionnaire were important for integrat-
ing genetic data into EHRs and a consensus was reached for
them. Among the patient data, the highest mean values were
related to the national ID (4.73 £ 0.64), patient’s name (4.53
+ 0.57) and surname (4.53 + 0.57). Among the clinical data,
the highest mean values belonged to cancer history (4.93 +
0.25), family history of diseases (4.60 * 0.85), and the chief
complaint (4.60 + 0.50). Regarding the genetic data ele-
ments, while all of the items mentioned in the questionnaire
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were found to be important by the respondents, the highest
mean values were related to the interpretation of genetic test
results (4.83 £ 0.38), a genetic pedigree (4.60 + 0.50), and the
genetic test results (4.57 = 0.57). Regarding the healthcare
provider’s data, most of the data elements were found to be
important; however, the highest mean values belonged to
medical geneticist’s name, surname, and ID (4.10 £ 0.30).

Finally, from the list of data elements, those items with a
mean value between 2.5 and 3.75 were selected to be asked
again in the next round of the Delphi study to reach a con-
sensus. Some of these items were date of death (3.40 + 0.81);
patient’s medical record number (3.57 £ 0.97); blood group
(3.33 £ 0.96); weight (3.03 + 0.89); vaccination history (2.87
+ 0.82); the name of the healthcare center (3.10 + 1.18); and
referring physician’s name, surname, and ID (3.30 + 1.02).

All of the technical requirements mentioned in the ques-
tionnaire were found to be important by the respondents. In
this section, the highest mean values belonged to the usable
interface design (4.77 + 0.43) and the use of standard thesau-
rus terms (4.73 + 0.45). Regarding security issues, as Table 3
shows, consensus was reached for all of the mentioned items,
and the highest mean values were related to the necessity of
encryption at the time of sending and receiving information
(4.77 £ 0.43), and the necessity of developing confidentiality
guidelines for information sharing (4.77 £ 0.43).

Regarding the functional requirements, most of the system
functions mentioned in the questionnaire were found to be
important by the participants, and a consensus was reached
for them. In this section, the highest mean values were re-
lated to the possibility of drawing a genetic pedigree (4.77
* 0.43) and searching genetic-related data in EHRs (4.67 +
0.55). Those items for which a consensus was not reached

Table 2. Participants’ demographic information in three rounds of the Delphi study

Workplace
Variable Ministry of Health Medical universities Total
1stround 2nd round 3rd round  1stround 2ndround 3rd round 1stround 2ndround 3rd round
Age (yr)
30-34 1(3.3) 0 0 1(3.3) 1(4.8) 0 2 (6.6) 1(4.8) 0
35-39 1(3.3) 0 0 4(13.4) 5(23.8) 2 (15.4) 5(16.7) 5(23.8) 2 (15.4)
40-44 0 0 0 5(16.7) 4(19) 3(23.1) 5(16.7) 4(19) 3(23.1)
45-49 0 0 0 8(26.7) 5(23.8) 3(23.1) 8(26.7) 5(23.8) 3(23.1)
=50 1(3.3) 1(4.8) 0 9 (30) 5(23.8) 5(38.4) 10 (33.3) 6 (28.6) 5(38.4)
Sex
Male 0 0 0 20 (66.7) 13 (61.9) 10 (77) 20 (66.7) 13 (61.9) 10 (77)
Female 3 (10) 1(4.8) 0 7 (23.3) 7 (33.3) 3(23) 10 (33.3) 8(38.1) 3 (23)

Values are presented as frequency (%).
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Table 3. Security requirements for integrating genetic data into the EHRs

Degree of importance

Securit
Y Very Slightly
Important Neutral

requirements .
important

important

Unimportant IQR

Median /  First Third
. . Mean + SD Consensus
quartile quartile

Obtaining 19 (63.3) 11(36.7) 0 0
informed
consent
from patients

Encryption at the 23 (67.7)

time of sending

7(23.3) 0 0

and receiving
information
Encryption at the 18 (60.0)
time of storing
data
in the EHRs

12 (40.0) 0 0

Using a separate 15 (50.0) 14 (46.7) 1(3.3) 0
password for
each user of

the EHRs

[e]

User 12 (40.0) 17(56.7) 1(3.3)
authorization
to get access to

the genetic data
Developing 23(76.7)  7(23.3) 0 0
confidentiality
guidelines for
information

sharing

0 5/1 4 5 4.63 +0.49 v

4.77 +0.43 v

0 5/0.25

4.75 5

4.60 + 0.50 V

4.47 +0.57 v

0 45/1 4 5

437 +0.57 v

0 5/025 4.75 5 4.77 +0.43 v

Values are presented as frequency (%).
EHR: Electronic Health Records, IQR: interquartile range.

were asked again in the second round of the Delphi study.
Some of these items were the availability of a patient portal
(3.40 + 0.62), presenting gene sequences (3.57 + 1.50), ge-
nomics data analysis (3.27 + 1.41), and reporting missing
genetic data (3.70 £ 0.84).

In the second and the third round of the Delphi study, the
data elements and the functional requirements for which
a consensus had not been reached in the previous round
were asked again. Finally, those items with a mean value less
than 2.5 for which no consensus was reached were removed
from the final list of the main requirements for integrating
genetic data into EHRs. Among the data elements, diet (2.19
£ 0.51), smoking (2.19 £ 0.51), alcohol use (2.28 + 0.64), the
name of the healthcare center (2.31 + 0.85), and among the
functional requirements retrieving unstructured genetic data

Vol. 25 e No.4 e October 2019

(2.38 £ 1.32) were removed, and the rest of the items reached

a consensus.

IV. Discussion

The importance of integrating genetic data into the EHRs
has been considered in several studies [5,9,10]. Ullman-
Cullere and Mathew [5] stated that structured genetic test
results can be transmitted from the laboratory into EHRs
with sufficient data structure for clinical decision support;
however, much work remains to establish mature clinical ge-
nomic standards for broad adoption into EHRs. Hall et al. [9]
noted that the interoperability of EHRs could allow genetic
test results to be available at points of care, including dis-
pensing pharmacies and outpatient clinics. Glicksberg et al.
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[10] believed that EHR-linked biobanks provide an excellent
opportunity for unconventional analyses, which can result in
surprising findings.

In the current research, the main requirements for integrat-
ing genetic data into EHRs were identified to improve clini-
cal practices. These requirements were categorized in four
areas: data elements, technical infrastructure, security, and
functional requirements. Regarding data elements, patient’s
and healthcare provider’s personal data as well as clinical
and genetic data were found to be important. Similarly, War-
ner et al. [16] emphasized that the integration of clinical data
with genetic data in EHRs is important. In another study,
Robinson et al. [11] indicated that phenotypic clinical docu-
mentation along with laboratory data, medication receipts,
family history, and environmental exposures makes the EHR
a practical data source to be used in genomic studies. It is
notable that, although there are documents in which data
elements and necessary metadata have been defined to be
used in a structured clinical genomic sequencing report and
in the EHRs [6-8], few studies have addressed the required
data elements and system functions from users’ perspectives
in clinical practices.

Regarding the technical infrastructure, the results of the
first and the second phase of the research showed that using
unified modeling language (UML), the standard thesaurus
terms, a standard format for information sharing with labo-
ratory and pharmacy information systems, a secure network,
and a usable interface were important. Similarly, Shoenbill
et al. [12] discussed a number of technical issues related to
the integration of genetic data into EHRs. They believed that
system developers must agree on standardized genetic ter-
minology and methods of data exchange. As there is a large
volume of data on the human genome and its interpretation,
genomic data storage must be decreased and new innova-
tions in data storage and computation, such as cloud-based
computing need to be taken into account.

The security requirements identified in this study included
obtaining informed consent from the patient, encryption
at the time of sending and receiving data, encryption at the
time of data storage, using a separate password for each user
of EHRs, user authorization to obtain access to the genetic
data, and developing confidentiality guidelines for infor-
mation sharing. The findings are in line with the results of
other similar studies in which data encryption and user au-
thorization have been discussed as security solutions for the
integration of genetic data into the EHRs [3,29]. Apart from
the mentioned items, Mehraeen et al. [30] showed that in-
formation security in health information systems should be
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respected in terms of administrative, technical, and physical
safeguards, and relevant solutions should be formulated for
each area. Shoenbill et al. [12] indicated that the risk of con-
fidentiality breach can be minimized by ensuring high secu-
rity in the use, storage, and sharing of genetic data. It is also
essential to ensure that the de-identification and security of
data are at a high level, particularly as various cloud-based
approaches might be used to manage big data [9].

In terms of the functional requirements, the findings
showed that a number of functions, such as the possibility
of drawing a genetic pedigree, genetic risk assessment, avail-
ability of a patient portal, and information sharing between
genetic information systems and other health information
systems were important from the perspective of medi-
cal geneticists. Similarly, Scheuner et al. [3] found that the
mentioned functions were important and the interpretation
of genetic test results can be added to the Clinical Decision
Support Systems to facilitate decision-making in clinical
practices. Shirts et al. [4] indicated that developing interop-
erable systems to receive and display genetic and/or genomic
data along with alerting clinicians is essential for clinical
care. Overall, the results showed that genetic information
and genetic test results should be available in EHRs, and due
to the complexity of this type of data, extra effort is needed
to address the users’ requirements in terms of technical, se-
curity, and functional issues.

The results can be useful in developing new integrated
systems, which, in turn, can support clinical practices and
research purposes. Such a system can help clinicians in mak-
ing clinical decisions and can encourage them to use data in
personalized medicine and in their routine care plans. As the
requirements might be different in each country, and due
to the complexity of genetic data and the challenges of inte-
grating these data into EHRs, more theoretical and practical
studies are needed to provide a ground for implementing a
successful integrated system.

In this study, the requirements for integrating genetic data
into EHRs were identified. However, this research had some
limitations. Firstly, only three countries were selected and
included in the first phase to identify the main requirements
for integration. Although the number of countries was lim-
ited, their experience regarding the integration of genetic
data into the EHRs was valuable, and they were among the
first countries that have started such projects. Secondly, in
this research, the findings were derived from reviewing the
literature and applying the Delphi method. It seems that
conducting a qualitative study could help to gain a better
understanding of users’ requirements. Thirdly, the main
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purpose of this manuscript was to identify data elements and
system functions required for clinical practices. While the
availability of genetic data can facilitate research projects,
genomic researchers may need many specific types of data
elements for genomic research activities that may not be
included in the EHR, and other databases should be able to
support the researchers’ requirements. Therefore, users’ re-
quirements can vary depending on their purposes and need
to be investigated in detail.
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