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Safety and Ethical Concerns
Associated with Conducting
Online Survey Studies
among Children and
Adolescents

To the editor,

here is a surge in online survey

studies during the COVID-19

pandemic. This holds for research
conducted among children and adoles-
cents too.! We want to highlight safety
and ethical concerns associated with on-
line survey studies, keeping in mind the
vulnerabilities of this age group.

The link for the online study survey
is often shared via email or social media
platforms (e.g., WhatsApp). There is a pos-
sibility of these mediums being abused
by certain people with malicious intent
to introduce malware, ransomware, or
virus into the digital devices (e.g., smart-
phones, laptops) used by children on the
pretext of filling online surveys. Online
predators or cyberbullies could use this
information to further abuse and black-
mail children. Most online survey studies
either use email or web-based survey
platforms (e.g., Google Form) to collect
data. However, these might not be fully
secure mediums for sharing personal and

sensitive information and are prone to
hacking or snooping. For example, the
personal information collected on a per-
sonality test over Facebook was shared
with a third party for individual profil-
ing without participants’ knowledge or
consent.> The available literature sug-
gests an increase in the use of internet
media for online child sexual exploitation
and abuse by perpetrators.’ To minimize
this risk, the researchers should employ
alternative ways of responsibly sharing
survey links with children (e.g., sharing
survey links via teachers to students in
a closed online group).* Additionally,
using Health Insurance Portability and
Accountability Act (HIPAA) compliant
online forms (e.g., JotForm) to collect
sensitive personal information might
be a possible safeguard. HIPAA compli-
ance means that the platform used for
collection and/or storage of sensitive
information fulfills the updated indus-
try standards (including administrative,
physical, and technical safeguards)
deemed necessary for ensuring confiden-
tiality and integrity, and availability of
data.s However, HIPAA-compliant forms
or web-survey platforms are not free for
mass use, and researchers would need to
buy them. This would increase the cost
of an online survey study. Further, chil-

dren should be made aware of potential
online risks and ways or steps they could
take to ensure digital safety. Both teachers
and parents should talk with the children
about their online experiences openly
and promote digital literacy using child-
friendly resources such as a handbook on
cyber safety and security for children and
adolescents.®

The process of taking online informed
consent for these studies is inherently
different from the one followed in tradi-
tional offline research.” Often, consent
is obtained at the beginning of the
online survey by providing formal para-
graph-wise information about the study
and making the participant (child) click on
abuttonfor providing consenton thesame
online survey platform before moving on
to filling the rest of the online survey/
study questionnaire. There is seldom any
attempt to check whether the child has
read and understood the information pro-
vided or to clarify any doubts they might
have. Many children might not be inter-
ested in reading it and skip forward in a
routine manner. The researchers should
provide the participant information and
consent-related information preferably
in an age-appropriate, easy-to-follow
format (e.g., audio-visual format, images,
bullet points).® There should be an online
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debriefing page at the end of the survey,
and participants should again be given an
option to withdraw their consent (as they
are more likely by then to understand the
nature of the data collected). The research-
ers should preferably mention steps (e.g.,
storage and back-up of data, de-identifica-
tion and encryption procedures followed,
etc.) taken by them to maintain anonym-
ity and confidentiality of study responses,
rather than simply stating the same to
participants. Further, the possibility of
an inadvertent accidental breach of data
privacy should be acknowledged in the
participant information section.
Moreover, research has suggested that
many children might not understand or
appreciate the importance of maintaining
data privacy while sharing personal and
sensitive information online.® This places
greater responsibility on the researchers
to ensure that all possible efforts are made
to make them aware of potential risks
and limits to data confidentiality, and also
inform them about the possible steps they
could take to maintain confidentiality and
online safety (e.g., delete browsing history,
not share information online that they are
not comfortable with, using stickers to
cover webcams when not using them, etc.).
The involvement of parental supervi-
sion (either directly or indirectly through
parental supervision apps like Google
Family Link, etc.) while children are
filling online survey questionnaires is a
potential solution to address some of the
concerns mentioned above. Additionally,

assent should be taken from children
below 18 years, along with consent from
a parent or the legal guardian.

The available literature also suggests that
formal ethical clearance from review boards
is sometimes skipped while conducting
online survey studies during the COVID-19
pandemic. This practice should be discour-
aged, and researchers should either apply
for an ethics waiver or take ethical clearance
prior to starting data collection.

Thus, there is a need for starting
the process of discussion and consen-
sus-building on how best to minimize
the risks and maximize the benefits of
conducting online research among chil-
dren by involving different stakeholders
such as researchers, parents, child social
workers, and representatives from gov-
ernment agencies involved with the
protection of child rights and welfare.
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