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Abstract: This paper deals with a design and implementation of optical defensive device for pro-
tection of aviation personnel. The design is built on the basic characteristics of human eyesight,
illumination sensing of the environment, and microcontroller implementation for adaptation over
sensed power, flash duration, and person distance. The aviation safe LED-based optical dazzler
equipment (ASLODE) utilizes light emitting diode (LED) technology implemented with constant
current regulators to control several modes of effects based on situational sensing. The temporarily
incapacitating device can be extended by means of real-time illumination sensing to improve power
efficiency and reach the highest level of safety. The smart pulse sets the flashing frequency from 8Hz
for high-level light intensities and up to 20 Hz in low-level lighting conditions. Experimental results
demonstrate the effectiveness of the ASLODE device over numerous experiments with controlled on-
board aircraft scenarios that adapt the energy, flash rate, and processing to the sensed environmental
illumination to meet aviation hygienic standards for people without eyesight defects.

Keywords: light emitting diodes; LED; dazzler; optical sensors; smart-technology; air safety; health
and safety; power electronics

1. Introduction

In aviation, advanced security precautions are strictly required, and modern technolo-
gies are able to help to fulfill them. Not only aircraft and aeronautical systems’ requirements
are important for air traffic safety, but also equally important is the protection against po-
tentially dangerous behavior of malicious actors. For example, there are precautions for
safety monitoring and sensing to minimize the risk of dangerous behavior onboard for pas-
senger protection. In response to a series of severe accidents, a set of hijacking-prevention
mandates were approved by commercial airlines as well as aeronautical authorities. One of
the group of precautions points at the personnel, trained to use coercive powers e.g., tasers,
batons, or pepper sprays. The main aim of these measures is not to cause injury to anyone—
the aggressor, who could be a passenger as well as a member of crew; however, should
temporarily eliminate or at least reduce his/her attack. The standard level of air traffic
safety should be kept, if possible, in such situations. However, in these guidelines, there is
no development of adaptive sensing for safe use, such as developing a taser that actively
senses the aggressor to determine a controlled level of incapacitating energy output.

There is a possibility of the use of incapacitating defense equipment on board, which
is based on the glare principle and following attacker elimination, not to cause injury to
him/her or someone else, and/or not to damage any aircraft systems or onboard environ-
ment. The paper details an incapacitating defensive equipment design that determines the
appropriate level of flash based on the sensed illumination. The design is based on the op-
portunities to temporarily glare the attacker, safe for the user, protect aircraft systems, and
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limit the effect on other cabin crew and other passengers. With these safety requirements,
the device design is a sensor unit to control power. The primary function is to optically
dazzle the aggressor by advanced light flashes based on the sensed distance, without any
injuries to the attacker or somebody else’s eyesight in the aircraft. An additional use of
such device is the regular torch for normal check of the aircraft cabin. There is the great
emphasis on an instinctively and safely usable control design; however, unintended activa-
tion must also be taken into consideration as a basic requirement. Additional demands are
on batteries and electronics of defensive equipment that follow aviation guidelines and
real-time monitoring (e.g., available power level for the electronics).

The article details sensors and microprocessors defensive device settings to operate
with the maximum possible efficiency and safe use onboard the aircraft and not to damage
aggressor’s, crew’s, or anybody else’s eyesight. A smart-illumination sensor unit based
on a light emitting diode (LED) technology scans the basic lighting characteristics of
the environment for the Aviation Safe LED-based Optical Dazzler Equipment (ASLODE)
performance. From the sensors point of view, the human eye is a complex sensor with
high sensitivity and a wide dynamic range capable of perceiving the light intensity in
various conditions. The human eye is dynamically able to adapt to lighting conditions
to keep visual perception, which requires the ASLODE sensor to coincidentally control
the flash response rate and intensity to disable the normal vision, while not damaging the
human eye. As for the eyesight damage, the ASLODE response must sense the spectral
composition of light (i.e., colors), but the results and analysis in the paper determined
that safety can be designed into the device versus active sensing to narrow the spectral
content. The use of smart sensors influences the total efficiency, safety, and robustness of
the defensive device for use onboard an aircraft in typical lighting conditions.

The paper describes the aviation safe LED-based optical dazzler equipment (ASLODE).
Section 2 overviews how the human eye detects and analyzes light. Section 3 details the
LED analysis followed by Section 4 of the ASLODE design. Section 5 provides experimental
validation. Section 6 presents conclusions.

2. Eye-Safe Consideration

In the intended aviation application, there are two competing sensors to be considered:
both the human visual sensor (i.e., eye) and the illumination sensor of the device to control
the flash. It is noted that smart sensing is required which includes a sensor for the lighting
conditions, a sensor to determine the distance to the person, and a sensor to control the
power, which combined will be listed together as a smart-illumination sensor unit (SISU).
The next section describes in detail the human sensor of the eye.

2.1. Human Eye Light Detection

For the design of incapacitating defensive device, the anatomy and behavior of the
human eye are fundamental. The human eye is a complex optical sense organ, perceptive
to light and colors containing photoreceptors—rods and cones. Rods are used for the vision
in low light and night conditions—scotopic vision. Colors are not recognizable with the
scotopic vision. Cones are the eye receptors for full color vision typically in normal light
conditions, such as during daytime—photopic vision [1-4]. There are three types of cones
which are sensitive to short, middle, and long wavelength parts of visible light. The human
eyesight luminance levels range and types of vision (scotopic, photopic) are shown in
Figure 1. Figure 1 shows the curves of luminous efficiency of eyesight in photopic type
K(A) as well as in scotopic type of vision K'(A). Functions K(A) and K’'(A) are based on the
relative luminous efficiency V(A) for photopic and V’(A) for scotopic type of vision. The
spectral luminous efficiency function is defined by these equations [5]:

K(A) =Ky -V(A), 1)

K'(A) =Ky -V'(A), ()



Sensors 2021, 21, 81

30f25

Ks55 nm = K'555 nm = 683 Im /W, 3)

where Kj;= 638 Im/W is a maximum spectral luminous efficiency by 555 nm of wavelength
for photopic vision and K’;;=1700 Im/W is a maximum spectral luminous efficiency by
507 nm of wavelength for scotopic vision.
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Figure 1. Sensoric characteristic of human eyesight (scotopic and photopic vision) (adapted from [5]).

In photometry, the luminous flux is the quantity for light power and it is given by
Equations (4) and (5). The luminous flux meets the sensitivity of human eyesight by every
part of visible spectrum. The luminous flux is expressed by equations:

Dy = K’"/A @, V(A) - dy, 4)

@, = K, /y @0 V'(A) - dy, )

where @, , [W-m~!] is the spectral radiant flux [5,6].

In Figure 1, there are marked points of maximum sensitivity of human eyesight by
photopic vision (at point A) and by scotopic vision (at point B). The wavelength (1) of
point A is 555 nm and point B is 507 nm. From the luminance efficiency, human eyesight is
the most sensitive to green color in scotopic vision as well as in photopic vision. There are
also the middle wavelengths of basic colors (Red, Green, and Blue) in the graph of Figure 1.

The conversion for monochromatic light is based on the Candela definition:
1cd =1/683 W/sr. From this light conversion, Ky, = 683 Im/W is for the photopic type
of vision and the K'y, value is determined by 1700 Im/W, in order to equal wavelength
555 nm for both types of vision [6].

The function of relative luminous efficiency V(A), which is standardized according
to CIE (Commission Internationale de I'Eclairage) standards, describes the subjective
evaluation of monochromatic brightness to the reference light ratio. An observer sees
the reference source of monochromatic light with 555 nm wavelength, where the human
eyesight is the most sensitive in photopic vision, and compares it to the brightness of
second monochromatic light with other wavelengths. The brightness of reference 555 nm
light source is decreased till the observer considers both light sources’ brightness as the
same. All visible wavelengths are evaluated in the same way. As for scotopic vision, the
human eyesight is the most sensitive to the 507 nm wavelength; therefore, the wavelength
of reference monochromatic light source is determined by wavelength 507 nm. In the past,
V(A) was called the CIE 1931 V(A) function, but currently, a modified V(A) function is used,
which is defined as the CIE 1978 V(A) function. The reason of the modification of original
CIE 1931 V(A) function is the extension of the human eyesight model to include the blue
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and ultraviolet (UV) parts of the visible part of the spectrum. The CIE 1978 V(A) standard
most accurately describes the behavior of human eyesight [7,8].

2.2. Human Eyesight as an Adaptive Sensor

It is necessary to analyze and utilize all current knowledge about the human eye
behavior for the aviation light sensing application, found by minimum flashing as a
method for brightness comparison and for V(A) determination. Using the glare principle
based on the round shaped, light emitted stimulus, a switching frequency of 15 Hz is
alternately stimulated by standardized and observed colors. Frequencies lower than 15 Hz
color change causes the fusion of colors; nevertheless, if the switching frequency is higher
than 15 Hz and the brightness of colors is different, then the flashing is visible [9,10].

Furthermore, it is necessary to take in consideration the ability of eyesight to adapt to
light intensity. The human eyesight can mostly perceive the light luminance from 3 x 1077
to 3 x 10° cd/m?. Therefore, as to perception in such enormous luminous range, the
human eye must be able to set the size of the perception area of the retina. The average rate
of diameter adjustment of the pupil is about 400 milliseconds. When the observed events
are very fast, the accommodation response of eye is also faster, circa 100 ms [11-13].

An experiment [14] verified the rate of response of the saccadic ocular system and the
motor system of the hand to a stimulus. The results determined that the speed of saccadic
motion reaction is important for our concept and the design of defensive equipment.
During the first experiment, the subject follows a fixed point and moves the eye based on
the stimulus. The second experiment consists in the connection of motor systems, from
which the conditions of the experiment are the same; however, during the stimulus, the
subject must move the eye towards the stimulus, and at the same time, press the button.
We verified this experiment and the average values of the reaction times are similar. As can
be seen from the experiment and its verification in Figure 2, the reaction time of the eye is
average 222 ms in the first experiment and 261 ms in the second experiment. The results of
the experiment also show that the saccadic movement of the eye is dependent on many
factors, including the reaction time of the brain [5,11,14].
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Figure 2. Accommodation response of human eyesight (adapted from [15]).

In Figure 2, there is the accommodation response of ocular motor system. The curve
completely characterizes the behavior of the attacker in our application, and his/her
response to glare. It is obvious from Figure 2 that the reaction time of eyesight depends
on the ocular motor system, the trigeminal and oculomotor nerves, and also the response
of the visual association cortex of the brain [15]. The pupil accommodation is described
by curve and T1-T4 points, where T; is the beginning of glare when the eye tries to adapt
the diameter of the pupil and thereby reduce the perceived intensity. At the T,-point, the
exposure is terminated, however the human eye, by the influence of inertia, continues in
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reduction of the pupil until T3, wherein the pupil begins the extension to the diameter
corresponding to surrounding illumination until T4 point.

Another problem to consider for the glare device is the dynamic behavior analysis
of human eyesight due to light pulse-intensity exposure, light oversaturation, and slower
return to default state. Dazzling the eyesight experiment took place in a dark room, where
the eyesight was adapted to darkness. Analyzing the peripheral vision in Figure 2, when
the observer is temporarily dazzled by a light source with glare illuminance of 15 Ix and
60 Ix(measured at the place of an observer for a stimulus luminance of 0.5 cd/m?), the
pupillary response is of 500 milliseconds. Therefore, it was found the eye response is about
300 milliseconds. It follows the previous result and corresponds to estimated response.
Figure 2 also shows the fact that the process of return before glare takes almost 4 s. Through
the 4s, the illuminance of foveal vision is limited and consequently, the brightness of the
observed area is lowered [15].

As shown in Figure 2, the dazzled eye recovers very slowly and the activity of the
visual system is disrupted during this process. Permanent repercussion or other injuries of
eyesight do not occur with a light load as required for aviation standards. The glare caused
by the dazzle device starts as soon as the retina is exposed to higher illuminance and then
is adapted, guaranteeing the effective use of the defensive equipment.

For the ASLODE design, it is necessary to design the defensive device, equipped with
smart-illumination sensor, not to enable the aggressor’s eyesight fast accommodation to
acting light. The human eye can be determined as a sensoric system with limited reaction
time depending on the wavelengths of the perceived light and mode of lighting (constant
or flashing lighting). With the high luminous efficacy, based on the sensed or operational
conditions, the dazzle effect can be adapted in all lighting conditions, which can be onboard
the aircraft though the flight. The design of defensive device can utilize such characteristics
of eyesight to suppress the sensoric abilities with the step change of lighting parameters
that the eyesight cannot accommodate. Variables of the lighting conditions are the spectral
composition, lighting mode, and also the amount of emitted light.

For the ASLODE design, it is necessary to take in consideration the various light
parameters that influence human eye anatomy. For low-level of luminance, the pupil
is more opened to enable more light to get onto retina surface. A sudden change in
light characteristics, including the amount of photon, as well as inappropriate spectral
composition of light, can damage the retina surface thermally or photochemically, as it is
shown in Section 5.3 in detail. The spectral response of ASLODE is based on light emitting
diode (LED) technology.

3. LED Analysis

For the test case, the influence of attacker eyesight is required such that the light
sources act in the visual part of spectrum, with a high level of luminous flux. The high
intensity light source with dynamics faster than 100 milliseconds (i.e., 10 Hz flashing) is
required. Hence, 10 Hz causes the inability of the attacker’s eyesight to adapt to the light
level and the effect will be more intensive. It is also necessary to pay attention to the color
of light, affecting the visual system. The light emitted from the source depends on the
temperature as well as the perceptive capacity of the observer [10-16].

Various light sources convert electricity into light. Light sources are generally based on
incandescence, luminescence, or quantum generators. Due to the response time, luminous
flux, and light efficiency requirements, it is best to use laser or LED (light emitting diodes)
as the light source. However, the laser is not suitable for human safety protection.

Currently, the most used technology for light sources is LED technology. LEDs allow
emitting the high efficiency light in full color spectrum. The basic element of LED is a
semiconductor material with additive elements influencing the emitted color; except if the
amount of added element affects the width of forbidden energy gap and related losses.
LEDs are semiconductor components based on P-N (positive-negative) junction. The main
part of LED is a semiconductor plate type PN, that can emit photons from the active
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area. Selected semiconductor material determines the wavelength of emitted light. The
material also influences the forbidden energy gap and consequently its current-voltage
characteristics [5,17,18].

Red colored LEDs use AlGaAs, GaAsP, AlGaInP, or GaP materials [1,2]. The forward
voltage of red LEDs is in interval 1.63-2.03 Volts. GaP, AlGalnP, AlGaP, InGaN nebo
GaN materials are used for green LEDs and these LEDs have forward voltage from 1.9 to
4.0 Volts according to the material and LED characteristics. Blue shining LEDs are made of
ZnSe, InGaN, SiC, or Si additive materials and their forwarding voltage is in the interval
of 2.48 to 3.70 V. Only the white color cannot be simply emitted with LED P-N junction
with materials addition. There are two possibilities to generate the white color of light. The
first one, LED P-N junction generated blue light and it is afterwards transformed in the
yellow phosphor or LED is designed as a ultraviolet (UV and the radiated light is let to
red, blue, and green colored phosphors. The second possibility uses an LED containing
three light emitted chips (red, blue, and green) and white light is the mixture of RGB (Red,
Green, Blue) components [19,20].

Figure 3 illustrates the typical current-voltage characteristics of red, blue/white, and
green LED diodes. Figure 3 also shows the difference in energy of the forbidden gap, where
the voltage needed for overcoming of the forbidden energy gap is lesser for the red color
than the overcoming voltage for green color. Furthermore, a green LED has the higher
forward voltage and less steep characteristics in the forward direction than a red LED.
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Figure 3. (a) RGB current-voltage characteristics; (b) typical relative spectral power vs. wavelength
(adapted from [21]).

According to the parameters, a RGBW (Red, Green, Blue, White) LED type LZ4-
00MDO00 is appropriate for the realization. There current-voltage characteristics are defined
by manufacturer in Figure 3a. It is evident that every LED chip has its own chemical
composition and consequently its own forbidden gap and power consumption. In case
of operating the point setting to nominal current of 900 mA, the LEDs voltage are 2.4V
forred, 4.4 V for green, 3.5 V for blue, and 3.5 V for white. In Figure 3b, there is the color
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distribution interspersed with curve of photopic vision. There are also points of maximum
eye sensitivity for photopic and scotopic vision as shown in Figure 1 [21].

As can be seen in Figure 3a, various colored LEDs have various current-voltage curve
steepness characteristics and consequently various behaviors, e.g., color instability of
emitted light. In the forward direction, the stability of emitted light may be resolved with
constant current control. It is possible to achieve the constant luminous flux by this control,
which does not depend on ambient temperature, or circuit supply voltage.

The use of reflector is an alternative possibility for increasing total efficiency of the
light source which allows optimization to reach the maximum intensities. LED light sources
emit the light into the one hemisphere with the spatial angles lower than 180 degrees in
Figure 4a. LEDs radiate 100% of relative luminous intensity and by the higher spatial
angle in its central axis, and from its central axis, the relative luminous intensity decreases.
The total efficiency of light radiation can be increased with the directing of the light beam.
The directing of light beam principle using a reflector modifies the radiation pattern, as
shown in Figure 4b. Dimensions and the pattern of reflector can affect total luminous flux.
Reflectors are also used for LED light optimization, especially COB (chip-on board) type
LEDs that are designed as a LED field. The resulting behavior of the COB LED system
depends on the quality of used reflector. Luminous flux losses can occur if the central
beams are not efficaciously reflected and light is radiated outside of the desired direction.

Undirected light
- Reflector
Lens

Relative Intensity

[7] Max

Min

t t
0 0.25 0.50 0 0.25 0.50
Distance (m) Distance (m)

Figure 4. Operation radius of an LED (a) without a reflector; (b) with a reflector; (c) with a lens;
(d) with TIR.

The next possibility of system optimization and efficiency increase is the use of the
optical lens in Figure 4c which allows the optimization of luminous flux, similarly to
reflectors, by modification of the LED radiation characteristics. Similar to luminous flux
modification is a TIR (total internal reflection), which combines the advantages of reflectors
and lens used to reach for maximum efficiency in Figure 4d. The central beams are directed
by primary and secondary lens and the reflector directs other beams. The lens principle
is convenient for applications requiring a narrow and high intensity beam with small
requirements to power consumption [22-27].

Light direction with reflector is the best option for the ASLODE application consid-
ering lens design attenuation and maintenance. The surface of the reflector must contain
high-reflective material for light efficiency increase. The reflectors can reach reflectivity up
to 97% when using high-purity aluminum.

By the design and realization, it is necessary not to cause permanent eyesight damage,
i.e., the light intensity of perceived light must be under the level causing such permanent
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eyesight damage. These levels are defined in safety and hygiene standards that describe
the rules for safe use of sources of bright light.

For the design of safe illumination, it is necessary to accept the ANSI Z136.1-2000
standard, which determines the maximum permissible exposure (MPE). Hygiene standards
are built for the worst conditions of use — the 8 mm pupil diameter and eyesight adapted
to scotopic (night) vision [28].

The threshold of eyesight damage is given by the upper limit of light intensity; which
means radiant flux areal density is safe for human eyesight that reaches 0.0583 W /cm? for
extremely short mono-pulse exposure to 0.0001 W/cm? and less for lengthened exposure.
The value of 0.0001 W/cm? is also considered as the lowest intensity limit for useful glare
in flash lighting. Various levels of exposure have various types of psychophysiological
effects, which depend on the exposure intensity and time. The basic types of negative
effects to human eyesight are the glare, afterimages, and physiological disorientation—it is
up to MPE limit. MPE 0.0026 W /cm? is by the 0.25 s of exposure [28].

The MPE dose does not objectively express the level of the retina radiation exposure
of the eyesight. The MPE value is defined for the eye with the maximum pupil diameter in
scotopic vision. Besides considering the power of the source, the size of the irradiated area,
and the spectral distribution of the intensity of the source, it is also necessary to incorporate
the pupil diameter, accommodation, abstraction state, and distance when determining the
degree of damage.

The subjective feeling of perceiving the observed brightness of the light source de-
pends on the length of exposure. At exposures longer than 0.5 s, the perception of brightness
decreases due to eye accommodation. Human vision is affected by the use of a stroboscopic
light source such as the perception of flashing light. Human eyesight perceives light pulses
as a continuous signal, such that the blinking period is proportional to the inertia of vision.
The threshold frequency, or critical frequency of flash fusion, is the frequency at which a
stroboscopic light source appears as a continuous light. The value of critical frequency is
from 14 to 70 Hz, depending on the duty cycle, the shape, brightness, background, angular
dimensions of the object, projection on the retina, the level of accommodation of eyesight,
etc. [10,15].

The critical frequency of flash fusion is increased:

e If the signal brightness increases according to the Equation (6), e.g., the brightness
change from 1to 120 cd/ m? causes the Fg, change from 14 to 35 Hertz. The critical
frequency is given by equation:

Fx, =a-logB+b, (6)

where F; is the critical frequency, B is the subjective feeling of perceiving the intensity
of the flashing light, and a, b are the constants that depend on color.

e If angular dimensions of the bright object increases, e.g., a 5 to 4°45’ change causes
the Fg, to change from 14 to 44 Hertz; and

e  With the change of duty cycle.

The subjective feeling of perceiving the intensity of the flashing light and the Fg, limit
is the same as if the intensity of the flashing light was distributed throughout the exposure
according to Talbot’s law [10,15]:

B LF * Torr + LASLODE * TON @)
Torr + ToN

where Lr is the brightness of background, Lasropr is the brightness of observed object,
Ton is the time of active shining, and Torr is the time without shining.

Figure 5 shows the subjective feeling of perceiving the brightness depending on
flashing frequency, with the 50% duty cycle. It is evident that human eyesight is the most
sensitive to the frequency F 1, however, from the perspective of eyesight protection, the
F.» frequency was chosen, where human eyesight is still sensitive enough.
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Besides Fk;, the Broca—Sulzer effect influences perception if light is flashing, showing
percept brightness is higher with the flashing beginning than continuous flashing. Apparent
brightness of flashes and its dependence on pulse-width with various light intensities is
shown in Figure 6. Figure 6 shows that the time duration of the pulse directly influences
the subjective feeling of perceiving the brightness. In addition, the subjective feeling is
not constant in various lighting conditions and changes with illumination. It means, the
maximum comparative brightness T is circa 0.04 s of pulse duration in condition of 170 Ix
background, while on the other hand, 75 is circa for 0.04 s in 126 1x background.
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Figure 5. Subjective feeling of perceiving the brightness (adapted from [17]).
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Figure 6. Apparent brightness of flashes with various luminances, as a function of flash duration
(adapted from [3]).

The highlighted points in Figure 6 show F,1 and F; showing the major influence
of eyesight sensitivity to the lighting mode. The human eyesight is most sensitive at F 1,
where the subjective feeling of perceiving the brightness depends also on the pulse width,
see Figure 6, color, intensity, etc. Using feedback from the smart-illumination sensor unit
can adjust the optimal frequency and pulse width to reach the reliably glare effect over the
various lighting characteristics on board the aircraft through the flight. The understanding
of the human-eyesight determines the ASLODE design.

4. ASLODE Design
4.1. System Design

The basic principle of the designed device is the current control of every LED chip
independently with a microcontroller. As for theimplementation, the RGBW LED light
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source is selected. Considering the design limits, two channels are implemented, the Y-
channel (Red-Green) and W-channel (Blue-White). Every channel has its own exciter, driven
by a microcontroller with feedback from the sensor-illumination unit. The microcontroller
evaluates the press of the switch and accordingly sets the mode between normal lighting
and attacking mode. In the normal lighting mode, only the W-channel is active, which is
formed with white and blue LED chips and the final light emitted has a bit bluish color. In
the attacking mode, both the Y and W-channels are switched affording full power. For the
increase of glare effect, considering the accommodation of human eyesight; the frequency
of flashes is 11 Hz in attack mode as shown in Figure 5, where the maximum effect to
subjective feeling of perceiving the brightness is slightly under the flashing frequency of
10 Hz. The use of 11 Hz of flashing frequency takes into account the safety of the device
and it is closely connected to hygienic standards as can be seen in paragraph 5.3. and
Table 1.

Table 1. Threshold limits of human eyesight damage.

Thermal Damage (30) Photochemical Damage (31)
ZL/\~R)L-A/\ TE[S] ZL/\'B)L~A/\ Te-B(m)
[W-m~2.sr71] [s] Jm~2sr1.s71] [J-m~2.sr71]

R 5100 1067 521 1.07
G 3974 1758 137.8 28.22
B 49,400 11.38 4942 1018
W 537 96.327 43.75 9.012
RGBW 59,047 7.96 5128 1056

4.2. Light Source Selection

The requirements of the light source for the glare equipment have tradeoffs: small
physical dimensions, high light power with green color if possible, possibility of normal
lighting, and operating by common batteries. Considering the requirements, a laser or
LED light source can be used. As laser light source could have been the most suitable;
nevertheless, there is a high risk of eyesight damage. The second disadvantage is the fact
that laser is the source of monochrome light; and consequently, another light source should
be used for normal lighting. It follows that the most applicable light source is the high
luminous efficacy LED.

There are many options to design such a high luminous efficacy LED device. The
first possibility is to select green LED as a source for glare and then add white light to
the device. However, such an option is not convenient because of design possibilities.
Therefore, the RGB/RGBW LED option was chosen. According to the technical data, the
most suitable LED light source is LZ4-20MDO00-0000 high luminous LED. It is 10 Watts
RGBW LED. The chip consists of one red, one green, one blue, and one white LED chips.
The whole chip is equipped with primary lens. The dimension of the chip is 7 x 7 mm.
The MCPCB (metal core printed circuit board) option of the LED chip is most suitable for
the defensive equipment.

Figure 3b shows the spectral distribution of individual LEDs on the chip, at 25 °C,
according to the producer of the LED. The dominant wavelengths of individual LEDs are
shown. The spectrum of white LED is given by phosphor material with high level of blue
light. The relative intensity of blue in white light gives the final temperature of the light.
It is visible from the spectrum, where the white LED displays a cold white color. Color
correcting and changes depend on the temperature which can be corrected by a LED chip
smart thermal sensor unit temperature measurement.

The dominant wavelength of the green LED is 525-530 nm. In fact, human eyesight is
able to receive about 80-90% of LED relative light power. It is appropriate to use white
color to amplify the green channel because white light contains the green color. For better
glare effect, all colors in the area of photopic vision, which are available on the chip, can be
used for additional intensification.
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4.3. Driver Design and Illuminance Control

The value of the current (I} rp) has the effect on radiation intensity of the used LED
which means that the luminous flux emitted by LED can be controlled by the current (Irp).
Generally, there are several principles of current regulation that are incorporated into
ASLODE from which the current is based on the smart-illumination unit measurements.
With a ballast resistor in Figure 7a, a transistor in Figure 7b, or a SMPS (switch-mode power
supplies) in Figure 7c; the final LED light intensity can also be controlled by PWM (pulse
width modulation) by means of a shift. PWM does not control the current, but controls the
transistor switching [29-33].

4 ILL‘U £ l.LU
X X

(b)

e

Figure 7. Basic principle of luminous flux drive (a) with resistor; (b) with transistor; and (c¢) DC/DC
convertor (adapted from [5,33]).

Considering battery applications, current control with ballast resistor is not suitable,
as the LED current decreases with the discharging of the battery. In the LED current control
with a transistor, it is possible to compensate the drop of input voltage. The total efficiency
of LED current control with ballast resistor or transistor depends on the ratio of input
voltage and LED working voltage.

SMPS (switch-mode power supplies) are universal tools to adapt the load to supply
the source. These sources are designed as the constant current or constant voltage sources
according to the power load characteristics. It is convenient to design SMPS as the constant
current sources for LED load. In the case that the input voltage is higher than output
voltage, a BUCK-type (step-down converter) SMPS is appropriate, and in the case that the
input voltage is less than output voltage, a BOOST-type (step-up converter) SMPS is used.
In addition, if the input voltage is less, the same or higher BUCK-BOOST-type SMPS can
be used [33-42].

As for optimization of the number of components and printed circuit board (PCB)
diameter reduction, it is not appropriate to control the LED chips independently, but
merge them into the channels. The mode “flash light” is required too and therefore the
channels are divided in the Y-channel consisting of red and green LED chips, and W-
channel containing white and blue chips. The topology of electronics in designed defensive
equipment shows the block diagram is illustrated in Figure 8.

Red Green
7 ¥
|_|>|_|>|_| Y - Channel | Microcontroler | PSB
T 1 | A
. P
bCB | Driver &
1 .
| Driver &
F 0] PCB
W - Channel | Power | | Button | 3
White  Blue

Figure 8. Block diagram of electronics in defensive device.

The operating voltage increases with the serial connection of LED chips into the
channels. Therefore, it is given that the driver must be BOOST-type. Considering the
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characteristics of supply and LED design, a BOOST-type LM3410 driver was chosen. The
basic electrical characteristics of the driver are the working voltage from 2.7 V, maximum
switched current 2.7 A, and switching frequency 1.6 MHz. Moreover, the integrated
switching NMOS transistor provides illuminance control with the PWM signal. Because of
high frequency of switching, a lesser value of the inductor and capacitor can be used.

There is the schematic diagram of LED driver for one channel in Figure 9. The follow-
ing calculations belong to individual components [35,43].

Vi L

Ds

lLEDl

vIN SW Y T Cuw
ng; DM
GND
GND Rser

LM-3410

Figure 9. LED driver schematics (adapted from [43]).

The LM3410 driver contains in-built feedback for the LED current control. It reads the
voltage on resistor Rsg, where the driver keeps 190 mV. Considering the LED used and its
electric characteristics, the required LED current is 0.9 A.

When calculating the supply unit, we choose the input voltage Vy according to the
nominal voltage of the source, i.e., 4.5 V. The output voltage Voyr is chosen by the voltage
on the individual LEDs determined by the current-voltage characteristics in Figure 3a at
0.9 A plus a Vpp voltage by expression (8) for Y-channel and expression (9) for W-channel
in equations:

Vour, = VR + Vg + Vrp =24 +4.4+0.19 =699V, 8)

Voury, = Ve + Vw+ Vrg =35+35+0.19 =719 V. )

The driver regulates the forward current of the LED with keeping a feedback voltage on
the reading resistor. The reading voltage is set by the manufacturer to 190 mV, and with selec-
tion of the reading resistor, the forward current is set according to Equation (10) [37,40,43].
The determination of resistivity for the current setting is according to the equation:

= , (10)

where I rp is the forward current of LED, Vg is the feedback voltage, and Rggr is the
resistivity of the reading resistor. After the substitution into Equation (10), the value is:

Rspr = % = % =021Q. (11)

The closest value for the reading resistor is 0.2 () and then the LED current is set on
the current level 0.95 A. Due to PWM illuminance control (dual in-line memory module—
DIMM pin), the illuminance can be a programmable set.

The inductor choice determines an output current ripple. The inductor current ripple
is given by Equation (12). The current ripple can be in the interval 20-50% of the maximum
forward LED current for the constant current source design. With maximum forward LED
current I1 pp 0.95 A, determined by Rggr, the inductor current ripple is 20%, or Aif, 0.19 A.
The inductor current ripple is given:

Vin

Aip = —=—=.D Tg, 12
iL= 27 3 (12)
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where Ajy is the inductor current ripple, Vi is the supply voltage, L is the inductance, D is
the duty cycle, and Ty is the switching period [37,38].

With a higher value of inductance, the current ripple is less but with bigger physical
dimensions of the circuit. The shift determination, D, is given by input to output ratio [9],
where 7 is the efficiency ratio as:

Vour — 1 ViN (13)

Dyax = Vi ,

where Dy4x is maximum duty cycle, Vi is supply voltage, and 7 is efficiency.
The duty cycle for the BOOST-type converter is approximated according to:

p - Your = Vin (14)
Vour
To refine the calculations, it is appropriate to take into account the power losses caused

by the Schottky diode, the integrated NMOS (N-type metal-oxide-semiconductor) switch-
ing transistor and the losses on the inductor given by (15). The efficiency is expressed by:

1_ (1*‘;3)-VD
— IN
7= 1+ Rocr+(D-Rpson) | (15)
(1-D)*Rour

where D is the duty cycle, Vp is the forward drop voltage of the Schottky diode, Rpcr is
the inductor series resistance, Rpson is the switch on resistance of the integrated NMOS
transistor, and Royr is the load resistivity [37-41].

In our case, to determine the maximum duty cycle, it is appropriate to use Equation (13)
and set the efficiency # to 0.9 for both the Y-channel and W-channel. After the substitution,
the values are:

Vour—1-Vin 699 —09-45

DMAXY = VIN = i5 = 0.65 (_), (16)
 Vour—n-Vin _719—-09-45
Dymaxy = Vin = 15 =0.70 (). (17)

With adjusting Equation (12) of the ripple, Equation (18) discerns the inductance for
the inductor for the Y and W-channels, according to:

VIn - Dmax
L= N ZMAX 1
250 f (18)

where f is the driver switching frequency.

ViN - Dpax 4.5-0.65
[y — Y _ ~ 4.81 uH 19
YT U2 AL -f  2-019-1.6-103 STHH, )
Vin - D 5-0.
Ly — IN - Dmaxy, 4.5-0.70 ~ 5.18 uH. (20)

2-Aip-f  2-019-1.6-10°

Considering 20% as the value tolerance of real inductors, 5.6 H inductors were chosen
for both channels. To decrease losses, ferrite-core inductors are more suitable. The inductor
saturation current must be higher than the sum of input current and current ripple.

As for input and output capacitors, the producer recommends using MLCCs (multi-
layer ceramic capacitors) technology. The recommended value of input capacitor should
be chosen in the 2-22 pF interval and output capacitor of:

Vour - Dmax
_ _’outr  YMAX 21
Crm) 2-f-Rp-Vour’ @
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where C is found capacity, Dpax is the maximum duty cycle, f driver switching frequency,
Rp is LED resistance, and Vo is output voltage.
For individual channels, the capacities are given by equations:

Vour, - Dmax 6.99 - 0.65
C — Y Y %27.6 F, 22
YT 2 fRp, Vour, 2-16-105-7.36-6.99 " @)
Vour, - D 19-0.
Cpy = —OUTw " POMAXy 7.19-07 ~ 289 nF. 23)

- 2-f-Rp, - Vour, 2-1.6-100-7.57-7.19

4.4. Electronic Control and Sensor Unit

ATTiny85 [13] in package SOIC.8 was chosen for control. The ATTiny85 microcon-
troller works with an integrated oscillator from supply voltage of 1.8 V. It contains six
input/output pins, two that support PWM. The processor supports sleep mode with con-
sumption of 0.1 pA by 1.8 V. An external oscillator can be added to microcontroller, where
the working frequency and its stability can be increased based on the sensed conditions.
The working frequency and stability of internal oscillator is sufficient for the ASLODE
application [44].

With the connection to the supply unit, the initialization is made with the input/output
port settings, and the code waits 2 s after a button press. If the button is not pressed,
the microcontroller goes into sleep mode. Almost all the microprocessor functions are
deactivated in sleep mode to lower the consumption to the level of 10° pA. With the press
of button, the microprocessor goes to waiting mode and activates all the functions.

The main code of the microcontroller follows from the press of the button. If the button
is pressed, the main code for attacking mode runs. In attacking mode, both channels (W
and Y) are switched on with full light intensity and 11 Hz flashes. As mentioned before, see
Figure 5 where F1 is presented as the switching frequency, where the human eyesight is
the most sensitive. Otherwise, as for safety of eyesight, where it can be damaged very easily,
the F,, = 11 Hz of flashing frequency was chosen. The principle of control of ASLODE can
be seen in Figure 10.

| o a— T T T 1
1 Y 3
L DI P g oz
Ton Torr E
= 1 Wos
s L T TTILITTTTLE ] =
21— -y 3
§ o F
15 w 5
-l
0 E
Lo S

0O 20 40 60 80 100 120 140 160 180 200
Time (ms)

Figure 10. Channels timing.

The control code is set so that the flashing frequency, flashing shift, and light intensity
are the same for the Y-channel and the W-channel. It is assumed from a series of laboratory
tests, that the flash parameters can be changed to increase the device’s efficiency to humans
while reducing the risk of permanent damage to the human eyesight.

The channel timing of individual channels (Y-channel and W-channel) in Figure 10,
depends on the mode of operation. The PWM signal with Tpwy period and frequency of
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60 Hz is the main signal. By duty cycle change, the output signal changes the output LED
current I; rp, expressed by:

Itep = Dpwm * ILED (max) (24)

where I gp is the LED current, Dpyy, is the duty cycle of the PWM signal, and I rp(max) 18
the maximum current for which the driver is rated, see Equation (10).

As shown in Figure 10, the PWM signal is used in the attacking mode, where the
maximum current of the LED is determined by the smart-illumination sensor unit feedback,
without the need of intervention in the printed circuit board (PCB), or the need to change
the timing of flashes 7p. The period Tp and the ratio Ton to Torr affect the critical frequency
Fkr as shown in Figure 6. The subjective feeling of perceived brightness is given not only
by the flashing frequency, but also by the duration of one flash Toy. In the normal light
mode, the Y-channel is disconnected and only the W-channel with 30% Dpwjs of duty cycle,
which means that the device’s light intensity in the normal lighting mode is only 30% of
the maximum W-channel’s light intensity. Eyesight is still sensitive enough to keep the
maximum of efficiency; however, this frequency is combined with the convenient amount
of light as well as the colors used to maintain the maximum safety. ASLODE adjusts the
constant flashing frequency and pulse width based on the smart illumination sensor unit.
In case of efficiency optimization, it is necessary to include the lighting conditions of the
attacker’s eyesight, and coincidentally improve the total efficiency. In Figure 11a, there
is the optimized block diagram of defensive device, the sensoric part is added, which
influences the settings of control pulses with the current lighting conditions [30].

Red Green
Ve Ve - w
Y - Channel | Microcontroler '4—‘ D'
4 A
Driver > .| lllumination
P sensor
Driver <
>—> W'Cha””e'| Power || Button
White  Blue
(a)

1

©)

0.8

0.6

0.4

Relative Spectral Power

0.2

I
0
400 500 600 700 800 900 1000 1100
Wavelength (nm)

(b)

Figure 11. (a) The ASLODE block diagram with smart-illumination sensor; (b) relative spectral

intensity of sensor (adapted from [45]).

To evaluate the illumination, a sensor whose sensitivity corresponds to the sensitivity
of human eyesight can be used. The photosensor uses a photosensitive material to change
electrical characteristics. The most common sensors include photoresistors, phototransis-
tors, and photodiodes. When choosing the photosensor, the sensitivity of the sensor must
be taken into account so that its spectral sensitivity is as close as possible to the spectral
sensitivity of the human eyesight. Figure 11b shows the relative spectral sensitivity of
the high-speed PIN photodiode [45] with 550 nm of the maximum spectral sensitivity,
which ensures that the sensitivity of the sensor to illumination almost corresponds to the
sensitivity of the human eyesight. The control system is able to better evaluate current
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lighting conditions and consequently, the suitably set flashing parameters such as flashing
frequency, flashing alternation, and flash intensity, as well as color of flashes.

The sensor can be placed on the body of the ASLODE device not to be shaded during
use. The second option is to equip the device with low power wireless technology, e.g.,
Bluetooth LE, ZigBee, obtaining the lighting data from an external sensor. The practical
implementation with the sensor is the subject of further development and research in
cooperation with the users of this device. The aim of the project is to solve the physical
location of the sensor and test the flash modes for determined lighting levels.

One of the basic requirements was not to activate the attack lighting mode instead of
the normal mode. From a structural point of view, it was not possible to use two buttons.
Therefore, modes are controlled by only one microprocessor button press. It is necessary to
perform a quick double-click to switching on the flashlight mode. By pressing the button
again, the flashlight mode ends.

5. Practical Implementation and Experimental Verification
5.1. Implementation

Considering the available physical dimensions in design, the ASLODE device consists
of the PCB with drivers and a microprocessor. The circuit is based on the producer’s
recommendations and optimization for the desired application. The smart-illumination
sensor unit is offline and determines the settings for ASLODE which can be wirelessly sent
to the device.

Figure 12 presents the design of a functional prototype. The ASLODE device contains
its body carrying electronics and LED, cover and reflector. As seen in Figure 12, the
batteries are not inserted directly to the body, but into the battery holder. The batteries can
be inserted into the body as a module, with two advantages, simpler design and faster
discharged battery exchange.

127 mm

Figure 12. Implementation and printed circuit board design.

The body of the ASLODE device is equipped with anti-slip surface and with an op-
tional clip for hanging, e.g., behind the belt. The basic tactic of use is the quick withdrawal
from the protective case and the use in the clenched fist. The body can also be equipped
with the strap to protect ASLODE from being pulled out of the hand.

As shown in Figure 12, the light directing is realized by LED primary lens and the
reflector (the principle is shown in Figure 4b). The reflector use or total internal reflection
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(TIR) is more suitable as the design is simpler and the material reflectivity can be very
high. The length of the reflector is 35 mm, and the beam angle is set at 22.9°. The light
emitting spatial angle of this reflector is given by Equation (25) and the illuminated area at
the distance of 0.5 m is given by Equation (26). The spatial angle is given by:

O=2-7 (1 - cos(g)) —2.3142 (1 - cos(222'9>) — 0.125sr, (25)

where () is the spatial angle and ¢ is the planar beam angle of the reflector. The illuminated
area is given:
Ap=Q-r* =0.125.05" = 0.031 m?, (26)

where Ap is the illuminated area, () is spatial angle, and r is the distance between the center
of the source and the illuminated surface [5,6].

5.2. Experimental Verification

The spectra of the Y and W-channels are measured to verification of the selected
LED which are supplied with 950 mA of constant current. The spectrum is shown in
the Figure 13a. The Y-channel spectrum contains a high amount of green color with the
maximum wavelength of 520 nm and the red color with the maximum of 635 nm. The
W-channel contains the blue color and it is visible that resulting light is the cold white with
the high amount of blue component, although the W-channel also contains the significant
amount of green color. Reaching an efficacious glare, both channels are activated in the
attacking mode and the amount of green color is increased, where human eyesight is the
most sensitive [46,47].
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Figure 13. Y+W-channels: (a) emitted spectrum (b) calibrated spectrum for photopic vision.
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In Figure 13b, the calibrated spectrum is interleaved with the photopic area and the
resulting relative light intensity perceived by the human eyesight of the selected LED. As
seen in Figure 13b, although the selected LED parameters (based on safety considerations)
have the relatively high light intensity in the blue and red areas, most of the light of the
human eyesight is directly in the green area. Another consideration is the distance.

The luminous intensity decreases with the square of the distance. So, the resulting
effect of defensive device depends on the sensed distance as well as others factors such as
the amount of glare of the attacker and operational safety. Nevertheless, for very small dis-
tances, the light can easily reach the threshold limits (shown the Table 1), and consequently
damage attackers’ eyesight. The threshold limits are set by very strict standards.

Figure 14a shows the total light pattern for distances of 0.25, 0.5, 0.75, and 1.00 m.
Since the LED chips are not in one axis, but in the matrix around the center component
patterns, the colors are slightly shifted. Consequently, every color has its illumination axis
in its own position and thereby its own maximum. The correlated color temperature is
6288 K in the center of the light pattern featuring more light in the blue range. Figure 14b
presents the luminous intensity distribution curve of ASLODE.

105° — 105°

090° 090°

075° b1 ~—o75°

060°}< oe0°

045° 1045°

544 cd/kim

030° 015° 000° 015° 030°

(b)
Figure 14. Verification of light intensity depending on the distance: (a) total light pattern; (b)
luminous intensity distribution curve of ASLODE.
5.3. Onboard Aircraft Measurements

To verify the efficiency of the ASLODE defensive device on board the aircraft, the
interior lighting of the Airbus A-319 aircraft was measured by the smart-illumination
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sensor unit (SISU) at LKKB (Prague-Kbely) Airport. In daytime conditions, the maximum
outdoor illumination in the horizontal plane reaches 8950 Ix.

The SISU measurements took place in the front, middle, and rear of the aircraft
fuselage, always in the axis of the aircraft fuselage with the sensor oriented into the front,
rear, left, and right part according to Figure 15. The lighting level in the interior of the
aircraft reaches 170-860 1x in the height of 170 cm above deck on the direction of the lux
meter and with intensity of outdoor lighting. The level of interior lighting in dimmed
windows is significantly affected by outdoor light, which depends on both the time of year
and time of day, as well as factors like clouds.

Outdoor llluminance
Vertical 8950 Ix
Horizontal 6400 Ix

Day Time Night Time
[Ix] [Ix]
180 0.33
280 0.10
200 0.33
290 0.10

Min

==z==

Figure 15. Results of measurement of illumination in the Airbus A-319C]J interior.

In the case of night mode, with covered windows and position lights on, the lighting
intensity values are: M = 0.33 1x, M, = 0.10 Ix, M3 = 0.33 Ix, and My = 0.10 Ix. The photo
from the measurement is shown in Figure 16.

As from the SISU measurement of the light intensity of the interior lighting of the
aircraft board, the human eye can be in the vision areas of photopic (day conditions),
mesopic (nighttime with interior lights), or scotopic vision (nighttime with interior lighting
off). The fact that the conditions onboard the aircraft are not constant throughout the
flight in day-time, year, and season, it is difficult to optimally control the SISU for effective
operation from photopic to mesopic vision with respect to eyesight protection from damage.

The frequency of stroboscopic flashing of the defensive device is fg = 11.05 Hz,
based on the lighting time within the one period being Toy = 68.8 x 1072 s and the
dark phase oy = 21.7 X 1073s. In daytime conditions, on the board of the aircraft, the
measured SISU luminance L; = 274 cd/m? determines the luminance of the ASLODE
defensive device with simultaneous emission of all four LEDs at the distance r = 0.5 m is
Lastope = 158452 Im/(m? sr) = 158,452 cd/m?. After substituting these values into Talbot’s
law—Equation (7), the subjective feeling of brightness is B; = 120 (-). In daytime conditions
on board the aircraft, the stroboscopic ASLODE defensive device appears approximately
120 times brighter than the continuously shining defensive device.

In the nighttime conditions onboard the aircraft, the SISU measured luminance is
Ly = 0.33 cd/m? (mesopic). After substituting in Talbot’s law, Equation (7), B, = 120,458 (-).
In the nighttime conditions onboard the aircraft, the stroboscopic defensive device appears



Sensors 2021, 21, 81

20 of 25

approximately 120,000 times brighter than the continuously shining device. Further, circa
1000 times brighter than in daytime conditions. So, the use of the defensive device could
have relatively high risk of permanent eyesight damage, which could be photochemical
or thermal.

Day time Night time

Figure 16. Measurement of illumination parameters to determine ASLODE on board the Airbus
A-319C]J.

5.4. Verification of Safety for Human Eyesight

The determination of the effect on the human eyesight and critical exposure times
must be based on hygienic standards and take into account the spectral distribution of the
light source, exposure time, eye transmittance, and other parameters that will objectify the
real effect on the human eyesight.

The determination of the safety of the device for the human eyesight is based on the
European Union regulation on the minimum health and safety requirements regarding
the exposure of workers to risks arising from physical agents. The biophysical effects
of incoherent radiation depend on the wavelength of the optical radiation. The highest
acceptable values are determined by integrals over the range of wavelengths weighted by
spectral weighted coefficients [48]:

Ap=700 nm

Ls(t) = [ LA(A8) - B(A) -d), 27)
A1=300 nm
Ap=700 nm A p

Lt:/ Li(A, ) - R(A) - dA, 28

(0= [ " L RO 2s)
Ap=700 nm

Es(t) :/ Ex(At) - B(A) - dA, (29)
A1=300 nm

where Lg(f) [W-m~2-sr~!] is the maximum spectral radiance for protection against pho-
tochemical damage, Lg(t) [W-m~2-sr 1] is the maximum spectral radiance for protection
against thermal damage. L) (At) [W-m2.sr 1.nm~!] is the spectral radiance, E,(A,t)
[W-m~2.nm~!] is the spectral density of the luminous flux, B(A)[-] is the spectral weight-
ing coefficient taking into account the photochemical damage, and R(A)[-] is a weighting
coefficient taking into account the thermal damage of the eyesight.

To protect the eyesight from permanent damage with the visible and infrared spectrum
radiation exposure from broadband sources in the interval A e [400-800], the source of such
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radiation must meet other criteria according to the characteristics presented in directive [48].
The main criterion is the sum of B(m) spectral emissions L, of the source, weighted by the
spectral hazard coefficient B, of photochemical retinal damage, multiplied by the exposure

time of the eyesight 7, [s], for the exposure time T, <10* must not exceed the limit value of
106 [J-m—2-sr71], by:

T B(m) =T Y aooLa-By-AA <1007 -m 2 sr L, (30)

The value of the spectral radiance L) is determined at the space of the eye of the
exposed person. The values of the B, and R, coefficients are shown in the graph of the
dependence of the coefficients on wavelength in Figure 17.
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Figure 17. Spectral weighting coefficients B) and R, (adapted from [48]).

As can be seen in the Figure 17, in the grey area, there is the high risk of thermal and
photochemical damage in the wavelength range [400-500] nm. This is the area of blue
color light, the human eyesight is relatively less sensitive to glare; however, there is a high
risk of eyesight damage. Furthermore, it is evident from the graph that the risk of thermal
damage continues from the area of the visible spectrum to the area of IR radiation. The
curve of R coefficient shows that the IR radiation still affects the eyesight by the thermal
effect, which is why R, has non-zero value in infrared wavelengths above 800 nm. When
measuring the radiation of the selected LED, no radiation was detected in the IR spectrum,
as shown in Figure 13a,b.

To protect the retina from the thermal damage, the exposure time 7, [s] must not be
higher than Tmax according to:

KZ
(- Y80 L, Ry - ALY

Tmax =

(31)

where constant K = 104 [W-m~2-sr!.rad-s%°], a [rad] is the angle of view of the light
source from the observer’s eye, Ly [W-m~2-sr~ 1] is the spectral radiance of the light source
at the site of the exposed person’s eyesight, R, is a weighting coefficient that takes into
account the thermal damage of the eyesight, and AA is the wavelength interval.

The selected LED light source LZ4-00MDO0O emits incoherent light in the spectrum
Ae [400-800], the diameter of defensive device aperture is D = 30 mm, irradiated surface
Ap =0.031 m?, and spatial angle of radiation is Q = 0.125 sr. The flashing frequency of the
device is set at 11.05 Hz with a duty cycle of 76%, which means that the exposure time in
one period is 68.8 ms. The mean value of the protective response of the human eyesight is
T, = 0.25 s, which is the time taken for eyelid closure. By considering the protective time of
the human eyesight and the SISU response, the maximum number of flashes is 3. Therefore,
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based on the average SISU measurements, the duration of exposure time in the maximum
number of flashes is 0.206 s.

Table 1 shows the calculated thresholds values for eyesight damage for individual
LED chips as well as for common emission based on the SISU measured conditions. The
selected parameters are: exposure time T, = 0.206 s, irradiated surface A, = 0.031 m?, spatial
angle of radiation () = 0.125sr, and the distance of the light source from the eye r = 0.5 m.

The threshold values of human eyesight damage are given by expression (30) and
expression (31) for photochemical damage.

In the flashing mode, it is shown from the calculated values, there is the risk of thermal
damage to the eyesight with the exposure time longer than 7.96 s and photochemical
damage with an exposure time longer than 1056 s. If the device is used at the distance of
0.1 m or less, permanent eyesight damage may occur.

Based on the proven analysis and measurements, it is shown that the flashing fre-
quency of the final version of defensive equipment has a very wide range. Using feedback
from the SISU, the control circuit optimizes the flash frequency according to the mode of
the device as well as the primary use. Furthermore, as it is shown in Table 1, individual
LED segment switching is optimized not to damage eyesight of the attacker—as the nature
of defense mainly discontinues the attack, not to hurt the attacker and not cause injury to
crew or other passengers. Table 1 shows that the blue light can cause eyesight damage in a
very short time. From this, the flashing frequency should not have a long duration to limit
eyesight damage by the thermal effect. As the blue W-channel use reaches the threshold
level, there is the theoretical possibility the use of Y and W-channels in different ratios.
Supposing a worst-case situation is when the SISU determines extreme darkness onboard
the aircraft in the passenger zone, the pupil of the attacker opens the eye in the maximum
diameter and the eyesight is the most sensitive. Thedevice must have efficient glare effect
as well as the action of the device should be limited not to cause eyesight damage.

The blue color effect could be replaced by safer red-green Y-channel, which can
be in action for a longer time to reach efficient glare effect. In Table 1, the duration of Y-
channel action could be longer, or the W-channel might be completely unused; nevertheless,
common batteries realize the supply of the device and such use would lead to fast discharge
and consequently very limited use. At the same time, the red and green channel might
have limited life. In addition, the psychological effect of blue color, in comparison to other
colors, is very intensive and that is why the blue color must be used in such device to
keep its efficiency. On the other hand, the use of blue color must take in consideration
very strict hygienic standards [48], as the device should not damage the attacker’s eyesight.
However, the settings of W and Y-channels can be very accurately controlled by the
SISU/microprocessor, following all hygienic standards, securing the eyesight from thermal
or photochemical overload.

The optimal setting of the microprocessor based on the measured data from the SISU
enables intelligent adjustment so that the reaction time of the eyesight can be used to adjust
the light intensity. However, the optimal setting is also related not only to the efficiency of
the device, but also to its safety of operation onboard the aircraft. From the above analyzes,
it is suitable to set the flash frequency around 8 Hz for environments with a high level of
illumination, see Figure 5. For environments with low-light intensity, it is suitable to set the
flash frequency higher than 8 Hz, up to 70 Hz. The SISU with a distance device can adjust
the safe flash. Furthermore, the lengths of the pulses (flashes) are longer. SISU measured
parameters are designed so that glare occurs on a clear day and at the same time, does
not damage the eyesight at night. Such mode of the device is required, as it backs up the
function, in case of sensor damage, or in case of its incorrect function.

The SISU provides for effective ASLODE parameter settings. From the presented
analyzes of the effect of ASLODE on human eyesight, it is clear that the use of blue color
at high intensities is dangerous and is limited from the safety point of view on board the
aircraft by hygienic standards. Especially, the use of blue color in low-light conditions,
see Figure 16b, where thermal damage to the retina may occur, the use of blue light must
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be limited or replaced by other components of the color spectrum with higher intensity.
On the other hand, the components of blue light are very effective in glare. Thus, in the
case of higher light intensities, where there may be a problem of realization of lighting, the
blue color is very effective and also causes para-images which are required for the normal
function of the defensive device. As shown in Figure 5, flashes with the frequency of about
9 Hz cause the brightest light due to the dynamic characteristics of the human eyesight,
and if the light flashes above 30 Hz, the flashing merges into continuous illumination. Not
only does the flashing frequency influence the subjective perception of brightness, but
also doesthe pulse time Ty, shown in Figure 6. The smart pulse setting method allows
setting the flashing frequency from 8Hz for high level light intensities, up to 20 Hz in low
level lighting conditions. Furthermore, there is the change in the length of the pulse and a
change in color composition; especially the blue components are strictly controlled not to
damage the eyesight of the crew, passenger, and attacker.

Future results and the ASLODE design would include active selection either by
wireless transmission or by compact incorporation into ASLODE-IL

6. Conclusions

The article details the design of the incapacitating defensive aviation safe LED-based
optical dazzler equipment (ASLODE) device utilizing a smart-illumination sensor unit
(SISU) to judiciously choose the flash frequency for a measured lighting situation. Such
an example is to repel a potential attack on an aircraft without an attacker or bystander
injury, as the aggressor can be a member of the cabin crew or a passenger without primary
intention to endanger the flight. A potential use of ASLODE is onboard an aircraft which
has additional requirements, e.g., not to damage the aircraft fuselage or other aircraft
systems, which requires a SISU for effective and efficient performance. The paper shows
the approach to design such an incapacitating defensive device based on the light intensive
glare. The dazzle glare disables a person’s eyesight; however, the emitted light cannot
damage the eyesight. For the design, the human eyesight was taken as an adaptable
sensor, where its adaptation parameters were the basis for the selection of the light source
characteristics, lighting mode, as well as its emitted spectrum. The analysis of the human
sensor and the SISU is required for ASLODE to balance device efficiency and the hygienic
safety to determine the ASLODE emitted light for a strong enough and efficient glare effect;
it is a function of the ambient lighting. The SISU provides a feedback loop to optimally set
the illumination, flashing frequency, as well as color components of light to reach maximum
glare, keeping the needed level of safety. The ASLODE design includes the controlled high
luminous efficacy LED using the microprocessor system and the SISU.

Experimental measurements on an Airbus A 319CJ aircraft demonstrated the effec-
tiveness of ASLODE to produce the flash for typical lighting conditions in common aircraft.
Analysis and implementation show that the human eyesight can be effectively dazzled
in typical situations and the ASLODE design secures effective and safe use onboard the
aircraft in all typical lighting conditions that can occur during a typical passenger flight.

All calculations and efficiency analysis are based on the hygienic prerequisite stan-
dards that the device is used for a person without any eyesight defect and with the average
protective measures (e.g., self-closing) for an eyesight reaction time of around 250 ms.
Based on the average SISU measurements, the duration of exposure time for the maximum
number of flashes of 3 is 206 ms for the ASLODE RGBW LED. In the case of a person with
an eyesight defect, from which the person might use glasses, ASLODE’s efficiency could
be reduced, or, conversely without glassware protection, ASLODE might cause serious
consequence to the attacker’s eyesight.
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