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11.1  Introduction

In the earliest days of COVID-19 pandemic, due to lack of information, vaccine 
and medication, most of the countries applied strict measures in order to reduce the 
spread of coronavirus. Most forms of public gatherings (both indoors and outdoors) 
were prohibited, while many countries applied partial or total lockdown. In case of 
partial lockdown, citizen movement was limited to specific time frame each day. As 
outcome, all shops except food supply and pharmacies remained closed, all social 
events were canceled (such as concerts), while most of the companies and educa-
tional institutions started performing their activities online. Moreover, several new 
indoor safety rules have emerged and are now becoming common practice and part 
of our everyday life, such as each person has to sanitize hands and shoes before 
entry, protective masks must be worn, and the distance between persons must be at 
least 2 m (Cirrincione et al., 2020). Apart from that, self-isolation in case of interac-
tion with potentially infected persons and quarantine after traveling are also widely 
adopted (Tin, Hart, & Ciottone, 2021). However, together with these measures, sev-
eral new issues occurred as well. First, there are always people who do not behave 
according to these constraints (intentionally or not), exposing themselves and oth-
ers to potential COVID-19 infection. On the other hand, more strict government 
responses, such as lockdown could have catastrophic consequences on economy 
(Verma et al., 2021), especially in developing countries (USGLC, 2020) and places 
where tourism is crucial branch. Finally, psychological consequences, which occur 
as side effect of long lockdown periods, such as anger, irritability, emotional exhaus-
tion, depression, and posttraumatic stress symptom, have an overall negative impact 
on the society (Chaudhury, 2020).

Regarding the current situation, as of March 2021, despite the intensive ongoing 
vaccination process in many countries around globe (Our World in Data, 2021), the 
number of new cases still remains quite high (Worldometer, 2021). However, more 
and more advocated strategy is to focus on safety rule compliance (either indoors or 
outdoors) and risk reduction, rather than strict lockdown measures. This way, it would 
be possible to perform usual activities in almost the same way as before, even in case 
of international traveling (Traskevich & Fontanari, 2021) under new  circumstances, 
at least until vaccination takes effect. Therefore, the automation of indoor space 
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 surveillance and compliance with rules are still of utmost importance when it comes 
to battle against COVID-19. In this area, the state-of-the-art information technology 
plays a crucial role (Asadzadeh et al., 2020).

The main topic of this chapter is the adoption of smart technology for the purpose of 
COVID-19 indoor safety monitoring and rule compliance. The focus is on leveraging 
the processing capabilities of affordable all-present IoT devices (single-board comput-
ers, microcontrollers) and smartphones in synergy with the state-of-the-art concepts, 
such as computer vision and robotics. Moreover, several case studies developed at the 
University of Niš, Faculty of Electronic Engineering, aiming COVID-19 protection 
within faculty building, are presented. They cover the following aspects relevant to 
COVID-19 indoor safety: (1) mask detection, (2) person count, (3) social distancing, 
(4) automated touch-free hand sanitization, and (5) contact tracing. According to the 
research outcome, it is achievable to make use of small-size, low-power IoT devices 
for development of cost-effective indoor monitoring solutions, under certain limita-
tions, mostly related to performance.

11.2  Background and related work

11.2.1  Internet of things

The Internet of Things (IoT) refers to a network of interconnected physical ob-
jects or devices (the so-called “things”), which are equipped with sensors, and 
variety of software technologies with main purpose of exchanging data with other 
devices and systems relying on Internet. Moreover, they can include different types 
of actuators, which give them the possibility to respond to the changes that oc-
cur in their environment. From domestic applications to manufacturing, fitness, 
and healthcare, these smart devices reside around us, aiming to enable automation 
of particular tasks from their domain of usage. However, in most cases, what is 
common to them is the small size, low energy consumption, but also much lower 
processing power compared to traditional computers, as well. Therefore, in order 
to achieve their goals, they often need to interact with other devices or servers. 
When it comes to machine-to-machine communication, various technologies are 
used, from short (NFC, Bluetooth) to long range (WiFi, LTE, 5G). Moreover, in 
IoT systems, lightweight communication protocols over TCP/IP are often used for 
message exchange, such as MQTT (Message Queuing Telemetry Transport)a that is 
based on publish-subscribe model.

When it comes to COVID-19 indoor safety monitoring, IoT devices play crucial 
role (Nasajpour et al., 2020). Many different use cases are described in the existing 
literature—from temperature check and cough detection (Das et al., 2021; Rasool 
et al., 2020) to visitor count (Das et al., 2021) and computer vision-based applica-
tions, such as mask detection and social distancing (Rahman et al., 2020; Vedant 
et al., 2021).

a https://mqtt.org/.
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In this chapter, several different types of IoT devices are leveraged. Raspberry Pib 
single-board computer is quite powerful device, but affordable at the same time, which 
is used together with camera module in scenarios making use of computer vision 
techniques—mask detection, person count, and social distancing. On the other hand, 
Arduino Uno,c a cheaper, but less powerful microcontroller is used together with WiFi 
module and corresponding sensors for simpler tasks, such as RFID person identifica-
tion within contact tracing use case and contactless temperature measurement. Finally, 
when it comes to critical scenarios under extreme weather conditions—simpler, but 
more durable devices are used, such as PIC16d family microcontrollers or Intel 8086.

11.2.2  Smartphone apps

From education to transportation and entertainment, smartphone apps cover almost 
any aspect of our everyday life (Visconti, 2020). Since the beginning of last decade, 
smartphone devices have become much more powerful, almost as traditional personal 
computers, when it comes to multimedia applications. Moreover, these devices are 
now more affordable than ever before. Therefore, it is possible to use their full po-
tential for wide adoption of novel use cases and scenarios involving the usage of aug-
mented reality (AR), virtual reality (VR), artificial intelligence (AI), and computer 
vision.

During the COVID-19 pandemic, many novel smartphone apps have emerged, cov-
ering various aspects relevant to the battle against coronavirus (Petrović, Dimovski, 
Peterlin, Meško, & Roblek, 2021; Petrović & Kocić, 2020; Petrović, Radenković, & 
Nejković, 2020; Petrović, Tošić, & Nejković, 2021). Smartphone apps usage scenar-
ios cover quick health state assessment, shopping assistance, volunteer help, test and 
vaccine scheduling, resource planning (hospital places, mask), cough detection, and 
many others.

In this chapter, smartphone companion apps are used to make indoor spaces 
COVID-19 safety monitoring more convenient. The presented applications visualize 
the measurements and results of data analysis collected by IoT devices (camera, tem-
perature sensor). For that purpose, AppSheete technology was used. It is an online 
platform and development environment for rapid, automated development and deploy-
ment of multiplatform mobile applications without almost any coding. AppSheet relies 
on Cloud for both computation resources and data storage (such as Google Sheets). 
According to our previous results, it dramatically speeds up the development of smart-
phone apps (Petrović et al., 2020), giving the ability to provide supportive applications 
timely, which can reduce risk and save lives during the pandemic. Moreover, AR.jsf 
library for JavaScript was used to incorporate the elements of augmented reality 
within AppSheet applications. This lightweight framework runs without any problems 

b https://www.raspberrypi.org/.
c https://store.arduino.cc/arduino-uno-rev3.
d https://www.microchip.com/wwwproducts/en/PIC16F870.
e https://www.appsheet.com/.
f https://ar-js-org.github.io/AR.js-Docs/.
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even on older smartphone devices, while providing all the necessary features, such as 
marker recognition, 3D model loading, and animation. In this chapter, it is used for 
user interface within the robot monitoring patrol case study, following the successful 
adoption in AR-enabled robot companion apps (Petrović, Tošić, & Nejković, 2021).

11.2.3  Computer vision

Computer vision is an interdisciplinary research area within computer science, which 
aims the design and implementation of algorithms and methods enabling the comput-
ers to gain high-level understanding of digital images or video sequences in a similar 
way as humans do this task. In context of coronavirus pandemic, computer vision 
techniques are leveraged for both the prevention and diagnosis.

When it comes to prevention, the most notable use cases include mask detection, 
person count, and social distancing (Rahman et al., 2020; Vedant et al., 2021). On the 
other hand, it is also used for image-based patient assessment, relying on different 
image sources, such as X-ray, CT, and ultrasound (Ulhaq et al., 2020).

In this chapter, the focus is on the first group of use cases related to prevention in 
context of COVID-19 indoor safety monitoring. The algorithms are implemented using 
OpenCVg library for Python programming language and run on Raspberry Pi devices. 
For face, body, mouth, and nose detection, which are important subtasks of the pre-
sented computer-vision based use cases, we rely on the implementation of Viola-Jones 
object detection framework based on Haar feature cascades (Viola & Jones, 2001) 
offered by OpenCV. As an alternative approach covering transparent mask detection, 
Tiny-YOLOh for Python was also considered, giving higher mask detection accuracy, 
but lower framerate on Raspberry Pi devices (Rosebrock, 2020). This framework uses 
a single convolutional neural network (CNN) to detect multiple objects.

11.2.4  Blockchain and smart contracts

Blockchain refers to technology for decentralized transaction execution and storage 
of records holding the necessary information about them (such as sender, receiver, 
amount, timestamp). In these transactions, virtual digital tokens can be exchanged 
between the participant in order to retrieve some service or physical goods. For that 
purpose, a distributed ledger is used, which represents append-only sequence of data 
blocks holding the information about the transactions, stored in immutable, reliable, 
public, trackable and anonymous manner, relying on peer-to-peer network of com-
puters (often called nodes). In order to take an effect, nodes within the network have 
to confirm the executed transaction using the consensus protocol. Apart from typical 
financial use cases, blockchain has been adopted in many novel scenarios, especially 
since the emergence of Ethereumi platform and Solidityj smart contracts. In the  context 

g https://opencv.org/.
h https://pjreddie.com/darknet/yolo/.
i https://ethereum.org/en/whitepaper/.
j https://docs.soliditylang.org/en/v0.8.3/.
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of blockchain technology, smart contract refers to a software code that provides the 
definition of protocol necessary for execution of the desired transaction within the 
targeted platform (Zheng, Gao, Huang, & Guan, 2021).

In case of COVID-19 pandemic, blockchain and smart contracts have been mainly 
adopted for vaccination and health record storage (Deka, Goswami, & Anand, 2020). 
In this chapter, the focus is on usage of Ethereum blockchain and Solidity smart con-
tracts for purpose of contact tracing when potentially infected persons are involved 
(Fusco, Dicuonzo, Dell'Atti, & Tatullo, 2020).

11.2.5  Semantic knowledge representation and ontologies

In computer systems, the purpose of semantic technology is to encode the meaning of 
data separately from executable code and content itself, in a form which is understand-
able for both humans and machines. This way, it becomes possible to understand data, 
exchange its understanding and perform reasoning on top of it conveniently. Within 
the semantic knowledge bases, the data are represented with respect to ontologies. 
Ontology is explicit formal description, which is used for the conceptualization of a 
particular domain. It consists of classes, individuals, attributes, and relations. Class 
refers to abstract group of objects that belong to same kind. Individuals represent in-
stances of these classes. Attributes are properties of classes. Furthermore, relations de-
fine ways in which either classes or individuals can be related. For both the ontologies 
and facts, the RDF standard language is used. It defines (subject, predicate, object) 
triplets that are persisted within the semantic triple stores. On the other hand, SPARQLk 
is used as query execution against the semantic triple stores. The results are retrieved in 
order to support different reasoning mechanisms that enable the inference of new facts 
starting from the existing knowledge base. In computer systems, ontologies are often 
used to solve the issues related to interoperability (Petrovic & Tosic, 2019).

In this chapter, semantic knowledge representation with respect to ontologies is 
used for annotation of measurements and results obtained by heterogeneous IoT de-
vices, together with their capabilities in order to achieve their interoperability and 
coordination regarding the indoor safety monitoring scenarios, relying on Nejkovic, 
Petrovic, Tosic, and Milosevic (2020).

11.3  Case studies

11.3.1  Entrance check: Contactless temperature and mask 
detection

When new visitor arrives at the building’s entrance, the protocol which will be de-
scribed has to be followed, once human face is detected by the entrance check system 
(illustrated in Fig. 11.1).

k https://www.w3.org/TR/rdf-sparql-query/.
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After that, it is checked whether the temperature of the new visitor is normal (as-
sumed to be below 37°C). In this case, we rely on Arduino Uno equipped with con-
tactless temperature sensor, such as infrared-based MLX90614.l If the visitor passes 
this check successfully, the outcome signal is “1,” while it is “0” otherwise. In case 
that the temperature is above normal, the door will be locked, and MQTT message will 
be sent to the edge server, containing the safety rule violation type (high temperature) 
and room/entrance number, together with timestamp. Moreover, the edge server in-
serts the information extracted from message into Google Sheets document behind the 
AppSheet-based mobile for security guards. This way, the security guards are notified 
about possible safety rule violations within the building.

Furthermore, if the visitor passes the temperature check, it is necessary to deter-
mine whether the person wears a mask or not. For that purpose, a computer vision 
algorithm is executed on Raspberry Pi 3 and implemented in Python using OpenCV, 
as described in Petrović and Kocić (2020). For face, mouth, and nose detection sub-
tasks, it relies on predefined classifiers in OpenCV. This simple algorithm assumes 
that mask is worn properly when a human face is detected with both mouth and nose 
covered. In that case, the outcome of mask detection is “1,” while it is “0” in case 
when the mask is not detected. If this check fails, a notification is sent to the security 
guard via AppSheet-based mobile app. In order to make this possible, Raspberry 
Pi inserts new record in Google Sheets document behind the app (using Google 
Sheets API for Python), containing the room number, timestamp, violation type (no 
mask), and link to the image taken by camera during the mask check. However, it 
was already stated (Petrović and Kocić, 2020) that the main weak point of this ap-
proach is transparent mask detection. In order to overcome the issue, Tiny-YOLO 
was used and trained on our dataset containing 1000 images for each of the classes: 
“no-mask,” “mask,” and “transparent-mask.” Despite the fact that the previously 

l https://maker.pro/arduino/projects/build-an-infrared-thermometer-arduino-and-mlx90614.

Fig. 11.1 Entrance check system performing mask detection and temperature check: (1) 
Arrival of new visitor at the entrance, (2) face detection outcome. (3) temperature check 
outcome, (4) mask check outcome, (5) door lock/unlock signal, and (6) notification for 
security guard.
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mentioned issue can be solved this way, the first approach using OpenCV is still 
more suitable for execution on Raspberry Pi.

When it comes to control logic, it is executed on PIC16 family microcontroller or 
simple microprocessor (such as Intel 8086), as described in Petrović (2020, 2021). The 
decision to use simpler hardware for this task is due to their low power consumption, 
small size, reliability, and durability even under extreme weather conditions. The main 
role of the control unit is to receive the temperature and mask check outcome signals 
and open the door only in the case when both conditions are satisfied—the new visitor 
wears a mask and has a normal body temperature. Moreover, it considers the number 
of persons currently inside the building. Even if the new visitor passes the check, the 
door will remain locked in cases when the number of persons currently inside the 
building is above predefined limit. In that case, the new visitor has to wait until at least 
one person exits, which is implemented as interrupt decreasing the current number of 
persons, as shown in Petrović (2021). In Listing 11.1, the pseudocode of the algorithm 
executed on the main control unit is described. It is implemented as interrupt, which is 
triggered when the face of a new visitor is detected by Raspberry Pi.

The mobile application for security guard notification is described in Petrović and 
Kocić (2020) and Petrović et al. (2020), while its screenshots are given in Fig. 11.2.

11.3.2  Touch-free automatic hand sanitation using PIC16 
microcontroller

Alcohol-based hand sanitizers also play an important role in COVID-19 spread reduc-
tion (Abuga & Nyamweya, 2021). Since the beginning of the pandemic, most organi-
zations have started to provide free hand sanitization within their buildings in different 
forms—bottles, sprays, or button-based dispensers. However, the risk of infection still 

Input: face_detected, mask_outcome, temperature_outcome, person count, person_limit
Output: door lock/unlock
Steps:
1. when(face_detected)
2. if(temperature_outcome ==1 and mask_outcome ==1)
3. if(person_count ==person_limit)
4. unlock_door = false;
5. else
6. unlock_door:=true;
7. person_count ++;
8. end if;
9.  else
10. unlock_door:=fale;
11. end if;
12. end when;
13. end.

Listing 11.1 Pseudocode executed as interrupt on main control unit responsible for 
entrance check.
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remains high, as these packages still need to be touched by hands in order to be used. 
A solution to this issue are so-called touch-free dispensers, which do not require any 
physical contact with their users.

In this chapter, a touch-free automatic hand sanitation solution using PIC16F870 
microcontroller equipped with an ultrasonic sensor SRF04 for distance measurement 
is presented. The choice was made due to its small size, affordability, and high reli-
ability at the same time. Hand sanitation is the next step after temperature and mask 
checks. Once these two checks are passed, an interrupt is triggered via pin RB0, so 
the distance measurement mode is activated for next 30 s. This way, the risk of ultra-
sonic exposure is reduced, as sensor only works within short timeframe after the new 
visitor’s arrival. The time since the person’s arrival is measured using the internal 
TMR0 interrupt, which is configured to be triggered by register overflow each second. 
In this mode, the microcontroller will be in a distance measurement loop. Once the 
nearest object is closer than 5 cm from the ultrasonic sensor, it is assumed that the per-
son has placed hands nearby and the dispenser device connected to PIC via pin RB1 
will be activated for 3 s. Otherwise, the dispenser will remain closed. In Fig. 11.3, a 
block diagram of the implemented system within the Proteus simulation environment 
is shown. In this diagram, the first green LED (D1) corresponds to the activated state 

Fig. 11.2 AppSheet-based security guard notification app: (A) list of all violations and (B) 
detailed view for “no mask” violation.
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of  dispenser, while if it is turned off, it means that the distance is above the thresh-
old, and so the dispenser will remain closed. Moreover, in order to reduce the risk of 
COVID-19 infection, the visitors are not allowed to proceed without sanitizing their 
hands first, and so the door will be unlocked for 30 s once their hands are detected 
using an ultrasonic sensor (the second green LED, denoted as D2).

In Listing 11.2, the pseudocode of algorithm written in C programming language 
(XC8 compiler) and executed on PIC16F870 is presented. The distance measurement 
method relying on a SRF04 ultrasonic sensor is described in Petrović (2020).

11.3.3  RFID-based contact tracing relying on Arduino Uno

One more important aspect related to COVID-19 spread prevention indoors is tracing 
of contacts involving the infected persons (Flood, Chan, Chen, & Aspinall, 2021). 
In this chapter, an approach leveraging RFID-based identification of persons within 
the building is proposed. We decide to rely on RFID, as it is already adopted in huge 
number of institutions (among them, faculties and book libraries) for the purpose of 
person identification and presence measurement. When it comes to hardware imple-
mentation, Arduino Uno equipped with affordable RC522 RFID reader and ESP8266 
WiFi module was used. In Fig. 11.4, an overview of the module responsible for person 
identification is given.

For that purpose, each room within the building should have such component 
controlling the entrance door installed. When a new visitor arrives, RFID card with 
identifier owned by organization should be provided in order to enter the room. The 
identifiers are stored in array of bytes, while each 4 bytes belong to distinct person. 
Once person provides a valid RFID card, MQTT message containing the identifier, 
room number, and time stamp will be sent to edge server via WiFi and stored into 

Fig. 11.3 PIC16-based touch-free hand sanitization system in Proteus simulation 
environment.



260 Viruses, Bacteria, and Fungi in the Built Environment: Designing Healthy Indoor Environments

semantic database, while the door will be unlocked. Otherwise, if a person does not 
provide valid RFID card, the door will remain locked. In Listing 11.3, pseudocode of 
algorithm executed on Arduino Uno device within contact tracing system is shown.

Furthermore, in case that person who visited some of the rooms later turns out to be 
coronavirus-positive, the organization’s administration should be notified via mobile 
app by the infected person herself/himself. After that, all of the visitors who were in 
the same room with the infected one in the last 7 days before her/his last visit will be 
notified via SMS or mobile app, in case that person’s mobile number is not available 
(assuming that organizations had provided the companion mobile app previously). On 
the other hand, if the infected person has not visited the building at least 7 days before 
the infection, notifications are not sent. In this case, an algorithm shown in Listing 
11.4 will be executed on the server in order to retrieve all the potentially infected per-
sons, generate notification messages, and send them to target destination.

Once the list of all the potentially infected persons is retrieved, it is stored on 
Ethereum blockchain by executing the Solidity smart contract shown in Listing 11.5. 
For each of the contacts, the date when the interaction occurred together with the room 
ID is also stored on blockchain as a part of transaction. This way, it is possible to keep 
track of persons under high risk of COVID-19 in a transparent, public and immutable 
manner, but without giving out their identity. However, in order to make use of this 

Input: new_person_arrival
Output: dispenser_on, door_unlock
Steps:
1. dispenser_on:=false;
2. door_unlock:=false;
3. when(new_person_arrival is detected via RB0)
4. mode:=1;
5. time_since_arrival:=0;
6. end when;
7. when(tmr0 overflow)
8. increment time_since_arrival;
9. end when;
10. …
11. while(1)
12. while (mode ==1 and time_since_arrival < 30)
13. if(distance < 5cm)
14. dispenser_on:=true;
15. wait(3 sec);
16. dispenser_off:=false;
17. door_unlock:=true;
18. wait(30 sec);
19. door_unlock:=false;
20. end if;
21.  end while;
22. end while;
23. end.

Listing 11.2 Algorithm for smart hand sanitizer control executed on microcontroller.
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Fig. 11.4 Components for RFID-based person identification within contract tracing system 
based on Arduino Uno.

Input: card_detected, room_id
Output: door_unlock
Steps:

24. If(card_detected)
25. person_id:=ReadCard();
26. in_list:=checkInList(person_id);
27. if(person_id is in_list)
28. message:=newMQTT(person_id, timestamp, room_id);
29. sendMQTT(message);
30. door_unlock:=true;
31. end if;
32. else
33. door_unlock:=false;
34. end if;
35. return door_unlock;
36. end.

Listing 11.3 RFID-based person identification algorithm pseudocode executed on  
Arduino Uno.
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Input: infected_id, date_infected
Output: persons_at_risk
Steps:

1. room_id, last_visit:=QueryLog(infected_id);
2. days_passed:=date_infected-last_visit;
3. if(days_passed > 7)
4. persons_at_risk:=null;
5. else
6. day_range_begin:=last_visit-7 days;
7. day_range_end:=last_visit;
8. rooms_at_risk:=QueryLog(infected_id, day_range_begin, day_range_end);
9.  persons_at_risk = QueryLog(get all persons who were in rooms_at_risk, day_

range_begin, day_range_end);
10. For each person_id in persons_at_risk
11. date_interacted:=QueryLog(person_id, infected_id);
12.  SendNotification(person_id, “Warning! You were in the same room with 

infected person on ”+date_interacted);
13. End for;
14. end if;
15. return persons_at_risk;
16. end.

Listing 11.4 Pseudocode of algorithm executed on edge server responsible for notifying 
the persons who were in the same room with the infected one.

Listing 11.5 Solidity smart contract for infected person’s contact tracing using Ethereum 
blockchain platform.
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approach, the same RFID tag should be used across many organizations (such as NFC 
module on smartphone in card emulation mode).

In Fig. 11.5, workflow of RFID-based contact tracing is depicted.

11.3.4  Patrol of coordinated ground robots

Finally, a set of coordinated mobile ground robots equipped with camera is used for 
indoor monitoring. These robots patrol inside the building, collect images, which are 
further processed on edge server, and perform predefined activities as a response to 
the detected events. In this chapter, we use TurtleBot3 kit, model Waffle Pi for this 
purpose, which is based on Raspberry Pi 3. TurtleBot refers to series of affordable, 
battery-powered, vehicle-alike, ROS-based robots. Moreover, the Robot Operating 
System (ROS) covers a collection of open-source software components whose goal is 
to provide the possibility of convenient robot application development without being 
aware of low-level details regarding the robot hardware implementation.

For each image streamed from robot, the following checks are performed on edge 
server relying on computer vision algorithms, as described in Petrović and Kocić 
(2020): (1) person count, (2) mask detection, and (3) social distancing check. For 
the first one, a predefined human body detector in OpenCV is used, while the sec-
ond algorithm was previously mentioned. When it comes to social distancing, the 
algorithm relies on body detector, while the distance between each two persons is 
calculated, converted to meters, with respect to calibration formula from Petrović and 
Kocić (2020) and compated to predefined minimal value. Moreover, a companion AR-
enabled mobile app (Petrović, Tošić, & Nejković, 2021) based on AppSheet is used 
to notify the security guards about the detected COVID-19 safety violations. For each 
violation event (such as number of persons in room above threshold, presence of a 
person without mask, social distancing rule not respected), the number of room is also 
recorded, together with timestamp and corresponding image captured by robot that is 
shown to the security guard. Moreover, there is a map of events within the application.

Moreover, it is possible to define coordinated robot behavior in form of simple if-
then rules (Petrović, Tošić, & Nejković, 2021):

(11.1)
if robot detects violation in room then send patrol

ro
k k k i n   � � � �1

bbot with device in roomi i i  � �

Fig. 11.5 RFID-based contact tracing workflow: (1) Person identifier, (2) MQTT message, 
(3) notification of potentially infected persons, and (4) adding new block about potentially 
infected persons to Ethereum blockchain as a result of smart contract execution.
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Therefore, if a robot detects some indoor safety rule violation event in one of the 
rooms, it is possible to send a patrol of up to n robots at different locations, equipped 
with target sensor/actuators (denoted as device). For example, if a person’s mask is 
damaged, a patrol robot will detect that there is a person without proper mask in a 
room, so another robot holding a box of masks will be sent to that room, so this per-
son can take a new mask. Another example would be the case the number of persons 
inside room is above the threshold for this room size, so another robot equipped with 
speakers and text-to-speech enabled will be sent to warn them. For coordination ca-
pabilities, the robots rely on semantic protocol implemented within SCOR framework 
(Nejkovic et al., 2020).

In Fig.  11.6, screenshots of the companion mobile app are given. It covers the 
following aspects: robot management, violation event list (together with map), and 
coordination scenario design.

Furthermore, the app contains AR-enabled GUI (implemented using AR.js library 
for JavaScript), which gives the ability to see the robot status and list of detected 
events by pointing smartphone camera to barcode maker attached to robotic device, as 
shown in Fig. 11.7A. The user will be redirected to the corresponding AppSheet page 
related to robotic device by touching the box that appears over its marker, as shown 
in Fig. 11.7B.

In Fig. 11.8, overview of this case study is given.

11.3.5  COVID-19 indoor safety monitoring ontology

The main role of this ontology is to enable interoperability and coordination of het-
erogeneous IoT devices within COVID-19 indoor safety monitoring system. It is used 
for semantic annotation of device capabilities and sensor measurements in context 
of coordination scenario definition. This ontology builds upon the work presented in 
Petrović and Kocić (2020) and relies on semantic coordination protocol from Nejkovic 
et al. (2020). In Fig. 11.9, the visual representation of this ontology is shown.

In this ontology, the top-level concept is Monitoring System. Such system con-
sists of one or many Devices—either IoT low-power boards such as PIC micro-
controller, Arduino Uno and Raspberry Pi, ground robots, or conventional edge 
servers. Furthermore, each device can be equipped with Add-On, including various 
Sensors (Camera, Temperature, Microphone, and Distance sensors) and Actuators 
(Speakerphone, Mask Package). Within the monitored space, different types of Events 
can be detected using the available sensors. Among them, we have safety rule Violations 
(no mask, too many people, Social distancing—camera; high temperature—sensor; 
cough—microphone), Face (camera) and Hands Close detection (distance sensor), 
Arrival (RFID reader). Moreover, this ontology covers the definition of coordination 
rules (as defined in Eq. 11.1), so it is possible to define the desired action, which is 
executed as a Response when a specific type of event occurs. One of the following 
actions is supported: (1) notifying the Security Guard via mobile app that violation has 
occurred (Notify Guard); (2) locking the room door when a new visitor does not pass 
the entrance check (Lock Door); (3) bringing a package of masks using a robot for 
persons without mask (Mask Package); (4) warning the persons for social distancing 



Fig. 11.6 Screenshots of robot patrol AppSheet mobile companion app: (A) robot list, (B) sensor and actuator list, (C) violation list, and (D) 
coordination scenario design.
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or no mask violation using speech-enabled robot (Warn); and (5) spray sanitizer when 
hands are detected (Open Dispenser). For both the physical objects (Device, Door, 
Room, Person) and Events, the Room where it resides or occurs is relevant. This way, 
it is enabled to find the available Security Guard from the same Floor where Violation 
occurred and send him/her the corresponding notification. Otherwise, the first guard 
available is selected, using the SPARQL query from Petrović and Kocić (2020). When 
it comes to contact tracing scenario, it is necessary to know which are the poten-
tially infected persons (Infected property). Furthermore, for each room, two numbers 
are relevant: (1) maximum number of persons allowed (Person Limit) and (2) current 
number of persons inside it (Person Count). In Listing 11.6, a SPARQL query, which 
returns all rooms where the current number of persons is greater than limit, is given.

Fig. 11.7 AR robot patrol companion app: (A) AR.js interface and (B) details view in AppSheet.

Fig. 11.8 Coordinated robot patrol for indoor monitoring case study: (1) Observation, 
(2) camera images, (3) image sent to server, (4) computer vision algorithm results, (5) 
coordination scenarios, and (6) robot patrol coordination.



Fig. 11.9 Visual representation of COVID-19 Indoor Safety Monitoring Ontology (CISMO).
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11.4  Results and evaluation

In this section, evaluation of relevant aspects related to performance of the presented case 
studies is given. For the purpose of evaluation, a laptop running on Intel i7 7700-HQ quad-
core 2.80 GHz CPU, equipped with 16 GB of DDR4 RAM and 1 TB HDD was used as 
edge server in experiment scenarios. For computer vision-based monitoring tasks and ro-
bot patrol, Raspberry Pi 3 devices were used. Moreover, for temperature measurement, we 
leveraged Arduino Uno Rev. 3, while PIC16F870 served as control unit for entrance check 
system and hand sanitizer. Finally, semantic knowledge base was deployed on faculty’s 
cloud server. When it comes to smartphone devices, due to multiplatform support, both 
iOS and Android models were involved—iPhone 6s Plus and Redmi Note 8, respectively.

In Table 11.1, the results of performance evaluation under given conditions for vari-
ous aspects relevant to the presented case studies are shown. The first column refers to 
the name of the considered case study. Moreover, the second column denotes the aspect 
relevant to the case study, which is being evaluated. Furthermore, the third column 
holds the information about the settings and conditions related to experiment envi-
ronment, such as image resolution or framework used—OpenCV or YOLO (computer 
vision tasks), sensor type (distance and temperature measurement), and smartphone 
model (mobile app response time). Finally, the last column shows the performance 
evaluation results for the target measurement, related to some aspect within the consid-
ered case study. For example, in case of computer vision tasks, it could be either fram-
erate or detection accuracy; regarding the end-user applications, the average response 
time is considered; in case of massive notification, it is the number of persons involved; 
for semantic knowledge base, it is the average query execution speed, while for other 
sensor measurements, it refers to relative/absolute error or failure rate.

According to the achieved results, it can be concluded that IoT devices and smart-
phones are usable in the presented case studies with performance, which is at accept-
able level. However, for more complex scenarios, their processing power is a limiting 
factor, so more powerful devices, such as traditional servers would be needed. On the 
other hand, the main advantage of IoT devices is their low price, making such systems 
affordable for institutions in developing countries.

Listing 11.6 SPARQL query used for checking if there is room with greater number of 
persons inside than allowed.



Case study Aspect Conditions/settings Performance

Entrance check Face detection Resolution (w × h) (Framework) Framerate (fps) Accuracy (%)
320 × 240 (OpenCV) 35.6 92
640 × 480 (OpenCV) 23.4 94

Mask detection Resolution (w × h) (Framework) Framerate (fps) Accuracy (%)
320 × 240 (OpenCV) 25.42 87
640 × 480 (OpenCV) 11.24 91
320 × 240 (YOLO) 4.41 92
640 × 480 (YOLO) 1.72 96

Temperature check Sensor Measurements per second Relative error (%)
MLX90614 8 2

Security guard notification Mobile device Response time (s)
Redmi Note 8 0.94

Automatic hand sanitizer Distance measurement Sensor Measurements per second Average error (cm)
SRF04 10 0.5

RFID contact tracing RFID read Sensor Average entry time (s) Fail rate (%)
RC522 0.74 12.5

Notification delivery Number of persons Delivery time (s)
19 3.8

Robot patrol Person counting Res. (OpenCV) Num. persons Framerate (fps) Accuracy (%)
320 × 240 4 24.51 78
640 × 480 10.92 81

Social distancing 320 × 240 4 19.74 72
640 × 480 9.15 76

Semantic knowledge 
base

 Server location Average query execution time (s)
Infected person retrieval Faculty’s cloud 1.16
Security guard notification 0.78
AR companion app Mobile device Framerate (fps)

iPhone 6s Plus 28

Table 11.1 Case study evaluation results.



270 Viruses, Bacteria, and Fungi in the Built Environment: Designing Healthy Indoor Environments

11.5  Conclusion and future works

In this chapter, an overview of smart technologies for COVID-19 indoor safety 
monitoring is given, and their effectiveness in this context was evaluated on several 
case studies from the University of Niš, Faculty of Electronic Engineering, Serbia. 
According to the achieved results, it can be confirmed that these smart technologies 
are key-enablers in case of COVID-19 spread prevention, especially computer vision 
and IoT devices, which are crucial for the implementation of cost-effective solutions. 
Furthermore, the presented case studies present cost-effective solutions, which are 
affordable for most institutions.

However, our future plan is to focus on adoption of embedded artificial intelligence 
for indoor monitoring, especially in light of new generation AI-enabled embedded 
hardware, such as Arduino Nano 33 BLE Sense.m These new models of small-size 
microcontrollers are compatible with lightweight machine learning frameworks, such 
as TinyML and TensorFlow Liten (Warden & Situnayake, 2019), opening new hori-
zons of innovative usage scenarios relevant to coronavirus pandemic leveraging other 
environment data sources than images (which is one of the main topics covered in this 
chapter), such as cough classification (Bansal, Pahwa, & Kannan, 2020; Melek, 2021; 
Pahar, Klopper, Warren, & Niesler, 2021).
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