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Photonic systems based on energy-time entanglement have been proposed to test local realism using the Bell
inequality. A violation of this inequality normally also certifies security of device-independent quantum key
distribution (QKD) so that an attacker cannot eavesdrop or control the system. We show how this security test
can be circumvented in energy-time entangled systems when using standard avalanche photodetectors,
allowing an attacker to compromise the system without leaving a trace. We reach Bell values up to 3.63 at
97.6% faked detector efficiency using tailored pulses of classical light, which exceeds even the quantum pre-
diction. This is the first demonstration of a violation-faking source that gives both tunable violation and high
faked detector efficiency. The implications are severe: the standard Clauser-Horne-Shimony-Holt inequality can-
not be used to show device-independent security for energy-time entanglement setups based on Franson’s
configuration. However, device-independent security can be reestablished, and we conclude by listing a number
of improved tests and experimental setups that would protect against all current and future attacks of this type.

INTRODUCTION

A Bell experiment (I) is a bipartite experiment that can be used to test
for preexisting properties that are independent of the measurement
choice at each site. Formally speaking, the experiment tests if there is
a “local realist” description of the experiment that contains these preex-
isting properties. Such a test can be used as the basis for security of quan-
tum key distribution (QKD) (2, 3). QKD uses a bipartite quantum
system shared between two parties (Alice and Bob) that allows them
to secretly share a cryptographic key. The first QKD protocol (BB84)
(2) is based on quantum uncertainty (4) between noncommuting
measurements, usually of photon polarization. The Ekert protocol
(E91) (3) bases security on a Bell test instead of the uncertainty relation.
Such a test indicates, through violation of the corresponding Bell inequality,
a secure key distribution system. This requires quantum entanglement,
and because of this, E91 is also called entanglement-based QKD.

To properly show that an E91 cryptographic system is secure or, al-
ternatively, that no local realist description exists of an experiment, a
proper violation of the associated Bell inequality is needed. As soon
as a proper violation is achieved, the inner workings of the system is
not important anymore, a fact known as device-independent security
(5, 6) or aloophole-free test of local realism (7). In the security context,
the size of the violation is related to the amount of key that can be se-
curely extracted from the system. However, a proper (loophole-free) vi-
olation is difficult to achieve. For long-distance experiments, photons
are the system of choice and one particularly difficult problem is to de-
tect enough of the photon pairs; this is known as the efficiency loophole
(8-10).

If the violation is not good enough, there may be a local realist de-
scription of the experiment, giving an insecure QKD system. Even
worse, an attacker could control the QKD system in this case. One par-
ticular example of this occurs when using avalanche photodetectors
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(APDs), which are the most commonly used detectors in commercial
QKD systems: these detectors can be controlled by a process called
“blinding” (11), which enables control via classical light pulses. When
using photon polarization in the system, and if the efficiency is low
enough in the Bell test, the quantum-mechanical prediction can be
faked in such a controlled system (12, 13). This means that the (appar-
ent) Bell inequality violation can be faked, making a QKD system seem
secure while it is not. Note that a proper (loophole-free) violation can-
not be faked in this manner.

Here, we investigate energy-time entanglement-based systems in
general and the Franson interferometer (14) in particular. Traditional
polarization coding is sensitive to polarization effects caused by optical
fibers (15), whereas energy-time entanglement is more robust against
this type of disturbance. This property has led to an increased attention
to systems based on energy-time entanglement because it allows a de-
sign without moving mechanical parts, which reduces complexity in
practical implementations. A number of applications of energy-time en-
tanglement, such as QKD, quantum teleportation, and quantum repeat-
ers are described by Gisin and Thew (16). In particular, Franson-based
QKD has been tested experimentally by a number of research groups
(17-22).

It is already known that a proper Bell test is more demanding to
achieve in energy-time entanglement systems with postselection
(23, 24), but certain assumptions on the properties of photons also re-
duce the demands to the same level as for a photon polarization-based
test (25, 26). The property in question is the particle-like behavior of the
photon: it does not “jump” from one arm of an interferometer to the other.
Clearly, classical light pulses cannot jump from one arm to the other, so
the question arises: Is it at all possible to control the output of the de-
tectors using classical light pulses to make them fake the quantum cor-
relations? Below, we answer this question in the positive and give the
details of such an attack and its experimental implementation.

Moreover, not only are faked quantum correlations possible to reach
at a faked detector efficiency of 100%, but also, it is even possible to fake
the extreme predictions of nonlocal Popescu-Rohrlich (PR) boxes (27)
at this high detector efficiency. These predictions reach the algebraic
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maximum 4 of the CHSH (Clauser-Horne-Shimony-Holt) inequality
and would make a QKD system user suspicious; an attacker would,
of course, not attempt to exceed the quantum bound 2+/2 (28). Finally,
there are countermeasures that reestablish unconditional security, and
we list a few examples, see the study of Jogenfors and Larsson (24) for a
more complete list.

A Bell test of device-independent security, alternatively local realism,
is always associated with a Bell inequality. The relevant part of the E91
QKD protocol up to and including the Bell test looks as follows. The
general setup is a central source connected to two measurement sites,
one at Alice and the other at Bob. The source prepares an entangled
quantum state and distributes it to Alice and Bob, who each can choose
between a number of measurement settings for their devices. The
output can take the values -1, 0, or +1, denoting, for example, horizon-
tal polarization, nondetection, and vertical polarization. Here, we are
considering a pulsed source so that there are well-defined experimental
runs and, therefore, also well-defined nondetection events. Alice selects
arandom integer j € {1, 2, 3} and performs the corresponding measure-
ment Aj;. Bob does the same with a random number k € {2, 3, 4} and
measurement By. The quantum state and measurements are such that if
j =k, then the outcomes are highly (anti-)correlated. This preparation
and measurement process is performed over and over again until
enough data have been gathered.

After a measurement batch has been completed, Alice and Bob
publicly announce which settings j and k were used (but not the cor-
responding outcomes). They can then determine which measurements
used the same settings j = k and use the highly (anti-)correlated
outcomes for key generation. The remaining outcomes correspond-
ing to j # k can be used for security testing in the Bell-CHSH (1, 29)
inequality

S, = |E(41By) + E(43B,)| + (1)
|E(4A3By) — E(A1By)| <2

where E (A;By) is the expected value of the product, often called “cor-
relation” in this context. If the experimental S, is larger than 2, then
there is a violation and the system is secure; there can be no local realist
description of the experiment. The size of the violation is related to the
output key rate; the maximal quantum prediction is 2v/2.

However, a proper violation is difficult to achieve. There are a
number of ways that the test can give S, > 2 but still fail, known
as loopholes (7). The most serious one is the detector efficiency loop-
hole, wherein nondetections or zeros are not properly taken into ac-
count. If the zeros are ignored, conditioning on detection at both
sites gives the conditional correlation E(AjBk|coinc.) and a modified
bound (9, 10)

Sr¢ = |E(41B;|coinc.) + E(A43B;|coinc.)| +
4
|E(A3B4|coinc.) — E(AlB4|coinc.)|§ﬁ -2 2)

The efficiency m is the ratio of coincidences to local detections (10)
and needs to be above 82% for the quantum value to give a violation.
This is ignored in current experiments, with almost no exception (30-32).
In the context of QKD, ignoring the zeros is allowed only if the attacker
(Eve) cannot control the detectors to make no-detections depend on the
local settings j and k. Unfortunately, the commonly used APDs can be
controlled (11, 13) unless extra precautions are taken.
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For this study, we have investigated a quantum device based on
energy-time entanglement with postselection. Although the results
presented below are acquired from this particular device, the results ap-
ply to any such system. The Franson interferometer (14) is shown in
Fig. 1 and is built around a source emitting time-correlated photons to both
Alice and Bob. The unbalanced Mach-Zehnder interferometers have a
time difference AT between the paths. In our pulsed setting, the time
difference between a late and an early source emission is AT, giving rise
to interference between the cases “early source emission, photons take
the long path” and “late source emission, photons take the short path.”
There will be no interference if the photons “take different paths”
through the analysis stations, and those events are discarded as non-
coincident in a later step.

The analysis stations have variable phase modulators, and the
setting choices are q);.’ for measuring A; at Alice and ¢f for measuring
By at Bob. The quantum state is such that, given coincident detection,
the correlation between A; and By is high if (I);I +¢? = 0. In the
absence of noise, the correlation between Alice’s and Bob’s outcomes
will be (14)

E(A;By|coinc.) = cos (q)j‘ + %) (3)

This again violates the CHSH inequality (I), but only if the post-
selection is ignored (23). When postselection is taken into account,
one arrives at the inequality (2) with n = 50%, giving a bound of 6,
which is no restriction. The question now is if Eve can control the
system and fake the violation.

RESULTS

Using classical pulses of light as described in the Materials and Methods
section, Alice and Bob measure a Bell value of

Sy = 2.5615 £ 0.0064 (4)

which clearly violates the Bell bound 2. Figure 2 shows the variation of
S, over 27 s as a solid black line. The stand-alone detectors have a faked
efficiency of 100% when blinded; however, the detectors do not have
identical optical and electrical properties. A slight adjustment of optical
blinding power has therefore been used to avoid having both detectors
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Fig. 1. Experimental setup of the Franson interferometer. The setup
consists of a source, 2 x 2 couplers (C), delay loops (AT), phase modulators
¢* and ¢5 and detectors (D).
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Fig. 2. The faked Bell value of our source is 2.5615 + 0.0064 (solid black
line), which clearly violates the CHSH inequality S, < 2. It is possible to
increase the faked Bell value up to 3.6386 + 0.0096 (dotted blue line, data for
time slots wherep<r<1/2—-por1/2+p <r<1-p).In both cases, the faked
efficiency is 97.6%. Each point in the diagram corresponds to the S, value for
1 s worth of data.

click simultaneously. This gives a slight reduction in efficiency. Our
source has a repetition rate of 5 kHz, and the average rate of clicks is
4.88 kHz, giving an average faked efficiency of 97.6%. The experimental
Bell value is lower than the quantum prediction 2+/2 because of noise,
most of which is due to unwanted clicks because pulses below the
threshold are close to the threshold and are thus sensitive to small-
intensity variations of the lasers.

Adjusting the source to produce fake nonlocal PR boxes (27) gives a
faked Bell value of

S, = 3.6386 + 0.0096 (5)

which is even beyond the quantum bound 2+/2. This is plotted in Fig. 2
as a dotted blue line. The faked efficiency remains at 97.6%, and noise
still lowers the value from the ideal 4. As previously mentioned, Eve is
free to combine pulses and phases at will to produce any Bell value be-
tween 0 and the above value 3.63. If the noise rate of the system is
known, she can compensate by aiming for a higher Bell value and letting
the noise bring it back down. This allows her to reach a faked Bell value
that is indistinguishable from 2/2.

DISCUSSION

Our faked Bell value seemingly violates the Bell-CHSH inequality, even
though we are dealing with outcomes produced by classical light, that is,
a local realist model. The more appropriate Bell inequality (2) for
conditional correlations is clearly ineffective as a test of device-
independent security with energy-time entanglement that uses postse-
lection. The bound is too high. We need to improve the security tests in
such a way that they unequivocally show security so that they can give a
loophole-free violation of local realism.
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An intuitive countermeasure to our attack is to add a power monitor
to the analysis station that detects if the incoming light is too bright. If
such an anomaly is detected, Alice and/or Bob are alerted and discard
the relevant measurement outcomes. This modified Franson interfer-
ometer would not be vulnerable to the specific attack as described so
far; however, it does not solve the postselection loophole, which is the
actual issue at hand. Intuitive countermeasures such as power monitors
were discussed by Lydersen et al. (33), who note that attacks can be
adapted to such modifications (“a power meter at Bob’s entrance. . .will
not reveal the after-gate attack”). A similar argument already appears in
the study of Lydersen et al. (11). In addition, Lydersen ef al. (34) argue
that loopholes should be countered by modifying the security proofs,
and not by requiring manufacturers to make “frequent, possibly costly
upgrades to their systems.”

If we want keep the Franson interferometer unchanged, we need to
use “fast switching” (23, 24) and Pearle-Braunstein-Caves chained Bell
inequalities (8, 35) modified to apply under postselection. Fast switching
refers to changing the phase setting so frequently that it is possible to
have different phase settings for the two possible time delays, see Jogenfors
and Larsson (24) for details. The chained inequalities are weakened
but still produce a usable bound even after postselection on coincidence

|E(A)B;|coinc.) + E(A3B;|coinc.)| +
|E(A3Bs]coinc.) + E(AsBs|coinc.)| +

4 (6)
|E(Aan-1Bay|coinc.)—E (A4, Byy|coinc.)| <

2N-1.

Svp =

The standard inequalities do not condition on coincidence as is needed
here, and they also have the bound 2N - 2, which is more restrictive. In-
equality (6) only gives the upper bound S, < 3 for the Bell-CHSH value,
so the standard test is not useful even with fast switching. However, the
quantum-mechanical prediction Sy = 2N cos(2N) does violate this if
N = 3, even though the violation is smaller than the standard Bell test.
This reestablishes device-independent security for energy-time entangled
QKD. In practice, though, the experimental requirements are high be-
cause the lowest acceptable visibility is 94.64% (24).

A better solution would be to eliminate the core problem: the post-
selection loophole. One alternative is the use of “hugging” interferom-
eters (24, 36) that gives an energy-time entangled interferometer with
postselection, but without a postselection loophole. This setup is often
referred to as “genuine energy-time entanglement.” The drawback is the
requirement of not one, but two fiber links each to Alice and Bob. A Bell
violation has been shown experimentally (37), even with 1-km fiber
length (38). Another alternative is to replace the first beam splitter of
the analysis station with a movable mirror (24, 39, 40). This setup does
not require postselection at all, and therefore, the original CHSH in-
equality is applicable.

In conclusion, we reiterate that Bell tests are a cornerstone of
QKD and are necessary for device-independent security. Device-
independent Bell inequality violation must be performed with care to
avoid loopholes. Energy-time entanglement has the distinct advantage
over polarization in that time and energy are more easily communicated
over long distances than polarization. Therefore, energy-time entangle-
ment may be preferable as a quantum resource to perform reliable key
distribution.

Here, we have shown that QKD systems based on energy-time entan-
glement with postselection are vulnerable to attack if the corresponding
security tests use the original CHSH inequality. Eve blinds the detectors
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and uses a local hidden variable (LHV) model to fool Alice and Bob into
thinking that their system violates Bell’s inequality even though there is
no entanglement. Eve only needs access to the source device, not Alice’s
or Bob’s measurement devices or laboratory equipment (including
computers). Still, she fully controls the key output and breaks the secu-
rity of the Franson system without Alice or Bob noticing.

Our attack has been performed with a faked detector efficiency of
97.6%, which is high enough to avoid the fair sampling assumption. It
also shows that our Bell violation is not due to an artificially low
detector efficiency apart from the inherent postselection. We can
compare this to the study of Gerhardt et al. (13), where the faked de-
tector efficiency was 50% when using active basis choice; that attack
has an upper limit of 82.8% (9, 10). Even if the faked detection effi-
ciency in our experiment were 100%, our attack would work because
the inherent postselection of the Franson interferometer removes
half of the events.

In addition, our attack can produce a Bell value S, = 4 at any effi-
ciency. Given the noise rate of a QKD device, Eve can fine-tune the at-
tack to imitate the quantum prediction to any accuracy, therefore
evading detection in a simple and effective way. It remains a fact that
fast switching will restrict the Bell value to be below 3, but this fine-
tuning ability shows the level of control an attacker can exert onto
the system.

To build a device-independent QKD system based on energy-time
entanglement, the designer will either have to use fast switching and re-
place the CHSH inequality with stronger tests such as modified Pearle-
Braunstein-Caves inequalities, or use a system that does not exhibit the
postselection loophole. These suggested improvements both have the
essential property of establishing device independence without requir-
ing additional assumptions and thereby maintain the powerful simpli-
city of device-independent QKD.
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MATERIALS AND METHODS

Eve performs the attack by replacing the source with a faked-state
generator that blinds the APDs (see Fig. 3) and makes them click at cho-
sen instants in time. The blinding is accomplished using classical
light pulses superimposed over continuous-wave (CW) illumination
(11). In normal operation, an APD reacts to even a single incoming
photon. A photon that enters the detector will create an avalanche of elec-
trical current, which results in a signal, or “click,” when the current
crosses a certain threshold. The avalanche current is then quenched
by lowering the APD bias voltage to below the breakdown voltage,
making the detector ready for another photon and resulting in the so-
called Geiger mode operation.

Under the influence of CW illumination, the quenching circuitry
will make the current through the APDs proportional to the power of
the incoming light. This will change the behavior of the APD into the
so-called linear mode, more similar to a classical photodiode. It will no
longer react to single photons, nor register clicks in the usual Geiger-like
way and is therefore said to be “blind.” The appropriate choice of CW
illumination intensity will make the APD insensitive to single photons,
yet still register a click when a bright pulse of classical light is
superimposed over the CW illumination (11).

What remains is to construct classical light pulses that will give clicks
in the way that Eve desires, violating the Bell inequality test for the Fran-
son interferometer. Eve uses pulses with intensity I and pulse length T <
AT intermingled with the CW light that blinds the APDs. A single pulse
emitted by the source will be split when traveling through the interferom-
eter, resulting in two pulses in each output port with intensity I/4 each.
Alternatively, if two pulses are emitted, separated by AT and with phase
difference w, these two pulses will split to three. The middle pulse of the
three is built up by two parts, so that the +1 outputs show interference

I'te
§ (No click)
=
g
I -
2
S
1 H I
I-
0 HT = t
0 AT 2AT 3AT

B Destructive interference at the — output gives a
small early time slot intensity and no corresponding
click.

Fig. 3. The blinding attack causes the detector to click only for pulses of greater intensity than I;. If Eve sends three pulses of equal intensity /,
they will arrive as four after the interferometer. By changing the phase shifts o and m_ between the pulses at the source, she can control the intensity of
the early and late middle pulses at the + output ports, giving clicks as desired. Here, ¢ = 0, wg =7/8, and w_ =1/4. The first and last pulses have a constant

intensity of /4.
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I (¢, w) = I cos’ (M%)

I (0, ) = I sin’ (MT“’>

where ¢ is the phase setting of the local analysis station. The chosen ®
controls the ¢ dependence of the output. For example, if I is just less than
2Irand ® = 0, there will be a +1 click for || < /2 and a —1 click otherwise.

However, this is not enough to fake the Bell violation, because the
detection time needs to depend on the local setting (23). To enable
this, Eve makes the source emit a group of three pulses separated
by AT, with phase difference wg between the first and second pulse,
and o, between the second and third pulse. When this pulse train
passes through the interferometer, the output is four pulses, where
the two center pulses have controllable intensity because of interfer-
ence. The intensities for these two (early/late) pulses are

I (6wg) = I cos? (MT(D)
I (60g) = I sin’ ((HTU)>
I (o) = I cos <¢+27®L)
I (60r) = I sin? (¢+2_wL)

For example, with the same choice of I as above, wg = 0, and oy, = /2,
there will be an early +1 click if ¢ = 0, and a late —1 click if ¢ = n/2. Note
that the pulse trains to Alice and Bob can be chosen independently.

The last step of the attack is to use the LHV model in Fig. 4, which is
a discretized version of an earlier known model (23). This LHV model
prescribes the distribution of the sign and time slot of outcomes for
Alice and Bob given local settings ¢* and ¢. Single-particle outcomes
obtained in this way follow the quantum predictions (23). The parameter
p controls the desired level of violation, and 6 and r are hidden variables
that are chosen randomly for each experimental trial.

For the purposes of our attack, we choose to focus on the present Bell
test: 0 = 0,0§ = n/2,¢5 = -n/4,and ¢ = —3m/4, s0 that the hidden

(7)

r
1
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variable 0 is a multiple of /4. Eve randomly chooses hidden variables rand 6
as stated in Fig. 4, and reads off the desired results for the two settings at Alice.

If the results are in the same time slot, she uses two pulses and can
directly calculate the needed phase difference. If the results are in different
time slots (this only happens for Alice), Eve uses three pulses and calcu-
lates the two phase differences. The same r and 6 are used to calculate the
phase difference for Bob. Repeating this procedure will produce random
outcomes (to Alice and Bob) that give exactly the quantum predictions
for the mentioned settings, violating the Bell-CHSH inequality.

Joint Alice-Bob trials were performed with the pulse amplitudes as
described in Eqs. 7 and 8 and depicted in Fig. 3. At the desired detector
and time slot, a “click” will be forced (Fig. 3A) by constructive interfer-
ence, whereas destructive interference causes “no click” (Fig. 3B). The
sampling time used was 1 s, and each experiment was run for at least 27 s
(see Fig. 2). At each point in time, the joint probabilities of Alice’s and
Bob’s outcomes are computed from the detector counts, and these were
then used to determine the Bell value. Note that the early and late time
slots are measured in different experimental runs.

By adjusting the parameter p of the LHV model, we can go even
further and produce Bell values up to and including the value 4 (see
Fig. 4). Of course, Alice and Bob would be suspicious if they measured
this value because their experiment does not contain nonlocal PR boxes
(27). Eve would instead tune the Bell violation to compensate for inher-
ent noise by raising the value just enough to reach 2+/2.

EXPERIMENTAL SETUP

The attack was experimentally implemented as shown in Fig. 5 and is
built using standard fiber optic components. The CW is produced by a
CW laser, whereas the pulses are created by a pulsed laser. These two
light sources are combined at a fiber optic 2 x 2 coupler and then split
into one beam for Alice and one for Bob. Each of these beams is then
sent into a fiber optic 3 x 3 coupler (tritters) that equally divides them
into three arms. The first arm consists of a AT delay loop and a phase
modulator g, the second arm has two AT delay loops and a phase
modulator wy, (so that @, = wy — ©g), whereas the third arm performs

,
1
+1, -1y,
1
2
B(¢P) = +1g —1g
0+ 0P
s s 3 T 5 3 T
0 1 3 7 = L oen

Fig. 4. Discretized LHV model (23) that can give any Bell value between 2 and 4. The hidden variables are 0 < r < 1 (a real number in the unit interval)
and 6 =n—, where 0 <n < 7isan integer. The parameter 0 < p < 1/4 can be chosen freely, and the output Bell value is S, = 4 — 8p, so that the “classical” S, = 2 is
obtained with p = 1/4, the “quantum” S, = 2+/2 is obtained with p = (2 — v/2)/4 (as in the figure), and the “nonlocal box” S, = 4 is obtained with p =0, all at

100% faked efficiency and 50% postselection.
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Fig. 5. Experimental setup of the attack on the Franson interferometer.
The source consists of a CW laser for blinding the detectors, a pulsed laser
for generating the bright classical light pulses, fiber optic couplers (C) delay
loops (AT), phase modulators (o and ¢), and detectors (D). Alice and Bob
have the same analysis stations as in Fig. 1.

no action. The three arms are then combined by a second 3 x 3 coupler into
one output port that creates the output of the faked-state source generator.

The source sends bright light pulses with the setting and phase
difference(s) to Alice’s and Bob’s analysis stations in the Franson inter-
ferometer. Each of the two analysis stations is constructed in a similar
fashion: two fiber optic 2 x 2 couplers and one delay loop AT and a
phase modulator (])A (Alice’s side) or ¢B (Bob’s side).

The detectors used in the experiment are commercial products from
Princeton Lightwave. These detectors are InGaAs avalanche photodiodes
that use Geiger and biased pulse modes at the operating temperature 218 K.
The detection wavelength range is 1300 to 1550 nm, giving a maximum
detection efficiency of 20% at 1550 nm. The dark count rateis 5 x 10> ns ™.
Although the attack is demonstrated on this specific detector, other detector
types using similar devices and circuitry are vulnerable as well.

Because the CW power becomes unevenly distributed between de-
tectors, the efficiency of the blinding was affected. This imbalance was
avoided by installing digital variable attenuators at the output ports. In
addition, optical isolators were placed in front of the detectors to pre-
vent crosstalk. The interferometers are passively stabilized and placed in
a thermally and mechanically isolated environment in the form of a
metal enclosure lined with styrofoam. This isolation has the effect of
reducing phase drift, giving a 30-s time window in which measurements
can be performed before a manual recalibration is required.
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