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Abstract
Recently, research on blockchain applications in the healthcare research domain has attracted increasing attention due to its 
strong potential. However, the existing literature reveals limited studies on defining use cases of blockchain in clinical research, 
categorizing and comparing available studies. Therefore, this study aims to explore the significant potential and use cases of 
blockchain in clinical research through a comprehensive systematic literature review (SLR). To thoroughly investigate all aspects 
of the subject, we analyzed primary studies based on research questions (RQs) and developed a unified conceptual model using 
step-based model creation. Studies from 2015 to 2023 were reviewed, and 34 primary studies were comprehensively analyzed by 
using the PICO template. In our findings, privacy emerged as the most frequently cited requirement in clinical research. The most 
mentioned use cases for blockchain are ensuring data immutability and security. A significant issue identified beyond the com-
mon blockchain limitations of capacity and scalability is the lack of standards for compliance with legal frameworks like GDPR 
and HIPAA. After all these efforts, we developed a conceptual model, which, to our best knowledge, is the first in the literature 
to support software developers and clinical researchers in developing and using blockchain-based research platforms efficiently.

Keywords  Blockchain technology · Healthcare research · Conceptual model · Clinical trials · Systematic literature review

1  Introduction

Clinical research plays a crucial role in assessing the effec-
tiveness and safety of new drugs, medical equipment, 
and healthcare interventions and establishing estimations 
about the cause and effect of diseases [1]. Although clini-
cal research is vital for advancing medical knowledge and 
improving patient care, it also presents many challenges. 
Juneja and Banga [2] outlined these challenges in current 
clinical research approaches, categorizing them into signifi-
cant areas such as data management, data sharing, security 
concerns, and the subject enrollment process. Furthermore, 

Choudhury et al. [3] highlighted the complexities of multi-
center clinical research, emphasizing risks such as cen-
tralized data loss and difficulties in regular data updating 
and integration. Another critical ethical concern in clini-
cal research is obtaining patient consent [4]. Current prac-
tices often fail to manage the patient consent process effi-
ciently, such as inadequacies in obtaining permission for 
added information, failure to provide consent documents to 
patients, and inaccurate or outdated consent forms [5, 6]. 
Moreover, clinical data obtained from multiple resources are 
often unavailable for further use [7] and not interoperable 
enough [8]. In addition to these challenges, the transparency 
issues in the publication process of clinical research pose a 
significant concern regarding the reliability and scientific 
efficacy of research findings [9].

When the literature was examined, it was noticed that the 
challenges mentioned above and the approaches and tech-
nologies to be used in solving these problems, particularly 
data sharing in multi-center research, interoperability, and 
reusability, were not adequately addressed. The insufficient 
emphasis on these problems in literature causes significant 
challenges for the clinical research industry. Neglecting to 
address these problems can impact research efficiency and 
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its outcomes’ reliability. Methodological issues, ranging 
from scientific misconduct to fraud, leading to reproduc-
ibility deficiencies, are serious problems that compromise 
the outcomes of clinical studies and undermine research 
quality [10]. Furthermore, it is essential to recognize that 
failure to tackle such issues can lead to increased costs for 
the industry and make research processes more complicated 
[8]. Therefore, it is crucial to fill these notable gaps in clini-
cal research and address them in a broader literature context. 
Not only does it lead to more robust scientific findings, but 
it also fosters advancement within the healthcare domain.

Based on all of these, alternative technologies and 
approaches are required to address complex clinical research 
requirements and improve clinical research practices [11]. 
One such technology that has gained attention for its poten-
tial in addressing these challenges is blockchain. Blockchain 
is a distributed, decentralized, and timestamped ledger sys-
tem that can record continuously growing data and transac-
tions permanently and unchangeably. In addition, blockchain 
technology can provide logic to the data-exchanging pro-
cess through smart contracts and next-generation blockchain 
frameworks [12–14]. Blockchain technology has enormous 
potential and a global impact on improving the quality and 
efficiency of clinical research by enabling it to track, share, 
and manage research data. Above all, it provides the trans-
parency and privacy essential to clinical research and is 
required by all parties of the clinical research community, 
such as patients, researchers, and institutions. Technologi-
cal capabilities such as ensuring data integrity with crypto-
graphic functions, traceability, and chronological recording 
of data are other essential functions of blockchain technol-
ogy for clinical research [10]. It is also worth noting that one 
of the most important factors in blockchain’s prominence 
is its ability to meet the diverse needs of clinical research 
single-handedly. Due to the significant potential of block-
chain technology to offer substantial contributions in this 
domain, we aimed to uncover this enormous capacity and 
explore the use cases in clinical research by examining the 
details of the studies conducted in this area through a com-
prehensive SLR. During the SLR process, studies from the 
most well-known scientific digital libraries (ACM, Google 
Scholar, IEEE Xplore, Web of Science, PubMed) and from 
2015 to 2023 were searched. Since this technology gained 
popularity in the healthcare sector around 2015, interest has 
significantly increased by 2018 and beyond. From this point 
forward, there was a notable surge in scholarly publications 
and research efforts exploring blockchain’s potential applica-
tions in healthcare [15]. After applying inclusion and exclu-
sion criteria to the initially retrieved studies, 34 primary 
studies were selected [16]. To comprehensively examine 
all aspects of the subject, the selected primary studies were 
reviewed and analyzed using the RQs (Research Questions) 
we formulated.

To better understand the problem areas identified 
through this SLR study and the solution approaches offered 
by blockchain technology, there is a clear need for a con-
ceptual model that encompasses the challenges identified 
by the research questions and solution strategies for them. 
This conceptual model should synthesize findings from the 
literature to provide a holistic understanding of the chal-
lenges exposed in clinical research. It should also propose 
innovative solutions and best practices derived from existing 
research to address these challenges effectively. By integrat-
ing information from multiple sources and stakeholders, this 
conceptual model can serve as a valuable resource to guide 
future research and practice in clinical research. Therefore, 
in this study, a conceptual model has been developed based 
on the output of the SLR. This conceptual model, to the 
best of our knowledge, is first in literature and includes the 
fundamental components of the solution, their relationships, 
and the overall dynamics within the software.

This research has the potential to benefit two distinct 
groups especially. The results revealed by this SLR study 
and the developed unified conceptual model can enable both 
software developers and clinical researchers who are end 
users. By providing a clear framework, conceptual models 
facilitate better communication and understanding among 
clinical research stakeholders, including software develop-
ers, leading to more efficient development and implementa-
tion of blockchain solutions. This, in return, enhances clini-
cal research systems’ overall quality and reliability, ensuring 
secure and transparent management of clinical trial data.

More clearly, the main contributions of our study are as 
follows:

•	 Identifying the essential characteristics of available lit-
erature.

•	 Outlining the requirements and specifications of clinical 
research.

•	 Overviewing the techniques used to validate/verify 
results in clinical studies.

•	 Identifying the use cases of blockchain technology in the 
healthcare research domain.

•	 Summarizing the requirements specifications for imple-
menting blockchain technology.

•	 Sketching the services, standards, regulations, and pro-
tocols involving blockchain technology.

•	 Developing a unified conceptual model, to the best of 
our knowledge, that is first in the literature based on this 
study’s results.

The rest of this paper follows this structure: Section 2 briefly 
explains and compares related studies with this SLR. Section 3 
presents the research methodology, including details of the SLR 
process, RQs, the number of primary studies, exclusion/inclu-
sion criteria, and the data extraction process. Section 4 reports 
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the results of the SLR by analyzing data from the reviewed 
papers. Section 5 summarizes and discusses essential findings. 
Section 6 presents the conceptual model development process 
based on this study’s results. Section 7 briefly explains the 
potential threat to validity. Finally, Section 8 gives conclusions 
and suggestions for further research.

2 � Related works

This section explains the former literature review studies inves-
tigating blockchain applications in the healthcare research 
domain (Table 1). To account for the potential omission of 
relevant secondary studies by our search string outlined in 
Section 3b, additional searches were conducted using varia-
tions such as “SLR,” “systematic literature review,” “review,” 
“clinic research,” and “blockchain.” As a result of this search, a 
systematic literature review exists examining the utilization of 
blockchain technology within the healthcare sector [17–20] the 
number of studies focusing specifically on its implementation 
in the clinical research domain remains significantly limited.

This insufficiency of research highlights a crucial gap in 
understanding and harnessing the potential of blockchain 
technology within clinical research. Given the transformative 
potential of blockchain in enhancing data integrity, security, 
and transparency, it becomes increasingly evident that dedi-
cated efforts are required to explore its efficacy and feasibil-
ity in clinical research. Addressing this gap through targeted 
studies and initiatives is essential for unlocking the full capa-
bilities of blockchain technology and leveraging its benefits 
to advance clinical research practices. Of these studies, Omar 
et al. [21] conducted a literature study on a total of 8 primary 
studies to highlight the unique features and advantages of 
blockchain in clinical research. Researchers have categorized 
existing literature to understand the function of blockchain 
in clinical research. Consensus protocols used in the study, 
perspectives on ongoing efforts to implement blockchain 
solutions in clinical research, and the main obstacles related 
to the integration of blockchain solutions are addressed.

Katiyar and Singhal [22] executed a systematic literature 
review study to describe the uses of blockchain technology 

in clinical trial contexts, delineate the regulatory prerequi-
sites associated with its implementation, and elucidate the 
obstacles encountered in its adoption. Within the scope of the 
study, no research questions or specific guidelines were fol-
lowed to conduct the study. The study provides an overview 
of how blockchain technology is applied in clinical trials, 
focusing primarily on the fundamental aspects of both block-
chain technology and clinical trials. It covers various phases 
of clinical trials, explores blockchain integration in clinical 
studies, discusses regulatory considerations, and examines 
the challenges associated with these implementations.

Hang et al. [23] carried out a review study that endeavored to 
uncover the classification of blockchain technology in clinical 
research. The study examined 24 primary studies. This clas-
sification includes decentralized scenarios and applications, 
blockchain types, implementation methods, and consensus algo-
rithms. Moreover, the study discussed some blockchain projects 
in clinical research and their micro implementations.

Zhang [24] performed a systematic literature review study 
using (Preferred Reporting Items for Systematic Reviews 
and Meta-Analysis) guidelines with the PRISMA intention 
of highlighting blockchain advantages for clinical trials. The 
primary studies included in the survey were comparatively 
examined in terms of their main findings and practical impli-
cations. A total of 16 primary studies were reviewed.

Therefore, they do not engage in the synthesis of evi-
dence that formulates RQs and identifies and synthesizes 
data related to these RQs. However, while not as exhaustive 
as SLR studies, they might serve the purpose of raising 
awareness, and this is the principal rationale behind their 
inclusion and summarization in this section. In addition, 
although not as comprehensive as SLR studies, they are 
believed to guide the use of blockchain technology in clini-
cal research.

Additionally, in Table 2, we provide an overview of pos-
sible use cases of blockchain technology in addition to basic 
contributions to the clinical research domain, which are 
mentioned in the introduction. It is thought that presenting 
possible use cases of blockchain technology according to the 
phases of clinical research will provide a better understanding 
of the key concepts in the study and conceptual model.

Table 1   Comparison of the SLR studies

Study Search string Number of pri-
mary studies

RQs Followed guidelines Conceptual 
model

[21] - 8 - -
[22] - - - - -
[23] - 24 - -
[24] (“blockchain” OR “distributed ledger technology”) AND (“clinical trials” 

OR “clinical trial data management” OR “electronic health records” 
OR “smart contracts”)

16 PRISMA -
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3 � Research method

In this study, the SLR methodology was employed to analyze 
studies on blockchain applications in the healthcare research 
domain, adhering to the principles and guidelines outlined 
by Kitchenham et al. [31]. The steps of this SLR process are 
shown in Fig. 1. Firstly, we determined the RQs to define the 
scope of the study. Then, we identified a search string that 
enabled us to retrieve the most relevant studies from the most 
known scientific libraries. Then, we ran this search string on 
digital libraries and obtained the first publication pool. Then, 
we removed the duplicate studies and applied inclusion/exclu-
sion criteria to the title and abstract of the articles. After this 
process, we eliminated a set of publications that were not rel-
evant and obtained a second publication pool. Following that, 
we applied inclusion/exclusion criteria to the full texts of the 
articles, and after eliminating a set of irrelevant publications, 
we obtained a third publication pool. Finally, we applied back-
ward and forward snowballing to a third publication pool and 
obtained two more relevant articles. As a result, we obtained 
34 studies to analyze within the scope of our SLR study [16].

a.	 Research question

Formulating suitable RQs is crucial in systematic studies, 
leading to well-organized and insightful outcomes within a 
research field. Since this study aims to analyze and classify 
comprehensively studies on blockchain applications in the 
healthcare research domain, the RQs are identified in this 

regard and listed in Table 3. The PICO template suggested 
by Kitchenham et al. [31] was employed during the identi-
fication of the RQs:

•	 Population: Population refers to groups affected by the 
use of blockchain technology in clinical research. These 
may include patients, researchers, and healthcare provid-
ers.

•	 Intervention: The intervention focuses on implementing 
blockchain technology in clinical research.

•	 Comparison: The comparison looks at how blockchain 
performs against traditional methods used in clinical 
research, such as conventional databases and centralized 
data management systems.

•	 Outcomes: The outcomes focus on the potential 
improvements blockchain brings to clinical research.

•	 Context: Academia (scientific literature)

The formulated RQs guided the systematic literature 
review. RQ1 was determined to be the main profile of the 
previous studies. This question is important to see what we 
already have in this domain. RQ2 is one of the questions that 
most shaped our research. It was created to examine existing 
clinical research problems and specific blockchain solutions 
for these problems. RQ3 was constructed to reveal the evalu-
ation process of clinical research. RQ4 was constructed to 
reveal other technologies used with blockchain technology. 
RQ5 was formulated to define the application of blockchain 

Table 2   Use cases of blockchain technology in clinical research

Study plan [10, 25, 26] Blockchain technology provides a robust solution by permanently recording all aspects 
and metadata of the research process, including protocols, hypotheses, analysis meth-
ods, and subject selection criteria, all with chronological timestamps

Research subject/patient recruitment [21, 27, 28] Blockchain has the potential to aggregate all patient-related data, creating a holistic 
medical history accessible to investigators through a shared framework. It also empow-
ers patients to have more control over their medical data

Patient consent [21, 23, 25–27] Blockchain can improve traceability, accountability, and transparency by providing an 
immutable record of patient consent; this way, it can be easily assessed whether the 
clinical study complies with the regulations

Data collection [25, 26, 28–30] During the data collection phase, blockchain technology offers a time-stamped and 
signed recording system for the gathered data

Data analyzing [10, 23, 26] Data analysts or investigators in clinical research can analyze patient data using these 
domain-specific smart contracts on a blockchain network. In this phase, statistical 
analysis should be time-stamped before the data analysis process is completed

Data sharing [10, 25, 26] During clinical research, investigators, research subjects, and study funders can effi-
ciently and securely share sensitive personal data using the blockchain structure. Shar-
ing raw clinical data, statistical analysis plans, and datasets significantly contributes to 
reproducibility and supports clinical meta-analysis studies

Regulatory issues [23] Smart contracts embedded in the blockchain can guarantee compliance with clinical trial 
regulations and rules and protocols set by regulatory bodies

Publication and reporting phase [25, 26, 28] Blockchain technology enables detailed evaluations by granting reviewers access to 
information such as the research protocol, data, and methods. These capabilities sig-
nificantly enhance the transparency and accountability of the reporting and publishing 
process
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technology in clinical research. Along with RQ2, this ques-
tion (RQ5) is also one of the most important ones shaping 
this study. RQ6 and RQ7 were designed to investigate the 
challenges encountered during blockchain application and 
to explore the services and standards used with it.

b.	 Search strategy

To retrieve all relevant studies in the literature, searches 
were conducted in scientific digital libraries utilizing differ-
ent combinations of search terms, leading to the determina-
tion of the following search string:

(“Clinical Research” OR “Clinical Trial” OR “Clini-
cal Studies” OR “Healthcare Research” OR “Healthcare 
Trial” OR “Healthcare Studies” OR “Medical Research” 
OR “Medical Trial” OR “Medical Studies”) AND (“FDO” 
OR “Fair Digital Object” OR “FAIR” OR “Findable” OR 
“Accessible” OR “Interoperable” OR “Reusable”) AND 
(“Blockchain” OR “Block chain” OR “Block-chain”).

Studies within our scope are searched using the pro-
vided search string across five academic search engines: 
Google Scholar, IEEE Xplore, ACM, Web of Science, and 
PubMed. The number of publications retrieved from the 
search engines is presented in Table 4. ACM Digital Library 
yielded the highest number of studies, followed by Google 
Scholar, among the search engines. Consequently, a total of 
126.521 publications were obtained following this search 
procedure. Medical and general science are covered, includ-
ing PubMed and other digital resources.

Ultimately, no additional primary studies were acquired 
beyond our final study pool. Hence, the supplementary 
search confirmed the adequacy of our search string in iden-
tifying primary studies aligned with the objectives of our 
SLR study.

c.	 Study selection

Certain inclusion and exclusion criteria were established 
to ascertain the suitability of the studies retrieved from the 
digital libraries for our scope. The exclusion criteria (EC) 
outlined below were identified and utilized to evaluate the 
first study pool based on their titles and abstracts by follow-
ing the SLR guideline [31].

EC1	� Duplicate studies;
EC2	� Studies that are not in English;
EC3	� Studies that are not accessible as full text;
EC4	� Secondary studies such as systematic literature 

reviews;
EC5	� Not formally reviewed studies such as tutorials, ses-

sions, workshops, keynotes, corrigendum, and panel;
EC6	� Books and thesis;
EC7	� Studies that focus on blockchain application in 

healthcare without clinical research.

The following inclusion criteria have been established 
and considered to ensure that the determined publications 
align with our scope:

Fig. 1   The process of SLR
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IC1	� The study concerns blockchain applications in clinical 
research.

IC3	� The publication year of the study should be between 
2015 and 2023.

d.	 Data extraction

Firstly, basic categories were established to classify pub-
lications for RQ, and data extraction was conducted based 
on these categories. The description of these categories for 
each RQ will be provided in Section 3. The first and second 
authors, dividing the tasks between them, thoroughly exam-
ined the full texts of the studies to extract data for each RQ. 
The elicited data were meticulously recorded in a tabular 
format within a data extraction sheet, utilizing the relevant 
categories where applicable. When the author identified 
the emergence of a new data category from a study, it was 
incorporated into the existing data categories on the sheet 
following deliberation among the authors. Subsequently, the 

rest of the authors conducted a peer review of the extracted 
data by scrutinizing the full texts of the studies.

These authors flagged any conflicts regarding the 
extracted data on the data extraction sheet. Then, online 
meetings were conducted with all authors until a consensus 
was reached regarding these disagreements. Finally, the final 
version of the data extraction sheet is obtained. This sheet 
is accessible from the following link [32]. This extraction 
sheet would be a little inconvenient for aggregating data for 
readers. Therefore, a document has been created and is avail-
able at this reference [33], facilitating readers in identifying 
the primary study associated with each category related to 
the RQs.

4 � Results

This section presents the essential findings and outcomes 
derived from the literature. By critically examining the lit-
erature, the aim is to identify patterns, gaps, and trends, ulti-
mately contributing to a comprehensive understanding of the 
current state of knowledge on blockchain application in the 
clinical research domain. The analysis involved a detailed 
examination of the responses to the RQs. The answers have 
been categorized and summarized, providing an organized 
presentation of the findings.

RQ1: What are the essential characteristics of clinical 
studies in information system literature?
RQ1.1 What is the contribution type of the study?

Table 3   Research questions

RQ1: What are the essential characteristics of clinical studies in information system literature?
 RQ1.1 What is the contribution type of the study?
 RQ1.2 What is the trend in the number of studies over the years?
 RQ1.3 What are the types of affiliations associated with the authors?
RQ2: What are the requirements and specifications of healthcare/clinical research?
 RQ2.1 What does clinical research experience the challenges/requirements?
 RQ2.2 What solutions or use cases does blockchain offer to address these challenges?
RQ3: Have the studies or systems in clinical research been subjected to validation or verification processes?
 RQ3.1 What methods are employed to validate study data and the system’s performance?
 RQ3.2 Can the study data and methodologies be reused or repeated?
 RQ3.3 Have any metrics been determined for the evaluation process?
RQ4: What are the applications of information systems used in clinical studies?
 RQ4.1 What is the general category of information system/systems used?
 RQ4.2 What are the requirements or functions associated with using information systems, excluding blockchain?
RQ5 What are the applications of blockchain technology in the healthcare research domain?
 RQ5.1 Which primary features of blockchain are intended for utilization with health data?
 RQ5.2 Which blockchain platform was used on clinical research/health data?
 RQ5.3 Is the blockchain framework permissioned, consortium, or public?
 RQ5.4 What types of data are stored on the blockchain, and is off-chain or on-chain data storage utilized?
RQ6 What are the requirements for implementing blockchain technology in healthcare research?
 RQ6.1 What are the strengths and challenges associated with implementing blockchain technology?
 RQ6.2 What solutions are employed to address these difficulties?
RQ7 What services, standards, regulations, and protocols are used with blockchain technology in the healthcare research domain?

Table 4   Search engines

Category Library Number of studies

General Science ACM Digital Library 108.177
General Science Google Scholar 17.800
Medical Science PubMed 287
General Science Web of Science 212
General Science IEEE Xplore 45
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This RQ examined the study’s contribution type. As 
shown in Fig. 2A, the majority of the studies have been 
constructed as a conceptual framework. However, only a 
small fraction of the studies have been translated into real 
implementations, and some of them have remained in the 
prototype stage.

RQ1.2 What is the trend in the number of studies over 
the years?

Figure  2B presents the number of studies by year. 
Although the research scope spans from 2015 to 2023, aca-
demic attention in the field has notably intensified from 2018 
onward. In other words, the publication trend has increased 
in recent years.

RQ1.3 What are the types of affiliations associated with 
the authors?

In this RQ, the affiliation types of the authors were exam-
ined. According to Fig. 3A, the top three types are 19 studies 
conducted in academia, 5 with academic and research center 
collaboration, and 4 with academic and medical center col-
laboration. In conclusion, studies in this domain have con-
centrated predominantly on the educational domain.

RQ2: What are the requirements and specifications of 
healthcare/clinical research?
RQ2.1 What does clinical research experience the chal-
lenges/requirements?

In the literature, there is a discussion about some chal-
lenges and specific requirements of clinical research. 
These challenges/requirements have been presented in a 

grouped manner, as shown in Table 5. Accordingly, the 
most discussed challenge appears to be privacy issues (in 
16 studies). Following this, the concerns of security (in 
11 studies), data tampering or modification (in 10 stud-
ies), medical data sharing among research institutions (in 
8 studies), centralization problems (in 8 studies), and data 
format differences (in 8 studies), are discussed sequen-
tially. Additionally, other findings related to this RQ, such 
as interoperability, availability, and data quality, which 
are crucial for establishing a theoretical foundation for 
the conceptual model, have been provided in detail in 
Table 5.

RQ2.2 What solutions or use cases does blockchain offer 
to address these challenges?

The proposed solutions offered by blockchain technol-
ogy for the challenges mentioned in RQ2.1 have been 
examined in RQ2.2. Table 6 provides the frequency dis-
tributions related to this RQ. The results have been pre-
sented by categorizing. Accordingly, the most offered five 
use cases are ensuring clinical research data immutability 
(in 21 studies), securing the system (in 13 studies), ensur-
ing the system is auditable and traceable (in 11 studies), 
allowing patients to control their data (in 9 studies), pro-
viding decentralized/distributed architecture (in 9 studies). 
Table 6 also includes less discussed alternative use case 
scenarios of blockchain technology in the clinical research 
domain sequentially.

RQ3: Have the studies or systems in clinical research 
been subjected to validation or verification processes?
RQ3.1 What methods are employed to validate study data 
and the system’s performance?

Fig. 2   A Publication contribution types and B publication trends: number of studies concerning years
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It examines the methods used to validate study data 
or systems with this RQ. As illustrated in Fig. 3B, three 
studies validate their proposals by using the Hyperledger 
Caliper test platform, two by using statistical methods, and 
the other seven studies by using IoT-Lab, machine learning 
algorithms, CP-SNARK, the System Usability Scale (SUS) 
Survey, the Goerli Test Network, Questionnaires, and Smart 
Contracts to test or validate their study data or system. In 
the remaining studies, however, no validation method is 
mentioned.

RQ3.2 Can the study data and methodologies be reused 
or repeated?

This RQ has investigated the reusability and repeatability 
of the studies. Accordingly, only seven studies have addressed 
this aspect. One study shared a GitHub repository for reus-
ability. In contrast, others indicated reusability by providing 
a URL address, requesting information from the author, and 
referencing the published article as the data source.

RQ3.3 Have any metrics been determined for the evalu-
ation process?

This RQ examines specific metrics used to evaluate 
process system performance. Figure 4A illustrates three 

commonly used metrics: throughput, latency, and execution 
time. Other less commonly mentioned metrics are spatial 
complexity, learnability and usability, storage-loading time, 
average encryption and decryption times, time-memory-stor-
age requirements, and gas consumption.

RQ4: What are the applications of information systems 
used in clinical studies?
RQ4.1 What is the general category of information sys-
tem/systems used?

It examines which information systems are used to study 
this RQ. As illustrated in Fig. 4B, when looking at the 
technologies used with blockchain applications in clinical 
research studies, Web technology, machine learning, cloud 
storage, IoT (Internet of Things), DBMS (Database Manage-
ment System), and cryptographic mechanisms are observed 
in the forefront.

RQ4.2 What are the requirements or functions associated 
with using information systems, excluding blockchain?

This RQ examines information system usage require-
ments/functions of studies other than Blockchain. As 
shown in Table 7, requirements similar to those of block-
chain studies are also observed here. When examining the 
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most frequently discussed topics, it is observed that there 
are Managing clinical study/data, data quality control, data 
collection, and data access in this context.

RQ5 What are the applications of blockchain technology 
in the healthcare research domain?
RQ5.1 Which primary features of blockchain are intended 
for utilization with health data?

This RQ investigates which main features should be 
used on health data. Figure 5 depicts the most frequently 
mentioned features: immutability, transparency, distrib-
uted/decentralized architecture, secure storage, integrity, 
business logic by smart contracts, accountability, and data 
provenance.

RQ5.2 Which blockchain platform was used on clinical 
research/health data?

This RQ explores the blockchain platform used in clini-
cal research. As presented in Fig. 6A, the most widely used 
platforms have been identified as Hyperledger Fabric and 
Ethereum.

RQ5.3 Is the blockchain framework permissioned, con-
sortium, or public?

This RQ analyzes which blockchain framework types 
should be used for clinical research data. As illustrated in 
Fig. 6B, the framework identified as the most widely used 
is private/permissioned blockchain.

Table 5   Challenges/
requirements of clinical research

Description of challenges/requirements Frequency

Privacy issues 16
Security concerns 11
Tampering/modification/fabrication/falsification 10
It is challenging to share/exchange medical data among research institutions 8
Centralized database/systems problems 8
Data format/standardization/infrastructure differences 8
Difficulties in recruitment and retention 7
Confidentiality of data 6
Challenging to manage patient consent 6
Regularization barriers 6
Challenges in privacy techniques (differential privacy/anonymization) 4
Transparency issues 4
Reproducibility problems 4
Data quality 4
Reliability of the data/verifiability 4
Traceability concerns/accountability/non-repudiation 3
Reusability of data 3
Selective reporting/publication bias 3
Costly investment and maintenance by participating clinical sites 3
Interoperability 3
Data inconsistency in clinical trials 2
Patient data accessibility 2
Data availability 2
Data integration 2
Digital copyright protection 1
Challenges in data analysis and interpretation 1
Crowdsourcing data collection problems 1
Emerging technologies privacy/security requirements 1
Difficulties related to multi-center study 1
Data fragmentation 1
Data efficiency 1
Data descriptors or metadata requirements 1
Lower level of FAIRness 1
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Table 6   Use cases to address 
challenges and requirements

Use cases to solve challenges Frequency

Ensure immutable clinical research data/reduce the fraudulent changes/manipulation/modifica-
tion

21

Make the system secure 13
Ensure the system is auditable /traceable 11
Allow patients to control their data 9
Provide decentralized/distributed architecture 9
Provide privacy/confidentiality of personal data 8
Allows clinical trial data to be transparent 7
Give access control privileges 6
Manage patient consent/re-consent process efficiently 6
Ensure reliable/verifiable data 6
Effective data sharing/exchange networks 6
Address questions of data integrity 5
Managing study protocol/protocol would be time-stamped and transparent 4
Provide interoperability architecture/infrastructure differences can be minimalized 4
Improve the efficiency of study enrollment/recruitment phases 3
Managing the version of the analytical code modifications 3
Provide availability/continuous availability 3
Provide consistency 3
Ensure the completeness of the reporting process 3
Provide accountable data in an open environment 3
Proofs of the authenticity of the clinical trial data 2
Managing study metadata 2
Address questions about data reproducibility 1

Fig. 4   A Metrics determined for evaluation process and B general category of information system
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RQ5.4 What types of data are stored on the blockchain, 
and is off-chain or on-chain data storage utilized?

This RQ explores whether off-chain or on-chain data 
storage is used in clinical research studies. As presented 
in Fig. 7A, the most frequently used storage type has been 
explored as off-chain storage. In addition, when examining 
the type of data stored on the blockchain by studies using 

on-chain storage, it has been determined that data such as 
metadata, public key and hash values, questionnaire results, 
quality and authenticity information, and author informa-
tion were stored. Detailed information regarding this RQ is 
provided in Table 8.

RQ6 What are the requirements for implementing block-
chain technology in healthcare research?
RQ6.1 What are the strengths and challenges associated 
with implementing blockchain technology?

RQ6.1 examines the strengths/challenges of implementing 
blockchain. Table 9 provides the frequency distributions related 
to this RQ. A group has presented the results. Consequently, 
the most debated challenges are the lack of standardized legal 
frameworks for the utilization of blockchain technology, limita-
tions in scalability, clinical trial management systems demands 
in terms of throughput and latency, and capacity issues. Table 9 
also includes less-considered challenges of blockchain technol-
ogy in the clinical research domain.

RQ6.2 What solutions are employed to address these dif-
ficulties?

This RQ examines what solutions are used for the men-
tioned difficulties in RQ6.1. As depicted in Table 9, the 
most frequently mentioned solutions have been identified 
as integrating cloud/decentralized storage for storing exten-
sive medical data, complies with the GDPR, splitting and 
merging to handle extensive image data to reduce viewing 
latency, performing parallel processing/sharding to decrease 

Table 7   Information system usage requirements/functions in studies 
other than blockchain

Requirements Frequency

Managing the clinical study/data 3
Data quality control 2
Data collection 2
Data access 2
Creating case report forms 1
Data security and confidentiality 1
Site selection 1
Patient recruitment 1
Data analysis 1
Accessing up-to-date information 1
Secure design 1
Compliant with regulations 1
Traceable and auditable management process 1
Reduce data errors 1
Data privacy 1
Transparency 1
Collaboration 1

Fig. 5   Main features of blockchain
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delay, multiple levels of indexing schemes for faster access/
querying/analysis data. More results regarding this RQ are 
provided in Table 10.

RQ7 What services, standards, regulations, and protocols 
are used with blockchain technology in the healthcare 
research domain?

Fig. 6   A Blockchain platform was used in clinical research and B type of blockchain framework

Fig. 7   A Types of data are kept on the blockchain and B services/standards/regulations/protocols used with blockchain
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In this RQ, an investigation was conducted into the services/
standards/regulations/protocols used with blockchain technol-
ogy in the healthcare research domain. As presented in Fig. 7B, 
the most frequently used services/standards/regulations/proto-
cols have been determined as HL7 FHIR (Health Level Seven 
International—Fast Healthcare Interoperability Resources), 
HIPAA (Health Insurance Portability and Accountability Act) 
and GDPR (General Data Protection Regulation). Detailed 
information regarding this RQ is also provided in Fig. 7B.

5 � Discussion

The primary studies have been thoroughly examined within 
this study’s scope, considering the RQs, leading to certain 
conclusions. In this section, the key findings will be dis-
cussed and analyzed in the light of secondary studies. Core 
subjects are grouped in the discussion section to organize 
and present the analysis readable and cohesive manner.

5.1 � Technical implementation

It has been determined that theoretical studies are more domi-
nant than implementation studies (38%), excluding prototyping 
or experimental simulation testing, in the observed domain 
(RQ1.1). Blockchain applications are in their early stages, 
not only in clinical research but also in healthcare in general. 
Almost half of the studies (42%) show limited implementa-
tion maturity levels, such as simulation tests. Most studies are 
typically in the theoretical or architectural design phase, unable 
to present real-world implementation or evaluation of their 
proposed theoretical solutions [17]. As technology evolves 
and more real-life applications are realized, blockchain will 

be a strong candidate for becoming the dominant technol-
ogy in clinical research. However, as of the current state, it 
is possible to say that the maturity level of this technology 
has not yet fully reached its potential. Besides, conceptual 
or architectural design studies have substantial importance 
in outlining the potential benefits of blockchain solutions for 
the clinical research domain. However, it is crucial to empha-
size that transforming conceptual or architectural designs into 
detailed conceptual models incorporating specific use cases 
would be more beneficial for them to guide real-world appli-
cations effectively. Moreover, it has also been observed that 
researchers have employed various definitions in their stud-
ies to describe the structures they have developed. Concepts 
like model, framework, and architecture are used alternatively 
in primary studies. There is a lack of agreed-upon standards 
among researchers concerning architectural design. In this 
regard, adopting a systematic and widely accepted approach 
is crucial for defining the requirements and the level of detail 
in outlining the architectural design [34]. To prevent this con-
ceptual ambiguity, it is recommended that guidelines be uti-
lized from professional associations such as IEEE (Institute 
of Electrical and Electronics Engineers) [35]. In addition, it 
is considered that the findings of RQ1.3 also support RQ1.1. 
Many researchers come from the academic field. However, 
collaborations with research centers, industry, and the medi-
cal domain are believed to shift the studies’ focus from the 
conceptual framework to the implementation axis (RQ1.3).

5.2 � Blockchain key use cases

The most mentioned requirement seems to be privacy 
issues (RQ2.1). This requirement is crucial in the medi-
cal domain because protecting sensitive healthcare data is 

Table 8   Data types stored 
on-chain

Data types kept on-chain Frequency

Metadata 2
Public key and hash values 1
Questionnaire results 1
Quality and authenticity information are stored in the form of hashes 1
Author’s information (identity certificate, copyright use, copyright trading) 1
Identifiers and hash codes for data 1
Commitments 1
Annotation 1
Genomic variants 1
Hash values 1
Maternal data 1
Clinical protocol, visit history, subject information 1
Quality control information 1
Patient consents 1
Model contract
Images 1
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essential [21]. As a concept directly associated with pri-
vacy, security is a secondary priority in studies. Serving 
as a defense mechanism against unauthorized access and 
usage of personal information, security requirements take 
precedence in protecting privacy. This highlights the impor-
tance of security measures that ensure privacy by protect-
ing critical medical assets. Moreover, providing the ethi-
cal conduct of research with human participants requires a 
strong emphasis on privacy and security. The Declaration of 
Helsinki mandates researchers engaged in medical research 
to uphold the confidentiality and security of the personal 

information of research subjects [36]. Besides, protecting 
data privacy is a vital requirement for data sharing in clini-
cal trials while making data available for further research 
[37]. Clinical research often requires data sharing among 
healthcare organizations. Blockchain technology enhances 
secure, transparent, and traceable data sharing in clinical 
research, thereby protecting patient privacy. Moreover, it 
facilitates secure data transfer between third parties by ena-
bling encrypted data sharing. Its distributed ledger technol-
ogy allows tracking who shared data, when, and how. This 
enforces a thrust among clinical research stakeholders while 

Table 9   Challenges of implementing blockchain technology

Challenges of implementing blockchain Frequency

There is currently a lack of standards compliant with legal frameworks (such as GDPR) 7
Limitations in scalability 6
Clinical trial management systems demand a high transaction throughput and low processing latency 5
Limited capacity of blocks 4
The costly nature of utilizing a private blockchain 2
Remain in the conceptual stage for healthcare application 2
Smart contract usage will require complex interdisciplinary skill sets 2
There is an absence of widely adopted and effectively implemented common data standards 2
Necessitates a certain degree of proficiency in cryptography 1
The Need for Interoperability 1
Healthcare facilities need to cooperate to offer blockchain adapters for system integration 1
The storage space and computational power required by blockchain are greater than those of a centralized database 1
The transaction requires a cryptographic consensus verification 1
Challenges of on-chain data storage 1
Cannot handle the demand for processing large volumes of clinical data in real-time 1
Requires integration with an available clinical database 1

Table 10   Solutions are used for difficulties in the mentioned RQ 6.1

Solutions to addressed the challenges Frequency

Integrating cloud/decentralized storage to provide off-chain storage for extensive medical data 2
Complies with the GDPR by keeping separate (off-chain data lake) its data from the clinical data (data minimization, right to eras-

ure)
2

Splitting and merging to handle extensive image data to reduce viewing latency 2
Perform parallel processing/ sharding to decrease delay 2
Faster access/querying/analysis with multiple levels of indexing schemes 2
To address the challenges of on-chain data storage by minimizing the data inserted into the chain using reference-based data com-

pression
1

Use an efficient alternative consensus algorithm that is capable of registering provenance for multiple clinical trials 1
Using machine learning technologies to predict the transaction throughput in clinical trials 1
Implementation of the HL7 FHIR API to ensure system interoperability 1
Standards that extend an open protocol that supports efficient standards-based healthcare data exchange 1
Blockchain developers require education on regulatory basics related to healthcare facilities 1
The validation mechanism needed to maintain the scientific integrity of the study 1
The data format must be standardized to promote the interoperability of blockchain solutions for clinical research 1
Smart Contract implementation to improve code consistency across multiple sites 1
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sharing sensitive data. Additionally, sharing raw clinical 
data and study protocols is crucial in ensuring reproduc-
ibility and facilitates clinical meta-analysis studies. When 
considering other requirements, it was observed that tam-
pering of data, challenges to sharing medical data among 
research institutions, centralized database problems, data 
format differences, and difficulties in recruitment and reten-
tion phases. It is recognized that the outcomes of RQ2.2 
additionally substantiate RQ2.1. The most mentioned use 
cases for blockchain ensure data immutability and security 
(RQ2.2). As highlighted by Yaqoob et al. [38], these features 
demonstrate the key advantages of blockchain technology. 
The implications of blockchain technology for the field of 
clinical research are substantial. The crucial ones are that it 
minimizes the risks of research data breaches and fraud and 
offers improved security and traceability. Blockchain tech-
nology empowers the patient to manage their data. It also 
supports decentralized data storage to reduce single points 
of failure. Overall, blockchain can potentially increase the 
reliability and efficiency of healthcare research results. In 
this context, the opportunities offered by blockchain closely 
overlap with the challenges and requirements of clinical 
research. Blockchain technology can be crucial in addressing 
clinical research challenges, as mentioned in RQ2.1 [10]. It 
enhances the reproducibility of clinical research by provid-
ing a transparent and immutable record of data transactions. 
This transparency helps prevent scientific misconduct and 
fraud, ensuring that research outcomes can be reliably veri-
fied and replicated.

5.3 � FAIR principles

There was a challenge to a lower level of FAIRness (RQ2.1) 
(findability, accessibility, interoperability, reusability) 
[39]. Similar to the examined primary studies, it has been 
observed that FAIR principles are less common in general 
healthcare literature. Likewise, there is less awareness and 
recognition related to FAIRness in clinical research. When 
data is made FAIR, it addresses many issues related to clini-
cal research challenges revealed in this study, especially in 
the context of interoperability and reusability. Additionally, 
to increase the visibility and accessibility of research find-
ings and methodology, although they are missing points 
in RQ2.1. In addition, FAIR principles ensure data and 
research output reusability by making them findable, acces-
sible, interoperable, and reusable. They also acknowledge 
the importance of automated computing in managing data-
intensive tasks. Even though mentioned at a lower frequency, 
data descriptors or metadata requirements have also been 
stated. The FAIR data principles extend beyond just data to 
include metadata. In the realm of metadata, attention needs 
to be given to findability and accessibility prerequisites, 
whereas achieving interoperability and facilitating reuse 

demands additional endeavors at the data level [40]. There-
fore, it is considered that the implementation of FAIR prin-
ciples on blockchain technology will significantly strengthen 
and enhance the solution approaches mentioned in RQ2.2.

5.4 � Performance and quality

It became apparent that test platforms like Hyperledger Cali-
per were used more for measuring the performance of the 
developed or proposed system, such as transaction speed, 
latency, and network scalability in the studies (RQ3.1). 
Therefore, the findings of RQ3.3 also support this conclu-
sion, indicating frequent use of metrics such as throughput, 
latency, and execution time for the evaluation process. The 
existing literature, however, offers limited or no recom-
mendations for assessing healthcare applications based on 
blockchain technology. Assessment processes and metrics 
should be defined by considering technical and domain per-
spectives to address this requirement [41] describe health-
care domain-specific assessment metrics such as adhering to 
HIPAA standards, supporting Turing-complete operations, 
user identification and authentication capabilities, support-
ing essential structural interoperability, and supporting 
patient-centered care. In addition to these findings, it was 
observed that there is no method specified for the evaluation 
of validation (RQ3.1), and reusability is expressed at a low 
rate (RQ3.2); only seven studies have mentioned this aspect; 
the findings of these two RQs are supportive of each other. It 
was regarded as provided that a data or system element has 
been successfully validated; it generally indicates its reli-
ability and compliance with specific standards. This situ-
ation can enhance reusability as it increases the likelihood 
of using this validated data or component in other studies. 
Additionally, reusable data or components may increase the 
probability of being verifiable and reliable. In this way, it 
would also address the reliability and quality requirements 
(RQ2.1).

5.5 � Emerging technologies used with blockchain

It was observed that emerging technologies such as machine 
learning, cloud storage, and IoT topped the list used with 
blockchain applications in clinical research (RQ4.1). The 
advantages of deploying AI-driven blockchain solutions on 
infrastructure are numerous, fostering flexibility, accessi-
bility, and computational power for onward analytics. The 
benefits of storing and managing medical data in cloud tech-
nologies are illustrated in their function in facilitating medi-
cal data exchange. Embracing these technologies initiates a 
transformation in collaboration, innovation, and enhanced 
patient outcomes [42–44]. In addition to these aspects, the 
absence of inherent security measures exposes IoT to pri-
vacy and security threats. Blockchain can play a crucial role 
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in addressing essential security requirements in IoT through 
its security-oriented design. Blockchain’s capabilities can 
effectively address many structural weaknesses of IoT [45]. 
Hence, it was opined that it is necessary to establish inter-
mediaries or adapters to govern the utilization of these tech-
nologies in a compatible manner that upholds patient data 
security requirements. Further, the expectations from the 
information system match the capabilities offered by block-
chain (RQ5.1, RQ2.2). Moreover, It was noted that block-
chain technology could provide the adequate infrastructure 
that can independently fulfill numerous functionalities 
expected from an information system. Additionally, utilizing 
blockchain technology to build a resilient and trustworthy 
healthcare information system is a viable alternative to miti-
gate challenges traditional healthcare information systems 
encounter, such as data modification, single points of failure, 
and an absence of data traceability [46].

5.6 � Applications of blockchain technology

In a manner resembling [21] and [47], studies of the criti-
cal attributes of blockchain technology, including data 
provenance, transparency, decentralization, and immuta-
bility, can assist in addressing rigorous data management 
challenges in clinical research (RQ5.1). It has been noted 
that Hyperledger Fabric was widely used. The primary rea-
sons for the widespread preference for Hyperledger Fabric 
could be considered as factors: efficiency surpasses that of 
other public blockchains, featuring a modular architecture, 
a flexible and pluggable endorsement model and consen-
sus algorithms, and a mechanism supporting transaction 
privacy and integrity through the use of channels (RQ5.2). 
This allows the creation of channels among distinct mem-
ber organizations to achieve the concepts of privacy and 
confidentiality. Additionally, it exhibits lower latency when 
compared to alternative blockchain platforms [48]. Besides, 
a multiple-channel approach also can increase transaction 
throughput by allowing transactions to be performed in 
parallel. Hyperledger Fabric network stands out not only 
as an authorized network but also in this aspect [47]. Pri-
vate/permissioned blockchains are generally used for clini-
cal research (RQ5.3). Unlike the public blockchain, only 
authorized nodes can join the research network. In this 
regard, it meets data privacy, the fundamental requirement 
of clinical research (RQ2.1). The commonly employed stor-
age method has been examined in the context of off-chain 
storage (RQ5.4). Research has been conducted on alterna-
tive storage mechanisms beyond the blockchain system’s 
on-chain limitations to mitigate computational and resource 
overheads [47]. One of the challenges posed by using block-
chain is the limited capacity of blocks (RQ6.1). Addition-
ally, this parallels with the findings of RQ4.1, where cloud 
storage technologies are prominently featured among the 

technologies used with blockchain and among the solution 
approaches (RQ6.2), integrating cloud/ decentralized storage 
to provide an off-chain storage solution.

5.7 � Compliance with the regulatory framework

It was observed that a notable issue, standing out beyond 
commonly known limited capacity, scalability, and perfor-
mance problems of blockchain technology, is the absence of 
necessary standards for compliance with legal frameworks 
such as GDPR and HIPAA (RQ6.1). This problem is particu-
larly critical, especially in the context of health research. The 
inherent decentralization and immutability of blockchain 
technology, while offering significant potential, present 
unique challenges when it comes to conforming to strict pri-
vacy and security regulations such as the Health Insurance 
Portability and Accountability Act (HIPAA) and the General 
Data Protection Regulation (GDPR) [19, 49 have defined a 
solution approach based on recommendations from studies 
focusing on GDPR and HIPAA compliance with blockchain. 
These are keeping sensitive patient data off-chain while 
maintaining only hash values or references on the block-
chain, encrypting patient data before being stored off-chain, 
applying smart contracts for efficient patient consent man-
agement, utilizing off-chain storage and smart contracts to 
achieve data minimization, establishing mechanisms for data 
portability as required by GDPR, using a private blockchain, 
supporting broad spectrum standards and interoperability 
protocols. The statements indicate that the solutions pro-
posed for GDPR compliance in RQ6.2 are in parallel with 
these approaches. In addition to compliance with the regu-
latory framework, these actions enhance privacy in block-
chain-based applications, all of which help protect sensitive 
information from unauthorized access. Furthermore, fea-
tures such as anonymity, data minimization, and robust user 
consent mechanisms contribute to maintaining user privacy 
and fostering trust in these technologies. Moreover, applying 
FAIR principles specifically endorses the last suggestion of 
[49]’s study. The RQ7, which focuses on commonly used 
services and standards, is highly connected to this topic. 
Generally, HL7 FHIR, HIPAA, and GDPR are mentioned 
in primary studies. At this point, it can be stated that a less-
discussed topic is metadata standards. Specialized metadata 
standards defined for clinical research can be described and 
utilized [50] proposed a basic, cohesive metadata framework 
specific to clinical research based on the DataCite stand-
ard. DataCite is a general-purpose metadata standard that 
identifies and makes research data discoverable online. This 
standard typically includes unique identifying information 
for scientific research, datasets, papers, and other research 
outputs [51]. Working with a metadata standard specific to 
clinical research is also necessary for implementing FAIR 
principles, one of the topics identified in RQ7.
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5.8 � Highlights of our study

Our study stands out for its meticulous examination of the 
subject matter, guided by comprehensive research questions 
and conducted with a systematic protocol unlike previous 
studies (as seen in Table 1). Additionally, this research pro-
vides a much more detailed identification of clinical research 
requirements and defines blockchain use cases tailored to 
meet these needs. As highlighted in RQ2.1 and RQ2.2, our 
classification is grounded in specific use cases rather than 
general categorizations typically found in previous review 
studies (as seen in Table 2). This more detailed and use-
case-driven categorization sets our study apart by offering 
a deeper, more tailored understanding of blockchain applica-
tions in healthcare research. We can provide a refined analy-
sis highlighting blockchain technology’s unique aspects by 
adopting a granular approach. This enables researchers and 
practitioners to comprehend the various roles blockchain 
better can play in addressing clinical research-specific needs. 
Furthermore, a key distinction of our review compared to 
existing literature is our focus on identifying and address-
ing the challenges encountered while implementing block-
chain technology. We also offer a comprehensive overview 
of commonly employed solutions to these challenges. This 
adds practical value to those looking to adopt blockchain 
in real-world healthcare settings, particularly clinical trials. 
This makes the study theoretical and a practical resource 
that informs how blockchain solutions can be effectively 
deployed. Additionally, our review uniquely covers the 
evaluation of validation and verification processes and the 
specific metrics used during these implementations. The 
most significant difference of our study is that we designed 
a conceptual model based on the outcomes of this literature 
review, which, to the best of our knowledge, is the first in the 
literature to support both blockchain developers and health-
care researchers.

6 � A conceptual model

In the clinical research domain, there is an evident need 
for a comprehensive conceptual model that encompasses 
the challenges revealed by the RQs of this study and pro-
vides solution approaches for them based on the related 
literature. However, this conceptual model should be 
holistic, guiding at the level of implementation details 
and encompassing all dimensions addressed by the RQs. 
In the software aspect, a unified conceptual model typi-
cally refers to an abstract representation of software or 
systems’ fundamental structure and functionality during 
the design phase. This model encompasses the core com-
ponents, their relationships, and the overall interaction 

within the software. Moreover, a unified conceptual model 
that explicitly outlines and establishes connections among 
these vital elements to clarify the fundamental concepts 
of system, model, metamodel, modelling language, trans-
formations, software platform, and software product [52]. 
A precise necessity for a unified conceptual model arises 
to facilitate researchers in the healthcare domain with a 
deeper understanding of the problem areas highlighted 
by this SLR study and the potential solutions offered by 
blockchain technology. This model should address the 
challenges identified by the RQs and provide viable solu-
tion strategies grounded in relevant literature. Thus, the 
present study attempts to introduce such a conceptual 
model, drawing upon the SLR findings.

6.1 � Development process of conceptual model

This section describes the approach used in developing the 
conceptual model. The methodology for developing the 
conceptual model follows an iterative process, as shown in 
Fig. 8. The step-based process for conceptual model crea-
tion, as described in Fig. 8, has been used, which is fre-
quently employed in the literature for developing conceptual 
models [53, 54]. As can be seen from the figure, the progres-
sion of the conceptual model development involves itera-
tive cycles, wherein meta-model concepts undergo continual 
refinement. This step-based process ensures the system-
atic and detailed development of meta-models, enhancing 
their accuracy, usability, and applicability across different 
domains.

In Step 1, the requirements of the clinical research pro-
cess were determined for constructing the basic functionali-
ties of the conceptual model. The SLR study guided us to 
identify these requirements. In Step 2, existing systems were 
analyzed in detail. This step provides an understanding of 
the current situation and forms the basis of the modelling 
process. In this step, the output of this SLR is also utilized. 
In Step 3, key concepts of the modelling process are identi-
fied by thoroughly analyzing existing studies. These con-
cepts often represent important components and modules 
related to the system. Step 4 determines the relationships and 
interactions between the identified vital concepts, defining 
the structure and connections of the conceptual model.

In Step 5, an initial proposal for the conceptual model 
was formulated, considering the results of Steps 1, 2, 3, 
and 4. It is important to emphasize that a review-and-revise 
[55, 56] approach is adopted at this stage. This involved a 
series of discussions among the authors of this article to 
evaluate the conceptual model and the development process, 
followed by necessary revisions. Improvements were also 
implemented in these sessions. As a result, final decisions 
were reached through a series of iterations. The output of 
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this step illustrates the fundamental structures and relation-
ships among them. During Step 6, software development 
experts reviewed the conceptual model, aiming for an exter-
nal assessment other than the authors. For this purpose, five 
experts were selected, two from industry and three from aca-
demia, each with over 10 years of experience in software 
architectural modelling and development [57]. Feedback was 
gathered through semi-structured meetings using predefined 
questions [58]. A series of online and face-to-face meetings 
were held in which each expert was interviewed individually, 
and detailed responses to each question were gathered. On 
average, each session lasted for 1 h. During these sessions, 
the experts provided valuable feedback on various aspects 
of the conceptual model, such as its structure, applicability, 
and overall coherence. Based on the suggestions of experts, 
a review-and-revise was applied in several iterations, gradu-
ally refining its concepts and relationships. This iterative 
process continued until a consensus was reached that the 
conceptual model was comprehensive and applicable. As 
a result, the conceptual model matured and reached the 
most optimal version, incorporating all feedback. Finally, 
in Step 7, the initial version of the conceptual model should 
be tested in real-life environments. If necessary, revision 
should also be conducted during this phase. However, this 
could not be done within the scope of this study. This section 
is planned to be covered in the future studies.

6.2 � The conceptual model

In a conceptual model, the affordances provided by the sys-
tem are often specified to describe the system’s functionali-
ties, capabilities, and benefits offered to the target user. This 

provides a general understanding of the developed system’s 
design, features, and operation. Table 11 outlines the rela-
tionship between RQs and the corresponding segments of the 
conceptual model. This highlights the interplay between RQs 
and the structural composition of the conceptual model. Fig-
ure 9 shows the conceptual model revealed by the literature 
review and comprehensive analysis of this study. The modules 
in blue, located at the conceptual model’s lower edge, express 
the primary use cases of blockchain currently mentioned in 
the literature. Blockchain Clinical Research Platform consists 
of a study plan, patient recruitment & enrollment, informed 
consent management, data sharing, data collection & data 
analyzing, regulatory issues management, and publication 
& reporting modules. The pink ones show the modules con-
taining the user benefits we discovered due to our RQs and 
detailed analysis. Therefore, the blockchain clinical research 
platform consists of modules such as make the system secure, 
provide distributable architecture, provide privacy/confidenti-
ality, reduce manipulation, ensure auditable/traceable system, 
and allow patients to control data. Yellow ones indicate the 
modules or components used to support the features provided 
by the developed system. This may include elements such as 
the user interface, integration capabilities with other systems, 
or capabilities to comply with specific standards and data 
analysis. Thus, the blockchain clinical research platform uses 
validation mechanism for scientific integrity, web technology, 
decentralized storage system, GDPR compliance rules, FAIR 
principles, common standards, machine learning, and meta-
data schema. Also, GDPR compliance rules include off-chain 
data lake, data minimization, and right to data erasure. The 
validation mechanism for scientific integrity includes statisti-
cal methods, questionnaires, and smart contracts. 

Fig. 8   Development steps of conceptual model
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The developed conceptual model is thought to provide 
significant benefits to both developers in the software devel-
opment process and target users. Our Conceptual Model:

•	 Can help developers and end users better understand 
requirements, functions, and relationships. It can also 
facilitate communication between different stakeholders.

•	 Can be used to define software requirements. This can 
help developers and end users define and validate their 
needs more clearly.

•	 Can be used to plan and analyze the design of software. 
This can help developers and designers visualize and 
analyze system requirements, components, and their 
relationships.

•	 Can help developers manage a system from start to finish 
more comprehensively and systematically and build their 
applications more quickly.

•	 Can reduce costs and time in the system development 
process.

•	 Can contribute to making overall health systems more 
effective and reliable by increasing patient safety and 
research processes’ efficiency in healthcare implemen-
tation.

•	 Can enable more rapid development of appropriate treat-
ment methods and approaches.

•	 Can lead to a higher quality of healthcare services.

This study reveals the need for a unified conceptual model 
through RQs and detailed analysis. This conceptual model 
emphasizes the essential functions and capabilities in the lit-
erature, the components that support these functions, and the 
benefits the system will provide users. This research presents 
a unified and well-constructed conceptual model for soft-
ware developers and researchers within the clinical research 
domain. A robust conceptual model offers a clear and struc-
tured guideline that helps bridge the gap between these two 
groups, facilitating more effective collaboration throughout 
the software development process. For software develop-
ers, the model offers a comprehensive understanding of the 
specific requirements and challenges in clinical research, 

enabling them to design and implement more targeted and 
effective blockchain solutions. The model elucidates block-
chain technology’s technical aspects and capabilities for clin-
ical researchers, allowing them to better articulate their needs 
and expectations. By enhancing communication and mutual 
understanding among all stakeholders, the conceptual model 
leads to more efficient development cycles and higher-quality 
outcomes. Ultimately, this results in clinical research systems 
that are more reliable, secure, and transparent, ensuring the 
integrity and confidentiality of clinical research data.

7 � Potential threat to validity

A systematic approach recommended by Kitchenham et al. 
[31] is followed during the SLR process, and the step-based 
process by Beydoun et al. [53] and Othman et al. [54], one 
of the most widely used in the literature, is employed dur-
ing the development of the conceptual model. Despite all 
this effort, there were a number of threats to its validity. 
Therefore, in this section, these threats are discussed.

Several combinations of search strings are used to per-
form the searches, and the results are observed in several 
publication databases. Despite the search string being 
reviewed and finalized during this process, some studies may 
still be missed. To mitigate this threat, some complementary 
search is performed on databases. In this context, snowball-
ing (backward and forward) is employed, the related work 
section of the primary studies in our study pool is analyzed, 
and the related work section and primary study pool of the 
secondary studies discussed in Section 2 are examined.

There is a possibility that the researcher applied the inclu-
sion/exclusion criteria biasedly to eliminate the irrelevant 
articles. The researchers independently carried out a system-
atic voting procedure to eliminate this threat using inclusion/
exclusion criteria to determine the final publication pool. The 
publications agreed upon by a majority of authors are included; 
otherwise, they are excluded. If there is conflict among the 
authors, it is resolved after a series of discussions. Also, the 
data extraction process is likely to be affected by researchers’ 

Table 11   RQs and conceptual model links

RQs Conceptual model components

RQ2 Study Plan, patient recruitment & enrollment, informed consent management, data sharing, data collection & data analyzing, regulatory 
issues management, publication & reporting

RQ3 Validation mechanism for scientific integrity
RQ4 Web technology, decentralized storage system, machine learning
RQ5 Make the system secure, provide distributable architecture, provide privacy/confidentiality, reduce manipulation, ensure auditable/trace-

able system, allow patients to control data
RQ6 Decentralized storage system, machine learning, FAIR principles, common standards, validation mechanism for scientific integrity, 

GDPR compliance rules, metadata schema
RQ7 FAIR principles, common standards (FHIR, CDICS, OMOP)
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bias. In order to eliminate this threat, data was extracted by the 
first two authors. Then, other authors conducted a random peer 
review to ensure the data was correctly extracted. Furthermore, 
a non-author independently selected and randomly reviewed 
publications from the final pool to further validate data extrac-
tion. Additionally, the second non-author researcher reviewed 
publications not selected by the first non-author researcher, 
thus attempting to increase the accuracy of the data extraction 
process conducted by the first two authors. This peer review 
process aims to objectively assess the extracted data and ensure 
that the findings are reliable and robust. The involvement of 
multiple independent researchers is thought to increase the 
research’s reliability and strengthen the integrity of the overall 
study by reducing potential bias.

Researchers are essential in determining concepts and 
relationships between these concepts in conceptual models. 
This may result in overlooked or unused concepts due to the 
researchers’ bias. To eliminate this threat, a semi-structured 
interview was conducted with subject matter experts to 
review the conceptual model. In this context, they reviewed 
the model and revised it based on their suggestions. Also, 
the low understandability of RQs (Table 3) may potentially 
threaten validating the conceptual model. To mitigate this 
threat, semi-structured interviews are conducted, and the 
experts are provided with the information they need about 
the unclear points on RQs or conceptual models.

8 � Conclusion and future works

Clinical research is indispensable for the development of effec-
tive healthcare practices. Therefore, it is critical for developing 
medical knowledge and improving the quality of patient care. 

However, it also brings various problems and difficulties, such 
as data management, data sharing, and security issues. Given 
these issues, new technologies and methods are needed to meet 
the complex requirements of clinical research and improve cur-
rent practices. Blockchain is one of the technologies that has 
attracted attention due to its potential to overcome these chal-
lenges. This paper conducts a systematic literature review that 
helps achieve its primary objectives. It identifies gaps in the 
existing literature and discusses areas where evidence is insuf-
ficient, conflicting, or under-researched. By addressing these 
gaps, the study provides valuable guidance for future research.

Extensive literature analysis has shown that blockchain 
technology can significantly enhance data security and pri-
vacy in the healthcare sector, protecting sensitive patient 
information from breaches. Additionally, it improves data 
interoperability across healthcare systems, facilitating com-
munication and collaboration among providers, which can 
lead to better patient outcomes. Moreover, blockchain stream-
lines clinical trials by ensuring data integrity and participant 
consent tracking, ultimately accelerating the research pro-
cess. By giving patients greater control over their health data, 
blockchain emerges as a powerful technology that fosters 
interaction and trust among stakeholders, opening the way 
for a more efficient and collaborative healthcare environment.

The study determined that theoretical blockchain studies in 
the healthcare domain were more dominant than implementa-
tion studies (38%). This shows that the studies are at limited 
application maturity levels and typically in the design phase. 
As real-life applications of blockchain are implemented, 
blockchain will become a stronger candidate in clinical 
research. Besides, it is thought that there is a lack of agreed-
upon standards in terms of defining the structures developed 
by researchers in their studies. In this context, adopting a 

Fig. 9   Conceptual model
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widely accepted approach is considered important in defining 
the requirements and level of detail of the architectural design. 
Additionally, the most frequently mentioned requirements of 
clinical research appear to be privacy and security. Providing 
immutable clinical research data, making the system secure 
and auditable, allowing patients to control their data, provid-
ing decentralized architecture and ensuring the privacy of 
personal data are the most frequently mentioned use cases. 
Therefore, the opportunities offered by blockchain were deter-
mined to be closely aligned with the requirements or chal-
lenges of clinical research. Moreover, in the clinical research 
literature, awareness of the FAIR principles has been found to 
be quite low. When data is made FAIR, it will provide solu-
tions to clinical research challenges, especially in terms of 
interoperability and reusability. Therefore, the application of 
FAIR principles on blockchain technology will significantly 
support solution approaches and increase their effectiveness. 
In addition, it is seen that metrics such as throughput, latency, 
and execution time are frequently used in the system evalu-
ation process. However, the existing literature is quite lim-
ited in terms of evaluating healthcare applications based on 
blockchain technology. The need to define evaluation metrics 
specific to the healthcare domain is clearly seen. Moreover, 
beyond the widely known limited capacity, scalability, and 
performance issues of blockchain technology, the lack of 
standards required for compliance with legal frameworks such 
as GDPR and HIPAA, which are critical, especially in the 
context of health research, has been identified as a significant 
challenge in implementation.

Considering all these nested and complex requirements, 
there was a need for a conceptual model that would make it 
easier to understand better the problem areas identified by this 
SLR study and the solution approaches offered by blockchain 
technology. To address this need, a conceptual model, to our 
best knowledge, is the first in the literature that was developed 
using step-based modelling to synthesize findings from the 
literature and propose innovative solutions and best practices 
to provide a holistic understanding of emerging challenges in 
clinical research. Besides, theoretical studies on blockchain 
technology have significantly dominated the existing litera-
ture, as mentioned before. This research aims to bridge the gap 
between theory and practice by providing a robust conceptual 
model and clinical research-specific results. It is expected that 
these findings will not only enrich the current understanding of 
blockchain applications in the healthcare research domain but 
also guide further empirical studies. This research is believed 
to encourage researchers to develop more effective and reliable 
blockchain applications. The conceptual model also enhances 
software development by clarifying requirements and function-
alities and improving stakeholder communication. It aids in 
defining and validating software needs, planning system design, 
and visualizing components, ultimately allowing for a more 
organized approach that reduces development time and costs.

The developed Conceptual Model needs to be validated 
in real-world cases. During this validation phase, revisions 
should be made to the model when deemed necessary. How-
ever, such a validation and revision process could not be 
carried out within the scope of this study. In future research, 
it is planned to address this important step and evaluate 
the model’s applicability in the healthcare research field. 
These evaluations are critical to demonstrating the model’s 
effectiveness and validity in practice. Therefore, a real-life 
application will be carried out in future studies by choos-
ing one of the use cases specified in the conceptual model. 
The conceptual model will be validated with real-world data 
from clinical research institutes. The expert opinions will 
be used to validate the experimental results obtained. Since 
there is no previously developed conceptual model in this 
field in the literature, expert opinion and case studies will 
be used for validation purposes. These methods are impor-
tant in the validation phase of the literature. In addition, 
using the multiple-embedded case study design [59], our 
conceptual model will be applied to defense data, one of 
the domains where data privacy and security are important, 
and the results will be evaluated by experts. This approach 
broadens the research findings’ scope, helping achieve more 
meaningful results.

Moreover, as mentioned before, a key issue recognized 
beyond the typical blockchain constraints of capacity and 
scalability is the lack of established standards for compliance 
with legal regulations like GDPR and HIPAA. Future studies 
can focus on developing comprehensive standards and best 
practices that ensure blockchain applications in healthcare and 
clinical research comply with these regulations. This could 
involve creating frameworks for data anonymization, consent 
management, and tracking records, facilitating secure data 
sharing while maintaining compliance. Ensuring the security 
of sensitive data while preserving privacy can be a complex 
administrative task, particularly in clinical settings where per-
sonal health information must be protected under strict regula-
tions. Therefore, collaborating with legal experts and regula-
tory bodies will be essential to align blockchain solutions with 
existing laws, ultimately fostering greater trust and adoption in 
the healthcare industry.
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