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Preventing the next pandemic: Use of artificial
intelligence for epidemic monitoring and alerts
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Emerging infections are a continual threat to public health security, which can be improved by use of rapid
epidemic intelligence and open-source data. Artificial intelligence systems to enable earlier detection
and rapid response by governments and health can feasibly mitigate health and economic impacts of serious
epidemics and pandemics. EPIWATCH is an artificial intelligence-driven outbreak early-detection and
monitoring system, proven to provide early signals of epidemics before official detection by health

authorities.

True epidemic diseases are characterized
by exponential growth. This means cases
rise very rapidly over short periods of
time, usually days or weeks." It is this
exponential growth that causes health
system surges and compromises critical
infrastructure. An endemic disease does
not have these features, and changes, if
any, occur over longer periods of time,
usually years. Pandemic planning has his-
torically been based on influenza, with the
assumption that the most likely pandemic
will be one emerging from a zoonotic influ-
enza virus to affect humans.’ The majority
of investment in pandemic planning is
around diagnostics, drugs, and vaccines.
While essential, these typically are avail-
able late in the genesis of pandemics
and after infections have spread widely.
The economic cost of COVID-19 illus-
trates the devastation that pandemics
can cause and the benefit of both early
detection and prevention. The cost of
the COVID-19 pandemic was estimated
in 2020 alone to be more than $16 trillion,
and it is estimated to have more than
doubled since then.?

Vast, open-source data can provide
intelligence and early warning for pan-
demics and epidemics at a time when
they have not yet spread beyond national
borders. Signals that are detected early
enough can feasibly prevent a pandemic
by allowing early identification of a small
outbreak, which can then be contained
through isolation, contact tracing, and
quarantine. Traditional public health sur-
veillance relies on data being reported

from the health system or laboratories
that is then validated to enable the moni-
toring of trends in infectious diseases.
These data provide insights into trends
over time, allow comparison between
time periods, and can signal an unusual
rise in a disease incidence. Trends can
also help evaluate the success of public
health interventions such as vaccination
programs. Traditional surveillance is an
essential public health tool, but it is sub-
stantially delayed and not timely enough
to allow early detection of serious epi-
demics. Open-source rapid intelligence
is not a replacement for traditional public
health surveillance but an adjunct to
enable early response and investigation
of emerging outbreaks.

One of the earliest systems, ProMED
Mail,® was developed in 1994 and relies
on doctors and other health professionals
to report unusual outbreaks. It remains an
important early warning system. In the last
decade, several other quantitative and
automated Internet-based early warning
systems have been developed. Yet,
they remain niche tools that are either
paywalled and open only to paying cus-
tomers, restricted to selected users, or
only used by a small minority of people.
In routine public health practice at an
operational level, very few people use
open-source intelligence. The adoption
of artificial intelligence (Al)-based technol-
ogies in public health is significantly less
than in clinical medicine, and public health
practitioners are wary of such tools.” For
Al systems to have a prospect of prevent-

ing the next pandemic, they need to be
widely used and easily accessible. This
means the use of digital technology needs
to be embedded in public health depart-
ments at the grassroots level and also in
public health training so that trainees learn
these methods as they develop their pub-
lic health skills. It also needs to be equi-
table and affordable or provided through
open-source licensing.

There are three systems we are aware
ofthat provide open access to epidemic in-
telligence: ProMED Mail, HealthMap, and
EPIWATCH. ProMED Mail is largely qualita-
tive and has been at the forefront of early
detection for decades.® HealthMap is not
specific to epidemics but is responsive
to emergencies—for example, providing
a monkeypox dashboard in 2022.°
EPIWATCH was developed at UNSW,
Sydney from 2016 onward following exten-
sive consultation with Australian and
regional stakeholders involved in epidemic
response.® EPIWATCH provides epidemic
intelligence in a quantitative format with
free public access.® This system offers an
open-access, public dashboard accessed
through the EPIWATCH public website
with a sortable, searchable, filterable global
map and table of epidemics with data visu-
alization options limited to 30 days of data.
The internal application contains full data
access, dashboards with relevant visuali-
zations (for mapping, statistical analytics,
searching, or decision support), a user
administration panel, and searchable
access to the database. EPIWATCH is
supplemented by the development of tools
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such as a seasonal influenza forecasting
tool (FLUCAST),” an epidemic risk analysis
tool (EPIRISK),® and a tool for determining
the origins of epidemics,’ all of which
have been tested through rigorous
research.

We have tested the timeliness of
EPIWATCH outbreak alerts and found
that over 60% of public health stake-
holders, including staff in health depart-
ments and primary care, reported that
they were unaware of the outbreaks pre-
sented to them from EPIWATCH and
that they would value a system like
this.® We demonstrated that EPIWATCH
detected global outbreaks not detected
by other surveillance systems.'® Our
research on rapid epidemic intelligence
using data algorithms for mining social
media showed that the Ebola virus dis-
ease epidemic could have been de-
tected in late 2013, months before the
WHO was aware of the epidemic."’ The
WHO was notified about the West Afri-
can Ebola epidemic in March 2014 but
responded after a long delay, during
which time the epidemic grew exponen-
tially from a few hundred cases to over
28,000 cases."' We also showed retro-
spectively that EPIWATCH could have
detected a signal for the early COVID-
19 outbreak a month before it was offi-
cially reported’® and identified unknown
severe pneumonia in the Hubei province
in November 2019."? At the time the sys-
tem was unfunded, so no analysts were
able to review the signals in real time.
EPIWATCH therefore presents high
value in epidemic intelligence collection
that has been repeatedly tested, trained,
evaluated, and researched. It is not
directly comparable with ProMED Mail,
which is qualitative in nature, but it has
also provided important early warnings
from observations of health profes-
sionals in the field.'”® There are few
formal evaluations of other systems in
the peer-reviewed literature. However,
EIOS and Blue Dot were found to pro-
vide additional intelligence to the usual
event-based surveillance used in Japan
during the Tokyo Olympics.'® ProMED
and HealthMap have been able to quan-
tify the risk of Ebola retrospectively in
the 2013-2016 West African Ebola
epidemic spread 1-4 weeks in adv-
ance.” More research is needed for
continual improvement of such systems.
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Open-source intelligence can result in
unmanageable volumes of data. This
makes it difficult for users to know which
data they should review to quickly identify
outbreaks of interest. EPIWATCH curates
data using two Al sub-systems and hu-
man analysts. EPIWATCH uses a natural
language processing (NLP) entity recogni-
tion Al sub-system and the ArcGIS
location data API to identify the precise
location and adds this and other meta-
data, such as disease and date, auto-
matically to an outbreak report. It uses a
second Al sub-system that automatically
classifies articles into four priority quad-
rants (very high, high, medium, and low)
with 88% accuracy. This priority can be
double-checked by a human reviewer
and can be corrected if deemed incorrect,
creating a continuous improvement cycle.
Due to the high-consequence nature of
pandemics, EPIWATCH is tuned toward
high sensitivity, which requires some de-
gree of “over catch” of false positives, to
reduce likelihood of missing valid signals.
EPIWATCH also has clustering algorithms
that can group articles from various sour-
ces when they contain information about
the same outbreak and show how to
best represent this in terms of both data
storage and presentation.

Relevant articles that are automatically
collected, processed, and prioritized by
the EPIWATCH Al systems are added to
a database for daily human review. A
team of expert public health analysts re-
view the data daily, remove irrelevant or
duplicate articles, and enter relevant
data into the final database. Analysts
have a minimum of graduate public health
qualifications and are trained to use a
standard operating procedure to ensure
consistency and quality. The data ob-
tained after human review is kept in an in-
ternal database for the article classifica-
tion and prioritization Al sub-system and
helps improve the machine learning. All
intelligence is then reviewed weekly at a
meeting with analysts and more senior
staff, and a weekly digest, EPISCOPE, is
published, which summarizes new out-
breaks and outbreaks of interest as well
as “mystery” or unknown outbreaks.

Another method for more efficient and
user-friendly open-source intelligence is
automated red flagging (ARF) of epi-
demics using advanced geographic infor-
mation system (GIS) methods. Such a tool
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could automatically generate red flags on
a map for epidemics that are deviating
from baseline expected rates to enable
rapid identification and response, im-
prove the user experience, and reduce
time spent trawling large volumes of
data. ARF is based on spatial pattern
recognition, cluster analysis, and space-
time pattern analysis, and the automated
generation of red flags can be designed
as an Al sub-system. Spatial pattern
recognition evaluates the data points
and determines whether the data points
are clustered or randomly distributed.
Cluster analysis identifies hotspots (i.e.,
the locations of statistical significance).
Pinpointing the locations of geospatial
clusters is important as the whereabouts
of disease outbreaks can often provide
clues about their cause.' Space-time
pattern analysis identifies the trends in
the data points in a space-time cube
and characterizes the trends as new
hotspots, intensifying hotspots, or dimin-
ishing hotspots. These three tools are
interdependent as the output of one tool
becomes the data input to another and
can add value to rapid epidemic intelli-
gence.

The addition of risk analysis tools to
open-source intelligence can add even
more value for users. Toward this aim,
we developed a suite of risk-prediction
tools using input from stakeholders to
provide optimal decision support for gov-
ernments, private enterprises, and other
stakeholders. Some of these tools are
available on the EPIWATCH website,
and some are in the internal dashboard.
In the future, we will make them available
as interactive tools in a live Decision The-
ater to provide real-time decision support
for stakeholders.

For widespread uptake in public health,
digital surveillance should be made easily
available to public health stakeholders
along with public health tools that are of
value to these stakeholders. Finally, to
ensure maximum impact of digital Al-
based technology in public health, these
tools need to be integrated into training
of the public health workforce and into
routine public health practice. The goal
of preventing the next pandemic can
never be achieved while open-source
intelligence is a niche tool that is rarely
used in daily public health practice or
is only available to paying clients.
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Translation of digital tools into routine
practice is essential. Field epidemiology
training programs are an ideal starting
point for developing digital literacy among
public health trainees. Epidemic investi-
gation as an organized capability was pio-
neered in the United States when the
Epidemic Intelligence Service (EIS) was
developed by Alexander Langmuir in
1951."° The Center for Disease Control
(CDC) EIS is an elite training program
that sees trainees have short periods of
technical learning in the classroom but
spend most of their time in the field inves-
tigating outbreaks and applying that
learning to real problems. The CDC EIS
also spawned a global network of field
epidemiology training programs, TEPHI-
NET. Trainees learn the science of
epidemic investigation and control. EPI-
WATCH is already working with selected
field epidemiology training programs in
digital surveillance methods to enhance
capacity in rapid epidemic intelligence.
Beyond this, public health training
curricula should include digital surveil-
lance and open-source intelligence to
ensure public health workforces are
familiar with the range of available tools
for epidemic detection and prevention.
This is as important as drugs and vac-
cines—enabling rapid response by gov-
ernments and health systems will help to
prevent or mitigate the health and eco-
nomic impacts of serious epidemics and
pandemics.

Emerging infections are a continual
threat to our health and security, with an
acceleration of serious epidemics in
the last decade. The time is therefore
ripe for utilizing rapid epidemic intelli-
gence methods and vast open-source
data to enable earlier detection of epi-
demics.
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