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REVIEW

An Evaluation of Biometric Monitoring Technologies for 
Vital Signs in the Era of COVID-19

Christine Manta1,2,†, Sneha S. Jain3,†, Andrea Coravos1,2,4, Dena Mendelsohn1,2 and Elena S. Izmailova2,5,*

The novel coronavirus disease 2019 (COVID-19) global pandemic has shifted how many patients receive outpatient care. 
Telehealth and remote monitoring have become more prevalent, and measurements taken in a patient’s home using biom-
etric monitoring technologies (BioMeTs) offer convenient opportunities to collect vital sign data. Healthcare providers may 
lack prior experience using BioMeTs in remote patient care, and, therefore, may be unfamiliar with the many versions of 
BioMeTs, novel data collection protocols, and context of the values collected. To make informed patient care decisions based 
on the biometric data collected remotely, it is important to understand the engineering solutions embedded in the products, 
data collection protocols, form factors (physical size and shape), data quality considerations, and availability of validation 
information. This article provides an overview of BioMeTs available for collecting vital signs (temperature, heart rate, blood 
pressure, oxygen saturation, and respiratory rate) and discusses the strengths and limitations of continuous monitoring. We 
provide considerations for remote data collection and sources of validation information to guide BioMeT use in the era of 
COVID-19 and beyond.

In an effort to mitigate the spread of the novel coronavirus 
disease 2019 (COVID-19), the disease caused by infec-
tion with severe acute respiratory syndrome coronavirus 2 
(SARS-CoV-2), healthcare providers are increasingly using 
telehealth for remote patient visits. At the beginning of the 
pandemic, amidst fears of being infected and having to visit 
overcrowded hospitals, individuals were rapidly purchasing 
technologies, such as pulse oximeters, to use at home to 
monitor for early signs of infection.1 Entering early summer, 
the Centers for Disease Control and Prevention (CDC) re-
ported an increase in cases in several regions of the United 
States; without a vaccine, experts are concerned for a sec-
ond wave of the virus.2–5 As the healthcare system faces 
an unprecedented need for remote monitoring due to the 
COVID-19 pandemic, Biometric Monitoring Technologies 
(BioMeTs) offer solutions for collecting disease-related 
measurements from patients at home.6–8

BioMeTs are internet-connected digital medicine prod-
ucts, such as smart thermometers or heart rate monitors 
with Bluetooth connectivity, that process data captured by 
mobile sensors using algorithms to generate measures of 
behavioral and/or physiological function.9 These connected 
technologies are used in a variety of contexts, including but 
not limited to healthcare delivery,10 clinical trials,11 and pub-
lic health.12,13

BioMeTs offer convenient opportunities to collect frequent 
and objective data and disease-related measurements, 
which facilitates assessing trends12 and detecting changes 
in vital signs not traceable by conventional spot check 
data collection protocols.14 In response to the COVID-19 

pandemic, BioMeTs can be used for many clinical needs, 
such as aiding preliminary patient physical assessments, 
assisting with triage of patients with COVID-19 symptoms, 
and monitoring patients post-hospital discharge for risks of 
readmission.8,15–18

For clinical teams implementing remote monitoring for the 
first time or for those already familiar with these technolo-
gies and exploring new options, there is an overwhelming 
variety of BioMeTs available as the market has seen an 
exponential growth over the past 2 decades.11 Navigating 
engineering solutions, form factors (physical size and 
shape), corresponding data collection protocols, and know-
ing how to interpret generated values can be challenging, 
especially if a healthcare provider is unfamiliar with how a 
BioMeT compares with conventional clinical instruments. 
Healthcare providers may question the accuracy of mea-
surements taken by patients at home without supervision 
and it may be unclear how a BioMeT collects and processes 
data. Understanding data quality and potential biases in 
data collection is key to drawing appropriate inferences, es-
pecially because some of the data may be used for clinical 
decision making.

In this paper, we will discuss the following: (i) sources of 
information one can use to identify high-quality BioMeTs, 
(ii) products and engineering solutions for remote vital 
sign monitoring, including temperature, heart rate, blood 
pressure (BP), oxygen saturation, and respiratory rate, and 
(iii) considerations for choosing a product, including form 
factors, usability and data collection protocols, and inter-
fering factors that can produce altered readings. Although 
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certain vital sign abnormalities have been associated with 
COVID-19 and will be highlighted in this review, we be-
lieve the foundations of evaluating these BioMeTs can be 
applied broadly whenever remote vital sign monitoring is 
needed. Although overviews of wearable sensor applica-
tions for COVID-19 have been published,8,19 this paper 
provides a critical review of technologies and is intended 
as an aid to navigate the plethora of remote monitoring 
sensors.

HOW TO IDENTIFY HIGH-QUALITY BioMeTs

When implementing new technologies for remote moni-
toring of vital signs, healthcare providers may ask “how 
do I know if I can trust this data?” A key characteristic to 
determine the quality of a BioMeTs’ measurement perfor-
mance is validity. The term “validation” or “validity” means 
that a BioMeT was tested according to a defined protocol 
to determine if its performance characteristics meet pre-
defined criteria.9 A closely related term is “fit for purpose,” 
which means that a data collection method is adequate for 
its purpose and confirmed experimentally. The term “fit for 
purpose” is broader and may include validation parame-
ters along with many other useful BioMeT characteristics, 
such as utility and usability, security risks, data protec-
tions, and economic feasibility that are beyond the scope 
of this paper and can be found elsewhere.20 It is also 
important to distinguish between “validation” and “evalu-
ation” studies commonly found in the literature. Validation 
studies are conducted prior to product release to the 
market or use in a specific study; the validation testing is 
done according to predefined methods and parameters. 
In contrast, evaluation studies can be conducted any time, 
the evaluation criteria may not be defined before the ex-
periment and may include any evaluation parameters of 
interest, such as accuracy or usability.

Healthcare providers may look to multiple sources, in-
cluding (i) decision summaries by regulatory agencies as to 
whether a product can be marketed as a medical device,21 
(ii) professional organizations, and/or (3) product manuals for 
validation information.

Device regulatory review
The majority of BioMeTs marketed in the United States as 
medical devices have been cleared under the auspices 
of the US Food and Drug Administration (FDA) 510(k) 
program.22 The guiding principle of this program is a risk-
based classification. Low-risk, medium-risk, and high-risk 
devices require different levels of evidence for regulatory 
reviews. Many products used for vital sign monitoring fall 
into the medium-risk device category and are cleared 
by being substantially equivalent to a predicate device 
using a similar engineering solution. However, the con-
tent of regulatory reviews, such as 510(k) summaries, 
may contain highly abbreviated information not sufficient 
to reconstitute the details of conducted studies and un-
derstand generalizability of results. There is also a great 
degree of variability of evidence required for clearance of 
different types of devices. Some device categories, such 
as pulse oximeters, require robust evidence generated in 

human subjects,23 whereas other device categories may 
not have such requirements. There is also a degree of 
variability in data quality among 510(k)-cleared devices 
in the same category.24 Moreover, BioMeTs not intended 
for medical use can provide useful information.25,26 
Consequently, a medical device designation does not 
render a BioMeT fit for purpose by default.27

Professional organizations
In the clinical realm, groups, such as the American Heart 
Association and the European Society of Hypertension, 
have provided overviews of validation protocols.28,29 The 
British and Irish Hypertension Society provides lists of 
validated products, particularly for ambulatory BP mon-
itoring.30 Understandably, a lot of focus has been spent 
on home BP monitoring given the prevalence of hyper-
tension; however, validation protocols, lists of validated 
products, and recommendations to ensure accurate mea-
surements for other vital signs are less common or do not 
exist. The robustness of available validation information 
varies depending on what is being monitored and may 
lag behind the creation, development, and deployment of 
BioMeTs.

Product manuals
Manuals do commonly state that measurements are ac-
curate within a certain range and include an error rate. 
However, the methods of how the values were determined 
are often not clear. This lack of transparency can contribute 
to skepticism on the product’s performance.31 Additionally, 
manufacturers may use phrases such as “medical-grade,” 
“clinically validated,” “FDA-approved,” or “research-grade” 
in manuals or marketing, but in practice these terms do not 
infer that a product is better than a product labeled “con-
sumer-grade.” In independent studies, some commercial 
products have shown better accuracy compared with 
“medical-grade” and “research-grade” tools.25

Currently, there is no single source for reporting on 
BioMeTs’ performance characteristics. Because 510(k) sub-
missions often do not require validation in human subjects 
and predefined criteria for validation protocols do not exist 
for all product types, healthcare providers cannot yet rely 
on availability of validation information as a sole parameter 
to determine the trustworthiness of a BioMeT’s data. In the 
absence of uniform requirements for all BioMeTs, the infor-
mation obtained from a study determining whether a product 
is fit for purpose for a specific application can be valuable. 
Moreover, the results of studies conducted independently of 
BioMeT manufacturers are considered to be most reliable. An 
understanding of engineering solutions, form factors, body 
placements, and factors that may impact accuracy are also 
key elements to consider. In the next section, we discuss these 
elements for BioMeTs that can remotely collect vital signs.

BIOMETRIC MONITORING TECHNOLOGIES  
(BioMeTs) FOR REMOTE MONITORING IN THE ERA  
OF COVID-19

There are many versions of BioMeTs available to remotely 
collect vital signs, including body temperature, heart rate, 
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BP, blood oxygen saturation (SpO2), and respiratory rate 
that may be important for COVID-19 and patient care 
generally, as shown in Figure 1. We chose not to include 
diagnostic early warning signs for each measurement in 
Figure 1 as symptoms of COVID-19 are highly variable and 
clinical recommendations are changing rapidly.7,32 Instead, 
we will focus on how BioMeTs can be used for at-home 
monitoring.33–35

VITAL SIGNS - BODY TEMPERATURE

In COVID-19, fever is a common but variable symptom 
present in 50–87% of patients on hospital admission.7,32,36 
Continuous real-time temperature monitoring offers ex-
panded opportunities to capture changes in asymptomatic 
patients or those with mild symptoms being monitored at 
home.8

Body temperature can be divided into measurements of 
core and skin temperature. As indicated in Figure 1, two 
common thermometer modalities—thermoresistors and 
thermopiles—can measure either core or skin tempera-
ture, depending on if and where the sensor is worn.37,38 

Thermoresistors function on the principle of resistance, 
the ease at which electricity flows through metal, and re-
quire direct contact with the body for measurement.39 As 
a metal gets hot, resistance increases, and an algorithm 
computes changes in resistance to changes in temperature. 
Thermophiles measure the intensity of thermal radiation 
from a surface. BioMeTs with thermophile sensors, often 
called infrared thermometers, do not require direct contact 
with the body.

Due to the variety of form factors available, BioMeTs can 
measure temperature from different body locations. The 
reference ranges at each body location can be inconsis-
tent.40 Variations in body location may be more important 
to account for than differences in product accuracy ranges. 
For example, readings from the armpit and forehead are 
often 0.5°F (0.3°C) to 1°F (0.6°C) lower than oral tempera-
ture.41 Comparatively, product manuals from nine BioMeTs 
spanning multiple form factors and wear locations, claim 
an accuracy range of ±0.2–0.4°F (±0.1–0.2°C).42–50 When 
interpreting measurements from BioMeTs, comparisons of 
measurements taken on the skin to measurements of core 
temperature may vary as skin temperature is more likely 

Figure 1  Biometric Monitoring Technologies (BioMeTs) can collect vital signs for remote patient assessment in the era of coronavirus 
disease 2019 (COVID-19). Healthcare providers should be familiar with the sensor modality, body placement and other considerations 
that could impact data quality to facilitate informed care decisions. PPG, photoplethysmogram.
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impacted by external factors.37 For example, measure-
ments taken on the skin using a patch worn on the chest 
have shown no correlation with measurements taken from 
the mouth.51

Different form factors are designed to perform measure-
ments as intermittent spot checks or continuously over 
multiple days. Intermittent measurements can be collected 
from a body cavity (e.g., oral, ear, or rectal) with portable 
monitors, such as Kinsa’s Quick Care or Smart Ear models 
using a metal tip with a thermoresistor.52 Alternatively, inter-
mittent measurements can be collected from the forehead 
using infrared thermometers, such as Withings Thermo.53 
In contrast, continuous measurements can involve under-
arm patches with embedded thermoresistors, such as Fever 
Scout from VivaNKL or TempTraq, and straps worn on the 
wrist, arm, or chest.54–58 Compared with intermittent spot 
checks, continuous measurements are more prone to vari-
ability due to external factors, such as clothing, ambient 
temperature, and body movements. Furthermore, adhesive 
patches are convenient and well accepted in children but 
may be more difficult for elderly people with frail skin or 
those susceptible to contact dermatitis.59,60

Some key considerations are as follows:

•	 Form factor options include patch, portable monitor, 
and strap/band.

•	 Continuous measurements from the skin are more 
likely to be impacted by external factors.

•	 When interpreting measurements, knowing the body 
location is just as important as knowing the accuracy 
ranges of the tools’ themselves.

VITAL SIGNS - CARDIOVASCULAR
Heart rate
There are numerous causes of an elevated basal heart rate 
or changes in heart rhythm, and these abnormalities can be 
seen in patients presenting with infection.12 Research is on-
going to determine how changes in heart rate and heart rate 
variability can predict or monitor COVID-19 progression.15,61,62

As indicated in Figure 1, electrocardiograms (ECGs) and 
photoplethysmograms (PPGs) are the two sensor modali-
ties commonly found in BioMeTs to measure heart rate and 
associated heart rhythm abnormalities. Many BP monitors 
also have capabilities to measure heart rate and will be 
discussed in the corresponding section below. Monitors 
often include an ECG that uses electrodes to measure the 
heart’s electrical activity. Many consumer fitness trackers 
use PPGs, also known as optical heart rate sensors.63 A 
PPG uses light to measure blood volume pulse, which is the 
change in blood volume determined by the amount of light 
passing through the skin. The light sensor determines heart 
rate by calculating the amount of time between the changes 
in blood volume.63 Although ECG is a conventional standard 
for comprehensive cardiovascular assessments, including 
the detection and classification of cardiovascular events, 
PPG is a convenient method for capturing heart rate, heart 
rate variability, and some heart rhythm abnormalities.

Both sensor modalities can detect heart rhythm abnor-
malities with appropriate algorithms. Historically, Holter 
monitors have commonly been used for ambulatory ECG 

data collection. However, Holter monitors can be inconve-
nient for patients and the use is usually limited to 24–48-hour 
monitoring. Additionally, Holter monitors do not allow for 
real-time monitoring, as the data can only be analyzed 
retrospectively. The new generation of cardiac monitoring 
BioMeTs often come in the form of more convenient chest-
worn single-lead ECG patches.

Certain models also provide an opportunity to monitor and 
review data in real-time. For example, some ECG patches, 
such as iRhythm ZioXT, have demonstrated improved ability 
to detect hidden arrhythmias compared with Holter moni-
tors.64,65 A large-scale Apple Watch study investigating the 
ability of PPGs to identify atrial fibrillation found that, among 
participants who received notification of an irregular pulse, 
34% had atrial fibrillation on subsequent ECG patch read-
ings and 84% of notifications were consistent with atrial 
fibrillation.66

Since the method of data collection is different (e.g., 
electrical vs. light), ECG and PPG waveforms look differ-
ent, which can impact analysis and the capacity to detect 
nuanced cardiac conditions. For example, some patients 
take medications that can cause QT prolongation, a mea-
sure of delayed ventricular repolarization that can place 
patients at risk for dangerous tachycardias. To monitor such 
patients, a single-lead ECG has been proven inaccurate, 
so a multiple-lead ECG is needed.67 A new generation of 
BioMeTs, such as AliveCor KardiaMobile 6L or Preventice 
BodyGuardian Mini models, incorporate multi-lead designs 
and may be of interest to monitor nuanced cardiac condi-
tions.68,69 They provide more convenient and user-friendly 
methods compared with Holter monitors, but do not provide 
the same level of details.

For at-home monitoring, BioMeTs with either sensor come 
in different form factors. For example, BioMeTs with ECGs 
are often chest straps, portable monitors, or patches. Chest 
straps and patches often require specific placement and 
may not be comfortable for all populations to wear continu-
ously.70 PPGs can take many forms, including wristwatches, 
armbands, clips worn on the chest, or unobstructive rings 
on the hand. When selecting a form factor, it is important to 
determine the minimum amount of data required for making 
informed care decisions, as certain BioMeTs are designed to 
collect data in intermittent or continuous modes. Continuous 
data collection, while useful in certain clinical contexts, can 
be more cumbersome because ambulatory normal ranges 
are not well-established and the data are prone to motion 
artifacts, as described below.

The quality of data collection in both ECGs and PPGs is 
impacted by motion artifacts, measurements coupled with 
high accelerometer sensor values often occuring during phys-
ical activity causing sensor displacement. Motion artifacts 
can manifest as missing data or false beat detection.25 Thus, 
measurements at rest and during low-intensity activity are 
more likely to be accurate.25,71 Most consumer products have 
algorithms to automatically identify and delete PPG measure-
ments that are coupled with large amounts of motion data. 
One should be aware that poor data-filtering algorithms can be 
a source of a measurement error. For example, one study re-
ported a number of artifacts in a chest patch leading to falsely 
elevated readings above 180 beats per minute, which requires 
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a manual review and can be time-consuming.51 The ability to 
access electrical or blood volume pulse preprocessed data 
directly from the sensor will vary by manufacturer. Especially 
for PPG products marketed to consumers, access to prepro-
cessed data to evaluate artifacts may not be possible.

A limitation of data quality unique to PPGs is concerns 
of inaccurate measurements on darker skin tones because 
measurements are based on light absorption. However, 
multiple studies have found no statistical difference in mea-
surements for individuals with darker skin.25,72

In general, the information to determine quality for heart 
rate detecting BioMeT is scattered and often limited to 
evaluation studies pursuing variable goals: establishing ac-
curacy of heart rate detection, assessing the ability to detect 
a certain cardiovascular condition, etc. There are no uniform 
standards for validation, largely because of high variability 
in engineering solutions associated with different form fac-
tors and wide range of product abilities to collect certain 
variables ranging from simple processed variables, such as 
heart rate and heart rate variability, to comprehensive detec-
tion of certain cardiovascular conditions.

Some key considerations are as follows:

•	 Form factor options include chest strap, patch, por-
table monitor, watch, armband, clip, and ring.

•	 Measurements of interest (e.g., resting heart rate or 
diagnosis of certain cardiovascular conditions) should 
be considered when selecting sensor modality.

•	 Duration of data collection and data volume ranges 
from spot checks to continuous monitoring.

Blood pressure
Hypertension has been identified as a frequent comorbidity 
in hospitalized patients with COVID-19. A higher incidence 
of hypertension was found in patients who died of COVID-
19 compared with survivors.73

Unlike others vital signs, remote BP monitoring has 
well-established practices for product validation and 
widely accepted recommendations for specific patient 
populations and settings, including in clinic, ambulatory, 
or at home. These robust practices are driven by the high 
prevalence of hypertension in adults,74 requiring frequent 
assessments of patient conditions. Remote BP monitor-
ing is an integral part of clinical care delivery75 addressing 
concerns about “white-coat hypertension”76 and masked 
hypertension.77 BioMeTs enable data collection over ex-
tended periods of time to understand patterns in BP 
changes (e.g., sustained, white-coat, masked, and noctur-
nal hypertension) that cannot be detected during clinical 
office visits. Professional organizations have developed 
standardized product validation protocols,29,78–80 and lists 
of products validated by independent parties are available 
in the peer review literature or on validation websites.81,82 
Moreover, there are guidelines for product choice in spe-
cific circumstances such as for at-home monitoring, 
measurements in a pediatric populations or measurements 
in patients with obesity.75

A BP monitor consists of an inflatable cuff releasing the 
brachial artery under the cuff in a controlled manner. Systolic 
BP and diastolic BP are the most commonly reported BP 

variables in care delivery and human research because the 
relationship with cardiovascular outcomes are well estab-
lished.83,84 Additionally, many BP monitors can also report 
heart rate, which makes these products convenient tools for 
obtaining several parameters at once.

Oscillometric products were originally developed to 
measure BP in home settings to eliminate human error 
associated with the auscultatory method,85 but they have 
become widely accepted for clinical BP measurements as 
well. The readings are based on the amplitude of oscillations 
recorded in the lateral walls of the upper arm. The systolic 
number is determined when the cuff is deflated and goes 
from having no blood flow through the artery to when there is 
vibration felt in the arterial wall by blood pushing the arterial 
wall open in order to flow through.86 The diastolic number is 
recorded when this vibration stops as the cuff continues to 
decrease, indicating the point at which the blood is flowing 
smoothly without any arterial compression from the cuff.86 
Oscillometric products use proprietary algorithms; there 
are no requirements to report changes when the algorithm 
is modified, making it difficult to compare product-to-prod-
uct measures even from the same manufacturer.85 There is 
a recognition in the field that only products independently 
validated according to an established protocol should be 
used.75,85,87

Wrist monitors have become popular because of their 
ease of use, and especially for patients with very large upper 
arms. A number of products have been developed conform-
ing to the validation standards used to evaluate the accuracy 
of BP products.81 However, these products have two im-
portant limitations. First, BP can be measured accurately 
only if the sensor is at the heart level. Second, the product 
has to be placed directly over the radial artery. Despite the 
convenience and ease of use, the recommendation is to use 
wrist worn monitors only in cases when measurements in 
the upper arm are not feasible.88 Other BioMeTs, like finger 
cuffs and smartphone-based BP measurements, also do not 
provide the same quality of measurements as conventional 
upper arm cuffs and/or lack validation studies.75 They are 
not yet recommended for hypertension diagnosis and patient 
monitoring.

Common sources of BP measurement errors include pa-
tient-related (e.g., recent food consumption and movement), 
product-related (e.g., using a noncalibrated or nonvalidated 
monitor), and procedure-related (e.g., talking during the 
measurement or improper cuff placement) factors.75 There 
is also a pronounced diurnal rhythm of BP, with a decrease 
of 10–20 mm Hg during sleep and a “morning surge” after 
waking and rising in the morning when the prevalence of 
many cardiovascular morbid events tend to be highest.89

Some key considerations are as follows:

•	 BP monitors provide the best example of validated 
BioMeTs. There are well-established validation pro-
tocols, measurement techniques, and recommen-
dations for specific models based on independent 
studies.

•	 Upper arm cuffs using the oscillometric measure-
ment technique are the most accurate for remote data 
collection.
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•	 Other options, such as wrist worn cuffs, should be 
used with caution as strict adherence to the data col-
lection method is required to obtain accurate values.

VITAL SIGNS - RESPIRATORY
Blood oxygen saturation (SpO2)
A patient’s SpO2, in conjunction with their respiratory rate, 
are frequently evaluated when deciding whether a patient 
may need mechanical ventilation.90 A variety of respiratory 
and cardiac pathology can result in low SpO2, including 
COVID-19. In COVID-19, low SpO2 has been found to be re-
lated to poor outcomes.36,91 Silent hypoxemia92,93 has been 
described in certain patients with COVID-19 who do not 
experience respiratory distress while having dangerously 
low oxygen levels. Using pulse oximeters at home may be 
beneficial for remote triaging of patients and may help iden-
tify patients who should seek in-person medical advice and 
treatment sooner.

SpO2 measures oxygen saturation using different light 
absorption properties of oxygen-saturated hemoglobin and 
deoxygenated hemoglobin. The accuracy of a pulse oxime-
ter is established by comparing SpO2, which is an estimate 
of oxygen saturation with the reference standard, SaO2, the 
direct measurement of oxygen in arterial blood samples. As 
indicated in Figure 1, pulse oximeters measure SpO2 with 
PPG sensors, which use a light source and a photodetec-
tor.63 For a full description of this modality, see the heart rate 
section.

In pulse oximeters, the light absorption by oxygen-sat-
urated hemoglobin and hemoglobin cannot be measured 
directly; it must be determined experimentally by calibra-
tion using empirical calibration curves developed from 
studies of healthy volunteers to calculate SpO2 by the 
pulse oximeter and SaO2 measured by co-oximetry in 
extracted blood, the gold standard, under normal oxygen 
saturation conditions and during hypoxia.94,95 Most man-
ufacturers claim an accuracy of 2%.96 If manufacturers 
choose to pursue a 510k clearance, the FDA requires ac-
curacy of root mean square error of < 3% at SaO2 between 
70% and 100%.23 Measurements should be interpreted 
with caution. An independent study of six low-cost finger-
tip pulse oximeters with no FDA regulatory clearance,23 
found only two out of six products met the standard.94 The 
biases were attributed mostly to the measurements done 
under hypoxic conditions, raising concerns about these 
oximeters’ ability to accurately measure blood oxygen-
ation in disease conditions.

When performing SpO2 measurements at home, there 
are important usability considerations related to form fac-
tor and wear location. Traditionally, measurements are 
taken at discrete time points and on areas of the body that 
have good blood perfusion, such as a fingertip, earlobe, 
and forehead. For example, the iHealth Air is a BioMeT 
that is placed on the fingertip.97,98 Continuous monitor-
ing has been made possible by newer wearables, such 
as the WristOx2 Pulse Oximeter Model 3150 by Nonin: 
a recent observational study performed in patients with 
chronic obstructive pulmonary disease demonstrated that 
continuous SpO2 monitoring is feasible with the high-
est rates of valid data collected at night.99 Another pulse 

oximeter, Oxitone-1000, is a wrist-worn model with im-
proved usability characteristics. This device was tested 
side-by-side with another 510(k) cleared pulse oximeter 
in normal healthy volunteers and patients with lung con-
ditions, demonstrating comparable results.100 However, 
the value ranges received during this side-by-side com-
parisons were different for the two oximeters examined 
(Oxitone-1000 range was 83.8–99.0 and for the reference 
product it was 91.3–100.0), indicating that measurements 
may differ for oximeters with different wear locations and 
may need further investigation. A number of fitness track-
ers, such as certain Fitbit and Garmin models, also collect 
SpO2 data from the wrist. Importantly, Fitbit has stated 
measurements from their products are “not intended 
to track the kind of changes in blood oxygen levels that 
might occur with acute or chronic respiratory problems” 
but rather to track breathing patterns during sleep.101

It is important to understand that a number of factors 
can produce altered readings. First, evidence is mixed on 
the impact of dark color nail polish. Prior studies showed 
dark nail polish affected SpO2 values102 but later studies 
indicated differences of < 2%.103,104 Second, some physi-
ological conditions can impact SpO2 measurements, such 
as limited blood circulation, cold hands, or hypotension. 
Carbon monoxide poisoning can also falsely overestimate 
SpO2 by binding hemoglobin and absorbing light in the 
wavelengths. Third, the motion artifacts (e.g., shivering), 
can impact measurements due to sensor displacement 
and/or modifications in tissues during movements.63 
Fourth, environmental factors, such as bright light, can in-
terfere with measurements and lead to false readings.95 
The measurement protocol recommended by a manufac-
turer, especially in the home setting, has to be followed 
diligently. In the case of abnormal readings, the procedure 
may need to be repeated or a follow-up telephone call 
may be required to ensure adherence to the data collec-
tion protocol.

Some key considerations are as follows:

•	 Form factor options include clip and strap/band.
•	 Both medical use and nonmedical use pulse oximeters 

can be accurate under normal conditions. The main 
gap is accuracy under hypoxic conditions.94105

•	 Devices receiving 510(k) clearance are a better choice 
because of the requirement to establish accuracy 
under hypoxic conditions.

•	 Results from independent validation studies105,106 
can be a reliable source for information on product 
accuracy.

Respiratory rate
Respiratory rate (RR) is an important measurement for 
monitoring respiratory dysfunction. In COVID-19, elevated 
RR may be present on arrival to the hospital and may be 
a prognostic factor associated with poor outcomes.36,73,91

In traditional clinical settings, respiratory rate is often 
measured by a manual count of the chest rising and falling, 
which is prone to error and not suitable for continuous re-
mote monitoring.9,107,108 BioMeTs that measure respiratory 
rate often do so by measuring chest wall movements or by 
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modulation of cardiac activity.109 For both methods, as indi-
cated in Figure 1, there are multiple sensor modalities and a 
variety of form factors to consider.

Accelerometers and strain sensors have been imple-
mented to measure chest wall movements.110–113 With every 
breath, air enters and leaves the lungs causing the chest wall 
diameter to expand up to 7 cm.114 Accelerometers function 
by measuring acceleration forces caused by gravity or mo-
tion. Thus, an accelerometer can detect the motion of the 
chest wall as a person inhales and exhales.109 Meanwhile, 
strain sensors include respiratory inductive plethysmogra-
phy (RIP), which uses two belts around the abdomen115,116 
to capture breathing patterns.109

In addition to chest wall movements, RR can be derived 
from cardiac activity measured with ECGs or PPGs.117,118 
For a full description of these modalities, see the heart rate 
section. As seen in Table 1, algorithms estimate RR from 
one or more of the following signals: baseline wander, am-
plitude modulation, and frequency modulation.119 Baseline 
wander and amplitude modulation are caused by different 
mechanisms in an ECG and PPG and frequency modulation 
is caused by the same manifestation.120–122

Similar to other measurements, form factor is an import-
ant consideration that allows for continuous monitoring over 
multiple days. For example, accelerometers may be clipped 
onto clothes or embedded in a patch worn on the chest.109 
RIP bands can be manufactured directly into clothing, like 
Hexoskin’s smart shirts that have RIP belts around the ab-
domen.115,116 Smart clothes have unique considerations, 
such as ease of taking the garment on and off, comfort of 
wiring, and cultural aesthetic.123 As previously described, 
ECGs and PPGS also come in chest straps, portable moni-
tors or patches, and wristbands.

Regardless of sensor modality, RR measurements are 
complicated by motion artifacts and are best taken at 
rest.124 Biovotion strongly recommends as such in the user 
manual for its Everion product.125 Especially for measure-
ments taken from accelerometers, inaccuracies arise due 
to difficulties distinguishing breathing from unrelated body 
movements.109,126 There are also concerns of data volume 
and cleaning algorithms for ECG and PPG readings similar 
to heart rate measurements.

There is a lack of uniformity for manufacturer’s report-
ing acceptable error rates. One study reports two breaths 
per minute (bpm) as an accepted discrepancy because 
that would not be significant enough to lead to a change 

in medical treatment.71 In review of BioMeTs on the market, 
we found that accuracy is woefully inconsistent: we found 
one that does not mention accuracy ranges in their product 
manual at all,127 one states measurement ranges without an 
error rate,128 three claim an error rate of < 3 bpm in 510(k) 
summary or product manuals,46129,130 and one has a white 
paper claiming an mean absolute error of 1.8 bpm.131 The 
user manual for Hexoskin does not report accuracy ranges, 
yet it has an independent validation study in an older adult 
population where measurement differences between the 
smart shirt and a metabolic cart were found to be almost 
0.115,132

Some key considerations are as follows: 

•	 Form factor options include clip, strap/band, patch, 
and smart clothing.

•	 Sensor based monitoring provides a measure of RR 
that is not subject to the possible human error involved 
in manually counting breaths.

•	 Knowing the sensor modality will indicate the most 
likely sources of measurement error.

DISCUSSION

The COVID-19 pandemic has brought an unprecedented cri-
sis to the modern healthcare system. Resource constraints 
during the initial peak of this pandemic catalyzed the shift to 
remote monitoring as a primary means of healthcare provi-
sion for millions of Americans.133 This method of healthcare 
delivery has reduced exposure to SARS-CoV-2 for patients 
and healthcare providers alike. Remote monitoring systems 
using BioMeTs can monitor patients with mild COVID-19 
symptoms at home and patients discharged from the hos-
pital after initial improvement for an acute worsening later 
in their course.8 Research projects using wearables, such 
as WHOOP, Oura Ring, and smartwatches, are ongoing to 
explore how measurements from BioMeTs can be used for 
early detection and prediction of disease severity.15,134,135 
But perhaps even more notably, remote monitoring can be 
used to deliver routine healthcare for patients who were un-
able to come in for their scheduled clinic visits for chronic 
conditions, diseases, and illnesses that consumed our 
system before the pandemic. The five vital signs form the 
cornerstone of many initial physical examinations, help-
ing to determine “sick” vs. “not sick.” To guide healthcare 
providers in navigating the plethora of options for remote 

Table 1  Respiratory modulations comparison in ECGs vs. PPGs

ECGs PPGs

Baseline wander Changes in the orientation of the heart’s electrical axis relative 
to the electrodes and changes in thoracic impedance

Changes in tissue blood volume

Amplitude modulation Changes in the orientation of the heart’s electrical axis relative 
to the electrodes and changes in thoracic impedance

Changes in intrathoracic pressure that 
reduce pulse amplitude and stroke 

volume during inhalation

Frequency modulation Manifestation of respiratory sinus arrhythmia, the spontaneous 
increase in heart rate during inspiration, and decreases 

during exhalation

Manifestation of respiratory sinus 
arrhythmia, the spontaneous increase 

in heart rate during inspiration, and 
decreases during exhalation

ECG, electrocardiogram; PPG, photoplethysmogram.
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monitoring, this review highlights BioMeT engineering solu-
tions, form factors, body placements, and factors that may 
impact accuracy when measuring vital signs at home.

Because many BioMeT types do not have well-established 
validation protocols, it is not possible to gather validation 
information for every BioMeT described in this paper. As high-
lighted in a recent systematic review of evidence for validation, 
feasibility, clinical outcomes, and costs of wearables for early 
detection of patient deterioration, guidelines for the acceptable 
mean differences, and limits of agreement for continuous mon-
itoring of vital signs are unfortunately lacking.136 BP is the only 
measure with internationally accepted validation protocols and 
a conduct of independent validation studies as a routine prac-
tice. In contrast, there are no widely agreed upon protocols for 
validating respiratory rate from ECGs or PPGs. To address the 
lack of validation practices, some colleagues have proposed 
a framework describing a three-part process called “V3” that 
BioMeTs need verification (accuracy of sample level sensor 
data compared with a bench standard), analytical validation 
(ability of a sensor plus an algorithm to capture the physiolog-
ical concept accurately), and clinical validation (whether the 
measurement is meaningful to answer a specific clinical ques-
tion in a specific population).9 Information about verification, 
analytical validation, and clinical validation is highly variable 
based on BioMeT type; and some of the information, like sen-
sor verification, is often not available in the public domain. 
In the absence of validation data, other important resources 
include evaluation studies that describe experiments testing 
accuracy and usability. However, the studies included in the 
recent systematic review referred above were predominantly 
rated low or moderate quality due to a lack of reporting on clin-
ical outcomes, lack of information about cost effectiveness, 
small sample size, and the risk of biases when performed or 
funded by the product manufacturer itself. The authors argue 
the need for large well-controlled studies to guide implementa-
tion of vital sign monitoring devices on a large scale in clinical 
practice or in-home monitoring.136

New generations of BioMeT have form factors and body 
placements that allow for continuous real-time monitoring 
of vital signs. For example, a patch worn for multiple days 
can collect temperature, heart rate, or RR. Unobtrusive 
wristbands could be used to measure temperature, heart 
rate, BP, or oxygen saturation. With continuous monitoring, 
BioMeTs have the potential to provide rich data sets, allow-
ing physicians to know a patient’s baseline over time.

While monitoring for COVID-19 or any change in health 
status, these technologies have a potential to help doctors 
identify clinically meaningful changes in vital signs due to 
diseases that differ from normal variations due to biological 
variability, time of day, food and drink, a person’s age, exer-
cise, or underlying physiological conditions.1499,137

More broadly, this knowledge allows for a more personal-
ized approach to medicine. Continuous at-home monitoring 
may enable the diagnosis of conditions that are difficult to 
detect in the clinic or hospital, such as masked hyperten-
sion77 or atrial fibrillation.66 Such findings can guide future 
diagnostic tests and treatment.

Continuous monitoring introduces new challenges when 
collecting and interpreting vital sign measurements taken at 
home: motion artifacts and usability for patients.

Motion artifacts
Physical activity causing sensor displacement can cause 
altered readings for any vital sign, especially for wrist-worn 
products. Taking measurements at rest and assessing 
measurements within the context of an individual’s daily 
activities can reduce the impact of making a care decision 
on inaccurate data.

Usability for patients
Patients may be unlikely to wear a product that is uncom-
fortable, despite how accurate it may be. For instance, 
sticky adhesives or bulky smart clothing may not be ac-
ceptable in all patient populations. Other practical features 
impacting wear adherence include the tool’s battery life, 
waterproof level, and the tech savvy of the patient popu-
lation. Considering those at the highest risk for COVID-19 
and most likely to receive care remotely are older patients, 
assistance or training for using the technology may be re-
quired. Healthcare providers could consider form factors 
that have had positive results in usability evaluations con-
ducted in target patient populations. In a survey earlier 
this year, one in five Americans reported regularly wearing 
a smartwatch or wearable fitness tracker.138 To maximize 
adherence, healthcare providers could consider using 
BioMeTs that their patient population is already comfort-
able with.

It is important to note limitations in BioMeT capabilities. 
First, connected sensor technologies will not be applicable 
or appropriate to measure all potential signs and symptoms. 
For example, vital sign abnormalities in COVID-19 can be 
highly variable, and diagnosis and treatment for the disease 
are not standardized.7,32 There is a wide range of possi-
ble symptoms, including shortness of breath, fever, chills, 
muscle pain, sore throat, nausea, diarrhea, and even loss of 
smell and taste139,140 that a sensor cannot reliably measure. 
For instance, shortness of breath is a subjective measure-
ment collected via patient self-report. Additionally, even for 
commonly seen symptoms of COVID-19, such as cough, 
there is no robustly tested technology for at-home moni-
toring.7 Furthermore, BioMeTs will not be appropriate for all 
elements of a complete clinical assessment, such as labo-
ratory tests or imaging. Finally, BioMeTs are not intended to 
be a sole diagnostic tool, they collect measurements that 
require interpretation by a healthcare professional.

There are limitations of this review. This is not a system-
atic review or meta-analysis of individual studies evaluating 
product measurement performance. Rather, this is a com-
pilation of information available at the time of manuscript 
submission (June 2020). Information about COVID-19 and 
digital medicine in general is rapidly accumulating. This re-
view is not intended to describe all the possible versions of 
products. There are also other important components when 
evaluating BioMeTs, such as data rights and security that 
are beyond the scope of this paper.20

As we enter the summer months with stay-at-home restric-
tions lifting, the CDC is reporting an increase in COVID-19 
cases across the country, raising concerns that a second 
wave is upon us.5,141 Consequently, remote monitoring is 
likely to become a permanent aspect of clinical care and 
research. To support this growth, more information in the 
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public domain is needed to inform a product choice based 
on the quality of measurements and usability. Moreover, the 
field would benefit from unified sources of information on 
certain types of BioMeTs and results from independent eval-
uation or validation studies.
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