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Abstract

Purpose: This paper proposes a novel cyber security risk governance framework and ontology for large Australian
healthcare providers, using the structure and simplicity of the Unified Modelling Language (UML). This framework is
intended to mitigate impacts from the risk areas of: (1) cyber-attacks, (2) incidents, (3) data breaches, and (4) data
disclosures.

Methods: Using a mixed-methods approach comprised of empirical evidence discovery and phenomenological review, exist-
ing literature is sourced to confirm baseline ontological definitions. These are supplemented with Australian government
reports, professional standards publications and legislation covering cyber security, data breach reporting and healthcare
governance. Historical examples of healthcare cyber security incidents are reviewed, and a cyber risk governance UML pre-
sented to manage the defined problem areas via a single, simplified ontological diagram.

Results: A clear definition of ‘cyber security’ is generated, along with the ‘CYBER-AIDD’ risk model. Specific examples of
cyber security incidents impacting Australian healthcare are confirmed as N= 929 over 5 years, with human factors the lar-
gest contributor. The CYBER-AIDD UML model presents a workflow across four defined classes, providing a clear approach to
implementing the controls required to mitigate risks against verified threats.

Conclusions: The governance of cyber security in healthcare is complex, in part due to a lack of clarity around key
terms and risks, and this is contributing to consistently poor operational outcomes. A focus on the most essential
avenues of risk, using a simple UML model, is beneficial in describing these risks and designing governance controls
around them.
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Introduction
The healthcare industry has been a significant consumer
of information and communications technology (ICT)
innovation since the introduction of digital networks
and databases in the 1960s. As this usage has grown, it
has presented an emergent challenge for healthcare pro-
viders, who have sought to exploit the benefits of this
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rapidly emerging digital industry, while avoiding the
inevitable vulnerabilities such complex new technology
also delivers.

The growth in both human populations and the sophisti-
cation of medical services has placed increasing importance
on these digitally enabled services, such as those multiple
hospital systems delivered via Australia’s state and territory
governments or private healthcare businesses. This is a risk
most recently recognised by the Commonwealth govern-
ment of Australia with amendments to the Security of
Critical Infrastructure Act 2018 (Cth),1 which classifies
any health provider operating an intensive care unit as
an asset of critical national infrastructure requiring man-
datory risk protection governance. It is these types of ser-
vices that are the focus of this paper and are referred to
throughout as large Australian healthcare providers, or
‘LAHPs’.

Part of this challenge has been how to effectively imple-
ment the emergent security risk control frameworks which
have also evolved, and which define prescriptive and sys-
temic management processes. These large frameworks
require the structured discovery and recording of assets
(physical and data), the identification and prioritisation of
risks to those assets, and the identification of controls to
apply to each component. This is a complex and expensive
undertaking which general ICT support teams, and clinic-
ally trained or business-focussed risk managers, have
struggled to implement effectively in many LAHPs. With
unique legal, technical and social structures influencing
Australian healthcare delivery, this paper seeks to clarify
and define these risks to LAHP data and technology
systems, and propose an alternative (but complimentary)
simpler approach to establish.

In the literature, a theme emerges around a lack of
research investigating how healthcare providers can priori-
tise cyber security risk management, especially with staff
members who lack expertise in the area. This is evidenced
via the comprehensive bibliographic analysis of healthcare
and cyber security conducted by Jalali et al.,2 where the
authors identified the majority of their 472 verified
sources originating from technically focussed science
fields, which led them to conclude:

This focus on the technological aspects of cyber security
suggests that nontechnological variables (human–based
and organisational aspects, strategy, and management)
may be understudied.

This theme was also prefaced some 13 years earlier by
Williams,3 who summarised:

Research into the protection of sensitive medical data is
often technically focused and does not address information
systems and behavioural aspects integral to effective infor-
mation security implementation.

Finally, Warren and Leitch4 also identified that health-
care requires more than improved technical solutions, high-
lighting instead the need for:

(an) information systems security design method that
effectively models and evaluates both the technical and
social aspects of information security.

Methods
This paper utilises aspects of empirically based evidence
discovery and phenomenological review, in a mixed-
methods approach to achieve an ultimately improved and
novel ontological model. The methodology to achieve this
was undertaken across three phases, being:

1. Literature review: identifying the phenomena contributing
to the underlying cyber security healthcare problem and
ascertaining the key baseline definitions. Discovering
and building on the work of multiple authors to define
key aspects of cyber security and cyber resilience, par-
ticularly Schatz et al.5 to concisely define ‘cyber secur-
ity’ based on their semantic analysis of 28 definitive
sources.

2. Analysing multiple quantitative data sources: confirming
the problem scope in an Australian context by reviewing
published evidence from the Australian Cyber Security
Centre (ACSC), Office of the Australian Information
Commissioner (OAIC), and Australian Digital Healthcare
Agency (ADHA), and linking the cyber security and resili-
ence definitions from stage 1 to those known risks most
likely to impact them.

3. Completing a novel ontological design using UML
modelling, to create a simple governance framework
that LAHPs could realistically adopt. The construc-
tion of this bespoke ontological model, using the
clarity offered by UML modelling, provides a simpli-
fied single-view of the required high-level govern-
ance processes required to achieve improved cyber
resilience.

This combined approach is undertaken in order to integrate
aspects of two highly complex domains: cyber security and
large healthcare environments.

In seeking to reduce ontological ambiguity in support of
improved LAHP cyber resilience, this paper recognises the
importance of considering the influence of people and
human psychology in ensuring effective cyber resili-
ence.2–4 This leads to the adoption of distinct Soft
Systems Methodology (SSM) concepts, such as that articu-
lated by Checkland,6 in his approach of using SSM to seek
‘practical and achievable’ outcomes within complex
systems. A further justification for this SSM approach, as
opposed to a purely scientific-positivist methodology, is
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to overcome the problem concisely defined by Avorn,7 who
wrote:

In reality, we [clinicians and patients] are all influenced by
seemingly irrational preferences in making choices about
reward, risk, time, and trade-offs that are quite different
from what would be predicted by bloodless, if precise,
quantitative calculations.

Literature review
To precisely define and scope the cyber security risk and
governance themes and criteria relevant to this study, this
section explores the existing literature in order to discover
what material already exists and is applicable, or where
gaps or anomalies might exist in either the specific data
or the methods used to obtain it.8 Papers were sourced via
an initial Google Scholar search for articles with the
phrase ‘medical cyber risk governance’, and using the
‘related articles’ option where relevant papers were identi-
fied from reading their abstracts.

Other studies into healthcare cyber security risk have
been undertaken, although, the lack of practical procedural
guidance included in these, or their specialist skills require-
ments, restricts their general applicability to LAHP cyber
risk governance. This includes the work of:

• Webb and Dayal,9 who reviewed overall cyber security
risk profiles in medical devices, but did not provide a
bespoke framework for implementing remediations,
focussing instead on existing standards from NIST,
ISO and the therapeutic good administration (TGA).

• Schwartz et al.10 reviewed the lifecycle of medical
devices, commenting on the need for a standards-based
approach and detailing the approaches used by regula-
tors and governments, but not including guidance for
healthcare end consumers.

• Thomasian and Adashi11 provided a more detailed risk
review, including a ‘taxonomy of harm’ that included
impacts on the confidentiality, integrity and availability of
medical devices. Their ultimate framework for managing
risk was to apply the NIST CSF standards-based approach.

• Falco et al.12 created a guide, the ‘Cyber Crossroads’,
which identified many relevant cyber risk issues, and
also confirmed that the high cost and complexity of under-
taking the standards-based approach was limiting for
healthcare providers. The report identifies a simplified
and bespoke high-level governance process but does not
detail the specifics of addressing targeted cyber risks.

Cyber definitions

In considering the growing threat landscape LAHPs face a
significant challenge in operationalising justified and costed

actions, founded on clear semantic meaning that supports
agreement between vendors, technologists and clinical
staff. ‘Cyber security’, ‘cyber risk’, ‘cyber governance’,
‘cyber space’, ‘risk management’ and ‘information secur-
ity’ are just some of the closely related terms that may be
used interchangeably to describe risks or activities. Even
more fundamentally, adding the prefix ‘cyber’ to
myriad other words to create new phrases may deliver no
obvious semantic meaning at all. Terms such as ‘cyber
threat’, ‘cyber operations’, ‘cyber-attack’, or ‘cyber
warfare’ may introduce ambiguity or confusion for audi-
ences – especially interdisciplinary ones – regarding what
is being described.13 These problematic aspects of semantic
and pedagogical definitions and interpretation are indicative
of the understudied yet important aspect of people – and the
phenomenological cultures they create and work within, of
which LAHPs are a prime example.

A starting point should therefore be that cyber-anything
denotes those aspects of the LAHP processes-of-interest
which intersect with digital information management or
communications systems. These elements can cover any
one of the five areas of: (1) physical infrastructure, (2) com-
munication networks, (3) information processing systems,
(4) devices or (5) virtual environments. In any combination,
these elements can be referred to as ‘cyber space’.14

To avoid an abstract and incomplete series of definitions
based purely on a technical-positivist approach, it is vital to
note the important roles that people play within the LAHP
context of seeking to understand cyber space. It is people
who assign value to data, and a myriad of conflicting per-
sonality traits and cognitive processes are present in them
as the users, designers and maintainers of LAHP systems
– and effective cyber security cannot be achieved without
consideration of them.15 Security within a LAHP compris-
ing of 130,000 clinical users (such as in the New South
Wales state healthcare system) is not therefore a zero-sum
approach of establishing a single secure configuration to
defeat all attacks and possible risks. Instead, an accommo-
dation of hundreds of distinct social, language, political and
cultural backgrounds needs to feed into a security culture
that users will accept, understand and regularly apply to
their everyday work.3,16,17

Cyber security versus information security

Against this large and complex organisational context,
cyber security and cyber risk management should be seen
as a subset of the overarching process of information secur-
ity,18,19 which provides common policy and reporting
requirements to both the cyber and physical domains.
Nesting cyber security within information security in this
manner recognises that there are requirements for informa-
tion security management which remain purely physical
and are managed outside of cyber space.20 An illustration
of a typical LAHP information security ecosystem, and
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the distinct zone that cyber space occupies, is included in
Figure 1. The area within the shaded central ‘cyber space’
zone includes non-exhaustive examples of the scope of
cyber security risks that could be managed via the model
proposed in this paper.

As ‘cyber security’ is a key term used throughout this
paper, it is important to highlight the thorough work on
defining it undertaken by Schatz et al.,5 who processed
28 academic, government and industry source definitions
of ‘cyber security’ via a semantic similarity analysis.
Their final output was the creation of the most represen-
tative definition of cyber security yet seen, which this
paper supplements with the underlined text below
(based on the definitions for common vectors of cyber
security failure, which will be detailed later in this
paper):

(Cyber security is…) the approach and actions associated
with security risk management processes followed by orga-
nisations…to protect the confidentiality, integrity and avail-
ability of data and assets used in cyber space from attacks,
incidents, data breaches, and data disclosures.

Cyber security or cyber resilience?

A final aspect to define is the concept of ‘security’ itself.
Too often, this is presented a binary choice of a system or
process either being secure – or not. In reality, the
concept is a sliding scale, where a system’s security status
is dependent upon multiple interacting elements that
might include timeliness, group knowledge, legislative
requirements, or other service-specific aspects. Together,
this creates a dynamic web of trustworthiness – built on evi-
dence that a system can operate within its design para-
meters, and perform dependably and reliably in the face
of passive failures or active threats.21

‘Cyber resilience’ is the term given to a system’s cap-
acity to maintain its status of… reliability and dependabil-
ity in the face of persistent threats.22 The December 2022
edition of the Australian Government’s Information
Security Manual (ISM)23 defines it similarly as, ‘the
ability to adapt to disruptions caused by cyber security inci-
dents while maintaining continuous business operations’.

Pursuing resilience as opposed to seeking formal proof
of absolute security24 is therefore a practical approach
given the dynamic challenges persistent throughout
LAHP systems, stemming from their complexity, hetero-
geneity and rapid rate of change. As such, it is called out
as a key concept in the 2022–2025 Cyber Security
Strategy for the Australian Digital Health Agency (the
national governments’ peak health organisation), which
states that its three-year vision is to achieve, ‘Cyber security
that enables the next frontier of digital health by supporting
a resilient healthcare ecosystem’.25

The Australian Cyber Security Centre’s (ACSC) Annual
Cyber Threat Report for 2022 also focuses on resilience,
where it is mentioned 21 times and forms a foundation
for the ACSC’s planned 10-year strategic response to
the current threat environment, known as REDSPICE
(Resilience, Effects, Defence, Space, Intelligence, Cyber,
Enablers).26

Adopting an approach towards increased resilience also
helps manage the time and budget limitations that a purely
standards-based approach of executing deep and bespoke
risk assessments can bring. This is a particular problem
for LAHPs where disparate technical and management cap-
abilities make the six steps of risk management (shown in
Table 1, as published by the US National Institute for
Standards and Technology27 and the Australian Cyber
Security Centre)23 impractical, leading to the persistence
of many preventable risks.

Pursuing a more flexible approach towards cyber resili-
ence in LAHPs, based on the practical knowledge of just
how LAHPs actually suffer from cyber risks, can enable
multiple aspects of these risk reduction and recovery
options to apply in the right measure at the right time,
without the gridlock that can otherwise ensue from
getting stuck at stages 1 or 2 in the risk management
process.

Resilience also accepts that bad things will happen to
systems on occasion despite all best efforts, and the import-
ant outcome is being able to accommodate such incidents
and recover from them with as little impact as possible.
This does not necessarily equate to such systems being inse-
cure, but in being secure enough.

Cyber security failures in healthcare

There are many media and industry reports claiming that
healthcare is the most breached, attacked, or vulnerable indus-
try in Australia.28–30 While such headlines may cause concern
for those working in the industry, they rarely provide enough
analysis to create a meaningful ‘lessons learned’ for LAHPs to
apply and reduce their own operational risks. Precisely identi-
fying the key vectors of these reported failures in LAHP
systems is important, as there are varying risk impacts and
treatments depending on whether a LAHP is seeking to
manage ‘vulnerabilities’ as opposed to ‘cyber-attacks’ or
‘data breaches’.

Porcedda31 examined aspects of this problem with a
review of various European data protection legislation
and identified a need to describe more than just ‘breaches’.
The author defined breaches as being comprised of ‘events’,
leading to …destruction, loss, or disclosure of data.
However, while Porcedda helped focus these data breach
definitions, they did not include a focus on the contributory
causes of targeted and malicious cyber-attacks. To achieve
a separation and full definition of the high-level cyber fail-
ures that could impact on a LAHPs ability to achieve cyber
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resilience, this paper expands Porcedda’s classification
work and combines it with the empirical findings of the
ACSC’s 2022 Annual Cyber Threat Report,26 the OAIC’s
Notifiable Data Breach (NDB) scheme, and the ADHA’s
2022–2025 Cyber Security Strategy.25

In their 2022 Annual Cyber threat Report, the ACSC
details 76,000 cyber-related crimes or incidents (up 13%
from the previous year) and 25,226 new publicly reported
software vulnerabilities (up 25%) and concluded that ‘ran-
somware attacks represent the most destructive cybercrime

threat’.26 In summarising their findings relating to cyber
defence and resilience, the ACSC concludes that the blur-
ring of home and work life, coupled with increasing
device interconnectivity, presents many more opportunities
for malicious actors to conduct targeted or opportunistic
attacks.

In considering the existing literature alongside the
ACSC and OAIC data and the ADHA’s stated strategy,
this paper focuses on four priority cyber security areas.
These consolidated categories, which represent the priori-
tised opportunities to manage both inbound threats and
data exfiltration risks to which LAHPs are particularly vul-
nerable, are: (1) attacks, (2) incidents, (3) data breaches and
(4) data disclosures. These can be summarised using the
‘CYBER-AIDD’ acronym and are illustrated in Figure 2,
which shows that the central role people occupy in facilitat-
ing the encroachment of attack and incident-based risks into
the protected perimeter, despite the presence of multiple
control processes that may be comprehensive in content.
Of importance in this diagram are the four green paths of
escalation, which represent the controllable interfaces that
LAHPs should better manage to intercept or divert these
risks, to avoid the ultimate realisation of data breaches or
data disclosures from occurring.

Attacks

There is an increasingly sophisticated and capable global
risk from organised crime, citizen activists, government
intelligence agencies and other government-funded or
issue-motivated groups to target networks for deliberate
attack (including LAHP networks). These are the so-called

Figure 1. The information security (physical) and cyber space domains in healthcare.

Table 1. ACSC and NIST risk management stages.

Stage Risk management process

1 Define and categorise the system: using risks based on
likelihood, threats, vulnerabilities and potential for
loss of life

2 Select controls: and tailor controls to reduce risk to an
acceptable level

3 Implement controls: and describe how they are
employed with the environment

4 Assess controls: to determine if they are producing the
desired outcomes

5 Authorise the system: based on its operational risk and
controls baseline

6 Monitor the system: by reviewing the approved controls
and documenting changes
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Advanced Persistent Threat (APT) groups and their motiva-
tions can range from political pressure, all-domain
warfare, or financially-motivated outcomes, and they can
deploy coercive military-grade cyber weapons and techni-
ques with a very high likelihood of success.32–34 These
attacks can range from ransomware, systems performance
degradation (denial of service (DoS) attacks), website
defacement, or destructive malware. Such attacks can be
executed via human-based vectors (‘social engineering’),
exploitation of known and unpatched software vulnerabil-
ities, the manipulation of badly configured systems, or the
discovery and deployment of previously unknown vulner-
abilities (‘Zero-Day’ exploits).

The consequences of such attacks can be any combin-
ation and severity of security incidents, data breaches, or
data disclosures. In an attack on the Singapore Health
system in 2018, the attacker spent 10 months inside the
network discovering the most valuable data and exploiting

multiple avenues of back-door access, before eventually
exfiltrating 1.5 million patient records.35

LAHPs are attractive targets for these attacks as health-
care systems tend to be very complex and therefore very
likely to host known vulnerabilities that can be exploited.
While this may seem obvious when considering legacy
systems with expired vendor support, it can also be the case
for cutting-edge solutions being used in new configurations.
Researchers have, for example, undertaken penetration tests
demonstrating successful compromises of Bluetooth-enabled
insulin pumps,36 pacemakers,37 medical alert pager net-
works,38 deep brain implants39 and even AI-supported
cancer diagnostic software.40

The implication for LAHPs is that sophisticated attacks
against them may be underway at any time, via many novel
vectors, and the absence of obvious symptoms may not
represent the absence of a determined or possibly already
successful attack.

Figure 2. CYBER-AIDD risks and their logical infringement across LAHP trust boundaries.
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Incidents

Several well-developed international standards are avail-
able that identify what any organisation should do to
manage security incidents, including ISO/IEC 27035
‘Information Security Incident Management’;41 the
National Institute of Standards and Technology (NIST)
‘Special Publication 800-61 - Computer Security Incident
Handling Guide’;42 The European Union Agency for
Cyber Security (ENISA) ‘Good practice guide for incident
management’);43 and the SysAdmin, Audit, Network and
Security (SANS) ‘Incident Handlers Handbook’.44
Despite these mature standards being available, adoption
resistance can be high for a LAHP, who may try to
embrace too many aspects of that ideal standard and may
become mired in ‘paralysis by analysis’45 as they seek to
assess too many systems, and implement too many risk
mitigations. This can ultimately lead to ineffective out-
comes when decisions in an emergency situation are
made in haste, and with incomplete awareness or knowl-
edge of the true nature of the incident taking place.46,47

To seek a simplified approach, there are two high-level
definitions that should first be recognised – that of
‘events’ versus ‘incidents’:48

• Security events – an occurrence in a system, service, or
network state indicating a possible breach of safeguards.

• Security incidents – an unwanted, unexpected security
event, or series of events that have a significant probabil-
ity of compromising business operations.

The NIST Special Publication (SP) 800-61 introduces one
further aspect to these definitions, sub-dividing ‘events’ in
a way that is useful for recognising that many events are
in fact ‘noise’ that need to be filtered out during incident
response. This results in an optimum definition comprised
of: (1) events, (2) adverse events and (3) computer security
incidents.42

For a LAHP, being able to adopt and implement at least
some rudimentary incident controls based off these three
definitions is a core requirement that can deliver a powerful
prevention and remediation capability, and a foundation for
effective cyber resilience.

Breaches

Much has been written in academia and the media on the
subject of data breaches, fuelled by the drivers of: (1) the
rapid expansion of digital systems into increasingly sensi-
tive areas of public services and citizens’ private lives, (2)
the seeming ease and regularity of those digital systems
being compromised, (3) the rising business cost of recover-
ing from data breaches and (4) government privacy
legislation establishing mandatory reporting frameworks,
which has led to greater exposure of such incidents.49

Throughout the literature, definitions for the term can
vary depending on the specific data of concern, the profes-
sional or governance body writing policies, or the social
expectations of the government creating new laws.50

It should also be noted, when seeking to clearly identify
and resolve the problem of data breaches, that the word
‘breach’ lends itself differently to specific aspects of the
cyber security resilience problem, given the main defini-
tions of the word from the Cambridge Dictionary:51

1. Noun: Broken promise/rule – an act of breaking a law,
promise, agreement, or relationship.

2. Noun: Opening – a hole that is made in a wall or in
another structure being used for protection during an
attack.

The first definition applies to the failure of explicit or
implied legal contracts or protections that apply when
patients or third-party stakeholders provide sensitive per-
sonal, business, or research data to LAHPs for processing
or storage. When attacks on systems or incidents result in
data being disclosed, the LAHP can be said to be in
breach of their agreement with the provider or subject of
that data. The second definition applies to the practicalities
of how attacks or incidents are actually successful. In this
context, a malicious or incidental action reveals a gap
(breach) in one or more of the protections in place to main-
tain the confidentiality, integrity, or availability of sensitive
data.

Taking elements of these definitions into consideration
when examining data breaches, Khan et al.52 define a data
breach as, ‘a security incident in which sensitive, protected,
or confidential data are copied, transmitted, viewed, stolen,
or used by an unauthorised individual’. A similar definition
is arrived at by Hendee,53 ‘a confirmed incident in which
sensitive, confidential or otherwise protected data has
been accessed and/or disclosed in an unauthorised
fashion’.

While these definitions focus on the ultimate threshold
of a data breach being linked the authorised status of the
user, they do not adequately cover the subtleties that may
be present in the early stages of a LAHP breach where
user access is fully ‘authorised’. In these cases, the user
managing data or systems may only subtly or inadvertently
be at odds with policy or best practice, but the foundations
for a future significant data breach are sown when minor
breaches of contracts, policy, or security controls go
unnoticed or unactioned. This is why the previous sections
defining attacks and incidents as precursors for this separate
process of a data breach are important – they show that data
breaches do not occur in isolation but are in fact the product
of other security failures.54 It is also why the prevention of
attacks and the early identification and strategic learnings
from security incidents are essential, as these are
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opportunities to avoid the subsequent realisation of a data
breach from ever occurring.

In reviewing the Australian legislative response to data
breaches, Daly50 defines a data breach as, ‘security
breaches, which lead to the disclosure, access or acquisi-
tion of information’. This definition is more helpful in
removing the ‘authorised user’ threshold, but still falls
short of identifying the important variation between
‘access or acquisition of information’ (which may in fact
be inconsequential), versus confirmation of that information
actually being disclosed in a manner that is harmful to indi-
viduals or stakeholders. This is a key point as in many cases
stolen or exfiltrated (‘breached’) data is not immediately
disclosed, as doing so would undermine its value to the
attacker. In a ransomware attack, stolen data is usually
kept private by the attacker for long periods, and it is the
threat of disclosure that is exploited in order to extract
payment from the victim. This is why the subsequent inclu-
sion of the disclosure threat to cyber security resilience,
detailed in the next section, is needed.

Further to this same point is the fact that if controls are
effectively planned, data breaches do not have to result in
disclosure at all. If a data resource is strongly encrypted
when it is stolen, it may still be publicly released during a
breach event yet remains unreadable to any third party,
and its integrity and confidentiality remain assured.

The data breach problem

The regularity and severity of data breaches impacting both
commercial and government data networks worldwide have
been extensively covered in the literature.55 Collins et al.56

detailed 6 years of breaches impacting the healthcare and
education sectors in the US and identified 2219 events in

total, while Hendee,53 having identified 9600 worldwide
breaches over 14 years, came to define the data breach as
a modern ‘epidemic’. As well as the volume of data
breaches, the speed at which a data breach can impact
users and systems can be very rapid. Hendee53 outlines
two examples of data breach evaluations undertaken by
the US Federal Trade Commission’s Office of
Technology Research Investigation, who observed attempts
to exploit breached data commencing after 90 and 90 min,
respectively.

This trend of data breaches and data disclosures has
impacted healthcare globally and in Australia significantly,
with a selection of examples shown in Table 2.

Disclosures

Unauthorised data disclosure is the ultimate adverse conse-
quence in the cyber security risk and resilience journey –
the end state that every LAHP is seeking to avoid. The pre-
vious stages of: (1) attacks, (2) incidents and (3) breaches
may all be realised, yet even then disclosure of data does
not always result from those events. The threat of disclosure
is so pervasive and effective that it has been used in attacks
and scams for several years. Keshavarzi and Ghaffary63

undertook a taxonomy review of extortion/disclosure-
themed attacks, and detailed contemporary mutations
including fake software installers, ‘leakware’ and six sub-
variants of ransomware.

For LAHP patients, given the wide-ranging sensitivity
their health data holds, the potential for serious conse-
quences from this targeting and disclosure is ever-present,
and has been a disturbing feature of many previous health-
care disclosure incidents. One of the more serious examples
of this was the breach of data from a mental health

Table 2. Select Australian healthcare cyber security incidents 2018–2022.

Provider Incident Cause Year

HealthEngine 59,600 items of ‘patient feedback’ accessed57 Website misconfiguration 2018

Cabrini Hospital Melbourne
Heart Group

15,000 patient records encrypted by malware. Attempts to
pay the ransom failed to recover the data58

Unpatched systems and
malware

2019

Victoria Health Multiple sites attacked, and numerous systems impacted over
several weeks. Multiple surgeries cancelled59

Emotet malware 2019

Ambulance Tasmania Unencrypted radio transmissions intercepted and posted
online60

Legacy communications 2021

Eastern Health Elective surgeries cancelled across four Melbourne
hospitals61

Ransomware 2021

Medibank A 200 GB database containing approximately 9.7 million
customer records stolen62

Phishing attack (stolen
privileged credentials)

2022
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counselling clinic in Scandinavia, and subsequent attempts
to bribe individual patients with the threat of their clinical
records being disclosed to friends or family unless a
ransom was paid.64

While the word ‘disclosure’ has several similar meanings,
within the domain of cyber resilience, the definition that is
most relevant is, ‘something that was not previously known,
or the act of giving such information to the public’.50 This pro-
vides an explanation that resonates at this final stage of the
AIDD focus. The eventual revelation of sensitive information
resulting from a data breach is damaging to a LAHP (and the
patient), both for the specific nature of that data (as the ‘thing
that was not previously known’ could be very personal
medical data), and the fact that the system which should
have protected it failed (this ‘act of giving’ the data to the
public – albeit via a data breach – is one that can cause the
public to lose trust in the LAHP).

McLeod and Dolezel65 highlight this same concern in
their paper modelling healthcare data breaches, with the
inclusion of the ‘disclosure’ definition from the US
Health Insurance Portability and Accountability Act
(HIPAA), which states, ‘a breach is, generally, an imper-
missible use or disclosure under the Privacy Rule that com-
promises the security or privacy of the protected health
information’.

Recognising healthcare cyber security concerns

As the situation above outlines, healthcare has increasingly
been identified as an industry of concern regarding its cyber
risk management and cyber resilience capabilities.
Williams66 identified the lack of a coordinated national
approach to the protection of Australian healthcare as a
growing risk, along with the poor understanding of risk
by clinical end-users. Langer67 captured the scope of
threat actors interested in healthcare through his classifica-
tion of ‘thieves, vandals and assassins’ all seeking to exploit
healthcare, and reiterated Williams’ finding that naive users
opening emails or visiting malicious websites makes
success likely for potential attackers, without them even
having to compromise user credentials.

Jalili and Kaiser68 further detail the unique problems
healthcare experiences from endpoint complexity, multiple
stakeholder alignment, and the financial value attackers can
reap from exploiting medical records. Those authors also
identified the attractiveness of healthcare attacks to politic-
ally or terrorist motivated cyber attackers, with one of their
interview subjects identifying that such actors would target
healthcare because, ‘…it makes the news faster. If you have
to turn patients away from your emergency room because
you can’t get your IT up, that’s scary’.

Wherever protective approaches have been applied his-
torically, they have been focussed on better managing the
critical elements of the ‘CIA triad’ – the confidentiality,
integrity and availability elements that form the core of

cyber security for any digital system.18,69–71 While these
are important attributes to protect for a range of systems,
they take on especial importance when dealing with
the life-and-death diagnostics, vulnerable citizen records
and pandemic-scale containment processes provided by
LAHPs. For such systems there is a virtual inevitability of
some form of attack, incident, or breach occurring due to
system complexity. This view is supported by Goel
et al.72 who also surmise that given the resource constraints
most organisation face and the continual risk trade-offs
needed, there needs to be a re-think of purely compliance-
based strategies based on rigidly following monolithic
security frameworks.

Statistical analysis

The main relevant statistics for this paper are those describ-
ing the frequency and cause of data breaches impacting
LAHPs – the risk that the CYBER-AIDD model is
seeking to reduce. The examples shown in Table 2
(primarily sourced from media or industry reports) tend
towards reporting on volumetric measures such as the
number of records lost in each breach, the cost to organisa-
tions of recovery, or the volume of data transferred to the
attackers. This selective focus on data breach consequences
also applies via other Australian data, with the most recent
(October 2022) Australian National University Public
Exposure and Responses to Data Breaches73 poll reporting
that ‘32.1% of the Australian population has been the victim
of a data breach in the previous 12 months’.

As the ANU data does not deal specifically with health-
care, when seeking to focus on LAHP figures the peak
Australian data comes via the Commonwealth Privacy
Act’s Notifiable Data Breach (NDB) scheme, which is over-
seen by the Office of the Australian Information
Commissioner (OAIC). This has been in place since 2018
and a summary of the first five years of eligible data breaches
(which total N= 929) are illustrated in Figure 3. This also
shows the vectors by which those breaches were realised,
including an annualised population mean (μ) for each
cause. While this shows for each year that healthcare has
reported significant breach volumes (and that human error
is consistently the main cause at 462/929 (49.9%) of all
breaches), it should also be noted these figures are likely
to be significantly under-reported for the following reasons:

1. Not all LAHPs have a mandatory reporting requirement
under this Commonwealth legislation (such as state-run
public health services), and so several very large
LAHPs are excluded from these figures.

2. The Commonwealth Government’s Australian Digital
Health Agency (ADHA) reports separately on data
breaches or incidents impacting the national My
Health Record system, and those figures are also
excluded here.
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3. For LAHPs that are covered under these Privacy Act
reporting requirements, not all data breaches are consid-
ered ‘eligible’ for inclusion into these periodic reports,
and are also excluded here.

Results
This paper has shown that achieving cyber resilience begins
with clearly defining the scope and goals of cyber risk con-
cerns for LAHPs. The figures presented show that of the
929 total healthcare data breaches reported in Australia
over a five-year period, human error (μ= 92.6) is the
most prevalent. Supplementing this trend with analysis
from the ACSC and AHDA, a prioritised four-stage risk
model is defined, recommending that LAHPs focus on:
(1) attacks, (2) incidents, (3) data breaches and (4) data dis-
closures (the ‘AIDD’ approach).

In order to present these results in an easily consumable
form, the final definitions, relationships and implementation
order of these findings are incorporated into the
ontological diagram shown in Figure 4, using the Unified
Modelling Language (UML) to present a ‘specified
conceptualisation’.75

Model construction

In this model, the ‘classes’ referred to are the four
prioritised aspects within the expanded definition for
‘cyber security’, and reproduced here with the classes
bolded for clarity, each of which is shown via the
UML model as a ‘set of objects with common
features’:76

(Cyber security is…) the approach and actions associated
with security risk management processes [1] followed
by organisations…to protect the confidentiality, integrity
and availability [3] of data and assets used in cyber
space [2] from attacks, incidents, data breaches, and
data disclosures [4].

For each of the classes, three stacked boxes are presented
which respectively describe the name of the class, its attri-
butes, and any logical or practical operations that apply to
it. The model commences with class #1, ‘risk management’;
shown as the initiating action of cyber security resilience (of
which there must be at least one, but possibly many ver-
sions) with a protected (#) attribute of ‘controls’ and a
public operating attribute (+) of ‘governance’. Protected
attributes of the risk management class include operations
‘()’ for maintaining a risk register, a recognised risk appe-
tite, a formal risk committee, and an incident management
process, along with publicly available (+) policies. This
class of attributes are then applied to class #2 ‘cyber
space’, and the process continues in sequence with the
ultimate goal, at class #4, of minimising cyber risks
through reduced attacks, incidents, data breaches and data
disclosures.

This paper has adopted the use of UML class diagrams
for the illustration of this ontology in recognition of their
following attributes:

1. UML class diagrams are consistent with the object-
centred outcomes traditional ontologies seek to
represent, across various domains of interest.77

Figure 3. Australian healthcare data breaches 2018–2022 (N= 929).74
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2. In this use-case, UML is effective in achieving the onto-
logical outcome of ‘explicit specification of a conceptu-
alisation’ or declarative formalism.78

3. Through the use of class diagrams, UML can be used
to describe both the arrangement and semantics
required to understand relationships, via the use of
labels.79

Discussion
This paper has provided a simplified model which can be
used by LAHP organisations to commence a transformation
towards better cyber resilience. LAHPs who are struggling
to understand or begin such a journey – to find a ‘way in’ to
this complex cyber space – will find these definitions and
the final model useful in establishing the necessary risk
and governance frameworks and supporting processes.
What the literature review has shown is that there are cur-
rently many widely disparate definitions for cyber risk
terms, but with a more precise application, ‘cyber security’
can be defined to focus on the risks most relevant to
LAHPs, being attacks, incidents, data breaches and data
disclosures (the CYBER-AIDD model).

Of central relevance to this investigation has been the
difficulty that LAHPs experience implementing exhaustive
cyber risk frameworks such as NIST, ISO/IEC 27001 or the
ACSC’s Information Security Manual – evidenced by the
ongoing trend of data breaches which those standards are
intended to reduce. These do remain vital resources for
any LAHP to ultimately adopt, and the attributes and opera-
tions identified in this paper’s CYBER-AIDD approach are
consistent with the controls those standards support and
should be seen as a bridge between the two methodologies.

The presentation of the single-page CYBER-AIDD
model is useful for a variety of practical uses, such as
scoping new projects, procurement shortlisting, or populat-
ing an initial risk register. This brevity is intended to be the
models’ primary attribute, much like the ACSC publishes
an Essential Eight Maturity Model80 version of its larger
37 Strategies to Mitigate Cyber Security Incidents,81

which is itself condensed from the 850 controls of the full
Australian Information Security Manual.23

While Australian legislation that applies to LAHPs in the
management of cyber resilience and the reporting of data
breaches is still evolving, it is apparent there is an increas-
ing intent from the government to develop this area further,

Figure 4. UML depiction of the cyber security ontology.
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and at some pace, after the large data breaches in Australia
of Optus and Medibank in 2022.82 Further major develop-
ments in this area also emerge for LAHPs from the 2021
and 2022 amendments to the Commonwealth’s Security
of Critical Infrastructure Act, 2018 (Cth), which for the
first time creates a nationwide set of risk management and
incident response criteria that includes all LAHPs across
Australia (including all states, territories and private
sectors).83 This should be considered a further driver for
LAHPs to enhance their understanding of the basic cyber
security concepts which underpin these and future legisla-
tive changes.

A foundational aspect of this model is also that there is
more to the LAHP cyber risk problem that just the ‘data
breach’ headlines. This concept that data breaches are in
reality a symptom of a wider security deficiency that is
rooted in other precursory areas (namely the prevalence
of attacks and incidents) does not emerge readily from the
formality of contemporary industry standards. Neither
does the possibility readily emerge from those standards
that, even in an ideal environment, full implementation of
the standards may still not guarantee cyber security or resili-
ence for very long, and a more agile model is needed to
deliver practical outcomes.

As a practical example of using the CYBER-AIDD
model, consider the challenge faced by a LAHP wanting
to produce a new cyber risk management plan (RMP), as
required under the newly amended Security of Critical
Infrastructure Act 2018 (Cth). This act requires that
LAHPs report a plan via their local board to the
Commonwealth Government annually, and review and
update that plan on a regular basis. Using a large (ISO or
NIST CSF) standards-based approach, this would be an
extensive (and expensive) undertaking. By undertaking
iterations of the four-stage CYBER-AIDD process, a
LAHP would be able to produce the following basic, but
robust cyber resilience approach with minimal staff, time
and financial commitments:

1. A corporate cyber risk appetite statement, a basic risk
register, and terms of reference (ToR) plus minutes
from a formally established cyber risk committee
(CRC). A draft policy for cyber incident management
should also be tabled and approved via this CRC.

2. The CRC should task the ICT (or a dedicated cyber)
manager to establish a basic cyber awareness training
programme for all users, and an inventory of key data
holdings and the infrastructure used to process and
store them (i.e. servers, disk arrays, or data centres –
including those provided by vendors). The setup of
these can be captured in a basic configuration manage-
ment database (CMDB), and proposed changes to this
baseline tracked via a minuted approvals process.
Work instructions for managing critical patching and
lifecycle management (how to dispose of old

equipment, and procure effective replacements) should
also be established, and reported via the CRC.

3. Definitions surrounding corporate information classifi-
cations can also be issued by the cyber manager, with
confirmation of data encryption, backup and recovery
requirements. These will support further assurance sur-
rounding the confidentiality, integrity and availability of
data and systems which can be reported to the CRC.

4. Finally, by establishing a ransomware policy, network
segmentation approach, and partnerships with commer-
cial cyber recovery, threat intelligence, or product part-
ners (to seek solutions such as end point protection), the
frequency and impact of attacks, incidents, data
breaches and data disclosures can be monitored,
managed and reduced over time.

The resulting documents and governance process would
meet the needs of the Commonwealth Act, avoiding the
potential imposition of legislative fines against the LAHP.

Conclusion
In considering the long-standing semantic difficulties and
trends in data breaches identified in this paper, alongside
Australian Commonwealth healthcare strategies and threat
intelligence data, it has been shown that a simpler onto-
logical approach can be achieved. An important aspect of
presenting this model has been the successful use of a
UML class diagram to align elements of semantic
meaning with a flow of interrelationships, a list of key attri-
butes, and examples of high-level operations that would be
needed to implement the model and reduce risk. Merging
these techniques is aimed at supporting increased under-
standing by any specialist from any area within a LAHP,
so that they can appreciate the basic establishment and rela-
tionships between these key concepts.

The continuing transformation of healthcare via digital
and highly internetworked systems represents a major
opportunity for LAHPs to significantly improve health out-
comes for the Australian population. Yet those same tech-
nologies also represent an ever-present risk vector, it is
essential that cyber resilience controls are in place and
maintained.

In this context, effective cyber resilience for LAHPs
does not result from the ‘big bang’ implementation of
a single all-conquering product, the deployment of
generic project managers, or simply commissioning a
standards-based audit. LAHPs, and those who work
within and supply them, need to understand the fundamen-
tals of how and why cyber risks are being exploited by mali-
cious actors. From such a position of knowledge, they can
then rationally commit to the operational changes needed to
ensure improved cyber resilience and the protection of
patient data and services.
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Limitations and future research
This study has been limited due to its goal of seeking only a
high-level definition of cyber risk, and a basic ontological
model for any LAHP to consider using as a first step
towards improved cyber governance maturity. This has
necessitated a very precise and sparse use of language, to
try and avoid the problem of creating yet another large
and unwieldy security standard.

Further work would therefore be beneficial (expanding
the UML model presented by this paper) to provide
deeper detail on the four CYBER-AIDD components, and
mapping those explicitly to one or more of the established
cyber security risk management models (such as the NIST
framework). Also an improved understanding of the range
of workers in a LAHP environment, and what their
current knowledge and expectations of cyber risk manage-
ment are, would help contribute towards more practical
training and remediation success.
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