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In brief
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publications, particularly image splicing,
threatens research integrity. Lin et al.
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refinement network (URN) to detect
splicing in scientific images. By
leveraging uncertainty information, the
URN effectively refines predictions,
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has the potential to encourage the
integrity of scientific research,
contributing to maintaining scholarly
credibility and public trust in scientific
findings.
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THE BIGGER PICTURE The integrity of scientific images faces scrutiny due to rising manipulations, leading
to retractions. Detecting subtle manipulations like image splicing is difficult when there are no reference im-
ages and when there are disruptive factors such as artifacts, abnormal patterns, and noise. Our study intro-
duces the uncertainty-guided refinement network (URN), a robust framework to detect splicing in scientific
images. By using uncertainty information, the URN is able to minimize the impact of disruptive factors and
improve the accuracy and robustness of its predictions, even after postprocessing. Additionally, we created
the SciSp dataset, a comprehensive collection of spliced scientific images, which can be a valuable resource
for this field. This work has the potential to discourage fraudulent imagery in the scholarly community and
enhance public trust in scientific research.

SUMMARY

Recently, a surge in image manipulations in scientific publications has led to numerous retractions, high-
lighting the importance of image integrity. Although forensic detectors for image duplication and synthesis
have been researched, the detection of image splicing in scientific publications remains largely unexplored.
Splicing detection is more challenging than duplication detection due to the lack of reference images and
more difficult than synthesis detection because of the presence of smaller tampered-with areas. Moreover,
disruptive factors in scientific images, such as artifacts, abnormal patterns, and noise, present misleading
features like splicing traces, rendering this task difficult. In addition, the scarcity of high-quality datasets
of spliced scientific images has limited advancements. Therefore, we propose the uncertainty-guided refine-
ment network (URN) to mitigate these disruptive factors. We also construct a dataset for image splicing
detection (SciSp) with 1,290 spliced images by collecting and manually splicing. Comprehensive experi-
ments demonstrate the URN’s superior splicing detection performance.

INTRODUCTION Scientific images are essential components of scientific publi-

cations, widely used to present experimental results.® As shown

In scientific publications, erroneous conclusions and irrepro-
ducible experimental results from inappropriate image manipu-
lation pose significant threats to the scholarly community.’
Such manipulations can mislead academic peers, lead to a
severe waste of resources, and significantly decrease public
confidence in scientific research.” Especially in biomedical
research, accurate and reproducible data are crucial for
advancing medical knowledge and developing treatments for

in Figure 1A, malicious researchers can manipulate images to
draw experimental conclusions or conceal unfavorable results,*
posing significant threats to the scholarly community.” Given
that scientific images usually involve highly specialized and com-
plex experiments, it becomes difficult for readers and reviewers
to verify their authenticity through replication promptly.

With advancements in deep learning techniques and the avail-

ability of scientific forensic image datasets,®® notable progress
8-10

the betterment of humanity. has been made in detecting image duplications,®'° synthesis, ' 2
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Figure 1. Challenges of detecting splicing traces in scientific images
(A) Difference between spliced scientific (top two rows) and natural images
(bottom row). Examples of splicing detection results on the two kinds of im-
ages predicted by our method and a famous natural image manipulation de-
tector, i.e., MVSS.®

(B) Disruptive factors such as artifacts, abnormal patterns, and noise in sci-
entific images. The green arrows indicate regions interfered with by disruptive
factors, whereas the competing manipulation detectors designed for natural
images tend to give false alarms.

and copy-move manipulation.? However, splicing, one of the most
commonly used manipulations for scientific images, is more chal-
lenging to detect and has received less attention. Compared to
duplication and copy-move detection, splicing detection lacks suf-
ficient references for comparison and retrieval. Furthermore, im-
age synthesis, in contrast to image splicing, tends to generate
more detectable forgery cues. This is because image synthesis
typically produces global forgeries, affecting the entire image,
whereas image splicing results in localized forgeries, affecting spe-
cific parts of the image. To the best of our knowledge, no deep-
learning-based method has been proposed for scientific image
splicing detection.

However, the detection of manipulated (including spliced)
pixels in natural images captured by digital cameras has
been studied extensively, and several standard datasets have
been proposed for this purpose.” In the early years, with
advances in deep learning techniques, GSR'* and RRU'® intro-
duced end-to-end convolutional neural networks (CNNs) for
natural image manipulation detection. The effectiveness
of self-attention mechanisms in this task has also been dis-
cussed in TransForensics'® and PSCC-Net."” The analysis of
intrinsic statistics to explore traces of image forgeries has
also progressed.'®° For more generalized detection, many
methods employ noise-sensitive filters®*'> or self-supervised
learning®>?® to suppress semantic information and analyze
noise inconsistencies in the images. More recently, Hifi®’
expanded this task and proposed fine-grained image forgery
detection with hierarchical labels. This appears to be a
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Figure 2. Overall structure of the proposed URN

The structure comprises two stages: a stage 1 network makes coarse pre-
dictions of spliced regions and estimates the pixel-level uncertainty about
coarse predictions and a stage 2 uncertainty-guided refinement network can
refine coarse predictions under the guidance of uncertainty information.

feasible way to train the aforementioned methods using scien-
tific datasets. However, existing natural image manipulation de-
tectors, whether proposed for splicing detection'® or general
purposes,> 1719222627 cannot achieve satisfactory perfor-
mance on scientific datasets.®

We attribute this failure to two primary reasons: (1) the preva-
lence of more disruptive factors in scientific images and (2) the
limited number of spliced images for training. Disruptive factors
mislead detection methods, rendering false alarms and incom-
plete predictions. These factors include the following (see also
Figure 1B).

(1) Artifacts. Scientific images undergo multiple types of
non-malicious degradation by authors and publishers.
Common degradations, e.g., JPEG compression,28 can
decrease tampering traces and introduce more ar-
tifacts.>®

(2) Abnormal patterns. During experimental processes, oper-
ational mistakes (e.g., improper reagent ratios and gel
rupture) can result in abnormal patterns, which tend to
be confused with splicing traces.

(3) Noise. Malfunctions and degradations of imaging devices
or even simple operator errors can introduce a large
amount of noise.

Furthermore, malicious researchers may use advanced image
editing tools®® such as Photoshop®’ or advanced Al-based
generative models, e.g., generative adversarial networks®> and
diffusion models,*® to postprocess the spliced images. These
postprocessing approaches can reduce the visible clues of
splicing,® rendering distinguishing between natural boundaries
and splicing traces challenging.

To address these issues, we design a two-stage uncertainty-
guided refinement network (URN) that can resist disruptive fac-
tors and various postprocessing approaches (see Figure 2).
In stage 1, our model recognizes the uncertain predicted regions
affected by disruptive factors using Monte Carlo dropout
(MCD).*® In stage 2, the URN integrates the uncertainty to
perform refinement. To exploit the uncertainty information fully,
we propose uncertainty-guided graph convolution (UGGC)
modules. UGGC limits unreliable information flow from uncertain
regions but guides them to receive information from nearby
confident regions. This ensures that uncertain nodes can be
gradually refined with less interference. Additionally, we propose
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Table 1. Details of datasets for scientific image splicing detection

No. of splicing
Name No. of spliced images Type approaches Acquisition methods Sources
Biofors® 181 blot/gel 3 found in publications from PLOS One
RSIID” 880 microscopy 1 automatically spliced from 3 public datasets
SciSp-C 290 blot/gel 3 found in publications from 39 journals
SciSp-H 1,000 blot/gel 5 manually spliced from PLOS One

uncertainty-enhanced manipulation attention (UEMA) modules
that can focus on ambiguously predicted regions with high un-
certainty and help distinguish between spliced and pristine
areas. By combining UGGC and UEMA, the performance and
robustness of our URN can be further improved.

In addition to effective methodologies, high-quality datasets
are essential for this task. Existing works,” BINDER,® and
SYB®® automated the forgery of scientific images to generate
large-scale forensics datasets, which are designed for the
detection of manipulation, duplication, and synthesis, respec-
tively. To prevent the adverse effects introduced by the
domain gap between automatically generated images and
real-world ones, Biofors® extracted 47,805 scientific images
from papers published in PLOS ONE 2013, including 1,741
manipulated images with pixel-level labels according to raw
annotations provided by academic experts.” Table 1 shows
that the number of spliced images remains insufficient, partic-
ularly in Biofors, which contains only 181 blot/gel images.
Methods trained on these datasets tend to have limited gener-
alizability and cannot be directly applied to real-world applica-
tions. Sufficient datasets are available for detecting scientific
image duplications and copy-move manipulations. These da-
tasets have led to significant progress being made in these
two tasks.>'? However, the lack of high-quality datasets for
scientific image splicing detection has hindered progress in
this field. In particular, the lack of diversity in splicing ap-
proaches and image sources hampers the training of models
with promising performance.

Therefore, we construct a dataset for scientific image
splicing detection (SciSp), which is a diverse and challenging
dataset that surpasses others in terms of size, source diver-
sity, and splicing complexity. SciSp comprises two subsets:
one collected from public comments on the authoritative post-
publication peer review platform PubPeer (SciSp-C) and the
other comprising images manually manipulated with Photo-
shop (SciSp-H). Our contributions can be summarized as
follows.

(1) We propose an end-to-end deep-learning-based frame-
work for scientific image splicing detection. Our URN
can resist disruptive factors in scientific images by using
uncertainties to refine coarse predictions.

(2) We propose two modules, i.e., UGGC and UEMA, to help
the URN integrate uncertainty information. UGGC can
extract robust features against disruptive factors during
encoding, whereas UEMA focuses on the refinement of
uncertainly predicted areas in the decoding phase.

(3) We introduce a dataset for scientific image splicing
(SciSp) detection. Compared with existing datasets,

SciSp has more spliced images from diverse sources
and various splicing approaches.

(4) We conduct comprehensive experiments on four bench-
marks, demonstrating the efficacy of the proposed
method in both pixel-level and image-level detection.

RESULTS

We use the F1-score (F1) and Matthews correlation coefficient
(MCC)®” for pixel-level evaluation. For image-level assessment,
we adopt the area under the receiver operating characteristic
curve (AUC) and accuracy (Acc).

Scientific image splicing detection performance

To the best of our knowledge, no deep-learning-based
method has been proposed for this task. Therefore, we
adopt ten deep-learning-based image manipulation or splicing
detection methods designed for natural images for compari-
sons. Notably, all the selected image manipulation methods
can be used for splicing detection. These methods fall
into two categories: (1) noise-sensitive methods, including
ManTra,>> MVSS,® and TruFor,® and (2) noise-insensitive
methods, i.e., RRU-Net,'® HDU-Net,*® GSR-Net,'* IF-OSN,*°
PSCC-Net,'” CAT-Net 2,'° and Hifi.?” All these methods
have publicly available source codes and were retrained on
selected datasets. We automatically chose their hyperpara-
meters as described in the corresponding reference papers
or optimally assigned the better ones. We also compare
with a handcrafted-feature-based method, namely FBIGEL,*®
which is designed for blot/gel image splicing detection. For
methods that require additional detection capabilities from
external datasets, such as TruFor, which learns camera finger-
prints, and IF-OSN, which learns the degradation distribution
of social networks, we fixed the official pretrained weights
for the specific parts according to their instructions. The hy-
perparameters of each competing method are listed in
Table S4. We also present the comparison results on natural
images (NIST 2016"%) in Table S1.

In Table 2, we present both the pixel- and image-level detec-
tion results. Our URN outperforms all competing methods in
terms of average metric values across all datasets, achieving
the highest scores in pixel-level F1 and MCC for each dataset.
Additionally, approximately half of the image-level metric values
of the URN ranked second. The proposed method has fewer
false alarms and is more capable of accurately localizing subtle
splicing traces (see Figure 3). This indicates the effectiveness
of our strategy of using uncertainty information to refine predic-
tions. Besides, images in RSIID have fewer disruptive factors,
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Table 2. Pixel-level (i.e., F1 and MCC) and image-level (i.e., AUC and Acc) performance (%) of scientific image splicing detection

H

Average

SciSp-H

F1

SciSp-C

RSIID

Biofors

Datasets —

MCC AUC Acc F1 MCC AUC Acc F1 MCC AUC  Acc MCC AUC  Acc F1 MCC AUC  Acc
50.0 50.0 5.7 0.0 50.0 50.0 0.3 0.0 50.0 50.0 7.91 0.0 50.0 312 45 0.0 50.0 45.3
79.9 755 806 80.4 99.1 940 319 327 83.0 733 324 3238 76.1 68.0 40.0 402 83.4 77.7

0.0
14.9
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4.1
1
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20.1 66.7 61.1 774 772 98.7 845 3538 37.7° 772 727 262 26.0 66.8 69.0 403 407 75.9 71.8

21.7

Hifi?”

URN

30.4 87.8 75.0 814 814 99.3 949 385 393 85.9 75.0 389 389 78.0 68.7 47.3 475 84.6 78.4

30.3

“ManTra” represents the results reported in Biofors,® whereas “ManTra*” denotes the results we reproduce.

Patterns

such as noise and artifacts, which are less likely to mislead the
detection method into incorrect predictions. The superior perfor-
mance of the proposed method on SciSp-H further demon-
strates that the effective use of uncertainty can mitigate the ef-
fects of disruptive factors, thereby enhancing robustness. It
also can be seen from Table 2 that FBIGEL performs poorly
across all datasets, despite being designed for gel image
splicing detection. FBIGEL’s performance is significantly worse
than deep-learning-based methods because it does not learn
to extract generalized splicing features from a sufficient amount
of images.

Robustness against postprocessing

In this section, we describe the experiments conducted to verify
the robustness of our method in handling different forms of post-
processing, that is, degradation and inpainting. For fair verification,
we utilized only postprocessing approaches for the testing set.
Capability to resist degradation

In real-world scenarios, scientific images can be degraded using
multiple approaches. We simulated these conditions using
various degrees of commonly used degradations. For each
degradation approach, we applied various parameter values,
including the kernel size of Gaussian blur (from 3 to 13), the qual-
ity of JPEG compression (from 15% to 90%), and the standard
deviation of Gaussian noise (from 5 to 30), to perform a compre-
hensive verification. Additionally, we evaluated the performance
of images recaptured using the Windows Snipping Tool on a
Windows 10 computer with a screen resolution of 1,920 x
1,080. As observed in Figure 4, the proposed method maintains
its best performance under various degradation attacks. Even
under the most severe degradation, our performance exceeds
that of the other methods with no degradation.

Capability to resist inpainting

Inpainting is widely used for obtaining hidden visual clues during
image manipulation.*’ To validate the resistance of the models
to inpainting attacks, we employed two state-of-the-art genera-
tive algorithms, i.e., LaMa®® and Stable Diffusion v.2*° and two
commonly used traditional algorithms, Navier-Stokes*” and
Telea,”® to conceal the spliced regions (see Figure 5). To the
best of our knowledge, this type of experiment has not been pre-
viously performed in the field of image manipulation detection. As
shown in Table 3, our proposed approach achieves the best over-
all performance when using various inpainting methods.

Generalizability against domain shifts

However, in real-world applications, these splicing detection
methods are challenged by domain shifts and unseen splicing.
To further validate the generalizability, we conducted cross-da-
taset testing. As shown in Table 4, our URN achieves the best
performance in terms of the average metric values for all proto-
cols. The URN also reaches the highest scores on half of the met-
rics and ranks second on the rest. This indicates that our method
can resist domain shifts and unseen attacks using reliable infor-
mation from the confident regions.

DISCUSSION

Figure 4 and Tables 2, 3, and 4 demonstrate the outstanding
detection performance, robustness, and generalizability of the
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Figure 3. Qualitative results across Biofors, RSIID, SciSp-C, and SciSp-H
From left to right, each column represents spliced images, ground truths (GTs), and the predictions of competing methods, respectively.

URN. This can be attributed to the effective utilization of uncer-
tainty information. Even if the confidence of the predictions
decreases in some areas, our stage 2 network integrated
with the proposed UEMA and UGGC can refine them to yield
inspiring results. In the following subsections, we describe the
ablation study, the URN’s limitations, and the social impacts of
this study.

Ablation study on URN

To comprehensively validate the individual effectiveness of the
components of the URN, we not only compared the performance
of our model before and after the inclusion of critical modules but
also conducted comparisons between multiple variants of key
submodules. In Table 5, we present the specific configurations
and performance of different variants by replacing or removing
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Figure 4. Robustness against image degradations

(A-D) Robustness analysis results on SciSp-C against four different degradations, i.e., (A) Gaussian blur, (B) Gaussian noise, (C) JPEG compression, and

(D) recapture by Windows Snipping Tool.

key components. To further confirm the regions each case tends
to focus on, we show feature visualization results of all cases us-
ing Grad-CAM** in Figure 6. The plugin capability of UGGC and
UEMA is presented in Table S2.

Effectiveness of the two-stage framework

From row “UM” in Figure 6, it can be seen that the uncertainty
maps we estimated in the stage 1 network effectively identify
regions prone to erroneous prediction due to disruptive factors.
As shown in Table 5, the metric values of case 1 are lower than
most of the other cases. Additionally, from the 4th row in Figure 6,
we can see that case 1 loses focus on some spliced regions
and incorrectly attends to pristine areas. This indicates that
appropriately leveraging uncertainty information can improve
performance.

Effectiveness of the UGGC

As shown in Table 5, we observe that adding UGGC modules
(compare case 2 with “full”’) brings 6.5% and 4.8% increases
in F1 and MCC, respectively. Moreover, it helps to reduce the
erroneous attention paid to non-spliced regions with high uncer-
tainty (see Figure 6). This demonstrates that UGGC can assist
the URN in more robust learning features. In addition, in cases
3-8, we investigate the impact of different edge connection stra-
tegies on the construction of ¢¥ in UGGC, including the scope of
the edge connection and whether the edges are directed and
weighted. As shown in Table 5, regardless of the type of edge
connection strategy used, all resulted in a decrease in perfor-
mance compared to the proposed plan. This demonstrates
that restricting the information flow from confident nodes to local

6 Patterns 5, 101038, September 13, 2024

uncertain nodes helps weakly predicted regions capture local
inconsistencies from nearby areas, thereby enhancing the
robustness.

Effectiveness of the UEMA

As shown in Table 5 and Figure 6, we explored the effectiveness
of UEMA by constructing cases 9-12. Regardless of whether
UEMA is removed or replaced with self-attention, cross-atten-
tion, or depth-wise convolution,*® better performance cannot
be achieved. Notably, the metric values of case 11 decreased,
indicating that a semantic gap exists between the estimated un-
certainty maps and the features in the deep layers. A direct
calculation of their correlations would mislead the decoding pro-
cess. This demonstrates that our strategy of enhancing feature
maps with uncertainty maps can help UEMA focus on uncertain
regions and distinguish between spliced and pristine areas. To
further explore the effectiveness of UEMA in different positions

'
Before | % ‘ - - -‘ -
t t t t
After ! -
(LaMa) | v - - -‘ [
t ot t t

Figure 5. Example of using the advanced Al-based inpainting
scheme (LaMa\cite{xxx})*? to decrease splicing traces in the first
two images

The arrows indicate the splicing traces. The source image is from Biofors.
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Table 3. Robustness comparisons against four inpainting approaches (i.e., LaMa, Stable Diffusion v.2, Navier-Stokes, and Telea) on SciSp-C

Inpainting

Average

Telea®
=

Navier-Stokes*?

Stable Diffusion v.2%%

LaMa®?

AUC Acc F1 MCC AUC Acc F1 MCC AUC Acc F1 MCC AUC Acc MCC AUC Acc
32.7 83.0 25.6 79.9 204 21.0 771 23.8 78.5

73.9

MCC
15.8

Methods |

69.6

23.3

68.0

70.4

252

73.3

31.9

66.9

5.6

6.1

1
1

RRU-Net'®

73.0 66.9 33.7 349 86.0 73.8 318 327 85.0 744 237 245 79.1 709 263 272 80.8 71.5
62.5

16.7
8.2

HDU-Net*®

62.8 20.7 213 73.8 63.4 15.2 15.4 70.7 61.6 11.5 11.5 69.4 62.2 13.9 141 70.5

68.2

8.2

ManTra'®

13.2 68.0 66.3 21.7 222 73.4 68.6 15.1 15.7 69.5 68.0 13.6 14.4 69.0 67.4 15.7 16.4 70.0 67.6
67.0

12.7

GSR-Net'*
MVSS®

78.3

14.0
1.4

13.0 78.4 66.9 13.4
1.1
3.1

1.2
3.3

12.4
1.0
5.9

80.1 68.6

14.4
1.2

3.4

13.4
1.0

79.9 69.8
6.1

16.2
1.9

3.1

15.8
1.5
5.9

75.0 62.8

12.2
1.3

2.8

121
1.0

5.8

62.8
50.0

68.1

62.8

67.8

62.8

68.0

62.8

68.2

62.8

68.2

IF-OSN?°

5.9 58.4

50.0

58.2

50.0

58.6

50.0

58.6

50.0

58.2

PSCC-Net'”

20.8 75.2 69.2 229 230 76.8 69.8 213 214 75.6 709 204 204 75.7 709 214 214 75.8 70.2
67.7

20.9

CAT-Net 2'°
TruFor?®
Hifi?”

URN

14.8 70.2 67.4 17.5 17.6 7.7 68.0 131 13.3 69.8 68.0 13.1 13.1 69.1 67.4 14.6 14.7 70.2
28.1

14.6

73.4 50.0 293 309 73.5 50.0

29.9
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of our URN, we compare cases 13, 14, and full in Table 5 and
Figure 6. We tested two variants: case 13 with UEMA in both
the decoding and encoding stages and case 14 with UEMA
only in the encoding stage. We observed that the performance
of case 13 was inferior to that of case full, suggesting that the un-
restricted global information transition in UEMA interfered with
the robust features refined by UGGC during encoding. More-
over, the performance in case 14 was worse than that in case
13, implying that additional attention to uncertain regions was
effective during the decoding stage.

Social impacts

The proposed method and dataset yield both beneficial and
adverse societal impacts; we believe the former outweighs the
latter. The primary benefit lies in the ability of our process to
expose splicing traces in scientific images, prevent misleading
academic peers, and maintain scholarly integrity. However, the
present Acc of our method remains inadequate, necessitating
expert review for the validation of the results in real-world appli-
cations. Additionally, false alarms generated by our method may
be exploited by malicious individuals to unjustly accuse others of
publication misconduct. Meanwhile, our method may compel re-
searchers to meticulously manipulate images using more
advanced techniques.

Limitations of the study
The efficiency analysis results in Table S3 show that our URN,
due to its two-stage network structure, results in lower detection
efficiency and a higher parameter count compared to some of
the competing methods. Moreover, as shown in Table 4, the
cross-dataset results are not as inspiring as the intra-dataset re-
sults (see Table 2), which motivates us to explore techniques to
improve domain generalizability. In future research, we aim to
further improve the domain generalization ability of our method,
enabling it to be easily adapted to other types of scientific im-
ages or images from different fields (e.g., material science,
chemistry, and mechanical engineering). We also observed a
significant imbalance between the number of pristine and
spliced images. Effectively leveraging a large number of pristine
images is also an exciting direction for further investigation.
Moreover, the experimental results in Table S6 indicate that
our URN achieved competitive performance in copy-move and
removal detection, although there is still scope for improvement.
Given the various forms of academic misconduct, such as image
splicing, copy-move, object removal, image duplication, Al-
generated images, Al-generated text, and text duplication, these
methods pose significant threats to the integrity of scientific
research. With the recent rapid development of large language
and vision language models, an all-in-one scientific publication
detection model that enables the comprehensive detection of
various forms of academic misconduct may be feasible.

EXPERIMENTAL PROCEDURES

Resource availability

Lead contact

Further information and requests for resources should be directed to and will
be fulfilled by the lead contact, Prof. Shuai Wang (wangshuai@buaa.edu.cn).
Materials availability

This work did not provide new materials.
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Table 4. Pixel-level (i.e., F1 and MCC) and image-level (i.e., AUC and Acc) cross-testing results (%)

Protocol — B+C —H C+H—B H+B—C Average

Method | F1 MCC AUC Acc F1 MCC AUC Acc F1 MCC AUC Acc F1 MCC AUC Acc
RRU-Net'® 13.1 126 56.2 53.8 221 234 70.8 694 215 226 76.0 669 189 19.6 67.7 63.4
HDU-Net*® 106 105 575 522 19.7 209 813 732 226 238 782 744 176 184 723 66.6
ManTra* 9.0 2.5 493 312 02 0.1 50.1 528 102 8.2 476 50.0 6.5 3.6 49.0 447
GSR-Net'* 3.7 3.4 528 518 152 154 67.7 639 1.8 1.5 609 564 6.9 6.8 60.4 574
MVSS® 1.2 11.0 60.5 60.7 208 213 753 694 13.7 143 798 715 153 155 719 672
IF-OSN?° 9.2 8.5 519 470 81 7.8 525 602 4.9 5.2 639 599 74 71 56.1 55.7
PSCC-Net'” 118 8.4 540 312 125 5.0 60.4 50.0 280 31.4 58.8 50.0 174 14.9 57.7  43.7
CAT-Net2'® 101 83 55.1 432 117 118 640 593 128 129 653 616 115 11.0 61.5 547
TruFor?® 6.2 -04 510 332 11.0 7.9 476 491 3.7 1.7 519 506 7.0 3.1 50.2 443
Hifi?” 171 132 484 312 277 263 61.1 50.0 18.7 223 59.2 500 212 206 56.2  43.7
URNP 151 146 594 558 258 26.8 829 778 234 240 809 750 214 218 744 695

“X+Y — Z” denotes that the union of X and Y is used for training and Z is adopted as the test set. B, Biofors; C, SciSp-C; H, SciSp-H.

Data and code availability

The source code of our URN is publicly available on GitHub (https://github.
com/Ixbuaa/URN) and has been archived at Zenodo.”” The proposed
datasets SciSp-C and SciSp-H can be downloaded from Zenodo (https://
zenodo.org/records/11066372) and have also been archived at there.®
Other datasets, i.e., Biofors and RSIID, can be found at their official GitHub re-
positories (https://github.com/vimal-isi-edu/BioFors and https://github.com/
phillipecardenuto/rsiil).

Please note that the images in SciSp-C are sourced from various journals,
some of which have restrictive copyright policies. As a result, we are unable
to publicly release the original images of SciSp-C. Instead, we provide the
DOls of the publications for these images, links to the relevant PubPeer com-
ments, and detailed image identifiers (e.g., Figure 2A) to ensure reproducibility
as much as possible.

Datasets

High-quality datasets are essential for advancing the detection of scientific
splicing. Most scientific images have not been proven to be improperly manip-
ulated, even if they are forged, rendering data collection difficult. Here, we con-
structed two subdatasets: we (1) collected images published in various jour-
nals according to public comments from PubPeer and (2) manually spliced
images using multiple splicing approaches and performed postprocessing
to reduce the visible splicing traces.

SciSp-C: Collected images

We collected 110 public comments posted on PubPeer; 290 images showed
signs of splicing. Among these images, 42 were from retracted papers, 102
were from corrected papers, and 27 were from publicly acknowledged
splicing. The remaining images were deemed spliced because the authors
could not provide solid evidence to refute concerns, such as being unable to

Table 5. Ablation results (%) on SciSp-C

Stage 2 refinement modules

Encoding stage

Decoding stage Metric values

Case Refinement Module Local Directed Weighted Module F1 MCC
1 X - - - - - 30.4 31.9
2 I - - - - UEMA 32.0 34.5
3 - UGGC (kNN“) - - UEMA 30.0 31.0
4 I UGGC v X X UEMA 21.6 22.6
5 4 UGGC v v X UEMA 33.8 35.3
6 I self-attention X X X UEMA 32.5 34.9
7 v UGGC X v X UEMA 33.2 34.3
8 I UGGC X I I UEMA 35.8 37.0
9 v UGGC v v I - 32.5 33.6
10 v UGGC v 4 v Self-Attention 35.0 35.5
11 4 UGGC I I I Cross-Attention 29.0 30.4
12 I UGGC I I I Depth-wise Convolution 34.6 35.6
13 v UGGC+UEMA v v I UEMA 36.9 37.3
14 v UGGC+UEMA v v v - 34.6 35.5
Full v UGGC v v v UEMA 38.5 39.3

“Local,” “directed,” and “weighted” indicate whether the edges in graph G constructed in UGGC are local, directed, or weighted, respectively.
“Refinement” denotes whether the stage 2 refinement network is adopted.
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From top to bottom, each row represents the spliced images, GTs, uncertainty maps, and feature heatmaps of the corresponding case.

present the original images. All collected images had raw annotations provided
by academic peers, suggesting that the images were highly likely to be spliced.

An example of the annotation process is presented in Figure 7A, where raw
annotations were collected from PubPeer. First, we found raw annotations
related to the spliced scientific images from public comments provided by ex-
perts. To prevent image degradation caused by screenshots, we downloaded
the corresponding papers (PDF version) and used Kingsoft WPS (https://www.
wps.com/) to extract spliced images. Finally, based on the raw annotations,
we use Labelme (https://github.com/wkentaro/labelme) to annotate the
pixel-level binary masks of the spliced regions. Given that neither we nor ex-
perts know which parts of an image originate from other images, we are unable
to annotate all the externally spliced areas, as in natural image datasets.’’
Following the annotation by Biofors, we marked only the junctions of the
spliced regions. In contrast, images from RSIID are all automatically
generated, with complete external regions annotated in their ground truths.
This results in a different form of the ground-truth binary mask compared
with Biofors and SciSp. We annotated the splicing traces and nearby regions
affected by postprocessing, resulting in thicker bands in the ground-truth
masks. In addition, resizing images can cause the traces to become thicker
or thinner.

As shown in Figures 7B and 7C, SciSp-C has diverse sources of journals
and publication years. It also includes journals from all tiers of influence.

AAs -0- + - + B,
PMEK o wr o mm o= B . u o w0 =
MEK s= = = Extract the sub-image 35
‘ [}
p-p38 5%
: . E25
.MEK_ Pixel-level annotation 5 2
MEK e o w s £,
- » - =3
PPIBL.OT W N L e 2
Extract the sub- -image
P-MEK e W 0 W Py 5

Different journals, or the same journal across years, are likely to use different
degradation methods. Therefore, expanding the diversity of sources is
essential for improving the generalizability of detection models. Most images
in SciSp-C were retracted by the publisher or corrected by the authors. For
the remaining images, the reviewers provided substantial evidence of traces
of splicing.

SciSp-H: Handcrafted images

Given that itis challenging to build a large dataset based on a limited number of
publicly questioned images, RSIID automatically splices 880 images accord-
ing to its preset rules. However, the spliced regions of images in RSIID are
easily detectable because the images lack refined postprocessing. Conse-
quently, we manually constructed SciSp-H with 1,000 spliced images to
make the dataset more challenging.

To diversify the splicing approaches, we designed five different ap-
proaches to generate images, i.e., (1) vertical splicing: splice two images in
the vertical direction; (2) horizontal splicing: splice two images in the horizon-
tal direction; (3) free splicing: select a part from one image and then splice it
onto another image; (4) vertical removal and splicing: remove a vertical part
of an image and then horizontally splice the remaining two parts together;
and (5) horizontal removal and splicing: remove a horizontal part of an image
and then vertically splice the remaining two parts together. A detailed illustra-
tion of the five splicing approaches is presented in Figure 8. For each

C  mFel MIFel4s MIFe(s12)

WIFe (12,200 MIF<20

MEK o == ww = =

Peer’s raw annotations Pixel-level annotation

Acquisition and annotation

Figure 7. Details of SciSp-C

L

1994 1998 2002 2006 2010 2014 2018 2022
Year of Publication

Publication year distribution

Impact factor (IF) distribution

(A) Left: the academic peer uses blue arrows to indicate splicing traces. Right: we make pixel-level annotations according to the peer’s raw annotations.
(B) Distribution of publication years for papers containing SciSp-C images.
(C) Distribution of impact factors for journals containing SciSp-C images.
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Figure 8. Different splicing approaches for constructing SciSp-H

(A-E) lllustration of five splicing approaches for constructing SciSp-H, including (A) vertical splicing, (B) horizontal splicing, (C) free splicing, (D) vertical removal

and splicing, and (E) horizontal removal and splicing.

approach, we created 200 images, all of which were meticulously postpro-
cessed to minimize noticeable visual traces. Because Adobe Photoshop is
widely used for image manipulation, we adopted the CC 2019 version to
generate spliced images manually. During image splicing and postprocess-
ing, the tools used in Photoshop included content-aware filling, spot-healing
brush, brush, cutout, blur, sharpen, and desaturate. All source images in
SciSp-H were obtained from images identified as pristine by Biofors.
Adopted datasets for experiments

In addition to our two subdatasets, SciSp-C and SciSp-H, we conducted ex-
periments on two publicly available scientific datasets, Biofors (cut/sharp tran-
sition part) and RSIID (splicing part), which are applicable for splicing detec-
tion. To prevent interference from false negatives, we randomly sampled
pristine images from Biofors for SciSp. We ensured that there was no overlap
in the selection of pristine images of Biofors, SciSp-C, and SciSp-H. To avoid
biases due to imbalanced data, we sampled pristine images to ensure that
their quantity was equal to that of the spliced images. Note that we adopted
a training-testing ratio of 7:3 for each dataset. We list the source of all bor-
rowed images presented in this paper in Table S5.

Overall framework of URN

To capture the local inconsistencies caused by splicing, we adopted a CNN as
the backbone because of its strong ability to extract local details. As illustrated
in Figure 9, our model comprises two stages: estimating the pixel-level
uncertainty maps and performing prediction refinement. Given an RGB image
x; € RF*W>3 a5 the input, the proposed stage 1 network forwards the encoder-
decoder to form the binary coarse mask y, € {0, 1}HXW and uncertainty map
Y€ RF*Y Then, the stage 2 network takes y,,, and x; as joint inputs, and y,, is
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integrated into all the encoder and decoder blocks, ultimately predicting a fine
mask y, € {0, 1} Each encoder unit reduces the height and width of its
input by half, whereas each decoder unit doubles them.

The development of neural networks (NNs) is an intuitive solution for dis-
tinguishing between spliced and pristine regions. However, traditional NNs
cannot accurately estimate the uncertainty in detection results. Addition-
ally, when dealing with images with disruptive factors or out-of-distribution
data, they tend to provide incorrect predictions with overconfidence.
Therefore, we integrate MCD layers to identify weakly predicted pixels
with high uncertainty. Specifically, following Bayesian SegNet,*> we inte-
grate an MCD layer after each encoder and decoder unit. During inference,
the dropouts remain active, enabling the sampling of multiple predictions
S = {yl,y2 y3 -, ¥y}, where ns is the total number of samples. We
take the average value of the samples in S as the coarse mask
Ym = 7. 1¥./ns and use their normalized variance to represent the uncer-

tainty map y,, = sigmoid(\/zi”i1 Wi — ym)?/(ns — 1)).

Uncertainty-guided refinement
Uncertainty can accurately reflect confidence in the prediction results of deep-
learning-based methods and has been widely applied in computer vision tasks
such as image segmentation“®°° and image classification.”’ The success of
uncertainty learning in other fields has promoted its application in image
forensic tasks, such as JPEG artifacts,*” resampling artifacts,** and evaluating
the confidence of natural image forgery detection results.?®

Motivated by their work, we introduce uncertainty estimation for robust
splicing feature representation learning. In contrast to the aforementioned
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Figure 9. Detailed structure of the proposed URN

uncertainty-integrated methods, we make full use of uncertainty to recognize
and refine the uncertain predicted parts affected by disruptive factors. As
shown in Figure 9, we propose UGGC and UEMA modules for the stage 2
network. They can leverage uncertainty and refine features during the encod-
ing and decoding stages.

UGGC

Self-attention techniques have been widely studied in media
forensics,>16:2%:26:54.55 jeyeraging global information to distinguish manipu-
lated from pristine regions.'” However, the prevalence of disruptive factors
in scientific images complicates this task, potentially causing erroneous
predictions due to the transmission of unreliable information. This issue re-
mains unresolved, even with the recent k-nearest neighbor (kNN) connec-
tion strategies (see Figure 10b).** To address this, we propose a UGGC
module (see Figure 11), which forms a locally directed weighted graph
from feature maps, explicitly guiding the interactions among regions. As
seen in Figures 10A-10C, differing from global and kNN connections, we
employ an uncertainty-guided connection (UGC) strategy to control infor-
mation flow direction and intensity between regions. In UGGC, we add
local connection constraints to UGC, denoted as local UGC, to help cap-
ture subtle differences, such as texture and artifact inconsistencies.

In the specific pipeline of UGGC, we first divide the input feature maps x’,‘
and the uncertainty map y, into patches of size n, x n,, where ke {1,2, 3,
4}. To explicitly control the information flow between regions, we construct
a locally directed weighted graph g“(/\/’kA,Ak) using the proposed local UGC
strategy. The node set A contains H%xW¥ = H /n, x Wk /n, nodes, and
each node represents a corresponding patch of x’; . The feature value of

A B

Global connection kNN connection

Our Uncertainty-guided connection (UGC)

Figure 10. Different edge connection strategies for graph con-
struction

(A-C) lllustration of different edge connection strategies, including (A) global
connection, (B) k-nearest neighbor connection, and (C) our uncertainty-guided
connection (UGC).

I Monte Carlo Dropout

I Uncertainty-Enhanced Manipulation Attention (UEMA)

Skip connection

@ Mean

|:| 1x1 Convolution layer A AL

@ Variance

each node is the average pooled feature value of the corresponding patch.
The number of channels in each node is consistent with x¥. We use
bl ¢ RHXW)*C* to represent the initial node features of M.

To construct the edge set A¥, we first calculate the initial directed weighted
adjacency matrix EX. The edge weight between nodes Nf.‘ and J\//'-‘ is calcu-
lated using Equation 1:

Eka = {y’;(j) R y‘;(i), ykﬁ(.i)<yﬁ(j'), (Equation 1)
0, Yo 2 y50),

where y¥( -) represents the average uncertainty of the pixels within the corre-
sponding patch in UGGC. As Equation 2 shows, A¥ is derived by adding a local
constraint to EX:

EF
k jr
A = { 0/

where r( -) denotes the row index of the input node. Following the construction
of G, we apply three serially connected graph convolution networks (GCNs).>®
Under local UGC constraints, GCNs can regulate the information transmitted
from confident to uncertain nodes. The specific calculation process is as
follows:

[i —jl<tand|r(i) — r()| <1,

) (Equation 2)
otherwise,

bf = D AD'Eb T, (Equation 3)
where bl e RHXWXC; ¢ — 1 2 3 is the input feature map, A = A* +1 is the
adjacency matrix added with an identity matrix I, D denotes the diagonal
node degree matrix of A, and T, e RC-+*C is a learnable weight matrix of
the ¢-th GCN. To ensure that the size and number of channels of the output fea-
tures from UGGC match those of the corresponding ResNet encoder, we let
Hf, = Hi1, W,‘f = Wk+1,C‘1‘ = Ck,and Clz( = Cg = Ckﬂ.

Local UGC

Hk+1 X Wk+1 X Ck+1

1T B
RiNN

Figure 11. Framework of the proposed UGGC based on our
local UGC
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Figure 12. Framework of our UEMA
“DC” is short for a depth-wise convolution layer.

UEMA
In the decoding phase, our goals are to direct more attention toward uncertain
regions and align the features of spliced areas while ensuring their distinction
from pristine areas. To achieve these two goals simultaneously, we propose a
UEMA module (see Figure 12) that fully leverages the uncertainty map and
robust features refined by UGGC to improve the performance of the network
further. Due to the robust feature representation extracted by UGGC, global
correlation computations in UEMA during the decoding phase do not mislead
the learning process. First, we use uncertainty maps to enhance the feature
maps and perform cross-attention on the feature maps before and after the
enhancement. We then adopt depth-wise convolution layers to adaptively
adjust the weight of each channel to assist in refining.

Takingyﬁk) andy, as inputs to UEMA, we sequentially perform average pool-
ing and a convolution layer with 1x1 kernels, making the size of y,, consistent
with y. The outputs are given by Equation 4:

y& = BN(y¥ + Conv1(AveragePool(y,))), (Equation 4)
where BN( -) is the batch normalization used to normalize the feature map
enhanced by the uncertainty map.

k(< k k (k) T

yk = Softmax(%)W@(yﬁ), (Equation 5)
where W& (), WE (), and W¥(-)e R** are the linear projections corre-
sponding to the query, key, and value, respectively, where d¥ = HK x Wk de-
notes the number of pixels in a single feature map. Using yX as the query,
UEMA can be instructed to focus its attention on uncertain regions and regions
suspected of splicing. Additionally, y‘,‘ serves as the key and value, thereby
providing an original basis for global correlation computing. Finally, acknowl-
edging the different contributions from various channels toward the rectifica-
tion of weakly predicted regions, we incorporated three cascaded depth-
wise convolution layers DC( -) (with kernel sizes of 3 x 3)*° to further refine
y%, enabling adaptive adjustment of the weights among the channel
dimensions.

y5 = y¥+DC(BN(ReLU(y¥))). (Equation 6)

Loss functions

To simultaneously enhance the pixel- and image-level detection capabilities,
we followed previous works® by combining classification and segmentation
losses (Lcs and Lseg, respectively). For Lseg, we employed a combination of
binary cross-entropy and Dice loss in each stage. The proportion of back-
ground pixels far exceeds that of the spliced pixels; thus, we adopted Dice
loss due to its capability to deal with pixel imbalance.®*° For £, we supervise
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the maximum value of the predicted binary mask y, to suppress false alarms.
The loss functions are formulated as follows:

Lseg = Y1 LoceWys¥) + Y2 Laice Vs:¥)s (Equation 7)

Los = Y3 Loce Vb Yeis)s (Equation 8)

Liotal = Cseg + Lois, (Equation 9)

wherey € {0, 1 }H"W represents the pixel-level ground truth, with 1 indicating a
spliced pixel and 0 indicating a pristine pixel. The variable ys € {0, 1} denotes
the image-level ground truth and is defined as y s = Maxpixel (¥). This means
that y s is 1 if any pixel in the image y is spliced; otherwise, it is 0. Following
previous studies,””® we usey, = maxpixel (¥, ) to represent image-level predic-
tion, where y, denotes pixel-level prediction (this prediction is formulated as y s
in stage 1). The empirical parameters v, v,, and y3 are used to trade off each
loss function. Note that Ly is used in both stages of the URN.

Implementation details

We implemented UGNet based on PyTorch 1.7.1. We trained UGNet on a sin-
gle RTX 3090 GPU for 200 epochs and optimized it using Adam with an initial
learning rate of 1 x 10~ 4. We set the batch size to eight and resized all images
and the corresponding ground-truth labels to 256 x 256. In the stage 1
network, we sample ns = 5 times to estimate the uncertainty mapsy, and pre-
dict the coarse masks y,,. To improve the training efficiency of the URN and
ensure the fairness of the ablation study, we first trained the stage 1 network
and then froze its weights during the training phase of the stage 2 network.
The entire two-stage training process of URN is shown in the algorithm in
Box 1. Additionally, we used the weight of stage 1 to initialize stage 2 for better
training efficiency. The decoder structure is shown in Figure 13. The patch size
np is set to 2. In the URN, the sizes of each intermediate feature map denoted
as (H',W',C"), (H*,W?,C?), (H®,W?,C®), and (H*,W*,C*) are (128,128,64),
(64,64,256), (32,32,512), and (16,16,1,024), respectively. For the last UEMA
module, we downsampled the input feature maps and upsampled the output
ones (by 2 x ) due to the limited GPU memory. In Equations 7 and 8, v, v,, and
3 are 0.7, 0.3, and 0.35, respectively.

Details of evaluation metrics

F1 focuses more on the number of correctly predicted spliced pixels, whereas
MCC is frequently used to evaluate the performance of images with imbal-
anced pixels. MCC produces a high score only if the majority of the predicted
negative and positive pixels are correct. These two pixel-level metrics are
formulated as follows:

2-TP .
F1= > TP+FPEN ’ (Equation 10)
TP-TN — FP-FN

MCC =

/(TP+FP)-(TP+FN)- (TN+FP) - (TN+FN)’ (Equation 11)

where TP, TN, FP, and FN denote the numbers of true positive, true negative,
false positive, and false negative pixel-level predictions, respectively. The ratio
of spliced images to pristine images in our dataset protocols is set to 1:1;
hence, we adopt AUC and Acc, which are suitable for evaluating the perfor-
mance when the categories of datasets are balanced. AUC focuses on the
comprehensive performance under different decision thresholds, whereas
Acc excels in assessing performance under a fixed threshold (default: 0.5).
Acc is formulated as follows:

— TPc/s +TN(:Is
TPcls +TNcls + FPcIs +FNcls ’

Acc (Equation 12)

where TPgs, TNgs, FPgs, and FNgs denote the numbers of images with true
positive, true negative, false positive, and false negative image-level predic-
tions, respectively. We set the default decision thresholds of F1, MCC, and
Acc to 0.5 for the following reasons: (1) in real-world applications, determining
an optimal decision threshold for unseen testing data seems impractical and
(2) setting the same decision threshold for comparison is fair.
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Box 1. Training process of URN

and J3.

# Stage 1: optimize the stage 1 network F4
fori—1toedo
Ys,¥p < Fr (X);
£seg = 11 : £bce (.st}'seg) + /12 'ACdice (ysyyseg);
Los = A3 Lpce(Yb:Yeis);
Liotas = Lseg+ Leiss
O, < 0r, — €V, (Lrotal);
end
# Stage 2: optimize the stage 2 network Fo
fori—1toedo
SO
# Use Monte Carlo sampling to estimate the uncertainty
forj<—1 to ns do
Ys,¥p—F1(X)
S«SUy;,
end
Yn = mean(S)
y, = variance(S)
# Use the uncertainty to perform refinement
Yo.¥o —F2(X,¥rm)
Lseg = M-Lpce (,V.,,yseg) + A2 Ldice (yv,yseg)
Les = A3+ Lpee (.Vb ,.Vc/s)
Liotas = Lseg+Leis
0?‘2 = 07’2 — - VGPZ (Etotal)
end

Input: stage 1 network 74, stage 2 network F, learning rate €., number of samples for MCD ns, number of training epochs e, input
image x;, pixel-level ground-truth label y,,, image-level ground-truth label y s, and weights of each loss function, i.e., A1, 42,

Output: optimized stage 1 network weight 67, and optimized stage 2 network 6y,.
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