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Introduction
An estimated 16 million suicide attempts occur each year. Of 
these, approximately 800 000 people will die from those 
attempts.1 Suicide deaths have increased by 24% in the past 
20 years, making suicide one of the top 10 causes of death in 
the United States,2 a pattern that seems to be constant across 
geographic region within the country.3 Not only is the magni-
tude of the problem large and worsening, there has been little 
progress made over the past 50 years in understanding suicide 
and improving outcomes in at-risk individuals.4 The stubborn-
ness of the problem reflects its complexity, and the densely 
interwoven causal factors underlying it. Here we focus on one 
piece of the puzzle: how can we identify those who are at risk 
of taking (or attempting to take) their own life, and how can 
this screening be used to foster effective interventions?

Assessing an individual’s risk for suicidal behavior is diffi-
cult. Experienced and talented clinicians frequently struggle to 
correctly interpret signals in their patients’ behavior that are 
indicative of suicide risk. Setting aside the profound difficulties 
associated with understanding an individual’s personal history 
and its relationship to their capacity and motivations for self-
harm, there are at least 2 practical reasons that assessing suicide 
risk is difficult: (1) the latency between the onset of acute risk 
for suicide and the suicide attempt itself may be too small for 
interventions requiring contact with health professionals, and 
(2) most existing methods for detecting high risk of suicide 
require that individuals disclose their wish to harm themselves 
to a health professional. In this article, we explore the possibil-
ity that digital life data—that is, the interactions that a person 

has with digital devices, through the daily course of their life—
collected passively but with consent might at least partially 
address each of these difficulties.

Individuals come to be at risk for suicide at different tempo-
ral intervals relative to suicide attempts. For instance, the kind 
of social isolation that is frequently associated with suicide can 
gradually accumulate over the course of a person’s life or may 
become acute in a very short period of time after a traumatic 
life event such as the loss of a loved one.

Moreover, once an individual is engaged with a health care 
professional, standard methods of suicide intervention require 
both that the clinician administer a standardized risk assess-
ment (often in the form of a questionnaire) and that the 
patients disclose their intention to harm themselves. Each of 
these presents its own challenges. First, administering a suicide 
screening tool may place an unreasonable burden on the health 
care provider. The standard for suicide screening within the 
health care system is Beck’s Scale for Suicide Ideation, a 5- or 
19-item questionnaire examining the patient’s active and pas-
sive desire for suicide, and any specific plans they might have.5 
Many patients who are at risk for suicide only interact with 
primary care physicians (PCPs) or emergency departments 
(EDs) rather than those with psychiatric specialties. Such 
health care providers may lack the time or the training to 
administer a specific questionnaire for suicide risk. Indeed, 
enabling PCPs and EDs to better screen for suicide risk has 
been posited as a method for reducing the suicide rate.6,7 
Second, patients cannot always be relied upon to disclose sui-
cidal thoughts in the clinical setting.8 These factors have the 
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potential for a large impact if missed screening opportunities 
can be capitalized upon9: 24.6% of patients attempting suicide 
visited a mental health professional in the 1-week period prior 
to their attempt, with 38.3% having visited a health profes-
sional of any kind in the same period of time.

Independent of the efficacy and specificity of these scales 
and instruments for screening for suicide risk, they are prag-
matically limited in their application to times when a patient 
is interacting with the health care system, the health care pro-
fessional they are interacting with deems administration of a 
suicide risk screening a worthy use of time, and the patient is 
willing to disclose suicidal thoughts, plans, or actions at that 
time.10 Many at risk are not engaged with the health care 
system at all11: there are strong correlations of state-based 
suicide rates with indicators for lack of access to health care. 
Ahmedani et al9 report that 26.7% of individuals attempting 
suicide had not seen a mental health care practitioner in the 
prior year, and 5.4% had not seen any health care practitioner 
in the prior year, with significant variation among racial and 
ethnic groups. Furthermore, the health care system seems to 
have a significant and systematic gap for helping individuals 
after their suicide attempt: Substance Abuse and Mental 
Health Services Administration (SAMHSA) survey data12 
from 2011 showed that 18.3% of drug-related suicide attempt 
ED admissions showed no evidence of follow-up treatment. 
Taken together, the existing infrastructure for suicide risk 
detection and intervention highlights the need for some way 
of screening individuals outside the context of their interac-
tions with the health care system, and for detecting signals 
positively associated with suicidal behavior that are less overt 
than explicit disclosure.

The above suggests at least 2 paths to improve screening for 
suicide risk within the existing health care system: (1) provid-
ing evidence of risk without relying exclusively on self disclo-
sure and (2) the pragmatic reduction of time needed with a 
health care worker to administer the screening tool (and thus 
reducing the resistance to administering the tool on the part of 
the health care professional). Furthermore, a model capable of 
identifying those at risk outside the health care system could be 
part of a system to funnel them toward appropriate care.

Interestingly, there has been significant progress in using 
data outside the health care system to assess and understand 
mental health and well-being in recent years (which some 

refer to as digital phenotyping, eg, Onnela and Rauch13). In 
particular, signals related to a person’s mental health and 
well-being have been extracted from a person’s digital life. 
Digital life generally covers all the interactions that a person 
has with digital devices, through the daily course of their life, 
including social media data (eg, Facebook, Instagram, 
Twitter, Reddit), data from wearable devices (eg, Fitbit, 
Jawbone), geolocation, actigriphy from phone sensors,14 or 
interactions with smart devices (eg, Amazon’s Alexa or other 
Internet of Things [IoT] devices). For one point of compari-
son, see Figure 1, which shows one person’s interaction with 
the health care system (in red hashes) and posts on Facebook 
(in blue hashes) over the course of a few years.16 A growing 
body of work suggests that various facts about an individual’s 
mental health can be inferred from the text that a person 
generates, raising the intriguing possibility that social media 
data could be used as a screening and/or early detection tool. 
Social media data have been found to contain predictive sig-
nal for conditions, including major depressive disorder,17,18 
post-traumatic stress disorder,19–25 schizophrenia,26 eating 
disorders,27,28 generalized anxiety disorder, bipolar disor-
der,29 self-harm,25 suicide,30–38 borderline personality disor-
der, and others.39,40

Computational analysis of social media data may therefore 
fulfill the desiderata of a screening system that (1) captures an 
individual’s behavior outside of their interactions with the 
health care system and (2) is amenable to the kind of automa-
tion and scalability that is often sorely lacking in underfunded 
and resource-constrained health care providers.

This article’s primary contributions are as follows:

•• The creation of an automated model for analysis and 
estimation of suicide risk from social media data.

•• An examination of how this could be used to improve 
existing screening for suicide risk within the health care 
system.

•• An exploration of the ethical and privacy concerns of 
creating a system for suicide risk screening not currently 
in care.

Data
The creation and evaluation of these machine learning algo-
rithms depend on having social media data from people prior 
to a suicide attempt and a contrasting set of users who have not 
attempted suicide. To train the algorithms to differentiate 
between those who are at risk for suicide and those who are 
not, we also needed examples of users who are as close a match 
as possible to those who would attempt suicide, but did not 
attempt suicide (so far as we know). Social media posts from 
control users thus provide a baseline to which the data from 
those would go on to attempt suicide can be compared. We 
combine data from 2 sources to create this dataset—examining 
public self-stated data and using data donated through 
OurDataHelps.org.

Figure 1.  One example: person’s interaction with the health care system 

(in red hashes) and with a social media platform (in blue hashes) over a 

period of 4 years (x-axis, left is earlier in time, right is later in time). Social 

media provides information in the “clinical whitespace”15 between 

interactions with the health care system. Summarized from health record 

data presented in Padrez et al.16
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OurDataHelps.org users

The first data source is from a set of users who have graciously 
donated their data to support research in this area through 
OurDataHelps.org. Users of this platform sign up and author-
ize access to data from their digital life—social media (eg, 
Facebook, Twitter, Instagram, Reddit, Tumblr), wearable (eg, 
Fitbit, Jawbone), and other technology (eg, Strava, Runkeeper). 
Users also fill out questionnaires asking for basic demographic 
data as well as for information about their history with various 
mental health conditions. Specifically relevant to this study, 
they note the number and dates of past suicide attempts. A 
handful of the users’ data in OurDataHelps.org were provided 
by their loved ones, posthumously after their suicide. Through 
this authorized access, we examine the posts that the user made 
publicly and visible to their “friends and family”—this notably 
excludes private message data like Facebook Messenger or 
Twitter direct messages. From the users of OurDataHelps.org, 
we have 186 users who have attempted suicide. Many of the 
users who donated data at OurDataHelps.org did not attempt 
suicide or have any reported mental health diagnoses. For each 
user who attempted suicide from the OurDataHelps.org pop-
ulation, we find a user with the same gender and nearly the 
same age to serve as a control.

Public self-stated users

The second data source comes from users who publicly discuss 
past suicide attempts on social media, as originally described in 
Coppersmith et al19 and adapted to examine suicide attempts 
in Coppersmith et  al.36 Here, we significantly increase the 
number of users in the dataset (4 times the size of the dataset 
in 2016), which increases the accuracy and generality of the 
machine learning algorithms. These users make posts that 
describe the date of a past suicide attempt, like those found in 
Figure 2. People may make statements like this (1) to explain 
past behavior, (2) as a method for fighting the stigma and dis-
crimination associated with mental illness, or (3) as a way of 
offering support to those in a similar situation. From these 
statements, we can infer the date of the suicide attempt and 
examine public data prior to that attempt from this user. To 

find matched controls to the self-stated data, we examine a 
random sample of Twitter data, finding users whose posts were 
primarily in English, and were either human-annotated or esti-
mated to be of the same gender and approximate age as a user 
who has attempted suicide. (Estimation performed via the 
methods described in Sap et al.42)

Combined dataset

When the data from these 2 sources are combined, we have 547 
users who have attempted suicide, 418 users of which we know 
the month of their suicide attempt (263 of which we know the 
exact date) and can access data prior to the attempt. There were 
4 users present in both datasets (ie, someone who had both 
donated data and been found via the public self-stated methods), 
and these users are included only once in the combined dataset. 
For the analysis below, we restrict the data from these users to 
only the posts made in the 6 months prior to their suicide 
attempt. This results in a final dataset of 418 users who have 
attempted suicide for whom we have up to 6 months of posts 
prior to their suicide attempt (and an equal number of demo-
graphically matched controls). For comparison, Coppersmith 
et al36 had 125 users compared with this article’s 418. For each 
user, we have an average of 473 social media posts (and an equal 
number drawn from each matched control), for a total of 197 615 
posts from those who would go on to attempt suicide in the next 
6 months, and an additional 197 615 posts from their matched 
controls (for a total of 395 230 posts). The age and gender distri-
bution of these data can be found in Figure 3. Most of this popu-
lation is comprised of females aged 18 to 24, though there is a 
reasonable number of males from a similar age range as well. 
Less well represented, but not absent, are people older than 30 
and those of a non-binary gender.

Methods and Results
For a screening method to be highly scalable, it must minimize 
the time taken by humans required to provide the assessment. 
Thus, we design methods based on automated and computer-
ized assessment and analysis. The bulk of the technical design 
work necessary here is in the creation and evaluation of machine 
learning methods, which examine existing data to automatically 

Figure 2.  Fictitious example: posts of genuine statements of a suicide attempt (top), genuine statements of a suicide attempt indicating a time for the 

attempt (middle), and disingenuous statements of a suicide attempt (bottom). Only data from the middle are include in the analysis here (because we can 

ascertain a date and have a chance to obtain data prior to that date). In line with Benton et al,41 we do not reproduce text directly from social media data 

and instead paraphrase to protect the user’s identity.

I’m so glad I survived my suicide attempt to see the wedding today.
I was so foolish when I was young, so many suicide attempts!
I have been out of touch since I was hospitalized after my suicide attempt last week.
It’s been half a year since I attempted suicide, and I wish I had succeeded
I’m going to go commit suicide now that the Broncos won... #lame
It is going to be my financial suicide, but I NEEEEEEEEEED those shoes.
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extract and determine the relevant patterns for who is at risk for 
suicide. The dataset described above supports this kind of anal-
ysis. Here, we describe the methods at work in some technical 
depth. However, the implications of the technology can be 
readily understood independent of the technical details in this 
section.

The classification given to each user by these models (ie, the 
model’s best guess as to whether each user will go on to attempt 
suicide) is based on tens of thousands of small clues, too many 
to enumerate in any way that is accessible to human intuition. 
However, we can examine some text that is scored highly by the 
algorithm, shown in Figure 4. These illustrative examples give 
a feel for the validity of the technique. Similarly, Figure 5 pro-
vides a visualization of the scores of the model for each user 
over the last 200 tweets prior to their suicide attempt in blue 
(ie, all suicide attempts occur at 200 on the x-axis in this plot) 
and their matched controls in green. Higher is indicative of 
more risk for suicide. Although there is variability within each 
line, and portions of time when control users are above users at 
risk, they are generally separable—more blue on the top and 
more green on the bottom.

The key results are (1) that there are quantifiable signals 
present in the language used on social media that machine 
learning algorithms can use to separate users who would go on 
to attempt suicide from those who would not with relatively 
high precision and (2) that the machine learning algorithms 
depend on a wide swath of subtle clues, rather than a few indic-
ative phrases. The algorithm’s ability to distinguish users who 

would go on to attempt suicide—crucially, without input from 
a trained human—is good enough that it is worth considering 
how a tool incorporating the algorithm might fit into a clinical 
application. The implications of this are further discussed in 
the following section, and non-technical readers may safely 
skip to that section. The remainder of this section describes the 
machine learning techniques employed here in more detail.

Deep learning for analysis of language

Recent advancements in natural language processing have lev-
eraged deep learning to improve the state of the art for lan-
guage modeling43 and text classification.44,45 These techniques 
are loosely related to human neural architecture in that they 
are composed of networks of “neurons” capable of learning 
complex, non-linear relationships between input data (in this 
case, social media posts) and output data (whether or not the 
post was composed by someone who would go on to attempt 
suicide).

Although the dataset here is limited in the number of 
attempting users, these users together contribute hundreds of 
thousands of individual messages. Conceptually, we train a text 
classification model intended, from a single post, to predict 
whether the author is at risk for a suicide attempt. Rather than 
use these individual message-level scores, we use the aggre-
gated scores from many posts from a single user to predict the 
individual’s risk.

With the somewhat limited amount of training data avail-
able for the task (when compared with traditional “deep learn-
ing” tasks where tens or hundreds of millions of examples are 
used), we leverage both supervised and unsupervised learning 
methods to prevent overfitting the model to the training data. 
The model first uses a word embedding layer to project each 
word into a dense vector space. This low-dimensional vector 
space is crafted such that semantically similar words remain a 
short distance from each other in Euclidean or cosine space. 
Our model is initialized with pretrained GloVe embeddings46 
to reduce the risk of overfitting the model. The embeddings are 
trained by their original authors over a significantly larger data-
set to learn to encode general language usage (like which words 
are semantically similar). This, in part, compensates for the 
relatively small sample of users and messages under considera-
tion here. These embeddings are later fine-tuned during the 

@user I’m sorry, this is terrible... I’ve cut and it won’t stop bleeding.
I feel horrible sometimes. Hate how I look, how I sound, how I exist.
I guess there’s not changing how much you mean to someone. Doesn’t matter how worthless you feel.
I feel it’d be best if I weren’t here. I couldn’t annoy anyone that way.

Figure 4.  Fictitious rephrasing of posts scored highly by the suicide risk model. The bottom panel indicates what the attention mechanism within the 

neural architecture is highlighting as an important signal for a person at risk. Larger words (eg, “cutting” and “again”) have more power in the current 

prediction than smaller words (eg, “be” or “been”).

Figure 3.  Histogram of age of users, separated by gender. Females in 

red, males in blue, non-binary in gray. The mean age of each gender is 

indicated by a vertical line of the same color.
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model training process, shifting to better capture nuances of 
language related to mental health. Sequences of word vectors, 
one sequence per message, are processed via a bidirectional 
Long Short-Term Memory (LSTM) layer to capture contex-
tual information between words. Next, the output of each layer 
is combined into a single vector using skip connections into a 
self-attention layer. The attention mechanism is used to apply 
weights to the timesteps of the sequence such that the most 
informative subsequences are more strongly considered in the 
final prediction.47,48 Finally, a linear layer with softmax output 
predicts a posterior probability representing the likelihood that 
the text was written by an author at risk for suicide.

Assessment and interpretation of results

To evaluate the efficacy of these deep learning techniques for 
estimating suicide risk from social media data, we evaluated the 
classification performance in 10-fold cross-validation across 
pairs of users (one user prior to their suicide attempt and their 
demographically matched control). Figure 6 shows the receiver 
operating characteristic (ROC) curve of performance for these 
models for separating users at risk for a suicide attempt from 
their matched controls. Each ROC curve shows the trade-offs 
between true positives and false alarms over the sensitivity of 
the model. For a single point of comparison, at 10% false alarm 
rate (0.1 on the x-axis), the models in Figure 6 range from 70% 
to 85% true positive rate (0.7-0.85 on the y-axis). This, to the 
best of our knowledge, is state of the art performance on suicide 
risk prediction from social media alone. Chance performance is 
denoted by the diagonal dashed line, and the further up and left 
of the dotted line a model’s curve is, the better it generally is at 
the task. Area under the ROC curve (AUC) is often used as a 
singular scalar metric of performance (chance: 0.5; perfect dis-
crimination: 1.0); this is given in the figure legend. Each line 
represents an amount of data used prior to the attempt to make 

the prediction—the green line looks only at data from 30 to 
0 days prior to the suicide attempt. Similarly, the blue line uses 
data from 60 to 0 days prior to the suicide attempt.

Excluded for brevity are similarly performant experiments 
examining data further out from the suicide attempt. Ultimately, 
we found that performance was roughly comparable if we 
examined data a few months prior (180 to 90 days prior) to the 
attempt and excluded data immediately preceding the attempt 
(90 to 0 days prior). Thus, that suggests that the model is cap-
turing trait-type information (relevant to risk for suicide at 
some point in time) rather than state-type information (rele-
vant to imminent risk of harm).

Figure 5.  Scores for each user’s 200 posts preceding the suicide attempt (and matched controls) are plotted with a moving window average; y-axis 

magnitude corresponds to risk for suicide (likelihood of messages belonging to a user from the positive class). Lines in blue are users who will go on to 

attempt suicide, whereas users in green are their matched controls.

Figure 6.  ROC curves for models separating users prior to a suicide 

attempt from their matched controls. The green line only uses data for the 

month prior to the suicide attempt to make the classification (30 to 0 days 

prior), the blue line uses data from 2 months prior (60 to 0 days prior), and 

so on. The black line indicates performance using all of the data available 

for that user prior to their attempt. ROC indicates receiver operating 

characteristic.
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Although the majority of this dataset was female users 
(78%), the model seems to be sufficiently expressive to also 
capture information for males, with a slight loss of precision. 
There were not a sufficient number of users of a non-binary 
gender to fully assess performance, but anecdotally the model 
performance seemed to be on par with the other genders. This 
suggests that the model has learned information about suicide 
risk that seems to be relevant across genders. This does not nec-
essarily mean that they are governed by a single theoretic model 
but simply that there are common language cues across the 
genders and the model built is sufficiently expressive to capture 
many of the differences.

To interpret the performance of this classifier as a screening 
tool, we can pick a few reasonable trade-offs between true posi-
tive and false alarm rates, and examine who would be deemed 
“at risk” by the algorithm. Let us assume a theoretical popula-
tion of 1000 people who will get screened by this method. It is 
expected that 4% to 8% of them would go on to attempt sui-
cide, so for the purposes of this illustration we use 6%.49,50 That 
means that 60 people from this population would go on to 
attempt suicide, and thus 940 people would not. If we deployed 
this screener against this population, allowing 1% false alarm 
rate (thus 24% true positive rate), we would expect 25 people to 
be flagged as “at risk,” 15 of which would go on to attempt 
suicide—that would mean that 60% of the population flagged 
at risk would go on to attempt suicide. Similarly, at 10% false 
alarms (84% true positive rate), 144 would be flagged, 35% of 
which would go on to attempt suicide. At 2% false alarms (35% 
true positive rate), 40 people would be flagged, 40% of which 
would go on to attempt suicide. A direct point of comparison 
for performance from clinicians is difficult to match exactly, 
but the results from Franklin et al4 suggest that the equivalent 
expected proportion of users identified as “at risk” by clinicians 
who would go on to attempt suicide would be in the 4% to 6% 
range—significantly lower than the 40% to 60% here. Which 
of these operating points are used should be determined by 
what the next step taken after this screening is. If, for example, 
a positive flag means that their healthcare provider will be 
reminded of the importance of the clinical screen, perhaps 10% 
false alarms is a reasonable operating point. If the next step is, 
instead, a psychology consultation, perhaps something more 
restrictive (eg, 2% false alarms) is more appropriate, given the 
cost of scheduling and having such a consultation with an in-
demand resource.

Discussion
The methods described here demonstrate that signals exist 
within social media data that are quantifiable and relevant to 
suicide risk. Concretely, we described algorithms that are able 
to identify people at risk for suicide from the analysis of the 
language of their social media posts, at levels of precision that 
suggest clinical utility, and at the period early enough to permit 
reasonably scalable and durable interventions (ie, months pre-
ceding crisis, rather than in the moment of crisis). The model, 

as configured here, was optimized toward detecting trait-level 
risk for suicide, or how at risk a person tends to be over a long 
period of time as opposed to state-level information that is 
more transient and related to a short period of risk. This was a 
deliberate choice as a screening tool to find users at risk well 
before the point of their attempt. Other parameterizations of 
this model and other methods of dividing the data for training 
may allow more state level and information about proximal risk 
of suicide to be discovered, but we leave that to future work. In 
our estimation, the ability for a system of care to respond in the 
moment of crisis is more costly, more dangerous (to the patient 
and potentially those intervening), and ultimately of less utility 
than intervening months or years prior to an attempt.

Importantly, these models depend on a wide variety of sig-
nals, most of which are not what a clinician would generally 
ascribe to association with suicide risk. This is similar in spirit 
to the findings of the Crisis Text Line (CTL), which found 
that the word “ibuprofen” was one of the most highly correlated 
words used by users at imminent risk of suicide, when talking to 
a peer providing private, anonymous, emotional support.51 The 
findings here are complementary to the CTL findings in many 
ways, though the methods used to derive them are similar. 
Where their data are private, anonymous conversations, these 
results are based on data from public social media postings. 
Where their data are comprised of those at imminent risk, ours 
reflect users’ behavior months prior to an attempt. Both cases, 
however, highlight the important role that language and lin-
guistic analysis can play in understanding mental health.

These results suggest that an automated screening protocol 
using this sort of technology would be able to detect some 
users at risk. In many senses, that is the easiest part of mean-
ingful impact on the suicide rates. This technology would, of 
course, represent a small portion of a larger system designed to 
address mental health issues. Most of that system is human in 
nature—friends, caregivers, clinicians, and the patients them-
selves. Although technology enabled by algorithms such as the 
one reported here may be able to identify people at risk, it will 
only be effective at reducing the suicide rates if (1) the tech-
nology facilitates the deployment of other, existing mental 
health resources, and (2) the system of care (inside or outside 
the formal health care system) functions to divert the person 
from risk.

Potential sources of bias and limitations

There are a few ways in which the findings reported here may 
fail to generalize to all segments of the population.

First, these data are predominantly derived from females 
aged 18 to 24. Although our results indicate that this approach 
works reasonably well for males of a similar age (and anecdotal 
evidence in support of those with non-binary gender), there is 
not sufficient evidence to assess the efficacy for people from 
other age groups. One could reasonably expect that their  
relationship to suicide is meaningfully different from this 
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demographic, and thus might not be as easily detected through 
approaches like this. To mitigate, this may require more spe-
cialized modeling for those demographics specifically, for 
example. Furthermore, we did not explicitly examine race or 
ethnicity in this work, though prior research indicates that 
mental illness presentation may be more reflective of deviations 
from cultural norms in functioning, as opposed to a consistent 
set of symptoms per disorder that holds cross-culturally.52 
Moreover, the strength of the stigma that surrounds discussion 
of suicide or other forms of psychological distress varies across 
communities,53 which may affect the feasibility of using social 
media as a window onto mental health for certain types of 
users. It is also worth pointing out that, despite the seeming 
pervasiveness of social media, not everyone uses platforms like 
Twitter and Facebook. To the extent that there are systematic 
differences between those who use social media and those who 
do not, the findings described here simply cannot generalize to 
some segments of the population. Finally, almost all users in 
this analysis survived through their suicide attempt, at least 
long enough to post about it in social media. Although they 
may have died of a subsequent attempt, this may not be accu-
rately reflective of the people who would go on to die by suicide 
or those who would die by suicide on their first attempt.

Ethical Implications
The technological results presented here demonstrate the 
feasibility of using automated machine learning techniques 
to identify people at risk for suicide, and with sufficient 
accuracy that it is worth examining how this might improve 
existing clinical systems of care. Essentially, the research 
presented here demonstrates that suicide screening at scale 
is possible, but we have not yet answered the question of 
how it should be used.

The technology described here raises a significant cultural 
question about the trade-off between privacy and prevention. 
These algorithms can provide early warnings in life-threaten-
ing situations—potentially a piece of technology that could 
enable saving lives. There are a few ways this might be inte-
grated into systems of care that prevent loss of life:

1.	 In the health care system with existing patients, aug-
menting the capabilities of PCPs or other health care 
professionals to screen for suicide risk: Here, the patient 
agrees to be assessed for risk, authorizes the analysis of 
the data, and authorizes the health care provider to see 
the results.

2.	 Outside the health care system, empowering a person’s 
support network (eg, friends or family members who are 
not health care professionals) to know when a person is 
in danger: Here, the patient authorizes the analysis of 
their data and authorizes their support networks to see 
results and alerts about their estimated risk.

3.	 As a screening tool to identify those at risk in the general 
population (and likely not receiving care): Here, public 

data can be screened and analyzed for risk, proactively 
identifying users outside the health care system.

All of these systems are technically feasible to build, but 
there are significant ethical considerations that should be dis-
cussed publicly prior to their implementation. Here, we con-
sider some of the central concepts to the design of such 
screening systems, examine prior art in this space, examine 
analogous systems in other sectors, and highlight some points 
for consideration. We will not unilaterally claim an answer to 
these questions, but provide discussion of relevant analogous 
systems, and a framework for creating and assessing the viabil-
ity of a path forward.

Opt-in versus opt-out

There are many considerations in how a system using this 
technology might be ethically implemented, but the most cen-
tral theme is whether data collection is opt-in or opt-out. An 
opt-in system is where a person takes a conscious action to be 
part of the analysis and is generally in line with the concept of 
informed consent. Prior to any analysis, a person is informed 
about what the system does, what the likely outcomes are, and 
what actions (if any) might be taken as part of the process. This 
provides the person sufficient information to make an informed 
decision as to whether or not they wish to partake in the study 
or screening.

An opt-in system has the benefit that the users are willingly 
participating, and thus, any analysis or action is necessarily not 
a violation of a person’s privacy. Similarly, this means that any 
opt-in system has a considerably limited reach. Any screening 
on an opt-in basis will necessarily only find the people at risk 
who are already engaging with the system. In scenario (1), this 
would be people who are engaging with the health care system 
for some sort of treatment. In scenario (2), this would consti-
tute anyone who has found this system through any means (eg, 
web search). This does not cover scenario (3), because the whole 
population has not been made aware, informed, and agreed to 
analysis. Thus, opt-in systems are extremely unlikely to reach 
all of the users who are at risk.

In contrast, an opt-out system is one in which the user 
may not even know they are being analyzed or might be 
intervened with. Users in such systems may “opt out” by tak-
ing an explicit action (ie, asking to be removed). A screening 
system operating in an opt-out manner could examine all 
the public data from all the users in the world and identify 
those at risk, even if they have no connection to a health care 
system. Case (3) is an example of an opt-out system, where 
users have the ability to remove themselves from considera-
tion from screening, but unless they have done so are being 
analyzed. For a screening system to reach and assess those 
not engaging in care or web searches related to the behavior 
in question, some sort of opt-out system is the only way to 
reach them.
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Samaritans’ radar

The most prominent parallel to the use of this technology 
for screening is the Samaritans’ Radar App, briefly used in 
2014.54 The Samaritans are a well-known and well-respected 
suicide prevention organization, founded in 1952. They 
launched an app that purported to alert users when one of 
their friends exhibited signs of suicide risk. Unfortunately, a 
few design choices garnered significant public backlash, and 
the app was decommissioned shortly after its launch. We 
will describe the core functionality of the Samaritans’ Radar 
and the design choices that, we suspect, were the root cause 
of public displeasure, then suggest methods for mitigating 
those concerns. Ultimately, we believe that any system archi-
tecture or process implementing automated screening tools 
of this kind should be guided and deeply informed by the 
advice of the lived experience community (those who have 
previously attempted suicide or have lost loved ones to sui-
cide) as well as clinical experts involved in the daily provi-
sion of care to this population as well as to those who are at 
risk of suicide.

Samaritans’ Radar functioned roughly as follows: a user 
could install the app and provide the app access to their 
Twitter account. The app would then continuously analyze 
the posts of Twitter users the app user follows. If the app 
detected phrases that seemed to indicate suicide risk (eg, “I 
just want to kill myself ”) in the posts of any of the app user’s 
followed accounts, it would alert the app user, so the app user 
could reach out and offer support. To fully understand the 
situation, one must also realize that any user can “follow” any 
other user on Twitter and thus have access to their posts 
(unless certain non-default privacy settings were activated to 
make their account “private”).

The primary concern from the public was a variant of the 
following nightmare scenario: there was a user who down-
loaded and installed the app with nefarious intent. This user 
could follow arbitrary users (due to Twitter’s following system 
as above) and get Samaritans’ Radar to tell the nefarious app 
user when someone they followed was at risk. The nefarious 
app user could then take advantage of that situation and (per-
haps) encourage them to take their life. Although this may be 
unlikely, it is worth taking seriously. Two underlying problems 
are (1) that the user being analyzed does not know that they are 
being analyzed (this is at best an opt-out scenario) and (2) any-
one could have access to information indicating people at risk 
(without their consent or knowledge, given the previous point).

In contrast, the scenarios we described above, (1) and (2), 
provide some monitoring aspects similar to Samaritans’ Radar 
but require the user being analyzed to opt in. Scenario (3) does 
not require an opt-in but could be restricted to providing this 
information only to a special class of users (eg, licensed health 
care staff or individuals certified in some manner). In all cases, 
the technology can be deployed in a way that defeats the nefar-
ious actor above.

Analogues in advertising and marketing

Perhaps the closest analogue to the sorts of systems described 
by scenario (3) is found in the world of marketing and advertis-
ing. The companies in this space are able to infer latent attrib-
utes about users given their online behavior, and the companies’ 
algorithms are designed to use these inferences to suggest 
products or services that the person may want. The types of 
personal data that the technology under consideration in this 
article depends on are a subset of those available to advertisers, 
and many of the analysis techniques are similar. Conceptually, 
wide-scale screening is similar in technological function to ad 
targeting; however, instead of steering a user’s behavior toward 
making a purchase, the screening would be used to steer a user’s 
behavior away from an adverse health event (in this case, a sui-
cide attempt).

Although the first thought of how these interventions might 
be done is through a pop-up ad to a person indicating they 
should seek medical care, this is decidedly not what we are advo-
cating. That is a strategy unlikely to be effective and has poten-
tial to induce stress in the viewer of the ad. If we assume, however, 
that effective interventions can be developed and deployed 
within the existing advertising framework (eg, “nudges” a la 
Leonard [2008]55), then this may provide a reasonable frame-
work for examining scenario (3) and also a reason parallel for 
framing the ethical and privacy discussions (eg, How is this dif-
ferent from sending an ad to buy something? How is it different 
from sending an ad for a prescription medication?).

Facebook’s suicide prevention protocol

Among large technology companies, Facebook in particular has 
been making waves51 with its announcement of an automated 
suicide prevention (“proactive detection”) algorithm.56 Facebook 
cites “pattern recognition” models trained from community 
flags of posts containing language indicative of suicidal ideation. 
Two points are of particular interest here: Facebook does not 
share information about the underlying model or human vet-
ting process, and there is no way for Facebook users to opt-out 
of this program (without leaving the Facebook platform). Given 
that Facebook’s process involves contacting first responders 
(police, paramedics) and directing them toward the user pre-
sumed to be in danger, one would expect a high degree of con-
fidence in basing decisions off the model, solely or in part. Even 
with human “Community Operations Team” members in the 
loop, false positives from an automated model almost necessar-
ily lead to some false positives passed along by humans. With no 
details from Facebook about the process behind or performance 
of this automated detection algorithm (or the human modera-
tors, for that matter), it is impossible for a third party to evaluate 
its utility. These facts, interestingly, have led to Facebook being 
unable to deploy proactive detection for suicide in the European 
Union (EU), due to the EU’s Data Protection Directive and 
General Data Protection Regulations.57
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Privacy versus lives saved

At the crux of this dilemma is the trade-off between a person’s 
right to privacy and the widely agreed-upon moral imperative 
to act on information that may save lives. For a simple and 
direct yet difficult example decision, consider that a hallmark 
feature of risk is being withdrawn, and a classic and effective 
way of intervention is to reach out. In many cases, the very act 
of reaching out can be perceived as an invasion of privacy.

Concretely, if one could intervene and help a person head-
ing toward crisis by invading their privacy, ought one do it? 
This critically depends on 3 premises: first, the ability to detect 
an individual at risk is sufficiently precise; second, that this 
detection is at odds with popular conceptions of privacy; and 
third, there is capability to effectively intervene and reduce the 
(risk of ) harm. The research presented here addresses the first 
premise, the second premise is a question that we hope is 
debated and discussed openly, but ultimately without also solv-
ing the third premise, no amount of careful crafting and ethical 
analysis will provide any measurable impact on lives saved.

Anecdotally, we have found that people tend to think differ-
ently about privacy when presented in this light, and seek to 
find mitigating factors that would make them feel comfortable 
about being analyzed in an opt-out manner (ie, a system-like 
scenario (3)), by some trained processionals solely for the pur-
pose of preventing suicides.

To reiterate, we do not feel it is within the scope of this arti-
cle—or within the bailiwick of the authors—to unilaterally sug-
gest a specific framework for implementing algorithms of the 
kind described here. However, we do feel it is our responsibility 
to note that “the cat is out of the bag,” so to speak. That is, the 
widespread availability of personal digital data (which is, under 
current paradigms, the price that consumers collectively pay for 
largely free Internet content), coupled with the rapidly increas-
ing sophistication of classification algorithms of the kind 
described here, suggest that the question is not if technologies 
like this will be deployed, but how. The best-case scenario, in 
our opinion, is one in which government, academia, advocates 
from the mental health community, and clinicians work in con-
cert to assure that the right individuals are benefiting from such 
technology (ie, those who are at risk of harming themselves), 
and that the risks are proactively identified, discussed, and miti-
gated in as thoughtful and transparent a way as possible. Perhaps 
a silver lining of the legally questionable actions of groups such 
as Cambridge Analytica during and leading up to the 2016 
presidential election in the United States will be a more sophis-
ticated and vigorous public discourse surrounding the use and 
protection of personal digital data.

Ethical path forward

We feel that the broad question at the crux of this discussion is 
beyond our capability to answer: “What is the right trade-off 
between privacy and prevention?” However, we do see a path 

toward making the best possible case to the general public to 
enable wide-scale suicide screening (as in Parker et al58). As to 
whether one ought or ought not ultimately construct a system 
of that sort (and the eventual implications thereof ), we lay a 
path out for how one might credibly test the efficacy and pub-
lic’s opinion on it, as we go.

Using opt-in analysis of risk, with the technology detailed 
here, is a step that we have heard little disagreement for both in 
our personal discussions and in any of the literature around this 
sort of work (eg, Mikal et al59). Building a system based on opt-
in principles would allow the efficacy of these methods to be 
tested in the real world. Building this to better empower the 
health care system (case 1, above) would allow for such an 
empirical evaluation, and convincing evidence of the technol-
ogy’s efficacy. Demonstrating this efficacy and sharing it widely 
would allow for an informed discussion among clinical 
researchers and healthy policy stakeholders. If, in turn, they 
were convinced that it is of sufficient utility for a more wide-
spread or opt-out-style monitoring approach, they would then 
have the data in hand to demonstrate efficacy and the human 
systems to put in place to adequately handle the increase in 
demand that such a system would create.

Conclusion
We have demonstrated state-of-the-art results for the detec-
tion of people at risk for suicide through the automatic exami-
nation of the language posted on social media. These results 
from what we consider to be a foundational piece of a new kind 
of screening system, often discussed in the crisis prevention 
community, but not yet implemented. These machine learning 
algorithms are of sufficiently high accuracy to be fruitfully used 
in an envisioned screening system, but the remaining parts of 
the system are not yet ready for implementation. We examined 
the ethical and privacy concerns around the use of these algo-
rithms for screening and monitoring, concluding that there are 
novel ways to consider using information from these algo-
rithms to aid intervention, but the general public has voiced 
opposition to related approaches. Although the design of an 
intervention system powered by algorithmic screening is tech-
nically possible, the cultural implications of implementation 
are far from settled. It is our hope that this serves as a forcing 
function to have the discourse about the ramifications on cul-
ture and society.
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