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ARTICLE INFO ABSTRACT

Keywords: Forensic DNA kinship investigation involves analyzing genetic relationships between individuals
Forensic DNA kinship investigation to offer new leads for solving (cold) cases. Familial DNA matching has become a valuable asset in
Cold cases

criminal case investigations, especially when traditional DNA methods hit dead ends. However,
concerns surrounding ethical and privacy implications raised questions about its implementation
and acceptance among the general public. The present study investigated the public perspectives
regarding forensic DNA kinship investigations among 1710 Dutch-speaking Belgians using an
online cross-sectional survey. The questionnaire consisted of three categories, including personal
information, DNA knowledge, and their opinion on several familial DNA searching and investi-
gative genetic genealogy related questions. The participants’ average DNA knowledge score was
71 %, indicating a relatively high level of understanding of DNA-related concepts. Remarkably,
the study revealed that 92 % of the participants expressed willingness to cooperate as a volunteer
in a forensic DNA kinship investigation, irrespective of their scientific background or educational
level. Key factors influencing participation included assurance of painless sampling and robust
privacy safeguards. Participants lacking familiarity with DNA hesitated more towards partici-
pating in forensic DNA analysis, referring to "the fear of the unknown". Despite ethical and pri-
vacy concerns, the highly positive attitude towards forensic DNA analysis reflects a level of
empathy and willingness to contribute to the pursuit of justice. Nearly all participants (95 %)
agreed to use online DNA databases for resolving violent crimes with forensic genetic genealogy,
but half emphasized the need for prior informed consent, referring to the current “opt-in” system.
The results underscore the need for stringent regulations and ethical oversight to ensure the
responsible use of genetic data while striking a balance between public safety and the protection
of individuals’ privacy rights. These findings add to the growing body of evidence regarding the
potential benefits of forensic DNA kinship matching as a tool in criminal investigations, sug-
gesting its potential future utilization and legalization.
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1. Introduction

In the world of modern forensic science, few concepts are as iconic as Locard’s principle: every contact leaves a trace [1]. Biological
traces on a crime scene can take many forms, but they almost all share one critical characteristic: the presence of DNA as a unique
identifier [2-4]. After generating a DNA profile of the unknown source, it can be compared against all available suspects and profiles in
national DNA databases to find a direct match and provide a likelihood ratio. In Belgium, three separate national DNA databases are
currently in operation for legal purposes: one with DNA profiles from crime scene traces and suspects involved in ongoing cases, a
second containing DNA profiles of convicted individuals, and a third dedicated to profiles of missing persons [5]. Clear policies outline
the permitted categories to conduct searches against each other. In cases where national and international DNA database comparisons
fail to provide a direct match, and other available traces are insufficient to clarify the case, further investigative actions are required to
prevent the case becoming cold. In such cases, forensic DNA kinship matching represents a promising next step to identify biological
family members based on similar DNA profiles [2]. It relies on the shared genetic markers between the perpetrator and their relatives.

‘Forensic DNA kinship investigation’ is an umbrella term including a variety of searching techniques, each characterized by unique
kinship searching methods. In the present study we include three types of DNA kinship matching: Familial DNA searching (FDS), Crime
Scene Y-DNA investigation (CSY) and Forensic Investigative Genetic Genealogy (FIGG or IGG). FDS involves searching national DNA
databases for autosomal DNA profiles that closely match the unknown sample, identifying potential relatives who may share auto-
somal DNA. CSY focuses on the Y-chromosome, which is almost entirely passed on from fathers to sons. By searching for Y-chro-
mosomal profiles similar to the unknown sample in national DNA databases or exploring surrounding communities, investigators can
potentially identify paternal relatives. FIGG employs autosomal DNA searches within online commercial DNA databases, leveraging
genetic matches to construct family trees and trace common ancestors, ultimately pinpointing potential relatives of the unknown
sample. Each method offers unique advantages and considerations, contributing to the diverse toolkit available for forensic DNA
kinship investigations.

A familial search using autosomal DNA to identify close relatives of the perpetrator requires screening a large number of people, as
the amount of shared DNA decreases with each subsequent generation. The largest law enforcement regulated national DNA database
is the United Kingdom (UK) National DNA Database (NDNAD) with an estimated 6 million individuals as of May 2023 [6]. Such large
databases are a gold mine of information for the forensic DNA kinship method ‘FDS’ to identify close relatives of the perpetrator
through autosomal DNA profiles. For that reason, the UK was the first to introduce FDS. However, the UK stands as an exception as
most countries have limited sizes for their national DNA databases. For these countries, the DNA kinship investigation method ‘FIGG’
could be implemented relying on massive public DNA databases that are not government-regulated and thus not subject to the same
legal regulations. One massive public DNA database is GEDmatch, which is an online platform that allows individuals to upload their
DNA profile results from various genetic testing companies and compare their genetic data with others [7]. This platform provides
tools for genealogical research and DNA analysis, including the ability to search for potential relatives and explore genetic connections.
Therefore, GEDmatch serves as a valuable resource for screening a large number of individuals to identify close or distant relatives of
the perpetrator. In 2018, American law enforcement made history as the first worldwide to use the GEDmatch platform in forensic
investigation, leading to the identification of the Golden State Killer [8]. In response to the Golden State Killer case, the opt-in and -out
arrangements of GEDmatch were implemented. This means that users must actively agree (opt-in) or decline (opt-out) to have their
DNA profiles included for forensic DNA kinship matching. It is noteworthy that uploading your genetic data to GEDmatch automat-
ically aids law enforcement in providing answers to families with missing loved ones. The opt-in option is specifically geared towards
assisting law enforcement in solving violent crimes. While the company does not provide explicit figures on opt-in selections, genetic
genealogy experts estimated that 700,000 out of the 1.8 million profiles have opted in as of August 2023 [9]. [8] According to the
website of GEDmatch, the opt-in DNA profiles have played a crucial role in resolving over 400 investigations [10]. [6].

As the forensic kinship matching methods ‘FDS’ and ‘FIGG’ are based on partial autosomal DNA matches and probabilistic esti-
mations, it may generate false hits, potentially increasing the number of individuals for investigation. Fortunately, there is another key
part of the DNA which could open the doors of cold cases: Y-chromosomal DNA [11]. The Y-chromosome is a unique part of the DNA
found exclusively in males that is almost entirely inherited from father to son, as 95 % of it does not recombine with the X-chro-
mosome. Therefore, the Y-DNA can facilitate the identification of even far distant relatives of the unknown perpetrator [12], ultimately
leading to the tracing of his identity. This makes the application of kinship matching or crime scene investigation using the Y-chro-
mosome (CSY) to be a valuable tool to assist forensic (cold) case investigations [13-15]. The benefit of CSY is that it does not require a
large national (FDS) or online (FIGG) DNA database as is needed for autosomal DNA matching because the Y-chromosome can match
even distant relatives 40 generations apart [12,16] Additionally, Y-chromosomal DNA can be strongly correlated with the surname
[17-19], narrowing down the search to a family tree. However, due to the absence or low number of Y-chromosome profiles in most
national DNA databases [15], CSY today heavily relies on voluntary participation for screening purposes, particularly in close prox-
imity to the location of the crime.

The first European CSY success was for the murder case of Marianne Vaatstra, a 16-year-old girl from the Netherlands who was
brutally murdered in 1999. The case remained unsolved for more than a decade. However, the Dutch legislation was amended in 2012
to permit the search for close or distant autosomal and Y-chromosomal DNA matches. A large-scale campaign was launched to
encourage men in the vicinity of the crime scene to voluntarily donate their DNA. Over 6600 men participated, accounting for 87 % of
invited men within a 5 km radius of the crime scene [15]. By comparing Y-chromosomes from 81 individuals to the crime scene profile,
two potential relatives of the perpetrator were identified. Further investigation led to the arrest and conviction of the perpetrator. This
case serves as a pioneering example of the power of familial searching and CSY in helping to solve crimes and delivering justice.
Therefore, it is crucial to understand public perspectives on forensic kinship DNA matching due to the role of public participation.
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A few studies have already explored people’s perspectives on the ethical dilemmas associated with forensic DNA kinship in-
vestigations. The study by Granja et al. [20] highlighted controversies in Poland and the UK, particularly in regard to its implications
for social risks, public goods and accountability. The risks and benefits of DNA kinship matching can vary significantly for those
involved. Guerrini et al. conducted a survey to specifically explore the public’s opinion in the United States (US) on police access to
genetic genealogy websites in order to assist crimes like the “Golden State Killer” case [7]. The survey, which involved 1587 re-
spondents from the US, revealed that 91 % of participants would support the use of a genetic genealogy database to identify relatives of
perpetrators of violent crimes. Moreover, 46 % of the participants even approve the use of these online databases for non-violent
crimes.

The study presented here delves into public perceptions of Dutch-speaking Belgians regarding the different forensic DNA kinship
matching methods. A web-based questionnaire was created, aiming to assess DNA knowledge and understand public perception on
kinship matching in forensic investigations, considering ethical and privacy concerns. These findings can be used to inform the
development of a framework for implementing forensic DNA kinship investigations.

2. Materials and methods

To gather data on the public opinion towards the use of forensic DNA kinship investigations, an online cross-sectional public survey
was conducted. Participants were informed that the survey aimed to gather public knowledge and opinions on forensic DNA kinship
analysis. The survey minimized technical jargon (e.g. abbreviations such as FDS, FIGG and CSY) and primarily offered expanded
explanations of these various techniques, ensuring participants’ comprehensive understanding of the referenced methods. No further
preliminary background information was provided regarding genetics or forensic DNA analysis. The survey was in Dutch and required
approximately 10-15 min to complete. People participated anonymously and voluntarily without receiving any form of compensation.
Participants were requested to answer the survey honestly and without the assistance of external sources such as the internet, scientific
literature or consulting with others. The questions were structured into three distinct categories and contained 44 questions in total.
The purpose of each part of the survey was described at the beginning of the section. The questionnaire and possible answers are
available in Supplementary Table S1.

The first category consisted of questions related to personal information, such as participants’ biological sex, age, country of
residence, level of education and whether their educational background pertained to a scientific discipline or a non-scientific field. For
the latter, scientific disciplines were defined as exact sciences, referring to subjects such as Physics, Chemistry, and Biology. The
candidates were ensured that this information would solely be used anonymously for additional population data analysis within the
current study to compare this with the outcome of the next sections concerning DNA knowledge and forensic DNA opinions. The
second category focused on participants’ knowledge of DNA and genetics, and included eight theoretical questions with the option to
answer with "no idea" to discourage guessing. The participants were informed that the purpose of this phase was to assess their general
knowledge on the subject of DNA. The final category, which comprised 32 questions, focused on gathering participants’ opinions on
forensic DNA analysis and forensic DNA kinship investigations.

To ensure broad representation, the questionnaire was distributed through multiple channels, including diverse social media
platforms and the CSY-website [14]. Efforts were made to engage various organizations and groups in Belgium through personalized
emails. Anonymity of participants was ensured as no private information was collected and stored. The survey remained accessible for
seven weeks to allow thoughtful responses. The ethics committee of UZ/KU Leuven has affirmed that according to our privacy laws,
GDPR regulations do not apply to anonymous population surveys. Consequently, there was no requirement to submit documentation
for this survey to the Research Ethics Committee.

The present study examines the differences between categorical variables such as age, education, DNA knowledge and the forensic
DNA kinship questions. Statistical chi-square analysis was conducted to test whether there is a significant relationship between ob-
tained categorical variables. Answers concerning the enthusiasm for familial searching are measured categorically (e.g. “yes” vs “no™),
as well as the participants’ DNA knowledge (“fail” or “<50 % score” vs “100 % score”), educational background (“low” vs “high”), age
(“below 30” vs “above 50”) and background information (“scientific” vs “non-scientific”). For instance, the responses to a yes-or-no
question like ForGen_Q21 “Should a national DNA database include every newborn?” were examined in detail to determine if there
were significant differences between individuals who scored below 50 % on the DNA test and those who scored 100 %. This way, it
could be determined whether the observed differences were due to chance or if there was a correlation between the variables.

3. Results

The results of the survey provide insight into the Flemish population’s perspectives towards who to include in the national DNA
database, the use of online databases for criminal investigation, their willingness to participate in a large DNA-dragnet, the factors that
influence their decision to opt-in or -out, and the extent to which they trust the authorities to protect their privacy.

3.1. Participant characteristics

The conclusion of the seven-week survey period yielded a substantial sample size of 1710 participants who actively finished the
questionnaire. Since the survey was conducted in Dutch, inhabitants from the Netherlands also responded to the questionnaire. 92 % of
respondents were Belgians, while 7 % had Dutch descent, and the remaining 1 % (n = 14) of the participants were currently living in
other countries. The small sample size from the Netherlands is insufficient to make meaningful comparisons between the two Dutch-
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speaking countries as this was not the primary objective of this survey. Age groups were divided into three categories: ‘18-30’, ‘31-50’,
and ‘51-91°, as illustrated in Fig. 1A. The age distribution of the participants was slightly different from the overall Belgian population
ratio of 2:3:5. Specifically, the 18-30 age group consisted of a little, yet not significantly, higher proportion of participants. In total,
40.6 % of respondents have a scientific educational background (Fig. 1A). Educational level was categorized as high (67 %; profes-
sional or academic bachelor, master or PhD), medium (29 %; high school), or low (5 %; primary school).

3.2. DNA knowledge results

Participants’ knowledge of genetics was assessed through a DNA knowledge test, resulting in an average score of 72 %. Of the
participants, 17 % failed the test (final score below 50 %), while 16 % achieved a perfect score. Participants with a test score below 50
% were more likely to lack a scientific background (90 %), have a lower level of education (58 %), and be older adults (54 %). The
average score for each question, categorized by age, scientific background, and level of education, is visualized in Fig. 1B. The most
challenging questions pertained to the location of DNA in the body (Q1), the building blocks of DNA (Q3), and the number of
chromosome pairs in humans (Q4). Participants without a scientific background made 49 % false guesses instead of admitting "I do not
know," whereas scientific participants made 71 % false guesses. This suggests that scientists are more prone to taking educated guesses,
while nonscientists are more aware of their knowledge limitations.

Notably, the average score significantly increased with the level of education. Highly educated individuals scored an average of 76
%, while medium and low-educated participants scored an average of 65 % and 58 % respectively (p = 7.46 x 10~2%). With this, again
a significant difference was observed in the test scores between those with a scientific background and those without (85 % vs. 63 %, p
=5.82 x 1078, Additionally, an inverse correlation was observed between the DNA knowledge score and the age of the participants
(p = 5.57 x 107%1), with individuals between the ages of 18 and 30 obtaining an average score of 81 %, while those between the ages of
31 and 50 scored 71 %, and those over 50 scored 62 %. No significant difference in DNA knowledge scores was observed between
participants from Belgium and the Netherlands, with both groups averaging 72 %. Males and females had minimal score differences,
with females slightly more likely to answer correctly. These knowledge results were then compared to participants’ willingness to
engage in forensic DNA investigations.
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Fig. 1. Population survey results (n = 1710). (A) Participant distribution of education and scientific background (inner circle) and age (outer circle).
(B) Average score for all DNA knowledge questions. (C) ForGen_Q12-20 concerning participation in a familial search. (D) ForGen_Q10 concerning
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3.3. Perception towards using forensic DNA kinship investigations

When participants were asked if they would randomly give their DNA to someone, without giving any further context, approxi-
mately one fifth of the participants were initially very cautious or thought about the “worst case scenario”. However, this decreased to
17 % in the context of helping forensic DNA research and to only 8 % when asked if they would participate in a kinship search to help
murder investigations. In other words, the overwhelming majority of the participants (92 %) expressed willingness to cooperate in a
forensic DNA kinship investigation. The analysis of the responses to questions ForGen_Q12-20, as shown in Fig. 1C, concerned will-
ingness to participate in forensic DNA kinship investigations dependent on different factors. This revealed that initially 90 % of the
respondents were willing to voluntarily provide a DNA sample if it could assist murder investigations. This number increased slightly,
yet not significantly, to 92 % when participants received the information that sampling was painless, and - in the context of CSY - their
sample would be destroyed, their profile would not be kept in a database and their privacy was going to be secured. After detailed
analysis it was clear that ‘painless sampling’ (Q13) and ‘privacy and security’ (Q16) were the two most important factors in deciding
whether to participate in such investigations. Approximately 3 % of the participants held the belief that DNA samples could only be
collected through invasive means such as blood sampling, rather than through the painless and non-invasive method of a buccal swab
(ForGen_Q2).

Further, certain scenarios seemed to significantly impact participants’ willingness to participate. For instance, when there was a
possibility that a family member could be identified as a perpetrator (Q17), or if a false biological kinship with their parents could be
revealed (Q18), or if the police could identify them as a family member of a convict (Q20); participants were hesitant (3 %, 10 % and
13 % respectively) or even declined to participate (17 %, 13 % and 20 % respectively). ForGen_Q10 revealed that 87 % of participants
did not know what forensic DNA researchers are permitted to genotype, and 34 % of them believed that it was allowed to sequence the
entire genome revealing all their personal information (Fig. 1D). Interestingly, 13 % of the people who correctly answered that Belgian
forensic geneticists are limited to only genotype non-coding parts of the DNA sequence (NDS), scored significantly higher on the DNA
knowledge test from the second part of the survey (80 % vs. 71 %, p = 3.42 x 10-19). Also, 76 % of them had a high educational level
and 60 % had a scientific background. Additionally, we also wanted to examine in more detail whether people were more willing to
donate their DNA for medical research, which has a more personal benefit, or for forensic research, which may have a societal benefit.
Fig. 2A demonstrates that a large majority of participants, regardless of their level of education or scientific background, expressed
willingness to donate their DNA for both medical (83 %) and forensic (82 %) research purposes.

Individuals from Belgium were slightly but not significantly more willing to donate DNA samples for the purpose of solving a
murder compared to participants from the Netherlands (90 % vs 87 %), as depicted in panel Fig. 2D. The values in the graph were
weighted since the number of Flemish participants (n = 1571) was almost ten times higher than the number of Dutch people (n = 125).
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Fig. 2. Population survey in-depth results (n = 1710). (A) ForGen_Q8-9 providing DNA for medical (left) or forensic (right) research. (B)
ForGen_Q23-24 including suspects in a national DNA database after committing a crime without violence (left) or with violence (right). (C) For-
Gen_Q19 participation in forensic kinship investigation such as CSY if success rate is rather low (= if chances are small that it will help the case) and
ForGen_Q32 concerning the use of online DNA databases if the success rate is rather low. Circle diagram represents the combination of answers of
the participants with (outer circle) and without (inner circle) scientific background. (D) ForGen_Q12 willingness to donate DNA to assist murder
investigations, grouped per origin. Data used to make this graph was being weight.
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To ensure a more robust and reliable comparison, it is necessary to include a larger number of participants from the Netherlands.

Peoples’ responses towards which individuals need to be included in the national DNA database (ForGen_Q21-27) provided
valuable insights. As indicated in Fig. 1E, almost all participants (97 %) were in favor of including all suspects and perpetrators of
violent crimes in the database (Q26). However, it is noteworthy that a substantial proportion of the participants (35 %) agreed with the
systematic inclusion of all newborns in the national DNA database. The percentage of participants in favor of including all adults in a
national DNA database increased to 47 %.

The findings in Fig. 2B shed more detailed light on the participants’ opinion towards including suspects in national DNA databases
after committing crimes whether or not they are violent. The absence of a national DNA database with suspect DNA profiles in some
countries makes this a particularly pertinent issue. The present survey included both non-violent crimes like theft and drug offenses, as
well as violent crimes such as sexual assault and murder. Interestingly, the majority of participants were in favor of including suspects
in the database, with slightly more support for violent crimes. The data reveals a significant difference in opinions between age groups.
For instance, 55 % of 18-30 year olds would include every suspect from a non-violent crime, whereas 74 % of the 51-91 year olds
would do so (p = 7.73 x 10’12). This is also the case for violent crimes (82 % vs 92 %, p = 7.02 x 1077).

The results for the questions focusing on including the perpetrator of the crime in the database (ForGen_Q25-26), were consistent
with those of the suspect inclusion in Fig. 2B. The younger age group again showed slightly less support for inclusion, with 75 % in
favor of including the perpetrator for non-violent crimes and 97 % for violent crimes. The older age group showed slightly higher levels
of support, with 80 % in favor of inclusion for non-violent crimes and 98 % for violent crimes.

The last few questions in the survey addressed the use of online DNA databases for forensic investigative genetic genealogy (FIGG).
The majority of the participants (95 %) agreed to use these online DNA databases to assist forensic investigations for violent crimes, but
about half of them (52 %) felt that informed consent should be obtained from the database members prior to the search, indicating to
be in favor of the ‘opt-in’ system. Even with lower success rates, 81 % of the people are in favor of using online DNA databases
(ForGen_Q32), visualized in Fig. 2C. This means that 326 out of 1710 participants do not approve its use in forensic investigation when
there is only a small chance that it could help the investigators identify a suspect. In total, 85 % of the respondents in support of online
DNA databases, are willing to volunteer in a forensic DNA kinship search even if success rates are rather low (ForGen_Q19), while 10 %
are unsure. This means that 5 % of the participants that approve FIGG, would not participate themselves in a voluntarily setting such as
CSY. There is no significant difference based on level of education, age nor scientific background of the people saying “yes” to both
questions (use of online DNA database even with small chance of success; and willing to cooperate in CSY. However, it is important to
note that half of those who said “no” to the use of online databases when success is rather low, would cooperate in a voluntarily CSY
investigation, while 22 % of them are unsure. The second part of Fig. 2C reveals that a similar percentage of participants (4 % and 6 %
respectively) responded negatively to both questions, irrespective of whether they had a scientific background or not.

Overall, there is a positive attitude towards forensic DNA kinship investigations and donating DNA to help finding an unknown
perpetrator of a serious crime.

4. Discussion

The present study collected empirical data on public perspectives towards the use of DNA and kinship matches to assist in forensic
cold case investigations. This provided valuable insights into the factors that affect participants’ willingness to volunteer in forensic
DNA kinship investigations.

The widespread distribution of the questionnaire and efforts to engage with a diverse range of organizations and groups resulted in
a high response rate of 1710 individuals, which is slightly more than the US study conducted by Guerrini et al. [7]. Our study showed
that a significant majority (92 %) of the participants displayed a strong willingness to volunteer and cooperate in a forensic kinship
search. This enthusiastic response is attributed to their assurance that the sampling process would be painless, with an emphasis on
ensuring participant comfort. Furthermore, participants were informed that their collected samples would be securely and perma-
nently destroyed to address any concerns related to data retention. This approach mirrors the protocol used by large DNA dragnets like
CSY, which is currently implemented in the Netherlands. Another key factor contributing to their positive disposition was the
commitment to preserving their privacy, assuring them that only non-coding regions were analyzed and Y-chromosomal data does not
reveal their medical or phenotypical background information. Interestingly, the success rate of forensic DNA kinship investigation had
only a minor impact on participants’ decision to participate. This suggests that participants were less concerned about the potential
success rate compared to their own privacy and confidentiality concerns. This overwhelming support signifies a noteworthy will-
ingness among individuals to embrace forensic kinship searches, underscoring the potential and promise of this innovative investi-
gative approach.

These results are a positive sign for the effectiveness of CSY as a crime-solving tool, as this forensic identification method relies on
voluntary participation from family members who are probably not involved in the crime themselves. This resembles the high number
of volunteers in the Dutch murder case of Marianne Vaatstra, which accounted for 87 % of the men invited to participate [15] and is
equal to the 91 % of participants willing to cooperate in forensic DNA kinship investigation according to a population survey in the US
[7]. The present survey results also revealed that participants distinguish between different types of DNA research and are more willing
to cooperate in cases where the research is conducted for a specific cause or purpose, such as solving a murder. Perhaps this opinion is
due to participants’ moral obligation to help society by way of contributing to solving a murder, which also benefits their own safety.
This is true for participants even at the expense of donating their DNA for forensic research. The high number (92 %) of the participants
suggests that individuals are aware of the potential impact that DNA evidence can have in identifying perpetrators and achieving
justice.
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However, it is important to note that the current legal framework in most European countries does not specifically include the
engagement of volunteers in forensic investigations (large DNA-dragnet), nor actively searching for a close DNA match to the un-
identified genetic lead recovered from the crime scene [21]. In the pursuit of justice, the Belgian authorities have taken some sig-
nificant steps throughout the last couple of years. More precisely, the updated DNA law from begin 2024 includes forensic DNA kinship
investigation, introducing new prospects for both forensic genetics, the judicial system and notably for those who are victim of serious
crime [22].

4.1. National DNA databases

97 % of the participants were in favor of including all perpetrators of violent crimes in the law enforcement DNA database, while
85 % wanted to include suspects as well. This indicates a preference for expanding the national DNA database and taking extra
measures to ensure safety and prevent future crimes. The personal nature of violent crimes may contribute to higher levels of support.
Factors such as age, awareness of data storage and experiences of violence influence opinions. Younger individuals show slightly less
support, possibly due to increased awareness of privacy concerns and the digital age [23]. These considerations are crucial when
developing national DNA database policies for crime investigation. It is interesting to note that this is similar to the system in place in
the UK, where any interaction with law enforcement could lead to DNA collection and thus profile-storing in their national DNA
database [20]. This expanded DNA collection, however, raised concerns regarding genetic privacy and the establishment of a per-
manent “suspect list” [24]. In 2008, the European Court of Human Rights decided that DNA from innocent people should be removed
from the NDNAD. Four years later, the Protection of Freedoms Act confirmed that over a million DNA profiles from innocent adults and
children were removed [25]. In total, the NDNAD currently consists of 11.4 million DNA profiles (without duplicates) as of April 2023
[26].

Almost half of the respondents expressed a desire to include all individuals above 18 years in the national DNA database, with 35 %
supporting inclusion from birth. This unexpected finding demonstrates a widespread belief of potential benefits of extensive screenings
for forensic DNA kinship investigations, aligning with previous research highlighting the efficacy of larger databases [15,27]. The
participants’ willingness to embrace a larger database reflects their understanding of its crucial role in enhancing forensic DNA kinship
investigation.

The majority of the participants (95 %) agreed to use online DNA databases to help violent crime investigations, which has gained
widespread attention following the identification of the “Golden State Killer” in the US [3,7,27]. However, about half of these par-
ticipants (52 %) felt that informed consent should be obtained from the database members prior to the search, indicating being in favor
of the ‘opt-in’ system. It is noteworthy to mention that these results are consistent with the population survey conducted in Texas after
the identification of the “Golden State Killer”, where 79 % of the participants supported police searches of genetic genealogy websites
to identify relatives. These findings suggest that the general public is open to the use of online genetic genealogy DNA databases in
forensic investigations but also values the privacy rights of individuals whose genetic data are stored in these databases. However,
ensuring the security of personal information against unauthorized access remains a challenge for online DNA databases. This concern
is illustrated by the frequent data breaches experienced by GEDmatch in the US, highlighting the vulnerability of these databases to
hacking attempts [28,29]. In total, 85 % of the people in support of online databases (FIGG), are willing to volunteer in CSY even if
success rates are rather low. This is fascinating because nowadays people have to consent before their DNA can be used for legal
purposes, which was not initially the case when using a commercial online database in the US. Half of the people who answered “no” to
the use of online DNA databases for forensic genetic genealogy would volunteer in CSY for forensic kinship matching. This is probably
because they assume that they will have to give consent to participate in a large DNA dragnet while the online DNA databases could be
used without a person’s knowledge and therefore against someone’s wishes.

4.2. Fear of the unknown

The commonly used term ‘fear of the unknown’ refers to the anxiety individuals may experience when faced with unfamiliar
aspects [30]. In forensic genetics this highlights the need for effective communication, education, and transparency to address con-
cerns of genetic analysis and its implications and foster informed decision-making among individuals involved in or affected by
forensic genetic processes [7]. Participants with lower DNA knowledge had higher privacy concerns and anxiety, leading to hesitancy
in providing their DNA without context, compared to those with higher knowledge (58 % versus 28 %, p = 1.31 x 10~%). However,
when assured of privacy protection and DNA profile destruction (CSY), 85 % of participants with low DNA knowledge expressed
willingness to volunteer, increasing to 93 % for those with high knowledge. The inverse correlation between DNA knowledge score and
age may be attributed to genetics education in Belgian high schools [23]. Approximately 3 % believed DNA samples required invasive
blood sampling instead of the painless and non-invasive buccal swab method, highlighting the importance of providing adequate
information about the process to guide decision-making. Effective educational campaigns are needed to increase public awareness,
understand forensic DNA analysis, help address concerns, dismiss misconceptions, and foster a sense of trust and confidence in the
utilization of DNA as a tool for justice and public safety. Promoting informed decision-making and engaging the public in discussions
surrounding DNA analysis, will contribute to increased participation and cooperation, ultimately advancing the effectiveness and
integrity of forensic DNA kinship investigations.
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4.3. Ethics and privacy concerns

Forensic DNA kinship investigations are a powerful tool offering a valuable opportunity in criminal cold cases where a dead end
was reached despite conventional investigative efforts. Its implementation has proven to be successful in resolving long-standing
investigations in various countries, providing closure to affected families and victims [15,27]. Nevertheless, despite its efficacy, we
must use it carefully as ethical and privacy concerns have been raised, primarily in terms of familial and personal privacy [31].
Balancing the pursuit of justice with the preservation of privacy and the protection of individuals’ rights is crucial in navigating the
ethical complexities of forensic cold case investigations.

First, the privacy of a relative of the perpetrator could be violated with a search in the national DNA database since it could reveal
his or her hidden criminal record [32]. While lawyers have observed a low impact of kinship searching on an individual’s sense of
privacy as most relatives remain unaware that they are under police inspection until law enforcement officials need further interro-
gation [33]. However, it is important to approach this finding with caution as the lack of awareness among individuals regarding the
impact on their privacy and liberty does not negate the actual impact itself.

Second, kinship searching can reveal hidden genetic relationships, including unknown paternity and hidden adoption [34]. Our
previous research found a nonpaternity rate of 1-2% per generation in Belgium and the Netherlands, highlighting the potential for
uncovering unexpected familial connections and genetic discrepancies [35]. These revelations can have significant ethical and psy-
chological implications, potentially disrupting family dynamics and challenging personal identities [36]. Disclosure of paternity se-
crets can lead to emotional distress, strained relationships, and the need for identity reevaluation [37,38]. The potential for harm and
unintended consequences should be addressed to protect individuals’ well-being.

Third, certain groups within the population are overrepresented in national DNA databases which could lead to discrimination
based on race and social inequality [39]. In the context of commercial DNA databases and biobanks, the majority of participants are of
European descent. Conversely, in criminal databases a significant disparity exists, leading to an overwhelming majority of
non-European participants [40]. Overrepresentation in the DNA database can reinforce biases and perpetuate social inequalities,
disproportionately impacting marginalized communities and exacerbating disparities in the criminal justice system. Conversations
regarding disparities in racial composition within law enforcement DNA databases are ongoing. However, the precise "racial"
composition of these databases remains uncertain. Race is a social construct, and in the cases of databases, it is often extrapolated from
populations that may be presumed to be known, highlighting a notable gap in available data.

Fourth, DNA information from a large group of innocent individuals can always be susceptible to misuse, making forensic DNA
kinship searching on large DNA databases (FIGG) more delicate [34]. There is the potential for unauthorized access to the database by
individuals with malicious intent. In 2018, hackers breached 92 million accounts of MyHeritage DNA testing service, gaining access to
encrypted emails and passwords but not the actual genetic data [41]. In a 2021 cyberattack, hackers gained access to personal in-
formation from an Ohio DNA testing company, but genetic data remained secure. In 2023, a security breach at 23andMe in early
October revealed the DNA ancestry information of nearly 7 million users [42]. While security measures are in place, human error and
unauthorized access can still risk data exposure, leading to potential misuse and harm [43]. [21]One notable advantage of CSY stems
from the Y-chromosome’s classification as “the genetic wasteland” [44],referring to the perception that the Y-chromosome contains
fewer genes compared to other chromosomes and is therefore less biologically significant [44]. Yet, recent research has shown that the
Y-chromosome could still play a role in certain biological processes and disease susceptibility, albeit to a lesser extent than other
chromosomes [45]. The concept of the Y-chromosome as a "genetic wasteland" may still hold true in terms of overall gene content, but
specific genes could still have important effects on health and disease. Nonetheless, the Y-chromosome remains unable to provide
details about an individual’s overall health status or susceptibility to specific diseases, nor does it offer insights into physical char-
acteristics like hair, eye and skin color. This feature ensures the safeguarding of personal data in the event of a CSY data breach [41].

Finally, DNA kinship searching carries the inherent risk of implicating innocent family members who have not provided explicit
consent to be included in criminal investigations. However, it is important to clarify that law enforcement uses kinship searching only
to generate leads and not to directly arrest a relative solely based on genetic information [8]. Privacy concerns require thoughtful
delibration of the implications and safeguards surrounding forensic DNA kinship searching investigations. Some participants (8 %)
were hesitant once informed about the possibility of being identified as a relative of the perpetrator, reflecting concerns and perceived
stigma associated with familial connections to criminal activities. This underscores the importance of addressing privacy concerns and
engaging in open ethical debates. While the majority (92 %) are willing to participate in forensic DNA kinship investigations, there is a
need for open debate regarding ethical concerns and individual choice to refrain from participation should be respected.

4.4. Weighing the benefits and the risks

The potential risks and benefits of participating in forensic DNA kinship investigations must be carefully weighed. However, the
potential benefits may outweigh the associated risks. First, it offers a possible breakthrough in cold cases where DNA from the
perpetrator is available, but cannot be matched to any suspect. Second, forensic DNA kinship research provides a bigger pool of
possible suspects as the relatives of close or distant DNA matches can also be tracked down. Third, studies show that relatives of
convicted individuals are more likely to be convicted themselves, which increases the success rate of familial searching on national
DNA databases and suggests a correlation between the socio-economic circumstances under which someone grows up [46,47]. For
online database searches (FIGG), Erlich et al. revealed that once the number of participants in law enforcement databases exceed 3
million, a milestone currently exceeded by GEDmatch, over 99 % of individuals of European ancestry can be identified [48]. And lastly,
forensic DNA kinship investigations could offer closure to all relatives of the victim by resolving unanswered questions and bringing
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clarity to the circumstances surrounding the case.

Although the benefits are strong, ‘fit for purpose’ regulations are required to address the ethical and privacy issues. For instance,
policy recommendations regarding the use of personal information in forensic kinship searching have to be created to reduce the
personal harm and provide the best social protection for the relatives. The results of the survey revealed that a significant majority of
participants (95 %) expressed their agreement to use an online DNA database (FIGG). However, when the scenario of conducting FIGG
without obtaining prior consent from the participants was introduced, the percentage decreased to 52 %. These findings suggest that
obtaining consent plays a crucial role in shaping public support for the implementation of FIGG. In places such as China, apparently
consent is not needed to collect blood samples from men across the country to have a massive national DNA database for their high-
tech surveillance system [49]. In 2020, they already included 68 million DNA profiles into their national DNA database [50]. Men who
refuse to provide their DNA are listed as a ‘black household’, which means that they could lose the right to travel or go to a hospital
[51]. This method is widely criticized worldwide [50,52].

Kinship between a relative and the perpetrator must be kept confidential to protect the privacy and reputation of innocent relatives.
Confidentiality minimizes the risk of harm, such as stigmatization or discrimination. Forensic DNA kinship searching should only be
used when no match is found in the national and international DNA databases and no other leads are available. Implementation should
be limited to cold cases with significant prison sentences. Adhering to these guidelines helps to manage and balance the ethical and
legal implications of forensic DNA kinship investigations [53]. Further, it is crucial to have tactical elements which indicate that the
biological trace recovered from the crime scene belongs specifically to the perpetrator or an accomplice and that these stains provide a
distinct and unambiguous autosomal DNA profile. This ensures a reliable basis for court proceedings and effectively minimizes the risk
of false positive matches. Finally, some suggest that the profile should ideally be highly unique within the population, thereby
increasing the likelihood ratio and match probability. Following this, a well-advised deliberation must be made for each crime
individually, and only used when the advantages of forensic DNA kinship investigations outweigh the potential harms.

Given the significant influence of public opinion on the adoption and effectiveness of CSY and FIGG, it is encouraging to report that
the substantial majority of the Dutch-speaking Belgian population supports the implementation of this investigative technique.

4.5. Survey challenges and limitations

Although these results can help inform future policy decisions in developing a framework to implement forensic DNA kinship
investigations that respects individual rights and privacy while ensuring public safety, some results need to be interpreted with
caution. First, it is worth noting that the use of the internet, while convenient, may limit the sample size to individuals with access to
the internet and could potentially bias the results towards certain demographics. Second, the survey design did not specifically inquire
about the number of participants who desired the destruction or storage of their DNA sample or profile in a database. Third, it is
possible that the age group of the principal investigators (below 30 years) was the reason why slightly more younger people partic-
ipated in the study (37 % below 30 years, 32 % between 31 and 50 years and 31 % above 50 years old). It may have been more effective
to reach a younger demographic through the choice of social media platforms and advertising strategies. Fourth, it is important to note
that using participants’ level of education warrants careful consideration and interpretation. While higher levels of education may
imply a certain degree of knowledge and proficiency, it is crucial to avoid making assumptions that individuals with lower educational
backgrounds are less intelligent or incapable of providing valuable insights. On the other hand, the study of Ritchie et al. (2018)
suggests that there is a positive relationship between education and intelligence [54]. They observed that additional years of education
have beneficial effects on cognitive abilities, resulting in an increase of approximately 1-5 IQ points. These effects are observed across
different age groups and cognitive domains. The findings indicate that education is a reliable and effective method for enhancing
intelligence. Yet, categorizing participants solely based on their last obtained diploma still may present limitations. For instance,
individuals who are currently enrolled in high school would be classified as having a lower educational level, despite potentially
possessing considerable knowledge in certain domains. Furthermore, participants may have acquired substantial expertise through
practical experience or self-directed learning, even in the absence of a formal degree. Thus, it is imperative to exercise caution when
interpreting these educational categories, recognizing that they may not consistently align with participants’ actual knowledge or
expertise. Instead, we used a more nuanced approach involving the presence of a scientific background and the participants’
knowledge to specific DNA questions of the second part of the survey. This provided a more accurate gauge of their understanding and
comprehension of the subject matter at hand.

Despite these challenges, the present survey results allow us - for the first time - to analyze various forensic DNA research questions
in the Dutch-speaking population of Belgium in relation to participants’ age, country of origin, level of education, scientific back-
ground as well as DNA knowledge. This provided valuable insights into public attitudes towards the use of DNA in forensic in-
vestigations and its ethical concerns.

5. Conclusion

The findings of this study indicate that despite the absence of a legal framework for forensic kinship DNA investigations in Belgium,
92 % of the Dutch-speaking society demonstrates a willingness to contribute DNA samples for the purpose of serving justice. This
inclination is observed across participants with varying levels of scientific background and education, emphasizing the broad support
for forensic DNA kinship investigation. Notably, the majority of the participants wanted to include DNA profiles of suspects in the
national DNA database, highlighting their commitment to aiding criminal investigations. The decision to participate in a forensic DNA
kinship search was found to be influenced by factors such as the painless nature of sampling and the assurance of privacy protection.
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Participants showed some reservations when informed about the potential risks, such as the possibility of family members being
implicated or the revelation of false kinship with their parents. These concerns were particularly evident among participants with
lower scores on the DNA knowledge test, suggesting that “fear of the unknown” played a role in their decision-making process.
Consequently, effective communication and information provision are crucial in ensuring informed participation and addressing fears
surrounding forensic DNA kinship investigations.

It is important to recognize that the practice of DNA kinship searching raises ethical considerations. Striking a delicate balance
between public safety and the preservation of individuals’ privacy rights is essential. This highlights the need for robust regulations
and oversight to ensure responsible use of genetic data in forensic investigations, while safeguarding privacy and minimizing the risk of
genetic discrimination. Overall, the overwhelmingly positive response from the Dutch-speaking Belgian population, with 92 % willing
to provide a DNA sample to assist in the case of a violent crime, underscores the potential for forensic DNA kinship searches as a
valuable tool in criminal investigations. This marks a hopeful start for the forensic DNA kinship investigation methods FDS and CSY,
now available for implementation in Belgium due to the long-awaited and crucial legal updates.
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