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Introduction

The current coronavirus pandemic clearly illustrates 
the increasingly important role of digital technologies 
in medicine [1]. As a key driver for medical progress 
digitisation is changing health care in a fundamental 
manner. Big data, improved analytics, telemedicine and 
many other technological achievements open up many 
opportunities to improve patient care and fostering 
precision medicine [2]. All medical disciplines are emi-
nently influenced by the digital transformation. While 
several, amongst others political and federal, initiatives 
drive the progress of digitisation of the health system 
[3,4], there are different levels of knowledge with 
regard to digital applications and tools among health 
care practitioners [5–7].This article describes the need 
for the incorporation of digital competencies in medi-
cal education and presents a personal view of the 
authors how the implementation of these competencies 
in postgraduate training can be achieved.

Preparing physicians for the digital era

Digitisation provides an expansion of opportunities in 
medicine. From research to patient care – each field of 
medicine is influenced by the digital transformation 
[8]. In order to actively participate in the ongoing 
process of digital transformation and to avoid 
a passive role physicians need a comprehensive store 
of knowledge and competencies about digital systems 
and tools. Physicians spend a significant amount of 
time using Electronic Health Records for each patient 
encounter [9,10]. The more digital systems contribute 
to clinical decision making the more it is crucial that 
physicians can understand and evaluate advantages and 
limitations of digital tools, for example of algorithms 
used by especially artificial intelligence (AI) systems, 

which are being increasingly approved for improving 
diagnostics and establishing precision medicine 
[11,12]. But the majority of todays physicians has not 
received sufficient training on digital competencies. 
Different surveys and studies identified gaps in health-
care professional’s knowledge for example with regard 
to principles of data processing and analytics or knowl-
edge about basic characteristics of clinical information 
systems [13–15]. A survey among more than 200 health 
professionals being conducted by the Digital Skills for 
Health Professionals Committee of the European 
Health Parliament revealed that a large majority 
reported to have received no training or insufficient 
training in digital health [4]. A lack of digital compe-
tence can lead to medical errors and can weaken the 
willingness to use and implement new digital tools 
[10]. This can impede medical progress. Presently sys-
tematic mandatory courses covering digital competen-
cies are underrepresented both in undergraduate and 
postgraduate medical education [16–20]. Therefore 
there is urgent need to provide basic frameworks of 
digital competencies and regular courses that prepare 
physicians for the work in a digitalised health system.

Significant role of medical informatics in the 
development of training programmes addressing 
digital competencies

Existing training programmes addressing digital com-
petencies across different countries are heterogeneous 
in terms of content and structure [21]. In their sys-
tematic review of postgraduate curricula Jidkov et al. 
pointed out that agreed health informatics standards 
for physicians throughout the EU countries are missing 
[21]. They performed a mapping analysis of postgrad-
uate curricula using the catalogue of learning outcomes 
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of the International Medical Informatics Association 
(IMIA) as a reference [21]. On this basis they devel-
oped an universal health informatics competency fra-
mework for postgraduate health informatics training 
named “IMIA +” [21]. The study of Jidkov et al. points 
out that medical informatics frameworks can serve as 
a basis for structured integration of digital competen-
cies in postgraduate training [21]. They are also 
a comprehensive foundation for the development of 
undergraduate curricula [22,23]. A lack of physicians’s 
knowledge with regard to informatics, in particular 
medical informatics essentials, and regarding the aspect 
what digitisation exactly means can build a barrier to 
deal with digital technologies in detail and to take 
a proactive role in their implementation [24]. Since 
the beginning of the computer era medical informatics 
associations worldwide pointed out to the prominent 
role of informatics subjects “for high-quality practice of 
medicine” [25]. The IMIA published its recommenda-
tions on education in medical informatics in 1999 [26]. 
The IMIA recommendations emphasise the demand to 
accelerate the incorporation of medical informatics 
competencies in medical education [26]. Throughout 
the last decades the importance of adequate informatics 
expertise in health care has been recognised [27]. In 
2015 the German Federal Ministry of Education and 
Research (BMBF) launched the medical informatics 
initiative as a largescale programme with a broad 
scope of goals. Amongst others, it pursues comprehen-
sive efforts to strengthen research, teaching and educa-
tion in the field of medical informatics. Courses 
addressing digital competencies and specialisation 
tracks are offered to medical students and physicians. 
However up to now worldwide undergraduate and 
postgraduate curricula are lagging behind in the sys-
tematic integration of digital competencies [16–20]. In 
German medical schools the discipline of medical 
informatics often is under-represented in the under-
graduate curricula [28]. While the IMIA recommenda-
tions provide a general and broad framework, concrete 
competency-based learning outcomes relevant for pro-
spective physicians were consented by the working 
group “Medical Informatics (MI)-Teaching in 
Medicine” of the German Association for Medical 
Informatics, Biometry and Epidemiology (GMDS) 
[29,30]. The learning outcomes of this competency- 
based catalogue have been integrated in the recently 
revised National Competency-based Catalogue of 
Learning Objectives in Medicine (NKLM) [31]. The 
NKLM represents the official qualification framework 
for undergraduate medical education in Germany. 
With the explicit inclusion of these learning outcomes 
the groundwork for the incorporation of digital 

competencies in the undergraduate courses at 
German medical schools has been established. Now 
medical schools face the task to systematically integrate 
these learning outcomes in their curricula [22,23,28].

Basic competencies which are important for all 
physicians

There are several competencies which are important for 
physicians in all medical disciplines. To use data to their 
full potential physicians need to know how digital data can 
be turned into meaningful information. As provided by the 
discipline of medical informatics a precise view of the 
differences between data, information and knowledge 
and the relationship between these terms is one aspect 
which is important for physicians in all disciplines [32]. 
Furthermore all physicians need to understand how they 
can ensure high quality of data. Due to the rapid growth of 
medical knowledge in todays medicine it is more impor-
tant to ask the right questions than gathering mere lexical 
knowledge [33]. Thus, management of medical informa-
tion and knowledge is becoming more and more crucial. 
Data literacy and information management constitute an 
integral part in catalogues and frameworks regarding digi-
tal competencies for physicians [23]. This had also been 
affirmed by the review of Jidkov et al.: it became apparent 
that the following topics were part of all reviewed post-
graduate curricula [21]:„1)Information literacy2) 
Information systems in supporting patients and the pub-
lic3)structure design and analysis of the health record 
including data quality” [21] Based on their scoping review, 
mapping analysis and expert consultation Jidkov et al. 
proposed six universal competency domains for all post-
graduate physicians:„1) information governance and 
security 2) system use and clinician safety 3) digital com-
munication 4) information and knowledge management5) 
patient empowerment6) emerging technologies“ [21] 
When it comes to the definition of concrete learning out-
comes it is desirable that additional domains such as 
“regulatory aspects of clinical decision support or artificial 
intelligence” are also considered [29–31]. Until the imple-
mentation of digital competencies in undergraduate curri-
cula is in progress frameworks such as the IMIA + 
framework [21] and the above mentioned catalogue devel-
oped by the working group of the GMDS [29,30] could 
serve as a structured foundation for postgraduate training 
of digital competencies.

Discussion

At the beginning of postgraduate training junior 
doctors are trained how to utilise special software 
systems for their daily work. But they are not taught 
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the underlying principles of digital systems which 
would be necessary to persist in an ever- 
transforming digital health care system and to enable 
physicians to advise patients regarding a beneficial 
and reasonable use of digital tools. Due to the rapid 
growth of medical knowledge and the fast evolving 
technological developments physicians need to be 
equipped with sufficient skills to manage the dyna-
mically increasing medical knowledge and to master 
sources of information sovereignly [33]. To maintain 
high quality medicine physicians need to have pro-
found knowledge about data management and struc-
ture and quality of digital data [32].

Need for a concerted educational initiative

Several national and EU initiatives have been launched 
to promote training of medical students and graduates 
on digital competencies [4]. The need for consistent 
mandatory courses has been formulated but until now 
standardised training programmes that are ubiqui-
tously available are still missing. A number of 
approaches are in a developmental stage and consist 
of optional courses [34,35]. It can be discussed which is 
the most suitable way to incorporate digital competen-
cies in postgraduate training.Occasionally medical 
councils, for example in Germany, offer digital health 
courses and subspeciality certification in medical infor-
matics for physicians. So far these training programmes 
are optional. In the UK several institutions are working 
on the implementation of systematic digital skills train-
ing in higher medical education [36]. In the USA (US) 
physicians can pursue clinical informatics as a medical 
subspeciality. According to a survey from 2015 one 
third of 557 medical US students expressed interest in 
a clinical informatics-related career [37]. But due to the 
ongoing process of digitisation every physician needs 
digital core competencies such as data literacy and 
a basic knowledge about the functional principles of 
digital systems. Therefore digital competencies should 
become an integral part of Continuing Medical 
Education in the form of regular training units.The 
daily and weekly workload of physicians is high, there-
fore optional courses addressing digital competencies 
might not reach the majority of physicians. Especially 
those physicians who have a rather critical attitude 
towards digital technologies [7,38] might preferably 
not choose courses on digital competencies.Basic prin-
ciples with regard to digital competencies could be 
taught in form of mandatory courses similar to the 
way by which „good clinical practice“ courses are pro-
vided. Courses could be allocated at the beginning of 
postgraduate training when junior doctors get familiar 

with the use of the software programmes in their work-
place. A combination of online courses and workplace 
learning would be desirable to consolidate the aquired 
knowledge and skills [38]. For both the implementa-
tion and delivery of courses and their design it would 
be beneficial to include experts in medical informatics 
and, where appropriate, experts of other related fields. 
In general, interdisciplinary collaboration of physicians 
with other disciplines is a prerequisite for high quality 
medicine in the digital era. Physicians need to collabo-
rate with (amongst others) experts in medical infor-
matics, data scientists and engineers to be able to 
provide optimal patient care in a digitised health care 
system and to take an active part in further develop-
ments in medicine. Consequently, with respect to the 
development of medical educational programmes 
interdisciplinary approaches are regarded as very pro-
mising [27].Over long term medical speciality societies 
should be encouraged to offer training programmes 
themselves, which would also give them the opportu-
nity to cover speciality related issues in use of digital 
information technology.But since there are a number 
of digital competencies that are important for physi-
cians in all medical disciplines it can be a first approach 
to develop a uniform structured course at 
a superordinated level for all medical disciplines. For 
example medical councils could provide a platform for 
these course offers. As illustrated by Jidkov et al. [21], 
a standardised curriculum including basic digital com-
petencies can provide a systematic structure for post-
graduate training in all medical disciplines. To 
determine the concrete learning objectives of such 
a uniform core curriculum and to identify domains 
that are relevant in all medical disciplines joint working 
groups of physicians and experts in medical infor-
matics can be conducive [22,23,27].

Conclusion

Physicians need to take a proactive role and need to be 
involved in the digital transformation of health care to 
enable them to keep pace with the dynamic changes in 
medicine. But since undergraduate and postgraduate edu-
cation lag behind with respect to a systematic incorpora-
tion of digital competencies concerted postgraduate 
training programmes are needed. Digitisation induces 
a transformation process in all medical disciplines. The 
integration of a curriculum covering basic digital compe-
tencies which are essential for all physicians might serve as 
a first approach to pursue the incorporation of digital 
competencies in postgraduate education. Interdisciplinary 
joint working groups in which physicians and experts in 
medical informatics can contribute their expertise and 
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reflect existing frameworks for digital competencies of 
physicians to lay a foundation for a standardised postgrad-
uate core curriculum.
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