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Abstract: Currently, solutions based on the Internet of Things (IoT) concept are increasingly being
adopted in several fields, namely, industry, agriculture, and home automation. The costs associated
with this type of equipment is reasonably small, as IoT devices usually do not have output peripherals
to display information about their status (e.g., a screen or a printer), although they may have
informative LEDs, which is sometimes insufficient. For most IoT devices, the price of a minimalist
display, to output and display the device’s running status (i.e., what the device is doing), might cost
much more than the actual IoT device. Occasionally, it might become necessary to visualize the IoT
device output, making it necessary to find solutions to show the hardware output information in
real time, without requiring extra equipment, only what the administrator usually has with them.
In order to solve the above, a technological solution that allows for the visualization of IoT device
information in actual time, using augmented reality and a simple smartphone, was developed and
analyzed. In addition, the system created integrates a security layer, at the level of AR, to secure
the shown data from unwanted eyes. The results of the tests carried out allowed us to validate the
operation of the solution when accessing the information of the IoT devices, verify the operation of
the security layer in AR, analyze the interaction between smartphones, the platform, and the devices,
and check which AR markers are most optimized for this use case. This work results in a secure
augmented reality solution, which can be used with a simple smartphone, to monitor/manage IoT
devices in industrial, laboratory or research environments.

Keywords: augmented reality; internet of things; IoT devices monitoring; IoT security; low-cost solution

1. Introduction and Motivation

Currently, Internet of Things (IoT) solutions are becoming increasingly common in sev-
eral areas (e.g., industry, agriculture, human location, and home automation) [1-3]. A key
factor for their ease in adoption is the reasonable low cost of this type of equipment, which
by not having relevant output peripherals such as an LCD displays can keep the costs
low [4,5]. Considering that occasionally it is necessary to visualize the IoT device output or
access real-time configurations, and that a simple LCD display device might cost much
more than the IoT device itself, it becomes necessary to research solutions to visualize
the IoT device data without the use of specific or additional equipment, only that already
available to the administrator, namely a smartphone.

A solution with these characteristics can be used in different contexts such as configure
information systems, support systems for the elderly to take medication, visualize the state
of objects in a home, or even monitor industrial machines with IoT devices integrated.
It is intended that the access to the information, of the various IoT devices, is done in a
simple way, through a simple smartphone. Considering that the data to be accessed may
be confidential, it is a main requirement to guarantee information security, guaranteeing
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that the data will only be available to those who have permission, and not to third parties.
Considering that, in the scope of IoT systems, many of the equipment are ubiquitous
with no information output interfaces, it is useful to use augmented reality to show this
information in real-time near the device itself.

A possible scenario of this is a set of IoT devices scattered in a factory/farm that are
controlling various sensors, namely temperature, pressure, and CO,, among others. For
an administrator who needs to access real-time information from one of the IoT devices,
assuming a universe of 1000 devices, it is necessary for the user to identify where the device
is, see the identifier tag associated with it, access it and see the data that it is collecting,
while assuming that the device has a web access interface or similar.

Using an augmented reality solution, where it is only necessary to point with an
ordinary smartphone to visualize all the information on that device, and even access
and configure it, makes the stated work in this article an interesting idea for this specific
purpose. Although a solution with a dashboard that aggregates all the information from all
devices is also useful and more common, using augmented reality enables the possibility of
seeing the information of the device we are pointing to, in real-time, as if it had an output
LCD display per example.

In this scope, the current work researches and presents a low-cost solution to monitor
the status of IoT devices, in a secure way, using a simple smartphone and augmented reality.

2. Related Work

This section presents some works related to the theme of augmented reality (AR)
associated with the Internet of Things. Some articles explained how augmented reality
works and others have shown some solutions already implemented in the world of IoT.

Augmented reality combines information and virtual elements with real world im-
agery acquired through a camera. AR is becoming increasingly popular in common
application for general public entertainment (e.g., gaming, video, and photo filters in social
media mobile applications). In specific fields, there are other works, focused on marker
detection, information security, platforms for interaction with devices, and IoT. Since this is
one of the objectives of this document, works related to this theme will be addressed [6].
The implementation of the concept of augmented reality includes several types of technolo-
gies [7]: marker-based, marker less, projection-based, and overlay-based. Benefiting from a
lower complexity in the interpretation of information, the type most widely implemented
and used is augmented reality using a marker. In this approach, a camera and some type
of marker is used, and the visual information is only shown when the marker is detected
by a device using image or pattern recognition [8]. Ensuring that markers are detected
with minimal latency time is a major challenge, and factors such as brightness and distance
can affect marker recognition time [9,10].

Regarding previous research, one in particular has motivated a lot of interest—on
which this solution was inspired—where the authors in [11], managed to use a smartphone
and augmented reality to obtain the status of an IoT device, presenting some real examples.
Additionally, a scalable AR framework called ARIoT was presented in [12], where the
authors showed how a much friendlier environment makes use of AR to interact with the
home IoT appliances. In [13], the focus was the benefits that augmented reality brings to
public transport in smart cities and why it should always be used. Another interesting
work is shown in [14], where augmented reality and a set of data information provided by
IoT devices are used to locate the real position of various wireless transmitters. In the case
of the platform presented in [15], it aims to make users aware of the energy consumption
of the various electronic equipment in their home. For this purpose, the authors developed
an interactive system that can display the energy consumption, measured by several IoT
devices. This platform allows the user to visualize the energy consumption in real time and
to interact with the device through AR. In the field of agriculture, there are also low-cost
IoT solutions that provide real-time monitoring of crops [16], making the data visually
available through AR. This work introduces the use of augmented reality as a support for
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IoT data visualization, also called AR-IoT. This concept superimposes the data collected
from IoT devices directly to real-world objects and enhances the interaction with them.
Regarding interior design, some applications that use AR technology have been developed,
for example, in pre-sales, the customers can place and visualize furniture pieces inside
their homes before purchasing them [17]. In assistive solutions, there are systems that use
AR to assist people, for example, the authors of the work proposed in [18] developed a
prototype that aimed to assist visually impaired people to read visual signs. The prototype
consists of an augmented reality device, installed on top of the user’s head, which identifies
real-world text (e.g., signs, room numbers, amongst others), highlights the location of the
text, converts it into high-contrast letters through AR, and reads the content aloud through
text-to-speech conversion.

Most AR applications provide immersive virtual experiences by capturing information
from the user’s environment and superimposing the virtual output to augment the user’s
perception of the real world. The immersive interface and the user’s perception shift
create serious safety and privacy concerns, mainly in situations where the AR information
accuracy is crucial for the user (e.g., while driving a car). Because of this, it becomes
essential to implement mechanisms to ensure that the information provided through AR is
not affected by malicious applications or bugs [19].

The work proposed in the following sections of this paper was developed according
to the concepts presented in [11,12,15,16] to create an information visualization system for
IoT devices, in real-time, using augmented reality and adding a security layer to the AR.
The work presented in [11] demonstrates how augmented reality can be used to expose
information from IoT devices to the users, and in this case, using a simple smartphone
to achieve that. The solutions shown in [12,15] confirm that the usage of AR to interact
and monitor IoT devices is a valid option. In [16], although the focus is to use IoT devices
and computer vision, it is not a solution designed to present information from IoT devices
to the user, but to show information about something that the IoT devices are acquiring
and processing from plantations. Even so, the assumptions exposed in this work and
the information processing techniques are in accordance with what is necessary to the
development of the work created in this article.

3. Conceptual Architecture

In this section, the conceptual architecture of the Secure Augmented Reality for
Internet of Things (SAR.IoT) solution, oriented to the industry and research areas, is
pressented. The main objective is to allow an augmented reality interaction between the
user and the IoT devices, all through a web solution, and that guarantees the security of
the information. The different modules are specified in detail below, namely the Client,
Server and the IoT device.

The SAR.IoT solution has a distributed and multi-agent architecture, as presented in
Figure 1, which is mainly divided in three major roles (Client, Server, and IoT devices), in a
total of four modules.

Visualization Module
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ClientA | =~

INTERNET

Integration Module

SAR.IOT Server A
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Information Module

Client B“ Client/Server Communication

Interaction Module

lot Device F&y
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............ ot Devic

g
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~ loT Communication -

[t Device &)

Figure 1. SAR.IoT conceptual architecture.
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A distributed architecture [20] is composed of several modules that interact with
each other in which each one is responsible for performing a specific task, and where
the correct functioning of the entire system depends on the correct interaction of all the
dispersed modules. A multi-tenant architecture allows having several customers/entities
to interact with the system in general, while this interaction is carried out through the use
of credentials that guarantee the privacy of the data.

This proposed architecture was specified considering the communication architecture
most widely used in the IoT universe, the Client/Server architecture [21], having been
properly modified to incorporate all the requirements necessary for the smooth functioning
of the solution. The architecture comprises four modules:

e  The visualization module, acting in the client role, acquires and processes images
to identify possible markers. In the case of a positive identification, it queries the
information module for the data related to the identified marker;

e  The information module, acting in the server role, stores the data related to the IoT
devices and their associated AR markers. It replies to requests from the display
module and assures the security of the information;

e The integration module, also acting in the server role, provides communication be-
tween the IoT devices and the information module; and

e  The interaction module, acting in the IoT role, provides interaction between the
integration module and the IoT device and is located on the device itself.

Each module has an agent, a software-based entity, which is responsible for performing
various tasks and ensuring the efficient operation of the overall system.

3.1. Client

The interconnection between the Client, Server, and IoT device can be seen in Figure 2.
Note that although there is a direct interaction between the Client and IoT device, this only
occurs for the AR marker reading associated with the device, all the communications were
performed using the server.

INTERNET

SAR.loT Server

Information Integration
_ Module Module

Dats storage loT Interaction

. ’
Visualization Module |~ '
.
Image Acquisifion HTTP

=) and Processing Client/Server Communication

Client LS

Device Camera v
Scanning AR Tag e

lot Device k&S
ID: Dev04 @P

Interaction Module

loT Control and Report

Figure 2. Client role.

The client is a user device such as a smartphone and hosts the visualization module
installed and its software agent. This agent acquires and analyzes images to extract AR
markers using the resources available in the client device and the augmented reality
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framework implemented in the solution, as displayed in Figure 3, allowing the interaction
using the smartphone screen.

AR Tag Scanning

!'.~\
(&% e

Visualization

HTTP

Client/Server Communication

Agent

. Device ﬁ Processed
Screen Data Server

H / (Northbound)

Client

INTERNET

Figure 3. Visualization module architecture.

After identifying the marker, the agent queries the information module present on the
server via the server’s northbound interface to obtain the related data and to display it on
the screen of the client device.

3.2. Server

Figure 4 shows part of the proposed architecture for the server, where it is possible to
see the two modules within it, the information module, and the integration module, each
performing their respective tasks, interacting with each other and with the other modules
via northbound and southbound, respectively.

INTERNET

SAR.IoT Server

Information Integration N
Module Module '

lot Device &y
.| ID: DevO1 @P

Client A

Data storage loT Interaction

Figure 4. Server role.

The server hosts the information agent and the integration agent, as shown in Figure 5.
The server authenticates and replies to the requests from the clients and authenticates and
receives information from the IoT devices. The information agent receives, processes, and
replies to the requests made to the server. The integration agent receives information from
the IoT devices and forwards it to the information agent for data generation and storing.
This last agent also performs the actions on the IoT devices such as enabling output, etc.
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Figure 5. Visualization module and integration module architecture.

The server stores the configuration information as well as all the information sent by
the IoT devices. It manages the identification, authentication, and access of IoT devices
and users, making the access to the data secure.

3.3. IoT Device

In order to be able to interact with an IoT device, it is necessary to be able to commu-
nicate with it, either to obtain information about the equipment itself or to perform actions.
For this to be possible, it is necessary to provide this IoT device with a software-based
agent that returns the needed information and performs the desired actions. Figure 6
shows the zoom at this point in the general architecture, where it is possible to visualize the
connection between the server’s integration module and the IoT devices of the interaction
module.

lot Device F&3
ID: Dev01 e

lot Device F&3
43 @

INTERNET

SAR.IoT Server

lot Device é

ID: DavD3 lot Device lép

Information Integration D: Dev0
ID: Davil4

Module Module

""" - Interaction Module

Data storage loT Interaction

----------- IoT Control and Report
HTTP / COAP / MQTT
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Figure 6. IoT device role.

The agent present in the interaction module, shown in Figure 7, allows for the collec-
tion of all the information within the sensors associated with the IoT device, performing
actions on the outputs, accessing information about the device itself, among others. The in-
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teraction module is responsible for communicating with the server through the integration
module and sending/receiving all the data necessary for the system to function.

INTERNET

Server
(Southbound)

ﬁ Actuators

Interaction
Agent

HTTP / COAP / MQTT

loT Communication

loT Device

Figure 7. Interaction module architecture.

3.4. Communication

In Figure 8, part of the proposed architecture is presented, focused on the different
communication protocols incorporated in it.

Client A

INTERNET

SAR.IOT Server

Information Integration
_ ¥ Module Module

Interaction Module

Data storage IoT Interaction

IoT Control and Report

Visualization Module

HTTP HTTP / COAP / MQTT
ation

Image Acquisition -
age Acquisitiol loT Communicati

and Processing Client/Server Cor

ClientB

Figure 8. Communication architecture.

In the communication between the different modules in the architecture, and since
it is an IoT environment, it makes sense to use communication protocols suitable for
this purpose. In the previous figure, there are two different types of communication:
northbound communication between clients and the server, accessing the information
module; and southbound communication between the integration module on the server
and the interaction module on IoT devices.

In the northbound communication, since this typically occurs in a web environment
over the Internet, the communication protocol to be used will undoubtedly be HTTP
(Hypertext Transfer Protocol)—in its secure version, HTTPS—to ensure data security. This
is one of the most widely used protocols [21] for accessing online platforms and is widely
used in the IoT environment for the same purpose.

In the southbound communication, since it is mostly communication between IoT
devices and the server, several protocols focused on the IoT environment can be used:

e  HTTP (Hypertext Transfer Protocol): The most used Client/Server communication
protocol on the web, which is also widely used in the IoT world due to its simplicity
and efficiency in the delivery of information;
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e COAP (Constrained Application Protocol): A communication protocol designed for
devices that have limited processing capabilities, very similar to HTTP, but uses much
less data when sending messages; and

e  MOQTT (Message Queuing Telemetry Transport): One of the lightest communication
protocols, uses the Publisher /Subscriber model to exchange messages and is widely
used in scenarios where network connectivity is not ideal.

These are just some examples of some of the communication protocols most widely
used by programmers that can be applied to this architecture. In southbound communica-
tion, the use of HTTPS is recommended, the secured version of HTTP. The protocols COAP
and MQTT can also be used, but only with an implementation of the protocols that ensure
the data security, namely Lithe [22] and SMQTT [23].

4. Prototype Implementation

This section presents the prototype developed to test and validate the proposed
architecture, describing the analyzed frameworks, the used equipment, and the operation
of the entire solution. For this project, a solution was developed, mostly focused on web
technologies, called the Secured Augmented Reality for IoT, shortly named SAR.IoT.

4.1. Frameworks, SDKs, and Augmented Reality Libraries

Below is presented a review of the four most widely used and currently available
SDKs. For this project, we selected the ARToolkit SDK, a choice justified at the end of the
subsection.

4.1.1. Vuforia

The Vuforia SDK [24] is one of the most popular augmented reality SDKs to develop
AR solutions for Android, iOS, UWP, and Unity. It can recognize images, objects, and
text. It uses simultaneous localization and mapping (SLAM) technology, which makes
it possible for applications to recognize 3D scenes and objects. Regarding the licensing,
Vuforia is free for development.

4.1.2. Apple ARKit

The Apple ARKit framework [25] was introduced in iOS11 and allows for the creation
of augmented reality applications for iPhone and iPad. It can recognize images, objects,
and text. It also uses SLAM technology in conjunction with the device’s built-in sensors.
Regarding the licensing, the platform is free, but it only works on Apple devices running
iOS11+ and with A9, A10, and A1l processors.

4.1.3. Google ARCore

Google’s ARCore SDK [26] was designed to support the creation of AR applications
for Android 7.0+ devices. It can also recognize images, objects, and text. It also uses SLAM
technology in conjunction with the device’s built-in sensors. Regarding the licensing, the
platform is free, but only works on Android and iOS devices along with ARKit.

4.1.4. ARToolkit

ARToolKit [27] is a free open-source library, from version 5.2 onward (GPLv3), which
can be used to create cross-platform AR applications including Android, iOS, UWP, Unity,
and Web solutions. It can recognize images, text, and NFT (Natural Feature Tracking) and
was used in many previous works [28] with success. Since one of the defined goals is the
use of a web platform, it was selected to implement the presented solution.

4.2. Equipment Used in Prototype

The economic value is an important issue for the device to be used in this project, so
we opted to use ordinary equipment, readily available to most users. For the client device
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(i.e., to capture images and process the augmented reality), we selected an Android [29]
smartphone, displayed in Figure 9, priced around €150.

Figure 9. Smartphone Android Xiaomi A2 Lite.

For the server equipment (i.e., which receives and replies to requests, stores informa-
tion from the IoT devices, and authenticates users and IoT devices), we selected a Raspberry
Pi 3 B+ [30], displayed in Figure 10, priced at €50 including a 5 V 2.5 A power supply and
a Micro SD card. The characteristics of this equipment, despite being an IoT device, are
suitable for the intended purpose, since it includes a quad-core 1.4 GHz processor and 1
GB of RAM, which assures sufficient server performance.

Figure 10. Raspberry Pi 3 B+.

4.3. Operation

To present augmented information in a device, it is necessary to analyze and process
the image captured by the device itself, usually using a proper software library. In this
case, we used the ARToolKit library, the Javascript version, JSARToolKit5 [31], to work
in a web environment, allowing the system to be used by any device with an updated
browser (e.g., smartphones, tablets, computers, etc.). To create the augmented information
in Javascript, we used the Three js library, commonly used for WebGL 3D development.
Together with the ARToolKit, we. used the Threex. ARToolKit [32], which is also used by
the AR js library [33].

For this solution, a web platform was developed using HTML, PHP, MySQL, and
Javascript, and is accessible by the smartphone devices, though the HTTPS protocol (the
secured version of HTTP). The client-side data processing is executed in Javascript on the
smartphones and includes the AR marker detection and the augmented content rendering
systems, as displayed in Figure 11.
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SHISARIoT}

Figure 11. AR marker (left) being detected and processed (right).

Each client can only see the information of the markers to which it has been granted
access by the system administrator. Figure 12 presents an example of this security feature
in operation. In the left side is displayed a marker with augmented content to which the
user has access rights, and in the right side is displayed a marker to which the user does
not have access rights, together with a access restriction notification.

Figure 12. AR markers with (left) and without (right) access granted.



Sensors 2021, 21, 6001

11 of 21

By doing this, it is possible to have a secure system where only authorized persons
can access the information of the devices. The advantage in this method is that the user
is able, in real-time, to have a sense of what is happening with the devices, all of this
without the need to read codes manually, and subsequently accessing a URL with the
device information, in the case of using QR-Codes. It should also be noted that the ease
of use of an augmented reality system, in an IoT scenario with these characteristics, is an
asset for any multi-user implementation because there is no need to physically interact
with the IoT devices.

The diagram in Figure 13 presents a process view of the client operation, detailing the
actions performed by each activity of the process.

Beginning

A

User authentication

Y

Acquires an image and Request to server the list of
searches for the AR markers available to the |« YES
correspondent AR marker user

T -

N

tis an AR
marker associated
with the
user?

NO—> Displays the AR marker

access restriction notification 30 seconds period?

YES

Downloads from the server
the information related to
the AR marker in real time

w| Renders and display the
augmented information

NO—

e user clicked
on the augmented
information?

Displays an iFrame with the
detailed information about
the IoT device

YES

Figure 13. Process view of the client’s operation.

That same operation occurs in the following order:

e  The process begins when the client logs into the platform and the marker detection
system is started;

o  The client (client-side Javascript) sends a request to the server for the bookmarks
associated with the current user;

e  The mobile device captures images and the client searches for AR markers in the
images; and

e  When a marker is detected, the system checks whether it can be displayed to the
current user:

o If yes, the system downloads the information about the marker from the server and
renders and displays it on the device’s screen (augmented reality). If the user clicks
on the augmented information, an embedded webpage is displayed with the full
information regarding the IoT device.

o Ifnot, the system displays a marker access restriction notification.

The system refreshes the information from the markers and devices every 30 s and
the authentication activity is mandatory, as shown in Figure 14. If the user has an adminis-
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tration profile, it is redirected to the platform management portal. Otherwise, the client
process starts as previously described.

< SARIOT

& Autenticar

iot

Figure 14. Authentication page.

The SAR.IoT platform includes the management features (i.e., user profiles, IoT de-
vices, and bookmarks and associations). Figure 15 shows the users’ management page used
for Create, Read, Update, and Delete (CRUD) operations, where there can exist normal
users or administrators.

59 sarior 0T & ~

& Utilizadores

o

o A
NOME DE UTILIZADOR TIPO AGOES
ot Administrador
fuentes Utilizador
correia Utilizador
gestor Utilizador
safadinho Utilizador

SAR.I0T® 2021

Figure 15. User listing.
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Figure 16 shows the IoT device management page with CRUD (Create, Read, Update,
and Delete) operations. The IoT devices can specify the device types, the AR markers, and
users that can interact with them.

59 sAriOT oT & ~
% THINGS
% Registar thing
C‘% UTILIZADORES
Thing Output
Camara Movimento detetado no sétao
Tipo Marcador
Camara v ‘ 1 v
1 -
2 B
3
4
S =
6
7
8
9
n
12
3
14
15
6
17
18
1)
20 -

Figure 16. Thing parameters.

Figure 17 shows the page to manage the association between IoT devices and users
for access purposes.

59 sArioT 10T & ~

"

THINGS

é UTILIZADORES

Router Wi-Fi Mikrotik
- Localizado no escritério do Sr. José.

Ligacéo a Internet: Ativa
N° de clientes wireless: 3
Velocidade:

- Download: 3Mbps
- Upload: 654Kbps

& Utilizadores

Selecione os utilizadores que podem ler os marcadores da thing:

0O ges

safadinho

Figure 17. Association between an IoT device and users.
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4.4. Visualization Modes

In the visualization module, two visualization modes were implemented: a normal
mode and a debug mode, as displayed in Figure 18. The normal mode presents the IoT
device’s augmented information, while the debug mode adds graphical pins to signal the
presence of augmented information that is not available or configured in the system. To
switch between modes, the user can click the button on the upper right screen corner.

-
3
THING ID: 2
DESCRIPTION:

o .-4““’""-"

ana:—Wleaoﬂﬂz ABna:—wFiWZnoa-l

servos, " senvos, R
. Localizada sa cozinha do St. José. . Locakizada sa cozinha do St. José.

OUTPUT:

S ISARIGT SR ISARIGT;

Figure 18. Normal mode (left) and debug mode (right).

The debug mode is very useful in situations where we want to confirm whether the
mobile device (smartphone) is able to recognize the AR marker or not. This is implemented
because there may be situations in which the equipment does not present any information
and may not be able to read the tags due to some defect on them. With this, it is possible
to know if the system is working correctly or not, if it just cannot obtain the information
from the server, or if there is another problem with the client module, namely reading the
markers.

4.5. Interaction with Augmented Reality

When an AR marker augmented reality information in clicked /pressed on the smart-
phone’s screen, an embedded web page with content regarding the IoT device is produced,
as displayed in Figure 19. The contents are updated in real time and can allow interaction
with the IoT device.

This available information is acquired by the interaction module and sent to the server
through the integration module. It was decided to implement this interaction system to
allow the user to consult the information of the IoT devices more comfortably, without the
need to be pointing to the marker. The idea in this approach is for the user to be able to
verify in real-time the information of all the IoT devices that they can see, but if they want
to interact or analyze the information in detail, when clicking on the information generated
in AR, a new window appears with all the information that was in the AR information and
other further details.
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Figure 19. Processed AR marker (left) and the correspondent interaction dashboard (right).

4.6. An Augmented Monitoring Tool

The great advantage of an augmented reality system incorporated in a smartphone,
is its ability to easily allow the detection of equipment that is malfunctioning by simply
pointing the smartphone’s camera to the IoT devices and checking if any of them have
warnings. In the example shown in Figure 20, it is possible to observe a scenario where
multiple IoT devices have an AR marker attached (a), when using the proposed system, one
of the multiple AR information windows visible in the smartphone is drawing attention (b),
that is, there is a problem with that specific device that needs to be checked, doing that by
simply closing in the smartphone and seeing what is happening (c). When using a simple
dashboard on a smartphone, it indicates that there is a device with problems, but the
user must search for the physical equipment and, typically, for written tags with their
identification until they find it.

G 103

DESCRIFTION

TEMP = 89c

ARNING

THING TYPE: Sensor

Figure 20. AR markers (a) being detected (b) and showing an anomaly in a device (c).
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The main benefit of the given solution is that it transforms any smartphone in a real-
time monitoring tool, for example, allowing better monitorization of all the IoT devices in
an industry or a laboratory.

5. Tests and Optimizations

In this section, all the tests and optimizations performed are exposed. Various types of
AR markers were tested and different degrees of confidence in the recognition system were
analyzed. The performance of the solution was also analyzed, with multiple AR markers
being shown in the screen at the same time. The security layer of the AR markers was
also tested, namely, if the system could block access to the information of the markers to
unauthorized users.

5.1. Types of AR Markers

During the development, we tested PATTERN, 2D BARCODE, and NFT (Natural
Feature Tracking) markers, the AR markers used in the tests had a size of 2.5 cm x 2.5 cm,
as the ones in Figure 21 that is showing some pattern markers, and the distance of the
readings taken with the smartphone varied between 5 cm and 50 cm.

Figure 21. PATTERN markers.

To use PATTERN type markers with this framework, they must be defined in PATT
files. These files contain a mapping between the graphic content of the marker’s image
and numeric values in the 0 to 255 range. Each value represents a color, in a gray scale,
from 0 white to 255 black, as presented in Figure 22. An important indicator for the AR
markers’ recognition is the confidence degree, which is a percentage number that defines
the certainty of the recognition or the certain probability of a correct recognition.

Figure 22. Extract from a.PATT file with an image pattern.

To test the effects of the confidence degree in the AR marker recognition, we used
PATTERN type markers (characters) with a 50% confidence degree, and it was verified that
the system mismatched the “B” and the “F” markers. In another test, the confidence degree
was lowered to 25% and the results were predictably worse. The “B” marker was now also
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mismatched with the “D” marker. In a third test, we used an 85% confidence degree, and
all the markers (characters) were correctly recognized.

When using 2D BARCODE type markers, visible in Figure 23, it is not necessary to
include a definition file, which renders a much lighter processing. In the tests, like the ones
previously described, the system always recognized the marker correctly with a confidence
degree between 95% and 100%.

Figure 23. 2D BARCODE markers.

An additional conclusion is that the software library (the Threex. ARToolkit) had a
software bug on the calculus of the confidence degree for 2D BARCODE type markers. It
would always return a 100% confidence degree. The bug was corrected in the library and
the calculation is now accurate.

Figure 24 illustrates an example of some Natural Feature Tracking (NFT) markers that
can also be used with the ARToolkit framework. These types of markers allow for the usage
of any image to create a customized marker, where it is also necessary to generate from the
image for each tag a file with the unique keypoints to correctly identify the marker.

Figure 24. NFT markers.

The results of the tests carried out with the different types of markers are shown in
Figure 25. These tests were executed 10 times each, with different distances (50, 25, and
5 cm) and different numbers of markers simultaneously (1, 2, 3, 4, 5, and 10). The values
presented in the figure are the average values from the 10 iterations of each one.

MARKER DETECTION TIME (MS) - 50CM MARKER DETECTION TIME (MS) - 25CM

Nl w2 m3 w4 m5m10 Nl w2 w3 m4 m5m10

‘ ‘ I o (1| o il
PATTERN

2D BARCODE NFT PATTERN 2D BARCODE NFT

MARKER DETECTION TIME (MS) - 5CM

N1l N2 m3 w4 n5m10

PATTERN 2D BARCODE NFT

Figure 25. Marker detection time comparison (0 = not available).
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The 2D BARCODE markers were the fastest to be detected by the system, while the
NFT markers were the most time consuming and presented several problems in their
detection, namely in terms of distance, where they were only detected at 5 cm from the
camera and with more than two markers at the same time, where the system (on the
smartphone) could not detect any AR marker.

For the AR markers to be used in the implementation, we chose the 2D BARCODE
type as the detection time was lower, the recognition confidence was higher, the detection
of multiple markers simultaneously was faster, and it did not need additional files to work.

5.2. AR Performance

The solution exposed in this article was intended to work using a simple browser
in a low-medium range smartphone, allowing the largest possible visualization of AR
markers at the same tie, being the 60 markers simultaneously on the screen, the maximum
allowed by the framework. In order to validate the capabilities of the system, it was
necessary to verify the performance of the solution and whether it could handle a large
number of markers captured by the system at the same time. For this purpose, several
tests were carried out with the AR solution using 4 x 4 2D barcode markers (allowing a
total of 8181 different markers), and in Figure 26, it is possible to see one of those tests,
where 60 augmented information windows were generated at the same time on the same
smartphone screen.
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Figure 26. Performance test with multiple AR markers.

Overall, the system managed to always generate all the AR information windows
needed, with only a slight drag in the animation when the number of AR markers recog-
nized by the system was very high (as the picture above), but when zooming on a specific
AR marker, this drag completely disappears.

5.3. Marker Security Protection

To assure the security while retrieving the information from the IoT devices, several
tests were conducted with a regular smartphone accessing the system, and although the
system detects all the markers and processes them all, it only returns and displays the
real-time information of the devices available to the current user, so every other device will
have access denied and the AR marker will show that, as shown in Figure 27.

In the example above, we can see that the markers unlocked to users Ul (a) and
U2 (b) were completely different, the two users had access to different devices, and the
system only showed the information of the IoT devices that each user had permission
for. Regarding user U3 (c), it could view and manage a set of devices to which users (a)
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and (b) also had access. This behavior is very useful, mainly in industrial or laboratorial
situations, where different employees/users can only view or manage the IoT devices they
have permissions for, which adds a security feature to who can view or not the information
in real-time of each device using augmented reality.

Figure 27. Available and not available AR markers for users Ul (a), U2 (b) and U3 (c).

6. Conclusions and Future Work

In this work, we proposed a real-time visualization system for IoT devices using
consumer grade mobile phone devices and augmented reality. The principal objective was
to be able to extract information in real-time from the IoT devices and present it using
augmented reality without the need for additional specific hardware, keeping the solution
low cost. The main contributions in this article were the creation of an architecture that
allows the simplified use of augmented reality to visualize information in real-time from
IoT devices with a security layer added to the AR, and the development of a functional
prototype that demonstrates the operation of the proposed solution and validates the
architecture.

The tests results concluded which type of AR marker was best to use and validated
the security model used to protect the access to the information on the IoT devices.

In future work, an interesting approach to research would be the implementation of
an AR marker generator, creating unique markers optimized for AR usage, mainly using a
random quantity of triangles and rectangles, composing a unique pattern.

Author Contributions: Conceptualization, D.F, L.C. and A.P; data curation, D.F. and L.C.; formal
analysis, A.R., N.C, ].B. and A.P; funding acquisition, A.R., ].B. and A.P; investigation, D.F. and L.C.;
methodology, A.P,; resources, A.R., ].B.,, N.C. and A.P,; software, D.F. and L.C.; supervision, A.R.,
J.B., N.C. and A.P; validation, N.C., A.R,, ].B. and A.P,; writing—original draft, D.F,, L.C.,, N.C.,, A.R.
and A.P; writing—review and editing, D.F,, L.C., N.C., A.R,, ].B. and A.P. All authors have read and
agreed to the published version of the manuscript.

Funding: This work was supported by Project “Digitalization of end-of-line distributed testers
for antennas (“D-EoL-TA)”, operation number: POCI-01-0247-FEDER-049698, financed by the Pro-
gram COMPETE 2020, Portugal 2020, by National Funds through the Portuguese funding agency,
FCT-Fundacao para a Ciéncia e a Tecnologia, within project UIDB/04524 /2020, and was partially
supported by Portuguese National funds through FITEC-Programa Interface, with reference CIT



Sensors 2021, 21, 6001 20 of 21

“INOV-INESC Inovagao-Financiamento Base” and by Portuguese Fundacao para a Ciéncia e a
Tecnologia-FCT, I.P., under the project UIDB/50014/2020.

Institutional Review Board Statement: Not applicable.
Informed Consent Statement: Not applicable.
Data Availability Statement: Not applicable.

Acknowledgments: The authors acknowledge the Computer Science and Communication Research
Center for the facilities granted in the implementation of part of this work, in the context of the Smart
IoT Ecosystems research line, and the Mobile Computing Laboratory of the School of Technology
and Management of the Polytechnic of Leiria. The authors also acknowledge the authorship of some
of the images used in some of the visual content created using the tool “diagrams.net” and the free

v ou

content available in “iconfinder.com”, “pixabay.com”, and “flaticon.com”.

Conflicts of Interest: The authors declare no conflict of interest.

References

1.

10.

11.

12.

13.

14.

15.

16.

17.

Farooq, M.; Riaz, S.; Abid, A.; Abid, K.; Naeem, M. A Survey on the Role of IoT in Agriculture for the Implementation of Smart
Farming. IEEE Access 2019, 7, 156237-156271. [CrossRef]

Hutabarat, D.; Hendry, H.; Pranoto, J.; Kurniawan, A. Human tracking in certain indoor and outdoor area by combining the
use of RFID and GPS. In Proceedings of the 2016 IEEE Asia Pacific Conference on Wireless and Mobile (APWiMob), Bandung,
Indonesia, 13-15 September 2016.

Zemrane, H.; Baddi, Y.; Hasbi, A. IoT Smart Home Ecosystem: Architecture and Communication Protocols. In Proceedings of the
2019 International Conference of Computer Science and Renewable Energies (ICCSRE), Agadir, Morocco, 22-24 July 2019.
Ferreira, G.; Penicheiro, P; Bernardo, R.; Mendes, L.; Barroso, J.; Pereira, A. Low Cost Smart Homes for Elders. In Universal Access
in Human—Computer Interaction. Human and Technological Environments, Proceedings of the International Conference on Universal Access
in Human-Computer Interaction, Vancouver, BC, Canada, 9-14 July 2017; Springer International Publishing: Springfield, IL, USA,
2017; pp. 507-517.

Ferreira, G.; Penicheiro, P.; Bernardo, R.; Neves, A. ; Mendes, L.; Barroso, J.; Pereira, A. Security monitoring in a low cost smart
home for the elderly. In Proceedings of the International Conference on Universal Access in Human-Computer Interaction,
Las Vegas, NV, USA, 15-20 July 2018; pp. 262-273.

Nenna, F.; Zorzi, M.; Gamberini, L. Augmented Reality as a research tool: Investigating cognitive-motor dual-task during outdoor
navigation. Int. J. Hum. Comput. Stud. 2021, 152, 102644. [CrossRef]

Brito, P.Q.; Stoyanova, J. Marker versus Markerless Augmented Reality. Which Has More Impact on Users? Int. ]. Hum. Comput.
Interact. 2018, 34, 819-833. [CrossRef]

Patrao, B.; Cruz, L.; Goncalves, N. Large scale information marker coding for augmented reality using graphic code.
In Proceedings of the 2018 IEEE International Conference on Artificial Intelligence and Virtual Reality (AIVR), Taichung, Taiwan,
10-12 December 2018; pp. 132-135.

Bhakar, S.; Bhatt, D.P. Product Application to Recognize the Marker Through Augmented Reality. In Proceedings of the 2019
6th International Conference on Signal Processing and Integrated Networks (SPIN), Noida, India, 7-8 March 2019; pp. 594-601.
Xavier, R.S.; da Silva, BM.E,; Gonalves, L.M.G. Accuracy analysis of augmented reality markers for visual mapping and
localization. In Proceedings of the 13th 2017 Workshop of Computer Vision (WVC), Natal, Brazil, 30 October—1 November 2017;
pp- 73-77.

White, G.; Cabrera, C.; Palade, A.; Clarke, S. Augmented reality in iot. In Proceedings of the International Conference on Service-
Oriented Computing, Hangzhou, China, 12-15 November 2018; Springer: Cham, Switzerland, 2018; pp. 149-160.

Jo, D.; Kim, G.J. ARIoT: Scalable augmented reality framework for interacting with Internet of Things appliances everywhere.
IEEE Trans. Consum. Electron. 2016, 62, 334-340. [CrossRef]

Pokri¢, B.; Krco, S.; Pokri¢, M. Augmented reality based smart city services using secure iot infrastructure. In Proceedings of the
2014 28th International Conference on Advanced Information Networking and Applications Workshops, Victoria, BC, Canada, 13-16 May
2014; IEEE: New York, NY, USA, 2014; pp. 803-808.

Park, Y.; Yun, S.; Kim, K.H. When IoT met augmented reality: Visualizing the source of the wireless signal in AR view.
In Proceedings of the 17th Annual International Conference on Mobile Systems, Applications, and Services, Seoul, Korea,
17-21 June 2019; pp. 117-129.

Purmaissur, J.A.; Towakel, P.; Guness, S.P.; Seeam, A.; Bellekens, X.A. Augmented-reality computer-vision assisted disaggregated
energy monitoring and IoT control platform. In Proceedings of the 2018 International Conference on Intelligent and Innovative
Computing Applications (ICONIC), Mon Tresor, Mauritius, 67 December 2018; pp. 1-6.

Phupattanasilp, P.; Tong, S.-R. Augmented Reality in the Integrative Internet of Things (AR-IoT): Application for Precision
Farming. Sustainability 2019, 11, 2658. [CrossRef]

Sandu, M.; Scarlat, L.S. Augmented Reality Uses in Interior Design. Inform. Econ. 2018, 22, 5-13. [CrossRef]


diagrams.net
iconfinder.com
pixabay.com
flaticon.com
http://doi.org/10.1109/ACCESS.2019.2949703
http://doi.org/10.1016/j.ijhcs.2021.102644
http://doi.org/10.1080/10447318.2017.1393974
http://doi.org/10.1109/TCE.2016.7613201
http://doi.org/10.3390/su11092658
http://doi.org/10.12948/issn14531305/22.3.2018.01

Sensors 2021, 21, 6001 21 of 21

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

Yang, X.-D.; Huang, J.; Jarosz, W.; Dunn, M.].; Cooper, E.A.; Kinateder, M. An augmented reality sign-reading assistant for users
with reduced vision. PLoS ONE 2019, 14, e0210630.

Lebeck, K.; Ruth, K.; Kohno, T.; Roesner, F. Securing Augmented Reality Output. In Proceedings of the 2017 IEEE Symposium on
Security and Privacy (SP), San Jose, CA, USA, 22-26 May 2017; pp. 320-337.

El-Sayed, H.; Sankar, S.; Prasad, M.; Puthal, D.; Gupta, A.; Mohanty, M.; Lin, C.T. Edge of things: The big picture on the integration
of edge, IoT and the cloud in a distributed computing environment. IEEE Access 2017, 6, 1706-1717. [CrossRef]

Dizdarevig, J.; Carpio, E; Jukan, A.; Masip-Bruin, X. A survey of communication protocols for internet of things and related
challenges of fog and cloud computing integration. ACM Comput. Surv. (CSUR) 2019, 51, 1-29. [CrossRef]

Raza, S.; Shafagh, H.; Hewage, K.; Hummen, R.; Voigt, T. Lithe: Lightweight secure CoAP for the internet of things. IEEE Sens. ].
2013, 13, 3711-3720. [CrossRef]

Singh, M.; Rajan, M. A ; Shivraj, V.L.; Balamuralidhar, P. Secure mqtt for internet of things (iot). In Proceedings of the 2015 Fifth
International Conference on Communication Systems and Network Technologies, Gwalior, India, 4-6 April 2015; IEEE: New York, NY,
USA, 2015; pp. 746-751.

PTC. Vuforia: Market-Leading Enterprise AR. Vuforia. Available online: https://www.ptc.com/en/products/vuforia (accessed
on 5 April 2021).

Apple Inc. ARKit—Augmented Reality. ARKit. Available online: https://developer.apple.com/augmented-reality/arkit/
(accessed on 5 April 2021).

Google Developers. ARCore. Available online: https://developers.google.com/ar/discover (accessed on 5 April 2021).

Lamb, P. Ianyyin/Artoolkit5. ARToolkit. Available online: https:/ /github.com/ianyyin/artoolkit5 (accessed on 5 April 2021).
Shepiliev, D.S.; Semerikov, S.O.; Yechkalo, Y.V.; Tkachuk, V.V,; Markova, O.M.; Modlo, Y.O.; Kiv, A.E. Development of career
guidance quests using WebAR. J. Phys. Conf. Ser. 2021, 1840, 012028. [CrossRef]

Google Inc. Android | The Platform Pushing What's Possible. Android OS. Available online: https://www.android.com/
(accessed on 6 April 2021).

The Raspberry Pi Foundation. Raspberry Pi 3 Model B. Available online: https://www.raspberrypi.org/products/raspberry-pi-
3-model-b/ (accessed on 6 April 2021).

Bux, T. Artoolkitx/Jsartoolkit5. JSARToolKit5. Available online: https://github.com/artoolkitx/jsartoolkit5 (accessed on 5 April
2021).

Etienne, J. Threex-artoolkit. Threex. ARToolKit. Available online: https://jeromeetienne.github.io/ AR js/three.js/ (accessed on 5
April 2021).

Etienne, J. AR-js-org/AR js. AR Js. Available online: https://github.com/AR-js-org/AR js (accessed on 5 April 2021).


http://doi.org/10.1109/ACCESS.2017.2780087
http://doi.org/10.1145/3292674
http://doi.org/10.1109/JSEN.2013.2277656
https://www.ptc.com/en/products/vuforia
https://developer.apple.com/augmented-reality/arkit/
https://developers.google.com/ar/discover
https://github.com/ianyyin/artoolkit5
http://doi.org/10.1088/1742-6596/1840/1/012028
https://www.android.com/
https://www.raspberrypi.org/products/raspberry-pi-3-model-b/
https://www.raspberrypi.org/products/raspberry-pi-3-model-b/
https://github.com/artoolkitx/jsartoolkit5
https://jeromeetienne.github.io/AR.js/three.js/
https://github.com/AR-js-org/AR.js

	Introduction and Motivation 
	Related Work 
	Conceptual Architecture 
	Client 
	Server 
	IoT Device 
	Communication 

	Prototype Implementation 
	Frameworks, SDKs, and Augmented Reality Libraries 
	Vuforia 
	Apple ARKit 
	Google ARCore 
	ARToolkit 

	Equipment Used in Prototype 
	Operation 
	Visualization Modes 
	Interaction with Augmented Reality 
	An Augmented Monitoring Tool 

	Tests and Optimizations 
	Types of AR Markers 
	AR Performance 
	Marker Security Protection 

	Conclusions and Future Work 
	References

